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Abstract

The convergence of Artificial Intelligence (AI) with climate sci-
ence is a double-edged sword. Al-enhanced modeling has trans-
formative potential for the field, but it comes with new vulnerabil-
ities, especially from adversarial machine learning. Such adversar-
ial tactics can distort Al-driven climate models, producing mis-
leading projections on phenomena like sea-level changes and tem-
perature predictions. Beyond just modeling, Al-enhanced systems
in resource management, conservation, and agriculture are at risk.
Tampering with climate datasets can undermine decades of global
research and erode trust, while adversarial misinformation cam-
paigns can skew public discourse. Ethically, distorted data risks
magnifying socio-environmental disparities. Addressing these
challenges necessitates robust modeling using advanced tech-
niques, data defense with cryptographic solutions, Al-driven infra-
structure safeguards, and Al algorithms to detect and counter mis-
information. Simply put, securing Al in climate science is not just
a technical challenge, but a global imperative.

Introduction

As the sun sets on one of the hottest years on record, the
global community must grapple with an undeniable reality:
climate change isn’t a distant threat, it’s our present. Sweep-
ing wildfires, unprecedented storms, and melting ice caps
foreshadow this growing threat. However, new innovations,
like climate artificial intelligence (Al), provide hope. This
field promises not only to illuminate the path forward but
also to revolutionize our approach to this existential chal-
lenge.

For decades, scientists have utilized computational mod-
els to understand and predict climatic patterns. However, the
sheer complexity of our planet’s climate systems has often
outpaced traditional computational methods. The capabili-
ties of Al, especially machine learning, allow us to sift
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through vast datasets, discern patterns and predict future cli-
matic events. From predicting the rate of glacial melts in the
Artic to optimizing renewable energy consumption, the fu-
sion of Al with climate science is rapidly becoming the
linchpin of modern environmental strategies.

The transformative potential of this combination is unde-
niable. Al-driven climate models can provide policymakers
with the data and forecasts they need to enact timely and
effective strategies to combat climate change. But Al is a
double-edged sword. Its integration into climate response
initiatives also introduces a host of potential vulnerabilities.
Adversarial threats, where Al systems are manipulated for
malicious ends, threaten to undermine the very solutions we
are relying on. In this pivotal moment, the balance between
the innovation’s promise and its pitfalls is critical. Thus, the
purpose of this paper is threefold: first, we call attention to
the threat of adversarial Al in the field of climate science;
second, we examine the far-reaching and potentially devas-
tating political and practical consequences of this threat; and
third, we suggest a multifaceted blueprint to build resilience
and robust countermeasures.

What is Climate AI?

Climate Al, defined here as various machine learning (ML)
algorithms that help predict, mitigate, and respond to cli-
mate-related challenges, is one of the latest innovations in
the fight against climate change. In this field, ML algorithms
prove especially useful when it comes to modeling — or the
creation and use of large mathematical models run as com-
puter simulations (Monteleoni, Schmidt, and McQuade
2013). Results from these models are critical for researchers
looking to understand and forecast the Earth’s climate
(Monteleoni, Schmidt, and McQuade 2013). However, cur-
rent analytical tools have been unable to keep pace with the
rapidly growing amounts of climate data created by



satellites, environmental sensors, and simulations (Montele-
oni, Schmidt, and McQuade 2013). This is where ML,
which uses algorithms to detect patterns in data, can advance
the field.

The strength of ML algorithms lies in their ability to pro-
cess enormous amounts of data quickly and efficiently
(Cowls et al. 2021). Using simple methods for regression
and more complicated deep learning models, climate Al in-
corporates data that could not be included in an automated
analysis prior to modern ML. Images are one such data
source that allow for more comprehensive analysis (Kim et
al. 2019). In the process, these algorithms facilitate the com-
prehension of high-dimensional climate datasets and enable
improved trend prediction and forecasting (Cowls et al.
2021). ML algorithms can also cut the costs of predictions
when compared to current models, making them not only an
effective alternative but a feasible one as well (Rolnick et al.
2019). The capabilities that ML models and frameworks
provide for climate change will be invaluable in efforts to
utilize data sources, determine climate trends, and make de-
cisions that will positively benefit the environment moving
forward.

Climate AI’s Transformative Potential: Cur-
rent Practice and Literature

The benefits of ML algorithms described above are already
coming to life in practice, with novel models providing new
techniques for evaluating systems like cloud formation, ice
sheet flow, and permafrost (Rolnick et al. 2019). For exam-
ple, new satellite campaigns have generated terabytes of
data on the Artic and Antarctic that can provide context to
global sea level rise (Rolnick et al. 2019). Researchers can
now use ML models to examine this data, studying snow
and sea ice properties or anticipating short-term changes in
the sea ice extent (Rolnick et al. 2019). Al tools can also
assist with predicting more common weather events, like
heavy rain damage or wildfires (Cowls et al. 2021). Even
private companies are stepping into the field with projects
like AI for Earth initiative, Microsoft’s five-year, $50 mil-
lion project designed to support organizations and research-
ers using Al to tackle aspects of the climate crisis (Cowls et
al. 2021). In conjunction with practical applications for the
fight against climate change, Al and ML algorithms can also
influence policy. These models can be used to predict out-
puts, like carbon emissions, based on present trends, inform-
ing the development of domestic and international policy
(Mardani et. al 2020). As climate-related challenges grow,
the nexus between Al and climate science will only become
more important to mitigation and prevention efforts.

The benefits of climate Al and ML algorithms in climate
science are manyfold. From predicting climate trends and
extreme weather events to informing policy, Al can
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fundamentally shift how we respond to the climate crisis and
provide us with the knowledge to build resilience on a na-
tional—if not global—scale.

Anticipating Shortfalls: Climate AI as a New
Attack Surface

While the benefits of climate Al are vast, it is not a flawless
solution. As a relatively new discipline, research and prac-
tice are only just beginning to explore potential pitfalls. For
example, recent scholarship has highlighted and begun to
address the levels of greenhouse gas emissions created by
these systems. Large Al systems also consume copious
amounts of water. For example, GPT-3 in Microsoft's U.S.
data centers can use 700,000 liters of water a day for cooling
(Li et al. 2023). Coupled with a complex global regulation
environment in which key players, like the U.S., UK., E.U.
and China, lack consensus, these hurdles inhibit the trans-
formative potential of climate Al.

That said, there is still one domain that research and prac-
tice have yet to explore: adversarial Al. As with any techno-
logical innovation, the benefits coincide with vulnerabili-
ties. Because climate ML models, and ML models more
generally, are focused on being able to make accurate pre-
dictions efficiently, the security of these models often be-
comes a secondary concern (Papernot et al. 2016). Widening
the scope beyond modeling, the broader infrastructural eco-
system—including Al-driven systems like intelligent en-
ergy management, data-enhanced agricultural practices, and
real-time water resource management—stands equally sus-
ceptible to adversarial threats. A well-executed adversarial
attack within these interconnected systems could compro-
mise their real-time data, leading to significant operational
disruptions. The gravity of these risks cannot be understated,
highlighting the importance of examining adversarial Al
both in modeling and in practice.

Adversarial AI: An Overview

As explained above, the introduction of Al and ML into cli-
mate science creates a new attack surface through which ad-
versaries can disrupt systems and critical functions (Oseni
et al. 2021). Adversarial Al attacks are a sophisticated do-
main in which Al models are subtly and strategically manip-
ulated to produce malicious or unintended outcomes (Good-
fellow et al. 2014). Simply put, an adversary can influence
the system by manipulating the model, the data, or both
(Churilla, Vanhoudnos, and Beveridge 2023). In the pro-
cess, the Al will either learn incorrectly, perform unexpect-
edly, or reveal privileged information about the model or its
data (Churilla, Vanhoudnos, and Beveridge 2023).
Learning: Attacks that cause the ML algorithm to learn
incorrectly target training data and foundational models.



Poisoning, a technique where triggers are input into the
training data, is one example of this attack. By disrupting
the data that the Al is learning from, the algorithm will adopt
traits that the adversary can exploit later (Churilla,
Vanhoudnos, and Beveridge 2023).

Performance: Attacks on the model’s performance cause
the ML model to behave in an unexpected way (Churilla,
Vanhoudnos, and Beveridge 2023). These attacks typically
occur during the training phase and result in the misidentifi-
cation of patterns and skewed projections (Oseni et al.
2021).

Privacy: Attacks that cause the Al to reveal privileged
information about the model fall into two categories. First,
model extraction attacks give the adversary the tools they
need to create a duplicate of a model that was intended to be
private (Churilla, Vanhoudnos, and Beveridge 2023). Sec-
ond, model inversion attacks reveal information about the
data used to train the model (Churilla, Vanhoudnos, and
Beveridge 2023). In both cases, the adversary gains
knowledge that would otherwise remain private, giving
them the tools to undermine the ML’s performance.

Regardless of the type of attack, adversarial Al has the
potential to seriously disrupt operational systems and gener-
ate far-reaching consequences. Already, adversarial attacks
have been seen across domains, from health to transporta-
tion. Some, such as the misrecognition of a 3d printed turtle
as a rifle may seem relatively mundane but even low-cost
examples highlight the possibility of tricking computer vi-
sion systems (Athalye et al. 2017). More nefarious applica-
tions include using specific clothing patterns to deceive fa-
cial recognition software and the misdirection of chatbots so
that the inference they conduct is offensive (Mothes 2023;
Davis 2016). If left unchecked, the consequences of these
adversarial attacks could range from generating misinfor-
mation to undermining the justice system.

The Threat of Adversarial Al in Climate Sci-
ence

Much like the systems highlighted above, machine learning
models used in the climate domain are vulnerable to adver-
sarial attacks. The roots of this vulnerability can be traced
back to the inherent structure of machine learning models,
as described by Szegedy et al. in their 2014 paper "Intri-
guing Properties of Neural Networks."

Climate models are multifaceted, simulating the interplay
of various components like the atmosphere, oceans, land,
ice, and living organisms. Given the depth and breadth of
such data, a machine learning model can easily be misled if
its input is manipulated, even subtly. Furthermore, the data
landscape in climate science poses challenges. A significant
portion of this data is historical, and only a limited subset
represents extreme or rare climatic events. When machine
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learning algorithms are trained on these constrained da-
tasets, they are vulnerable to adversarial attacks that intro-
duce unfamiliar patterns. Such unfamiliarity can lead the
model to make erroneous predictions or interpretations.

Furthermore, the stakes in climate science are undeniably
high. Al-driven insights often inform decisions spanning po-
litical, economic, and practical applications. Any deviation
or misinformation can have far-reaching consequences,
from misdirected policies and resource management to the
decay of public trust. Potential feedback loops in the climate
domain further complicate matters. An Al-driven rainfall
prediction, for example, might influence water resource
management, which in turn can alter the subsequent data the
model ingests regarding water availability.

The "black-box" nature of many advanced Al models
adds another layer of vulnerability. The decision-making
processes within these models remain largely opaque, mak-
ing it challenging to trace or understand their reasoning, es-
pecially when they err. The lack of transparency in these
models has driven the emergent field of explainable-Al,
which seeks techniques to probe and interpret the black box.
The interdisciplinary facet of climate science, encompassing
fields like oceanography, geology, and biology, presents
unique security challenges. As knowledge is amalgamated
from diverse disciplines, there may be gaps or oversights in
standard security practices, especially at the confluence of
these fields.

Lastly, the long-term projections inherent to climate mod-
els mean that the effects of adversarial attacks will persist
for extended periods. The resulting skewed projections can
thus misguide policies for years or even decades. Coupled
with the global implications of climate change, adversarial
attacks in this field can have international ramifications, af-
fecting entire countries and populations.

Recent scholarship has begun to explore the effects of ad-
versarial attacks on system operations. For example, Chen,
Tan, and Zhang (2019) examine the vulnerability load fore-
casting to adversarial Al. Contributions like these are a crit-
ical first step in tackling the threat of adversarial Al in cli-
mate science; however, they fall short in addressing the far-
reaching consequences of these attacks. Rather than merely
a system malfunction or operational error, adversarial at-
tacks on climate models and ML algorithms will have im-
pacts on a variety of political and practical environments.
The depth and breadth of these consequences are explored
in the following section.

The Consequences of Adversarial Al in the
Climate Space
The vulnerability of Al in climate modeling comes with high

risks of skewed data and biased projections. Al that has suf-
fered an adversarial attack may misrepresent climate



information and data, resulting in consequences ranging
from ineffective weather predictions to underestimations of
carbon emissions (University of Cambridge 2023). As the
use of climate Al grows, the field must consider the butterfly
effect of adversarial attacks and put greater emphasis on the
security of these tools. Current research focuses mainly on
the effects of adversarial attacks on the operational systems
themselves while largely ignoring the broader conse-
quences. However, giving the increasing demand for Al to
assist in response and planning, more attention should be
given to the political and practical implications of these var-
iables.

Political Consequences

The consequences of adversarial attacks on climate Al can
disrupt political stability through three pathways: misinfor-
mation and disinformation, misinformed policy, and ineq-
uity. First, adversarial attacks can fuel misinformation and
disinformation campaigns. ML’s ability to create idiomatic
narratives, utilize multimedia resources, and write code
“may decrease the risks and increase the rewards of running
influence operations,” (Kuper 2023). Further, these tools
can increase the quality, quantity, and targeting capabilities
of these campaigns (Kuper 2023). Any biased outputs would
then call into question the integrity of the information space
and the sanctity of climate datasets, simultaneously under-
mining the authority of the institution(s) that produced it. In
the process, adversarial Al would contribute to issues of po-
larization and radicalization through the creation and spread
of false or malicious information.

Second, skewed data can contribute to misinformed pol-
icy frameworks. As national and global leaders develop pol-
icies to fight climate change, they will lean on the conclu-
sions drawn by the latest models. However, if those models
have been subjected to an adversarial attack, the effective-
ness and equity of these policies would be fundamentally
altered. This opens the door for peer adversary nations and
private entities to influence climate change policies, direct-
ing the flow of resources and accountability where they see
fit.

Third, adversarial Al can exacerbate preexisting inequi-
ties. These attacks can reframe behaviors and construct nar-
ratives through the manipulation of models and data, specif-
ically threatening vulnerable communities and regions.
These areas are already susceptible to climate events also
have the fewest resources, meaning that they will be the first
to feel the effects of misguided policies or data misrepresen-
tation (University of Cambridge 2023). Additionally, adver-
sarial attacks can facilitate abuse of power on a global scale.
With treaties like the Kyoto Protocol and Paris Agreement
calling for greenhouse gas reductions and more climate-con-
scious governance, nations have incentives to manipulate
data to protect their reputations and avoid accountability.
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The results facilitate political manipulation and, in the pro-
cess, put vulnerable communities at greater risk with little to
no recourse.

Practical Consequences

Alongside the political consequences described above, ad-
versarial Al has devastating potential in the practical space.
Inefficient resource allocation, flawed resilience and conser-
vation techniques, and the disruption of emergency manage-
ment response are all critical functions that could be under-
mined by adversarial attacks. First, Al can streamline the
provisioning of resources. Xiang et al. 2021 provide one ex-
ample, exploring how environmental planning for water re-
source management can improve water efficiency. How-
ever, if these models fall victim to an adversarial attack, re-
sources could be sent to the wrong location or in the wrong
number. In some cases, this misallocation would leave com-
munities vulnerable to much higher death rates and recovery
costs.

Second, climate Al has a key role to play in climate miti-
gation strategies and conservation efforts. For example.
Zhou et al. 2010 created a model to measure the climate re-
silience of different localities. However, the misrepresenta-
tion of data in these models can lead to a failure to act, a loss
of critical biodiversity, and a decay of critical infrastructure.

Lastly, adversarial attacks on climate Al tools could det-
rimentally affect national and international disaster response
efforts. The use of Al to bolster warning systems could pro-
vide additional safeguards to ensure swift and effective re-
sponses to wildfires, hurricanes, and floods. In their paper,
Fuli et al. 2016 integrate geographical information with
Twitter technology to support decision-making and tsunami
evacuation planning. However, if subjected to an adversarial
attack, these warning systems could be delayed or sub-
verted. And, in serious cases, slower response times can lead
to devastating consequences.

Navigating the Threat Landscape: Counter-
measures to Build Resilience

Given the damage that adversarial attacks can wreak on cli-
mate Al systems, it’s critical the researchers and practition-
ers consider avenues for strengthening this technology. Sev-
eral methods for combatting adversarial attacks on ML sys-
tems are discussed in the literature of various domains. The
methods that may prove most effective in the climate space
are discussed below.

Defensive Strategies

Adpversarial training is an extremely popular approach to de-
fending against adversarial attacks and involves injecting
adversarial samples into the training data and training the



model on this dataset (Szegedy et al. 2013). Several appli-
cations have proven the success of adversarial training
(Goodfellow, Shlens, Szegedy 2014, Huang et al. 2105,
Trameér et al. 2017). However, the problem lies in the inabil-
ity to introduce all possible attacks into the dataset. Adver-
sarial training has been applied in several fields of machine
learning including computer vision (Goodfellow, Shlens,
Szegedy 2014), cybersecurity (Kitada, Iyatomi 2021), and
natural language processing (Hinton, Vinyals 2015). Sev-
eral methods have been proposed to generate these adver-
sarial samples (Szegedy et al. 2013, Goodfellow, Shlens,
Szegedy 2014, Papernot et al. 2016, Kurakin, Goodfellow,
Bengio 2018, Zhang et al. 2020), and were initially proposed
for the computer vision domain but have been extended to
other fields such as question answering (Tripathi, Mishra
2022) and environmental sound -classification (Abou
Khamis, Shafiq, Matrawy 2020). There are several other
methods discussed in the literature that directly involve the
data such as Gradient Hiding (Tramer et al. 2017), Blocking
the Transferability (Hosseini et al. 2017), Data Compression
(Dziugaite et al. 2016), and Data Randomization (Xie et al.
2017), but these are less prominent methods and as such we
do not delve into their specifics.

Distillation is a process in which learned parameters from
a larger model are used to train a smaller model (Papernot et
al. 2016). Defensive Distillation, proposed in Soll et al.
2019, is where the learned parameters of a deep neural net-
work (DNN) are used to increase it robustness with respect
to adversarial attacks. The authors show that on the MNIST
dataset the success rate of adversarial examples was reduced
from 95.89% to 0.45% and on the CIFAR-10 dataset from
87.89% to 5.11% (Soll et al. 2019). This method has suc-
cessfully been extended to several domains including natu-
ral language processing (Apruzzese et al. 2020) and cyber-
security (Sagi and Lior 2018).

Ensemble methods involve using multiple machine learn-
ing models or statistical techniques for some task (Apruzz-
ese et al. 2020). The authors of Joshi et al. 2021 propose an
ensemble method named AppCon which was able to prevent
75% of adversarial attacks in their setting of data from social
media applications. Ensemble methods have also been suc-
cessfully employed to mitigate the threat of adversarial ex-
amples within audio data (Pawlicki, Choras$, Kozik, 2020).

Several methods exist for detecting adversarial samples
prior to them ever reaching the model. Supervised and un-
supervised learning strategies can be used to detect an ad-
versarial sample prior to its contact with the machine learn-
ing model, such as in Van Tuinen et al. 2022 where k Near-
est Neighbors and Random Forest are able to achieve a 99%
recall in detecting adversarial machine learning samples.
Distance based methods can be used to detect outliers, such
as in Grosse et al. 2017, and these samples can be assumed
to be adversarial examples. Lastly, a statistical technique is
proposed by Treen, Williams, and O'Neill 2020 to detect
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adversarial examples using Maximum Mean Discrepancy
and Energy Distance.

Misinformation

Misinformation related to climate change is already rampant
in public discourse (Treen, Hywel, O'Neill. 2020). While we
touched on the role of Al in generating and disseminating
misinformation earlier in the paper, it is equally as important
to examine how misinformation could affect climate Al sys-
tems. For example, natural language processing systems
used in climate machine learning could be affected by state-
ments and papers denying climate change trends. Methods
of detection such as those proposed in Van Tuinen et al.
2022, Grosse et al. 2017, and Treen, Hywel, and O'Neill
2020, along with the many methods presented in Dhiman et
al. 2023 may prove beneficial in ensuring that this misinfor-
mation does not reach the model.

Possible Applications in Climate Al

Using adversarial training methods will prove critical in de-
veloping and validating robust climate Al models and algo-
rithms. These efforts should be coupled with detection
methods to ensure that the model is not fed adversarial data
during the deployment life cycle.

To better illustrate how the mentioned methods might
benefit climate ML, we provide results from a simple exper-
iment. We use the climate change dataset from Kaggle to
predict atmospheric concentration of CO2 given several
other variables. To do so, a random forest regression model
is used from scikit-learn (Pedregosa et al. 2011), and we
split the dataset such that 20% is reserved for testing. The
initial performance of the model reaches roughly 97% accu-
racy in predicting concentration of CO?. To simulate an ad-
versarial attack, we add random noise drawn from a gauss-
ian distribution with mean 0 and varying levels of sigma to
each of the features in 10% of the testing dataset. We then

Performance of Models with Varying Degrees of Noise Added
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run the previously trained model on this corrupted dataset to
determine performance. Then, to simulate adversarial train-
ing, we conduct the same perturbation on 10% of the train-
ing data, train a random forest regressor on this dataset, and
record the performance on the corrupted testing set. We it-
erate this experiment over varying levels of sigma, ranging
from 0 to 1000 in increments of 50. A plot comparing per-
formances is shown in Figure 1, where ‘original’ refers to
the model trained and tested on the uncorrupted data. This
original data is included to show the natural variance asso-
ciate with a random forest model. As shown in the figure,
the model with no adversarial training was deeply affected
by the introduction of random noise to each of the features.
The model with adversarial training, on the other hand, was
much more resilient to the attack. Though this experiment is
basic, it does show the extreme effect that adversarial train-
ing can have in a climate ML application.

Conclusion

From predicting the rate of global temperature changes to
assisting with evacuation planning, the use of climate Al has
become a critical tool in the movement to mitigate climate
change. Al-driven climate models provide unparalleled in-
sights into environmental trends, and they equip policymak-
ers with the essential data and forecasts required to devise
effective strategies. Yet, as with all tools, climate Al is not
infallible.

As we've explored in this paper, the integration of these
models into our climate response initiatives presents new
vulnerabilities. The complexity of the systems, coupled with
the inherent intricacies of machine learning models, makes
them susceptible to adversarial attacks. Such attacks aim to
manipulate Al systems for malicious purposes, posing sig-
nificant threats to the models we increasingly rely on. The
repercussions of successful adversarial attacks extend be-
yond mere system malfunctions. They can destabilize polit-
ical landscapes, erode public trust, and critically impair our
collective ability to respond to climate emergencies. The
prospect of such dire consequences underscores the impera-
tive to safeguard our Al tools against these threats.

Our position is clear: the research community must inten-
sify its focus on investigating adversarial Al vulnerabilities
specific to climate models. Through a combination of pro-
active "red teaming" exercises — where experts simulate ad-
versarial attacks to uncover weaknesses — and rigorous rec-
ommendations, we can anticipate potential threats and de-
vise strategies to counteract them.

The benefits of climate Al are too great to be undermined
by vulnerabilities. By dedicating resources to understand-
ing, identifying, and mitigating potential threats, we can en-
sure that our Al tools remain both effective and resilient.
Future research endeavors should prioritize the robust
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countermeasures discussed herein, striving for a future
where climate Al remains reliable, accessible, and, above
all, trustworthy.
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