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Abstract

In this paper, we discuss the interplay between distributed
multi-agent systems and the concept of "lag." We introduce a
new representation of these systems to more clearly include
time and the effects of latency. We also present real-world
situations where communication delays can mean the differ-
ence between success and failure, between order and chaotic
disarray.

Introduction

In the dynamic world of distributed multi-agent systems,
where agents collaborate, coordinate, and make decisions in
real time, the concept of "lag" poses a formidable challenge.
As these autonomous entities interact across vast networks,
communication delays and latency inevitably arise, impact-
ing the system's correctness. It is this inherent problem
against the ticking clock that drives our research.

Consider the arenas of distributed video games, self-driv-
ing vehicles, and online trading and auction systems. Each
of these is impacted by latency. While there are several
methods employed to combat the effects of latency in these
arenas, it is notable that latency itself is not explicitly ac-
counted for, particularly in POMDP models. We argue that
latency needs to be modeled.

The System

Agents act under strict real-time deadlines in a distributed
system. As the system is distributed, there are no shared
clocks and no common memory. All state exchange among
agents is performed over a network via message passing.
Agents are located on machines in the network. A ma-
chine can host several agents, although each machine host-
ing just one agent is a common scenario. Those agents shar-
ing a machine must behave as agents on different machines:
each has a unique (logical) clock (although they can share a
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physical clock), its own state, and state exchange between
agents must occur over the network (although localhost may
be used for performance reasons). In other words, agents
maintain local state and exchange state via a network, just
like networked agents.

As the system is real-time and the network is a physical
entity, it suffers from latency and information loss. For sim-
plicity, but without restricting the model, we consider infor-
mation loss as a form of latency (i.e., TCP retransmission
protocol). The network is, for example, simplex between
agents following the design pattern of Unix sockets.

State

In models of dynamical systems like POMDPs, there is one
(potentially hidden) world state vector. That state vector,
along with the dynamics of the system, determines the evo-
lution of the entire system. In multi-agent variations of
POMDPs (Spaan, Olichoek, and Vlassis 2008; Messias,
Spaan, and Lima 2013) there is a single state vector, but dif-
ferent agents receive different observations, leading to dif-
ferent “views” of the world. A key hypothesis of this work
is that agents’ different views of the world must be modeled
as distinct, possibly conflicting, state vectors, rather than
noisy observations of a single state vector.

For example, in distributed, multi-agent video games, dif-
ferent players will have different values for a given player’s
position, health, etc. Due to latency in network communica-
tion, these values cannot be perfectly synchronized. Our
model explicitly acknowledges this fact, with the goal of en-
abling agents to reason how those differing views of the
world will impact other agents’ behavior and could change
their own behavior. Human players in video games do this
to some degree, adjusting their strategies when observing
different amounts of lag in the game. For example, a player



might avoid precision targeting of an opponent whose posi-
tion appears to change erratically due to lag, or, more com-
monly, rage quit.

As another example, consider autonomous vehicles ap-
proaching an intersection and trying to determine whom has
right-of-way. It is important to recognize state—e.g., which
vehicle arrived first—will differ among vehicles’ views.
While one might argue that the ground truth is defined based
upon the physical positions of the vehicles in the real world,
none of the vehicles actually have this information. Rather,
they have separate models of the intersection possibly com-
municated via a network to the other cars. So, from a deci-
sion-making standpoint, the physical position of the vehicles
is irrelevant as the cars make their decisions based on their
models. The physical world, however, does have an im-
portant role: it determines the rewards of actions: did the
cars collide or not? Furthermore, all the agents’ views of
state will impact the future evolution of the system. Put an-
other way, modeling each agent’s state vector is important
for reasoning about behavior in the system.

Rather than modeling the system as a single state vector
of attribute-value (AV) pairs, each agent maintains its own
state vector of AV pairs.

In general, the state of a system is s

i,j» Where:

*  k is the controlling process—more on this later,
* iis the state (AV pair) index, and
*  jisthe agent.

Typically, agents are across different machines, but they do
not have to be. Since a machine can have more than one
agent, we must distinguish between agents and machines.

Further, an agent can be (will be, in our case) replicated
over the network. In this case, one copy of the agent controls
the other copies of the agent. These copies of the agent that
are being controlled are referred to as puppets. Here is an
example: in a multiplayer video game each player controls
a character on his machine. That character is replicated over
the network to appear on all the other players’ machines.
However, those replicated characters—puppets—are con-
trolled by the player; these puppet agents are not able to
make decisions on their local machines. In a well-designed
game, it appears to the player that all the characters are act-
ing under their own direction.

We define the controlling agent for a given AV pair to be
the unique agent that can write to that state variable. So the
controlling agent, k in our above notation, is the agent that
has the ability to update {slk ;v j}. Changes to these AV pairs
can only come through messages sent by the controlling
agent. For example, if {sé‘ iV j} represented Agent 1’s loca-
tion and Agent 1’s puppets’ locations, then k = 1. Further,
we can think of 53, as the location of Agent 1’s puppet on
Agent 2’s machine. The puppet itself would not be able to

515

change its location. Instead, any changes to sJ, would come
as a result of a message from Agent 1.

We note that it is possible for s{‘f]- * s}fmifm # j (Equa-
tion 1).

For example, in the system s{‘f]- =a, sil‘fm = —a (Equation
2) is not only possible, but likely if network delays are
greater than zero. We note that this property is not transitory
nor inconsistent. While it could be possible to use some syn-
chronizing event to resolve the state of an agent with its pup-
pets, this would require the loss of real-time decision mak-
ing as the messages required to synchronize are necessarily
not part of the normal agent communication. As there is no
underlying world that the agents observe (to borrow
POMDP language), the resolution of the agents to the same
value is not required (nor necessarily preferred). The seem-
ingly strange implication of Equation 2 is that, from the view
of other agents in the system, neither agent is correct even
though both refer to the same attribute.

For example, suppose that i is position. With reasonable
network delays, it is possible that an agent is at (1,1) and its
puppet is at (0,0). Both locations are correct. Furthermore,
other agents on the agent’s machine will make decisions
based on location (1,1), while those on the puppet’s ma-
chine will make decisions based on location (0,0). All those
decisions are valid, if mutually inconsistent. This is because
from the viewpoint of these other agents, those locations are
the only ones they know!

We further note that the locations of the agent and its pup-
pet may never be the same. Even if the agent sends regular
and timely position updates, those updates will necessarily
be delayed and occasionally lost. The matter is made worse
as typically puppet locations are interpolated based on re-
ceived locations to make the motion look smooth to a player.
Thus, the puppet may be in a position that the agent was
never in.

The network’s purpose in our model is to assign state be-
tween agents. Thus, generally the network operation is:
sj < St'm (Equation 3), where « means assignment as used
in programming languages. We impose the stronger require-
ment, that Equation 3 holds if and only if m = k. In other
words, agents can write only to their puppets, but not vice
versa.

Fully distributed problems can exhibit strange behavior to
observers, such as teleporting in multiplayer, networked
games (we’re looking at you, Halo). In the case of teleport-
ing, the agent on machine j must have a position out-of-date
from the agent on machine m. At some point, the agent on j
will accept the received position and display it to the player.
Typically, this results in the character on the screen chang-
ing position suddenly and often jarringly. Methods for han-
dling this are well known, but they cannot remove the prob-
lem.



Agents in POMDPs

The agents in POMDPs are considered to view the same un-
derlying system. Thus, agents either do not have replicated
state or do not describe them. In other words, state is defined
in such a way so that Equation 2 cannot hold. In those sys-
tems where there is a shared state, the entire decision-mak-
ing process removes any inconsistency among state variable
values. In Equation 2, our system relaxes an assumption
made by MDP and POMDP systems.

Time

It is time to discuss time, which is a required element of any
real-time system. We make no claim on how time is meas-
ured—milliseconds, ticks, efc.—only that the clock pro-
vides a strictly increasing value. In some algorithms, time
can be measured using vector clocks, which are integer vec-
tors that count the order in which network messages are sent
(Dumnich and Birmingham 2020). These are able to give a
partial ordering of events when a total ordering is not possi-
ble due to the asynchronous nature of independent machines
with network latency.

While time is a state variable like any state variable, it is
so important that we distinguish it: tf ; (Equation 5). We use
@ to show that no agent controls the clock, it is controlled
by solely by the machine; an agent may only read it. Further,
we say that tf_) i< tgk is meaningless since neither agent
controls its clock.

Messages

A message has the form: m(j, sil,l, tf,’l'l) (Equation 6), where
agent [ sends a message to agent j to update an AV pair
indexed by i. The sending agent, [, includes its time, tﬁl'l.
Time is not necessary for the message; however, because the
agents operate in real time and will usually execute algo-
rithms to compensate for lag, time is practically necessary.
Further, by including time in messages, agents have at least
a partial ordering to their messages and have the option to
disregard outdated information.

For example, consider the system described in Figure 1.
The arrows drawn between the agents represent the control-
ling agent for each part of state. In this example, 511' j is con-
trolled by Agent 1 and 522_ ;s controlled by Agent 2. We have
t? , and t? , as time for Agent 1 and Agent 2, respectively.
Further, we know that the messages sent between agents are
subject to random delay. As the machines execute the pro-
cesses, state values could change as depicted in Figure 2.
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Figure 1. Example of state with two agents. Here
there are two AV pairs in addition to time.

Region 1

Region 2

Figure 2. Two messages are sent from Agent 1 to
Agent 2 to update si ,. In Region 1 the states are
inconsistent while in Region 2 they are consistent.

In Region 1 (regions are for explanation purposes only),
the shared attribute s; has different values for each agent.
Thus, we have two equally valid, yet inconsistent states be-
tween agents. The inconsistency may never be resolved in
general (although it is in this example). As to the apparent
inconsistency — there is no single correct state. Region 2 is
no more correct than Region 1. It seems natural to say Re-
gion 2 is correct and Region 1 is transitory, and therefore,
“less correct.” However, Machine 2 operates completely in-
dependently of Machine 1 until it receives a message, which
it cannot possibly know is coming. The actions taken by the
agents on both machines are valid because that is all they
know.



Summary

Classic models of multiagent systems assume one common
state vector from which agents receive different observa-
tions. The fact that communication between agents takes
time is not explicitly modeled, nor is the fact that those com-
munication delays cause agents to have inconsistent state
values. If these delays are not taken into account, a learning
agent may unknowingly learn a suboptimal policy. We pro-
pose a model that makes these realities explicit. By includ-
ing agents’ inconsistent—but semantically related—state
vectors in the model, the goal is to enable agents to reason
about behaviors under such conditions, which match those
of physical real-time systems.
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