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Abstract

It is well documented that artificial intelligence (Al) systems
have various types of vulnerabilities and associated risks. As
such systems are deployed in safety-critical domains, it has
become necessary not only to identify and enumerate the vul-
nerabilities but also to quantify the resulting risks. In this po-
sition paper, we discuss approaches for the challenge of quan-
tifying Al risks. The approach is based on a general frame-
work for testing and evaluating language model systems that
we have previously developed (called TEL’M). In particular,
we extend TEL'M to deal with the problem of quantifying
the effort required by an adversary to discover and exploit a
language model vulnerability.

Introduction

The U.S. National Institute of Standards and Technology has
released the Artificial Intelligence Risk Management Frame-
work (Al RMF 1.0) (NIST 2024). This is a comprehensive
proposal that outlines an artificial intelligence (Al) risk man-
agement methodology and associated processes for execut-
ing the methodology. It should be noted that there are other
Al risk management proposals that have been developed by
the UK and EU for example (Neuman et al. 2021).

However, as with many risk management activities, such
as those that occur in finance, transportation and national
security for example, the actual quantification of risk is not
prescribed even though quantification is what makes risk as-
sessment actionable. The quantification details are typically
“left to the reader.”

According to standard terminology, the “risk” of an event
occurring is the product of the probability that the event does
happen times the cost of the event’s consequence. This is
articulated in the AI RMF as:

“In the context of the AI RMF, risk refers to the
composite measure of an event’s probability of oc-
curring and the magnitude or degree of the conse-
quences of the corresponding event. The impacts, or
consequences, of Al systems can be positive, nega-
tive, or both and can result in opportunities or threats
(Adapted from: ISO 31000:2018). When considering
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the negative impact of a potential event, risk is a func-
tion of 1) the negative impact, or magnitude of harm,
that would arise if the circumstance or event occurs
and 2) the likelihood of occurrence.”

In this approach, the “event’s probability” and “the mag-
nitude or degree of the consequences of the corresponding
event” are typically taken from the asset owners’ perspec-
tives. For example, an adversary might be able to jailbreak a
language model to produce responses that violate safety or
bias constraints (Robey et al. 2023). The owner/operator of
the language model would then suffer various consequences
such as legal liabilities, regulatory violations and/or negative
brand impacts. Such consequences can be quantified numer-
ically using classical utility theory (Fishburn 1968). How-
ever, the owner/operator perspective is silent about the costs
of creating attacks against a language model from the adver-
saries’ points of view.

In this paper, we introduce QUARL (Quantifying Adver-
sarial Risks in Language Models) as an approach to quan-
tifying attacker costs for creating an attack. Specifically,
we consider adversarially induced events as opposed to be-
nignly occurring events such as a language model system
making an error as a result of standard use. Our goal is
to inform the owner/operator of a language model system
how possible attacks could be cost-effectively carried out
by different classes of adversaries (such as nation states or
criminal cartels) (Sigholm 2013; Yeo, Birch, and Bengtsson
2019).

The QUARL Approach

There is a large space of adversarial attacks that can culmi-
nate in the exploitation of a language model system. Com-
monly discussed examples of such attacks include, but are
not limited to:

* Membership Inference: An adversary infers the inclu-
sion of a sensitive data point in the model (Shokri et al.
2017);

» Data Reconstruction: An adversary reconstructs a sen-
sitive data point (Guo et al. 2022);

* Input Attack: An adversary tailors an input or physi-
cally alters the environment to subvert or reprogram the
system (Xie et al. 2019);



* Model Theft: An adversary learns proprietary hyperpa-
rameters or model architecture choices (Juuti et al. 2019);

* Exploitable Adversarial Examples: An adversary dis-
covers an input which produces an incorrect response
that the adversary can exploit (Yuan et al. 2019).

Other attacks on machine learning systems are known and
are still being discovered (Kurakin, Goodfellow, and Bengio
2016; Huang et al. 2011; Hu et al. 2022; Schwinn et al. 2023;
Robey et al. 2023). For sure, the impact of an adversarial at-
tack occurring is application and stakeholder specific. How-
ever, we argue that the tactics, techniques, and procedures
(TTPs) to model the risks of any of these attacks occurring
against a specific model are sufficiently generic and can be
performed in a rigorous fashion using QUARL.

The QUARL framework builds on the TEL'M (Test and
Evaluation of Language Models) approach (Cybenko, Ack-
erman, and Lintilhac 2024). TEL'M was originally designed
for testing and evaluating quantitative metrics for “friendly”
use-case properties of language model systems. We consider
friendly properties to be properties that are desired by the
developer/operator of a language model - namely proper-
ties like accuracy, fairness, robustness, etc. The key steps
of TEL'M are:

TEL’M Steps

1. Step #1: Identify the model’s underlying rask.

2. Step #2: Identify the properties of interest;

3. Step #3: Identify the metrics to quantify the properties;
4

. Step #4: Do the above in the context of principled exper-
imental design;

5. Step #5: Perform and document the experiments.

Details fleshing out the above steps can be found in the foun-
dational TEL’M document (Cybenko, Ackerman, and Lintil-
hac 2024).

QUARL has the same framework as TEL'M but views
properties and metrics from the attacker’s point of view. That
is, a possible QUARL property could be “The existence of
a specific Membership Inference Attack against the model.”
Recall that a Membership Inference Attack seeks to deter-
mine, with high confidence, whether a specific data item or
set of data items was included in the training or fine-tuning
of a language model.

Another fundamental difference between TEL'M and
QUARL is that the metrics of an attack (property) quantify
the effort and access required to conduct the attack.

QUARL Steps (differences with TEL’M in bold)
1. Step #1: Identify the model’s underlying task.
2. Step #2: Identify the attack of interest;

3. Step #3: Identify the metrics to quantify the creation and
execution of an attack;

4. Step #4: Do the above in the context of principled exper-
imental design;

5. Step #5: Perform and document the experiments.

99

The attacks we consider here are attacks on the training data,
input-output semantics and possible guardrails of the lan-
guage model tasks, not generic attacks against the underly-
ing software systems on which a language model operates.
For example, we do not consider buffer overflow attacks
against a web browser implementing a language model’s in-
terface with remote users in QUARL, deferring those types
of attacks to the classical cybersecurity literature.

On the other hand, crafting prompts to a language model
that result in “toxic” responses (Deshpande et al. 2023) for
which guardrails were put in place by the owner/operator of
a language model to avoid qualifies as an attack of interest
in the QUARL context.

The concept of a “Cyber Kill Chain” was developed
originally by Lockheed-Martin and subsequently refined by
MITRE to model the steps required to conduct a classical
cyber attack against a computer system (CYBOTS 2018).
The Cyber Kill Chain involves multiple steps, conducted se-
quentially, starting with reconnaissance of the target system
and ending with actions on objectives. The difficulty of each
step can be quantified in terms of the estimated attacker ef-
fort, capabilities and cost needed to execute the whole chain.

By contrast, QUARL proposes metrics related to the var-
ious accesses, compute power, and time required to conduct
an adversarial attack against a language model in the sense
described here. Example QUARL metrics include, but are
not limited to:

* Required access to training data - Some attacks, par-
ticularly membership inference attacks, require knowl-
edge of the precise training data size or knowledge of
the distribution from which the training data on which
the language model was trained. For example, creating
a surrogate training data based on ChatGPT’s crawl-
ing of text from the World Wide Web may be pro-
hibitively expensive for most attackers yet feasible for
nation states or large commercial concerns. On the other
hand, knowing that a model was trained on a CIFAR
dataset (Krizhevsky, Nair, and Hinton 2009) could make
access to the training data scalable and simple. Access
to and knowledge of any fine-tuning datasets is a similar
consideration which we do not break out separately here;

* Required access to trained model - In addition to or
instead of access to training data, an adversarial attack
against a language model may require some number of
prompt-response interactions with that model. For ex-
ample, crafting prompts to jailbreak guardrails that are
aimed to prevent toxic or otherwise inappropriate re-
sponses may require a large number of tries before suc-
ceeding (Robey et al. 2023). If such accesses are against a
commercial system charging per access or a closed, pro-
priety system such as military or company-internal that
might monitor usage closely, some cost can be attached,
whether in financial terms or discovery probabilities;

* Required compute power - Current techniques for
membership inference are basically “proof-of-concept”
demonstrations based on mathematical arguments (Ilyas
et al. 2022; Carlini et al. 2022). Some approaches require



training N models where N is the size of the training
data. If training a single model requires, say a week of
compute time on reasonable available infrastructure, and
N = 106, the compute power is far beyond what is avail-
able to attackers not aligned with a nation state or a well-
funded commercial concern. The cost and accessibility
or required compute power is time-varying, typically de-
creasing so it should be expressed in compute, memory
and time units such as priced by Google’s COLAB in-
frastructure (Goggle 2024);

e Adversary capabilities - In general, published attack
techniques tend to be highly technical. While there are
often open source implementations of some attack tech-
niques, even those techniques require some programming
skill to port and implement at scale. Moreover, nation
state and well-funded non-nation state actors can em-
ploy scientists who can discover and keep confidential
attack techniques that are far more reliable, scalable and
cost-effective that published attacks again language mod-
els. The possible existence of “zero day” attacks suggest
that any quantitative metric estimates based on published
or red team implementations of attacks just serve as up-
per bounds to the cost, efforts and accesses required in
a QUARL risk quantification exercise. Related efforts to
quantifying attacker capabilities can be leveraged (ben
Othmane et al. 2015);

« Exploitability - By definition, the documented cases
of adversarial attacks against language models show
that with appropriate knowledge, access and compute
power, the attacks can be successful with probability
one. However, the key question for a potential attacker is
whether an attack can actually be exploitable. For exam-
ple, demonstrating that by changing only a few humanly-
imperceptible pixels in an image of a panda, an image
classifier will classify the image as a baboon is inter-
esting. But is it useful to an attacker trying to exploit a
specific image for a specific desired outcome with some
robustness and noise tolerance?

These are only some obvious and easily quantifiable metrics
that can be used by QUARL. In the case of each metric, the
quantification must be understood to be in terms of stochas-
ticity and random variables. That is to say, the computing ef-
fort required may be a random variable depending on luck in
training and approach. As such, some proposed metrics may
require multiple samples to achieve robust estimates of the
metric. More comprehensive discussions of various types of
possible metrics (simple, compound and higher-order) that
are possible within QUARL as well as sampling theory re-
quired to achieve desired confidences are described in the
TEL’M documentation (Cybenko, Ackerman, and Lintilhac
2024) and are outside the scope of this present contribution.

Future Considerations

Previous approaches for quantifying work effort and time in
cybersecurity settings, for example software protection, may
be applied in the QUARL context as well (Carin, Cybenko,
and Hughes 2008). In particular, it could be possible to use
so-called information markets to elicit various estimates of
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metrics with incurring the possible enormous costs of com-
puting many trial runs of training. In fact, information mar-
kets are often used to estimate various otherwise difficult to
measure quantities in industry (Hanson 2003).

Another important line of investigation involves the for-
mulation of adversarial attacks against language models in
game theoretic terms. Briefly, in a security risk assessment
problem in which the attack surface is large and complex, the
defender has to balance investments in defenses for the pos-
sible attacks and their consequences. At the same time, the
adversary has to decide which attack achieves some com-
bination of desired end effects, all within budgetary con-
straints on both sides. This has been explored in traditional
cybersecurity contexts (Cybenko et al. 2019).

A formulation in terms of game theory and decision the-
ory, such as adversarial risk analysis (ARA) (Banks et al.
2020), that builds on QUARL would be powerful and useful
to concerned parties, we believe.

Moreover, ARA is a methodology for quantifying utili-
ties, which is a major challenge in classical risk and game
theory approaches, as is the issue of what constitutes com-
mon knowledge among the players. Successful applications
of ARA to security applications have been demonstrated (?)
and we believe QUARL can be used in similar ways.

Summary

QUARL builds on the same disciplined process of TEL'M,
but differs in focus and motivation. The staging of TEL’M is
centered around the test and evaluation of a language model
for deliberate and aspirational properties such as accuracy
during normal performance. In contrast, in QUARL we re-
center the TEL’M framework around measuring the preser-
vation of these user intended properties in an operational en-
vironment under adversarial attack.

A critical difference, between these perspectives is that
the probability of the user intended properties withstanding
this environment is not just the probability of an attack suc-
ceeding, but also the probability an adversary decides it is
worthwhile to launch an attack. Accordingly, while the tradi-
tional measure of how successful these attacks are against a
model remains important, here we advocate for further con-
sidering realistic metrics for the costs of these attacks, such
as the access requirements, compute costs, and capabilities
that an adversary requires to launch them.

We believe QUARL is a first step towards quantifying ad-
versarial risks for language models of various types, includ-
ing multimodal language models and other Al embodiments.
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