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Abstract

The “Right to be Forgotten,” as outlined in regulatory
frameworks such as the General Data Protection Regulation
(GDPR) and the California Consumer Privacy Act (CCPA),
allows individuals to request the deletion of their personal
data from deployed machine learning models. This provi-
sion ensures that individuals can maintain control over their
personal information. In the digital health era, this right has
become a critical concern for both patients and healthcare
providers. To facilitate the effective removal of personal data
from machine learning models, the concept of “machine un-
learning” has been introduced. This position paper highlights
the technical and ethical challenges associated with machine
unlearning in digital healthcare. By examining current un-
learning methodologies and their limitations, we propose a
roadmap for future research and development in this field.

Introduction

The integration of machine learning technologies in health-
care has significantly transformed the field, enabling precise
diagnostics, personalized treatments, and improved patient
outcomes (Esteva et al. 2017; Rafiei et al. 2023). However,
ensuring the confidentiality and security of these patient data
is paramount because of the sensitive nature of these data.
Therefore, different privacy preserving techniques, such as
differential privacy and federated learning, have been de-
ployed to ensure the usability of data without compromis-
ing the patient confidentiality (Choudhury et al. 2019; Chen
et al. 2023; Khalid et al. 2023; Rani et al. 2023; Fu et al.
2024). Nevertheless, the challenge of balancing the utility
of machine learning models with robust privacy protections
remains a critical area of ongoing research (Parks, Wigand,
and Benjamin Lowry 2023; Seeman and Susser 2024).

In recent years, the “Right to be Forgotten” has been in-
troduced in various legislative frameworks, such as the Gen-
eral Data Protection Regulation (GDPR) in the European
Union (Mantelero 2013) and the California Consumer Pri-
vacy Act (CCPA) in the United States (de la Torre 2018).
This right ensures that individuals can request companies to
remove their private data, which was previously collected
for the training of machine learning model. Machine Un-
learning (Cao and Yang 2015) was introduced to facilitate
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the removal of data in compliance with the “Right to be For-
gotten.” In the context of Machine Unlearning, two critical
terminologies are frequently used: the forget set and the re-
tain set. The forget set refers to the subset of data that needs
to be removed to comply with data deletion requests. Con-
versely, the retain set encompasses the remaining data that
continues to influence the model after the unlearning pro-
cess.

The unlearning process involves two steps: first, the re-
moval of a subset of data that includes the user’s data (i.e.,
the forget set), and second, the erasure of the influence
of this data from the trained model. A straightforward ap-
proach to achieve the unlearning is to retrain the model from
scratch without the forget set. However, given the large-scale
datasets used today, this method incurs substantial computa-
tional and storage costs.

As an emerging field, machine unlearning in healthcare
remains relatively unexplored, presenting unique challenges
that need to be addressed. These challenges include main-
taining model accuracy and ensuring data security. To ef-
fectively implement machine unlearning in healthcare, it is
crucial to address the following issues:

1. How do we address the technical challenges associated
with machine unlearning in digital healthcare?

2. What are the ethical considerations in implementing ma-
chine unlearning in digital healthcare?

3. How can we develop a comprehensive roadmap for future
research in machine unlearning for digital healthcare?

Background

Machine Unlearning techniques can be broadly divided into
two classes: approximate machine unlearning and exact ma-
chine unlearning.

Approximate Machine Unlearning

Approximate unlearning techniques focus on mitigating the
impact of deleted instances by approximating the model pa-
rameters as if the deleted data had been absent from the ini-
tial training process. There are several approaches to achiev-
ing approximate unlearning. Some techniques quantify the
influence of an instance and subsequently employ gradient
ascent to achieve unlearning (Gupta et al. 2021; Liu et al.
2024; Suriyakumar and Wilson 2022). Other works utilize



methods similar to differential privacy to approximate the
unlearning (Sekhari et al. 2021; Neel, Roth, and Sharifi-
Malvajerdi 2021).

Exact Machine Unlearning

This technique involves creating a modular machine learn-
ing system, wherein each component is trained on separate
subsets of the data. Consequently, if a deletion request is re-
ceived, only the specific component needs to be retrained,
rather than the entire model. One of the most prominent
exact machine unlearning techniques is Sharded, Isolated,
Sliced, and Aggregated (SISA) training (Bourtoule et al.
2021). SISA utilizes an ensemble of models, each trained on
a distinct shard of the dataset. To further minimize retraining
costs, each shard is divided into slices, and training is done
on each slice and their checkpoint are stored sequentially.
However, recent studies have shown that SISA can increase
disparity (Zhang et al. 2024) and reduce fairness by leaking
information about minority classes (Koch and Soll 2023).

Unlearning in Digital Healthcare

Unlearning techniques have recently been explored in the
context of digital healthcare to adhere to data privacy reg-
ulations, particularly in medical imaging (Deng, Luo, and
Chen 2024; Nasirigerdeh et al. 2024; Alvandi 2024; Ge
2024). In their study, Nasirigerdeh et al. (Nasirigerdeh et al.
2024) evaluate the performance of various unlearning algo-
rithms within the medical imaging domain. Their findings
suggest that although approximate unlearning algorithms
perform well for specific retain and forget sets, they lack
generalizability. In a different approach, Deng et al. (Deng,
Luo, and Chen 2024) introduce Federated Client Unlearn-
ing (FCU), which employs model-contrastive unlearning
and frequency-guided memory preservation to efficiently re-
move specific client data while maintaining the overall per-
formance of the model.

Technical Challenges

There are several technical challenges associated with ma-
chine unlearning in the context of digital healthcare. The
most prominent ones are listed below:

1. Exact unlearning, which involves retraining only on the
retain set, is highly effective but incurs significant com-
putational costs. If a patient requests their data to be for-
gotten, performing exact unlearning would require sub-
stantial computational resources, leading to delays in
providing diagnostic support and increased operational
costs. Additionally, exact unlearning has been shown to
leak information regarding minority classes (Koch and
Soll 2023), which can be disastrous in the context of
healthcare.

2. Existing unlearning algorithms can negatively impact the
generalization of the model, particularly for larger for-
get sets. For example, when a machine learning model is
asked to forget certain patients’ data, it might underper-
form for those with similar characteristics (e.g., certain
age groups or medical conditions), thereby affecting the
overall accuracy and fairness of the model.
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3. Unlearning mechanisms can obscure the rationale behind
model updates, making it challenging for healthcare pro-
fessionals to interpret and trust the decisions made by the
model. This lack of transparency can hinder adoption and
raise concerns about accountability and patient safety.

4. Integrating machine unlearning algorithms into existing
clinical workflows poses logistical and organizational
challenges. Consider an electronic health record (EHR)
system that utilizes Al models to predict disease out-
breaks. Implementing machine unlearning in this system
requires careful coordination to ensure that data removal
requests are processed without disrupting ongoing anal-
yses or data flow. This integration challenge can strain
resources and affect the overall functionality of the EHR
system.

Ethical Considerations

When implementing machine unlearning in digital health-
care, it is crucial to address several ethical considerations to
ensure responsible and fair adoption. These considerations
include, but are not limited to the following:

1. It is critical to ensure that patient data remains protected
against adversarial attacks during the unlearning process.
Care must be taken to prevent the inadvertent exposure of
sensitive information.

2. Maintaining transparency in the unlearning process and
holding entities accountable for its correct implementa-
tion is essential. Patients should be fully informed about
the unlearning procedures and their implications.

3. The unlearning process must be designed to avoid intro-
ducing or perpetuating biases within the remaining data
or models. Its impact on fairness in healthcare outcomes
should be thoroughly assessed.

4. The unlearning process must adhere to all relevant laws
and regulations, including data protection laws such as
GDPR and HIPAA. Ensuring legal compliance is critical
to avoid legal repercussions and maintain trust.

5. Continuous monitoring and evaluation of the unlearning
process and its outcomes are necessary to identify any
unintended consequences or emerging ethical issues.

Recommendations for Future Directions

Based on the identified technical challenges and ethical con-
siderations, we recommend the following future directions
for exploring unlearning in digital healthcare:

Algorithm Development and Efficiency

* Develop unlearning algorithms that minimize computa-
tional costs, ensuring efficient data removal without ex-
cessive resource consumption.

* Focus on methods that enhance the generalization capa-
bilities of models post-unlearning, addressing potential
declines in accuracy and fairness.



Enhancing Transparency and Trust

* Design unlearning mechanisms that enhance the trans-
parency of model updates to ensure healthcare profes-
sionals can trust and interpret the decisions made by the
model.

* Provide patients with detailed information about the un-
learning process, its benefits, and its implications for
their data and healthcare outcomes.

 Establish clear guidelines and accountability measures
for entities implementing unlearning procedures to en-
sure ethical compliance.

Integration and Implementation

* Develop tools for integrating unlearning algorithms into
existing clinical systems and ensure that data removal re-
quests are processed efficiently, maintaining the continu-
ous flow of clinical data and analytics.

* Implement regular audits and robust security measures
to prevent inadvertent exposure of sensitive information
during the unlearning process, including protecting pa-
tient data from adversarial attacks.

Validation and Verification

* Develop rigorous testing and validation protocols to con-
firm the complete removal of specified data.

» Use advanced verification techniques to ensure no resid-
ual traces of unlearned data remain.
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