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Abstract

Conducting application audits of ML models is essential
for ensuring their safe and responsible deployment, partic-
ularly in high-stakes applications. However, the auditing of
ML models deployed in domain-specific applications remains
largely a manual process, relying on domain experts to iden-
tify model errors. The manual nature of the process limits
scalability of audits and hinders the discovery of problematic
model behaviors. We posit that a Human-AI Collaborative
paradigm is essential for conducting effective application au-
dits. In this abstract, we propose a research agenda to develop
Human-AlI collaborative methods for conducting application
audits of ML models.

Introduction

Auditing of machine learning (ML) models can be defined
as the systematic and independent process of evaluating the
model for potential errors, biases, risks and other unintended
side effects. For instance, in the context of large language
models (LLMs), Mokander et al. (2023) propose a three-
layered auditing framework consisting of governance au-
dits, model audits, and application audits. While the first two
types of audits are designed for model technology providers
— i.e., the organizations developing ML models — the third
focuses on downstream applications of ML models and must
be conducted within domain-specific contexts.

Application Audits Application audits are defined as the
“impact-oriented assessment of the risks posed by products
and services built on pre-trained ML models” (Mokander
et al. 2023). Conducting application audits of ML models is
essential for ensuring their safe and responsible deployment,
particularly in high-stakes applications (Zhang et al. 2020).
For instance, in autonomous vehicles, perceptual errors can
lead to accidents or loss of life (Cummings 2023). Similarly,
in healthcare, errors in diagnostic models may endanger pa-
tient safety (Sheliemina et al. 2024; Yu et al. 2024). Unde-
tected issues, such as incorrect predictions or feature usage,
can have severe consequences.

While recent research has significantly advanced model
audits (such as techniques for detecting bias and hallucina-
tions prior to deployment) comparatively less attention has
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Figure 1: A potential Mixture-of-Experts (MoE) auditing
system that leverages complementary strengths of humans
and Al to conduct application audits of ML models.

been given to developing solutions and best practices for ap-
plication audits. As a result, application auditing today re-
mains largely a manual process, driven by domain experts of
the specific application. Moreover, application audits intro-
duce unique challenges. They need to be conducted by end-
users or application developers who rely on end-user ML
tools, such as Microsoft Azure or Amazon Bedrock, to build
and evaluate customized applications by fine-tuning general-
purpose ML models. Unlike large organizations that de-
velop the pre-trained ML model, these users may have lim-
ited computational resources and may lack dedicated teams
for model auditing. Additionally, application audits must be
conducted routinely to address distribution shifts and evolv-
ing requirements within specific application domains.

The Need for Human-AI Collaboration Conducting ap-
plication audits, thus, poses increasing demands on the al-
ready scarce time of domain experts. For instance, to audit
an ML model M : X — Y, a human auditor — typically
a domain expert — iteratively creates test cases, where each
test case consists of a model input ; ~ X and annotations
of the corresponding expected output ;. The creation of test
cases is guided by domain expert’s intuition to maximize the
detection of problematic model behaviors. Identified behav-
iors are then categorized based on factors such as severity
and error type, culminating in an audit report. The manual
nature of the process limits scalability and hinders the dis-
covery of problematic model behaviors.

We posit that a Human-Al Collaborative paradigm is es-



sential for conducting effective application audits." Our the-
sis is based on the observation that while certain aspects of
the auditing process can be handled more efficiently by Al
algorithms, others are better suited for human expertise. For
example, in auditing ML models deployed in medical imag-
ing, the expertise of radiologists is crucial for generating
accurate ground-truth annotations and identifying relevant
features. However, once this information is established, Al
methods (as opposed to heuristics) can be more effective at
exploring the high-dimensional input space of imaging mod-
els and detecting areas where the model is prone to errors.

As illustrated in Figure 1, we propose a research agenda
to develop collaborative methods for conducting application
audits of ML models. The left portion of the figure repre-
sents the space of problematic model behaviors when it is
deployed in a specific application; within this space, human
auditors are better equipped to identify certain types of er-
rors (shown as human > AI), while Al auditors are more ef-
fective at detecting others. We envision a Mixture-of-Experts
(MoE) auditing system that leverages the complementary
strengths of human and Al auditors. To design such a sys-
tem, we propose three key research thrusts: (1) Character-
izing how human experts conduct audits to identify compo-
nents of the auditing process that are better suited for au-
tomation; (2) Developing Al auditing algorithms to auto-
mate the components identified in Thrust 1; and (3) Design-
ing a Mixture-of-Experts framework that enhances the Al
algorithms developed in Thrust 2 by strategically incorpo-
rating human expertise to improve audit effectiveness. Next,
we briefly discuss each of these research thrusts.

Characterizing How Humans Conduct Audits

To design a collaborative algorithm that effectively leverages
the complementary strengths of humans and Al, we must
first understand how humans conduct audits. Studying hu-
man auditing processes is crucial for developing Al audit-
ing algorithms that align with and complement human au-
diting strategies. While prior human-centered research has
explored how humans conduct audits (Balayn et al. 2022),
a systematic analysis of the complementary strengths of hu-
man and Al auditors in this process remains absent. To ad-
dress this gap, we propose mixed-methods analyses of hu-
man auditing strategies. By employing qualitative data col-
lection methods, such as interviewing human auditors, we
can gain deeper insights into their decision-making pro-
cesses that can be used for feature design of a data-driven
Al auditor. On the other hand, quantitative data collection
can provide the necessary training and validations datasets
for training Al auditors. We anticipate two key challenges:
documenting and organizing human auditing strategies into
structured rules; and representing these strategies in an algo-
rithmic framework to enable Al auditors to effectively com-
plement human expertise.

'While Human-AI Collaboration largely caters to assisting hu-
mans in established tasks (e.g., healthcare, manufacturing), we ex-
plore its use for safe and responsible deployment of ML models.
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Al Algorithms for Automated Audits

As noted in the introduction, relying on heuristics to select
maximally informative test cases can lead to an inefficient
use of domain experts’ time. Hence, while Al can assist
with various aspects of the auditing process, one particu-
larly promising application is automating test case genera-
tion with minimal human feedback. In our recent work (cur-
rently under double-blind review), we have developed re-
inforcement learning (RL)-based methods to automate test
case generation. Our experiments validate this approach on
both tabular and image datasets, including a real-world med-
ical imaging dataset, demonstrating its effectiveness in au-
tomating test case generation. As we scale this method to
larger ML models, a key research challenge lies designing
the AT auditor’s state representation within RL.

In our current method, the auditing policy utilizes a state
that captures knowledge from past test cases, making it
dataset-specific and limiting its generalizability across ap-
plications. A potential solution is to develop a more flex-
ible state representation that captures higher-level abstrac-
tions. Meta-learning techniques could help train RL agents
on diverse tasks, improving their ability to generalize audit-
ing policies across domains. Another promising approach is
leveraging model explanations (or chain-of-thought reason-
ing, when available) to augment the state representation with
insights into the inner workings of the ML model.

Human-AI Collaborative Auditing

The proposed Al algorithms for automated audits, while
beneficial, will be limited in their expertise and domain
knowledge, especially when compared with domain experts.
Building on the human studies on auditing behaviors and de-
velopment of automated auditing algorithms, we next pro-
pose the development of Human-AI Collaborative methods
for auditing ML models. A promising approach for realizing
such a collaborative system is the Mixture of Experts (MoE)
design, with a particular emphasis on the routing algorithm
to effectively allocate tasks between Al and human auditors.
However, several research challenges must be addressed, in-
cluding the integration of human expertise into this algo-
rithmic framework, the design of mechanisms to balance Al
automation with human oversight, and the development of
effective routing strategies for optimal task distribution be-
tween human and Al auditors. To tackle these challenges,
insights from human-in-the-loop learning and existing MoE
frameworks offer a good starting point, enabling dynamic
task routing based on expertise and confidence levels. Incor-
porating these elements has the potential to lead to a robust
collaborative auditing system that enhances both the accu-
racy and efficiency of application audits.
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