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Abstract

Cyber-Physical Systems play a critical role in the infrastruc-
ture of various sectors, including manufacturing, energy dis-
tribution, and autonomous transportation systems. However,
their increasing connectivity renders them highly vulnera-
ble to sophisticated cyber threats, such as adaptive and zero-
day attacks, against which traditional security methods like
rule-based intrusion detection and single-agent reinforcement
learning prove insufficient. To overcome these challenges,
this paper introduces a novel Hierarchical Adversarially-
Resilient Multi-Agent Reinforcement Learning (HAMARL)
framework. HAMARL employs a hierarchical structure con-
sisting of local agents dedicated to subsystem security and
a global coordinator that oversees and optimizes compre-
hensive, system-wide defense strategies. Furthermore, the
framework incorporates an adversarial training loop designed
to simulate and anticipate evolving cyber threats, enabling
proactive defense adaptation. Extensive experimental evalua-
tions conducted on a simulated industrial IoT testbed indicate
that HAMARL substantially outperforms traditional multi-
agent reinforcement learning approaches, significantly im-
proving attack detection accuracy, reducing response times,
and ensuring operational continuity. The results underscore
the effectiveness of combining hierarchical multi-agent co-
ordination with adversarially-aware training to enhance the
resilience and security of next-generation CPS.

Introduction
Cyber-Physical Systems (CPS) underpin critical modern in-
frastructure by seamlessly integrating computational and
communication capabilities with physical processes. These
systems have become essential across various domains, such
as manufacturing, smart grids, autonomous transportation,
and healthcare, offering significant enhancements in au-
tomation, efficiency, and real-time decision-making capabil-
ities (Wolf and Serpanos 2019). However, their increased in-
terconnectivity and complexity expose CPS to sophisticated
and continuously evolving cybersecurity threats, including
data tampering, advanced persistent threats (APTs), and
distributed denial-of-service (DDoS) attacks (Conti et al.
2018). Conventional security solutions, like rule-based in-
trusion detection systems and single-agent reinforcement
learning methods, have struggled to adapt effectively to
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these evolving threats, especially as attackers increasingly
leverage AI-driven strategies to circumvent traditional de-
fenses.

Recent advances in multi-agent reinforcement learning
(MARL) offer promising solutions to the security challenges
faced by CPS. By distributing decision-making responsi-
bilities among multiple agents, MARL facilitates scalable,
coordinated, and adaptive defense strategies that are par-
ticularly effective in decentralized and complex environ-
ments (Buşoniu, Babuška, and Schutter 2010). Hierarchi-
cal reinforcement learning further extends this concept, in-
troducing a multi-tier control structure where higher-level
policies guide lower-level agents, thereby enhancing scal-
ability, adaptability, and strategic coherence across large-
scale CPS deployments (Vezhnevets et al. 2017). Neverthe-
less, most existing MARL-based security frameworks lack
explicit adversarial awareness, rendering them vulnerable
to adaptive, AI-driven cyber threats. Purely reactive defen-
sive strategies fall short in environments where adversaries
consistently evolve tactics to evade detection (Goodfellow,
Shlens, and Szegedy 2015). Hence, incorporating adversar-
ial training—where defensive agents explicitly learn against
evolving attacker strategies—emerges as crucial for proac-
tively enhancing MARL-based defense resilience.

Currently, a unified CPS security approach combining hi-
erarchical coordination and adversarial resilience remains
elusive. Most existing MARL frameworks operate under de-
centralized or flat architectures without hierarchical coordi-
nation, limiting their ability to efficiently address sophisti-
cated cyber threats at scale. Our proposed framework, Hi-
erarchical Adversarially-Resilient Multi-Agent Reinforce-
ment Learning (HAMARL), explicitly addresses this crit-
ical gap by integrating hierarchical MARL with an ad-
versarial training loop, providing both proactive and adap-
tive defense mechanisms. Our approach uniquely mod-
els both attackers and defenders as learning agents within
a competitive-cooperative training environment, enabling
continuous adaptation to evolving threats.

The experimental design of this research employs a simu-
lated industrial IoT testbed, carefully chosen to reflect real-
istic operational conditions found in manufacturing environ-
ments. This testbed includes multiple programmable logic
controller (PLC)-driven subsystems and sensors communi-
cating via standard industrial protocols, presenting a realis-
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tic setting to evaluate security interventions. This realistic
and complex environment provides robust grounds to mea-
sure the practical effectiveness of our proposed HAMARL
framework against varied and adaptive cyber threats, thereby
ensuring relevance and potential real-world applicability of
the results.

In this paper, we address the following critical research
questions:

1. Can hierarchical MARL improve real-time threat detec-
tion and response efficiency in securing CPS environ-
ments?

2. Does integrating adversarial training within hierarchical
MARL enhance resilience against sophisticated, zero-
day cyber attacks compared to standard MARL methods?

3. How does adopting a hierarchical defense structure im-
pact scalability, computational efficiency, and strategic
decision-making capabilities in complex CPS environ-
ments?

Specifically, the main contributions of this paper are:

1. Development of a novel hierarchical multi-agent rein-
forcement learning architecture specifically designed for
enhancing CPS security, promoting scalability, and en-
suring efficient response coordination across subsystems.

2. Introduction of an adversarial training loop to simu-
late and proactively counteract dynamic, evolving cy-
ber threats, ensuring defense strategies remain effective
against adaptive adversaries.

3. A comprehensive empirical evaluation conducted on
a simulated industrial IoT testbed, demonstrating
HAMARL’s superior performance in terms of detection
accuracy, response speed, operational continuity, and re-
silience compared to traditional MARL and rule-based
approaches.

The remainder of this paper is structured as follows.
The following Section reviews relevant literature and re-
cent advancements in CPS security. Section 3 introduces
the detailed design of our hierarchical adversarially-resilient
multi-agent reinforcement learning framework. Section 4
describes our experimental implementation and setup in de-
tail, highlighting the simulation environment and evaluation
methodology. Section 5 presents the results of our exten-
sive experimental analysis, examining the effectiveness of
HAMARL across various security metrics. Finally, we con-
clude in Section 6 by discussing potential extensions for fu-
ture research, including considerations of multi-attacker sce-
narios, the integration of explainable AI, and practical as-
pects of real-world deployment.

Related Work
Cyber-Physical Systems Security
Cyber-Physical Systems are characterized by tightly inte-
grated computational and physical processes, where em-
bedded sensors and actuators interact in real-time to en-
able autonomous decision-making (Baheti and Gill 2011).
The security of these systems involves protecting both the

network infrastructure and physical components from ma-
licious disruptions (Lee 2008). However, the complexity of
CPS architectures—often spanning legacy industrial proto-
cols, wireless sensor networks, and cloud-connected ser-
vices—poses significant challenges for designing unified se-
curity solutions. Furthermore, the requirement for continu-
ous operation, where downtime can lead to severe economic
and safety consequences, necessitates the adoption of auto-
mated and adaptive security mechanisms to ensure resilience
against cyber threats.

Multi-Agent Reinforcement Learning
Reinforcement learning is a machine learning paradigm
where agents learn optimal behaviors by interacting with
an environment and receiving feedback in the form of re-
wards or penalties(Sutton and Barto 2018). Multi-Agent Re-
inforcement Learning extends this concept to multi-agent
environments, where multiple agents simultaneously learn
and optimize their policies while considering interactions
with others(Buşoniu, Babuška, and Schutter 2010). MARL
approaches can be broadly categorized into: (a) Fully de-
centralized methods, where each agent learns independently
without centralized coordination (Matignon, Laurent, and
Fort-Piat 2012). (b) Centralized training with decentralized
execution (CTDE), allowing agents to coordinate effectively
during training but act independently at runtime (Lowe et al.
2017). (c) Hierarchical MARL, which decomposes decision-
making into higher-level and lower-level policies, thereby
improving both sample efficiency and scalability in com-
plex environments (Kulkarni et al. 2016). While MARL has
demonstrated success in robotics, autonomous systems, and
network optimization, its application in cybersecurity for
CPS remains underexplored. Furthermore, existing MARL-
based intrusion detection and defense mechanisms often
lack adversarial robustness, making them susceptible to so-
phisticated cyber threats.

Adversarial Learning and Game Theory
In the context of cybersecurity, adversarial learning in-
volves modeling malicious actors who attempt to evade de-
tection or manipulate system behavior(Goodfellow, Shlens,
and Szegedy 2015). This aligns well with game-theoretic
security models, where defenders and attackers can be
represented as players with conflicting objectives(Shapley
1953). Incorporating adversarial learning into security sys-
tems enables proactive defense strategies, where defend-
ers are trained against worst-case attack scenarios to en-
hance system resilience (Standen, Kim, and Szabo 2025).
In CPS security, adversarial learning is particularly rele-
vant because attackers can leverage AI-driven techniques
to continuously adapt their strategies. Integrating adversar-
ial learning into MARL-based defense mechanisms allows
security agents to anticipate and counteract adaptive cyber
threats. Additionally, the competitive-cooperative nature of
multi-agent environments makes game-theoretic approaches
particularly useful, as defenders must coordinate responses
while mitigating attacks from intelligent adversaries (Conti
et al. 2018).
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Positioning of This Work
Although there have been several investigations into MARL
for intrusion detection(Louati, Ktata, and Amous 2024) and
adversarial learning for robust classification(Goodfellow,
Shlens, and Szegedy 2015), there is a lack of research
that integrates hierarchical MARL with adversarial train-
ing specifically for CPS security. Addressing this gap,
our work introduces a Hierarchical Adversarially-Resilient
Multi-Agent Reinforcement Learning framework that: (a)
Structures multiple defender agents under a hierarchical co-
ordinator, ensuring efficient and scalable threat mitigation.
(b) Incorporates an adaptive adversarial training loop, where
the system continuously learns from evolving attack strate-
gies to enhance resilience. By bridging hierarchical MARL
and adversarial learning, our approach extends prior work
and contributes to the growing field of AI-driven cybersecu-
rity for CPS (Rashid et al. 2020). The proposed framework is
designed to improve real-time intrusion detection, response
efficiency, and adaptability, making it a novel and practical
solution for securing modern CPS environments.

Theoretical Foundations for HAMARL
In this section, we formalize the hierarchical multi-agent
framework with an explicit adversarial agent. Let there beN
defender agents (local) plus one global coordinator, collec-
tively denoted {πθ1 , . . . , πθN , πϕ}, and one adversarial at-
tacker πψ . The environment is thus modeled as a Markov
game (partially observed stochastic game) with (N + 2)
agents (N defender agents, a global coordinator, and an
adaptive attacker).
Definition 1 (Markov Game with Adversary). A Markov
game (MG) with an adversarial agent is defined by the tuple

G =
〈
S, {Ai}N+2

i=1 , P, {ri}
N+2
i=1 , γ

〉
,

where:
• S is the state space, including subsystem statuses and

sensor data.
• Ai is the action space for agent i ∈ {1, . . . , N,N +
1, N+2} (whereN+2 represents the adversarial agent).

• P (s′ | s,a) is the transition kernel describing how the
environment evolves given state s and action a.

• ri(s,a) is the reward function for agent i.
– Defender agents (1 ≤ i ≤ N ): Receive positive re-

wards for successful detections or patches (ri > 0)
and negative rewards for false alarms or missed com-
promises (ri < 0).

– Attacker agent (N+2): Earns positive rewards for suc-
cessful system compromises (rN+2 > 0).

• γ ∈ (0, 1) is the discount factor that govern how agents
value future rewards.

Each local defender observes a partial state ωi ⊂ s, while
the global coordinator maintains an aggregate representation
g of local states or actions. The adversarial agent πψ may
also observe only a partial state of the system.

To capture the interaction between local defenders, the
global coordinator, and the adversary, we factorize the joint
policy as follows:

Proposition 1 (Factorization of Joint Policy in Hierarchi-
cal-Adversarial Setting). Let πθii = 1N be the local de-
fender policies, πϕ be the global coordinator policy, and πψ
be the attacker policy. Then, the joint policy over actions
a = a1, . . . , aN , aglobal, aattacker can be expressed as:

πΘ,ϕ,ψ(a | s) =
( N∏
i=1

πθi(ai | ωi)
)
πϕ(aglobal | g)

× πψ(aattacker | ωatt).

Remark 1. This factorization forms the basis for multi-agent
training, where each agent updates its policy using Proximal
Policy Optimization (PPO) steps, contingent on its partial
observability.

Generalized Advantage Estimation and PPO
Following (Schulman et al. 2016, 2017), each agent main-
tains a parametric policy πθ with an associated value func-
tion Vθ(s). The advantage function, which estimates how fa-
vorable an action is compared to the expected value of the
state, is defined as:

Aθ(s, a) = Qθ(s, a)− Vθ(s)

To compute advantage estimates, we use the Generalized
Advantage Estimation (GAE) technique:

Ât =

T−t−1∑
k=0

(γλ)kδt+k, δt = rt + γV (st+1)− V (st).

Theorem 1 (Convergence of PPO in Hierarchical-Adver-
sarial MARL). Consider the Markov game G with N + 2
agents, each employing PPO updates with GAE. Let θi, ϕ, ψ
be their respective parameters. If each agent’s policy im-
proves according to the clipped objective in (Schulman et al.
2017) within a bounded trust region, under standard as-
sumptions (bounded rewards, Markov mixing, sufficiently
large batch data and exploration), the system converges to
a stationary point (θ∗i , ϕ

∗, ψ∗) that constitutes a local Nash
equilibrium. Specifically:

∇θiL(θ∗i ; θ∗−i, ϕ∗, ψ∗) = 0,

∇ϕL(ϕ∗; θ∗, ψ∗) = 0,

∇ψL(ψ∗; θ∗, ϕ∗) = 0.

Proof. Each agent’s PPO update constitutes a stochastic gra-
dient ascent step on a clipped surrogate objective, explicitly
ensuring monotonic improvement within a bounded trust re-
gion. The hierarchical design explicitly preserves the funda-
mental convergence properties of PPO-based MARL since
the global coordinator aggregates but does not disrupt in-
dividual policy improvements. Specifically, local defenders
independently optimize subsystem-level objectives, and the
global coordinator optimizes a system-wide objective, both
respecting PPO’s trust-region constraints. Thus, joint param-
eter updates effectively track multi-agent gradient ascent in
policy space, converging to stationary points under standard
conditions: bounded gradients, finite rewards, sufficient ex-
ploration, and diminishing learning rates.
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Formally, as each agent explores sufficiently and accu-
mulates representative experience in GAE buffers, policy
gradients become accurate unbiased estimators of the true
gradient of expected returns. Given diminishing step sizes,
stochastic approximation theory ensures parameter updates
converge to stationary points (θ∗i , ϕ

∗, ψ∗).This stationary
point explicitly represents a local Nash equilibrium, as no
agent can unilaterally increase its return by altering its policy
independently of others. Thus, convergence of PPO within
the hierarchical-adversarial MARL framework is ensured
under these standard and explicitly stated assumptions.

Adversarial Resilience in Hierarchical Control
Definition 2 (Adversarial Resilience). Let Comp(t) be the
set of subsystems compromised at time t.
• Compromise time τi of subsystem i is the number of con-

secutive steps for which i ∈ Comp(t) until it is restored,
formally τi = min{k > 0 | i /∈ Comp(t+k)}.

• Compromise frequency of subsystem i is fi =
1
T

∑T
t=1 1[i ∈ Comp(t)] over horizon T .

• Bounded compromise ratio is ϱ = 1
N

∑N
i=1 fi , 0 ≤

ϱ ≤ 1.
A defender policy set {πθ1 , . . . , πθN , πϕ} is (ϵ, δ)-resilient
if

Pr
[
ϱ ≤ ϵ

]
≥ 1− δ

for any attacker policy πψ admissible under the game dy-
namics.

Intuitively, adversarial resilience means that despite an at-
tacker that learns or changes tactics, the hierarchical defend-
ers maintain partial observability, coordinate responses, and
keep compromise in check over time.
Theorem 2 (Bounded Compromise in Equilibrium). Let
π∗
θi
, π∗
ϕ, and π∗

ψ be the equilibrium policies from Theorem 1.
Suppose the environment imposes a cost c > 0 on each com-
promised subsystem per time step for defenders and a re-
ward ra > 0 for each compromised subsystem for the at-
tacker. If c is sufficiently large relative to ra, then the com-
promise ratio ϱ∗ in the long-run equilibrium is strictly less
than 1. Formally:

ϱ∗ = lim
T→∞

1

T

T∑
t=1

∑N
i=1 1{subsystem i at time t}

N
< 1.

Sketch Proof of Theorem 2. Informally, the attacker’s
marginal gain from compromising an additional subsystem
must be weighed against defenders’ marginal cost for
letting it remain compromised. If the defenders’ policies
can patch or quarantine effectively, the attacker cannot
systematically keep all N subsystems compromised without
incurring large negative feedback (through the defenders’
best response strategies). Thus, ϱ∗ < 1 in equilibrium
unless the attacker reward ra dwarfs the defenders’ ability
to penalize or detect. This result suggests that even in the
presence of highly adaptive attackers, the system maintains
a level of resilience where at least a fraction of subsystems
remains uncompromised. This aligns with real-world
security requirements, where maintaining full protection

is impractical, but ensuring partial containment prevents
widespread failures. By balancing proactive detection and
strategic intervention, the hierarchical framework ensures
that no single adversary strategy can indefinitely degrade
the entire system.

Remark 2. The synergy between local defenders (rapid
quarantines) and a global coordinator (system patches) ex-
emplifies hierarchical synergy. Even if local defenders oc-
casionally miss an attack, the global coordinator can handle
system-wide anomalies, ensuring no single attacker strategy
can indefinitely compromise all subsystems.

Proposed Methodology
Securing modern CPS requires intricate reasoning at two in-
terconnected spatial scales: real-time threat detection and re-
sponse at the subsystem level, and strategic, system-wide
coordination against advanced adversaries. Our proposed
HAMARL framework addresses this dual-scale security
challenge through a hierarchical, partially observable adver-
sarial multi-agent environment.

Specifically, HAMARL incorporates three interconnected
roles (Figure 1): (1) local defender agents monitoring and
protecting individual CPS subsystems; (2) a global coordi-
nator aggregating local agent states to orchestrate overarch-
ing security measures aligned with global operational objec-
tives; and (3) an adaptive attacker agent persistently prob-
ing CPS vulnerabilities via methods such as targeted scans,
denial-of-service (DoS) attacks, lateral movements, and data
tampering. The structured information flow involves local
defenders generating state embeddings and forwarding them
to the global coordinator, which subsequently issues strate-
gic commands informing both local and global defensive ac-
tions.

We specifically implement HAMARL in a smart-factory
context to concretely demonstrate its effectiveness. The
adaptive attacker continually challenges defenders, com-
pelling both local and global defender agents to iteratively
refine their defensive policies. Training employs a gener-
alized advantage estimation (GAE) buffer combined with
proximal policy optimization (PPO) updates (parameters set
as γ = 0.99, λ = 0.95, clip = 0.2). This competitive-
cooperative training loop ensures continuous adaptation to
evolving threats, significantly enhancing the system’s re-
silience against intelligent adversarial strategies.

The following subsections elaborate on the formalization
of the hierarchical multi-agent architecture, detail the adver-
sarial training methodology, discuss reward shaping and pol-
icy optimization strategies, and summarize implementation
specifics for reproducibility.

Hierarchical Multi-Agent Architecture
In our framework, defender agents are organized hierarchi-
cally to mirror real-world organizational structures in indus-
trial or IoT environments. Local agents each monitor spe-
cific subsystems or network segments, processing local sen-
sor data and triggering immediate responses (e.g., block-
ing suspicious traffic). A global coordinator receives sum-
marized state information from all local agents, resolves
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CPS Environment (Smart Factory Example)
Subsystems • Sensors • Network protocols

Def. 1

Def. 2

Def. 3

Def. 4

Def. 5

Def. 6

Def. 7

Def. 8

Adaptive Attacker πψ

Global Coordinator πϕ

plant-w
ide

act.

scan, DoS, tamper
obs, reward

Training Loop
GAE buffer → PPO update

γ = 0.99, λ = 0.95, clip= 0.2

Figure 1: HAMARL architecture: Local defender agents (blue) observe subsystem states (illustrated here as PLC cells in a
smart-factory context) and send state embeddings (solid arrows) to a global coordinator (violet), which issues system-wide
control signals. An adaptive attacker (red) persistently injects adversarial actions, including scanning, denial-of-service (DoS),
lateral movement, and tampering (dashed arrows), receiving observations and rewards. The training loop (green inset) uses a
GAE buffer to store experiences and updates all agent policies using PPO (γ! =!0.99, ;λ! =!0.95, clip= 0.2).

conflicting actions, and implements system-wide defensive
measures such as network isolation or forced restarts of
compromised nodes.

At the bottom tier, local agents operate on partial observa-
tions of their assigned subsystem, allowing them to perform
lightweight, real-time anomaly detection. At the top tier, the
global coordinator has access to high-level aggregated infor-
mation, enabling network-wide interventions (e.g., micro-
segmentation or mass patch deployment). This design is es-
pecially beneficial in large-scale systems where fully cen-
tralized control becomes computationally infeasible (Kulka-
rni et al. 2016), since it leverages local autonomy to reduce
communication overhead and accelerate response.

Conceptually, the hierarchical arrangement allows each
local agent to specialize in detecting and handling threats
within its domain, leading to faster and more accurate de-
tection at the subsystem level. Meanwhile, the global coor-
dinator maintains a holistic view of the entire CPS, enabling
better resource allocation and higher-level decision-making.
As a result, the local and global layers collectively mitigate
attacks more effectively than monolithic or purely decentral-
ized defenses.

Adversarially-Aware Training
A novel aspect of our method is the adversarial training loop,
wherein a simulated attacker agent with an evolving policy
is introduced. Unlike static or random threats, this attacker
adapts its strategies over time, attempting to compromise
the system by exploiting vulnerabilities, launching denial-
of-service attacks, or tampering with sensor data to degrade
process quality. This adversary is trained in tandem with
the defender agents, continually refining its attack strategies
based on defender actions. Conversely, defenders learn ro-
bust behaviors to counter more sophisticated threat patterns.
By framing the interaction as a repeated, partially observable
stochastic game, both attackers and defenders iteratively im-
prove their policies (Shapley 1953; Tambe 2011).

The attacker receives feedback about how many sub-
systems it successfully compromises or how often it re-
mains undetected; the defender side (local + global) receives
negative rewards for letting a subsystem remain compro-
mised and positive rewards for correct detection and rapid
patching. Over multiple episodes, these opposing objectives
shape a minimax-style equilibrium, leading to adversarial
resilience: the system must remain vigilant against an intel-
ligent attacker that changes tactics over time.

Reward Structures and Policy Optimization

The learning process relies on a hybrid reward function that
captures both local and global objectives. At the local level,
each agent is rewarded for correctly identifying or neutraliz-
ing threats and penalized for false alarms that interrupt legit-
imate operations. At the global level, the system receives re-
wards for maintaining uninterrupted operation, minimizing
resource overhead, and preserving overall safety. We adopt
a hierarchical multi-critic approach, where the local crit-
ics evaluate immediate detection performance, and a global
critic focuses on system-wide metrics (Lowe et al. 2017;
Yang et al. 2018).

For policy optimization, our implementation utilizes an
extension of Proximal Policy Optimization (PPO) adapted
for multi-agent environments (Schulman et al. 2017). Each
local agent’s policy is represented by a neural network, po-
tentially a graph neural network (GNN) or a transformer-
based model for enhanced processing of heterogeneous sen-
sor data (Veličković et al. 2018). The global coordinator
leverages aggregated embeddings from local agents, em-
ploying a separate neural network to learn the optimal co-
ordination policy. By periodically synchronizing policy up-
dates in a batch or round-robin fashion, the agents learn joint
strategies that balance local autonomy with global oversight.
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Extensions and Implementation Improvements
Beyond the core hierarchy and adversarial loop, our method-
ology incorporates additional practical considerations:

• Partial Observability and Scalable Communication: Lo-
cal agents operate with partial observability, restrict-
ing their access to only subsystem-level data. This de-
sign minimizes communication overhead while preserv-
ing scalability. Aggregated messages to the global coor-
dinator are compressed to limit bandwidth usage.

• Formal Safety Checks: Certain high-risk actions (e.g.,
quarantining all subsystems) trigger domain-specific
safety checks to prevent catastrophic decisions, mirror-
ing real ICS safety protocols.

• Transferability and Generalization: The learned policies
can potentially transfer to other CPS domains (e.g., smart
grid, autonomous vehicles) if sensor features and reward
design are adapted accordingly.

These extensions position the hierarchical adversarially-
resilient MARL framework as a flexible, real-world ready
solution to emerging security threats in interconnected in-
dustrial environments.

Implementation and Experiment Design
Testbed Overview
To evaluate HAMARL, we utilized the Cyber-Battle-Sim
toolkit to construct a realistic simulated industrial IoT en-
vironment that replicates a small-scale smart factory. This
testbed comprises 8 programmable logic controller (PLC)-
driven subsystems, 64 diverse sensors—including temper-
ature, vibration, and flow sensors—and employs standard
communication protocols like Modbus/TCP. Each subsys-
tem is protected by a dedicated local defender agent, while
a global coordinator agent manages overarching security
strategies, enabling both localized responsiveness and global
threat mitigation.

Attack Scenarios
We explicitly simulate realistic and representative cyber
threats commonly faced by CPS environments, including:

• Denial-of-Service (DoS) Attacks: Flooding the control
network to degrade system responsiveness and real-time
operations.

• Data Tampering: Manipulating sensor data to induce er-
roneous actuator responses, potentially leading to physi-
cal disruptions.

• Advanced Persistent Threats (APTs): Executing stealthy
infiltration attempts aimed at gathering sensitive opera-
tional data or embedding malicious control scripts.

The adversarial agent dynamically evolves its attack strate-
gies during training, creating a continually adapting threat
landscape that challenges defenders to proactively and ef-
fectively counter advanced attacks.

Implementation Steps
Environment Initialization: Due to the sparsity of real-
world CPS datasets, we relied on synthetic yet realistic
data representing normal industrial processes, sensor out-
puts, and network interactions. This setup ensured a credible
simulation environment closely mirroring actual CPS oper-
ational states and potential vulnerabilities, providing a solid
foundation for evaluating security interventions.

Local Agent Deployment: Each local defender agent in-
dependently manages the security of its assigned subsystem,
receiving partial observations such as sensor readings and
local network traffic statistics. These agents detect threats
rapidly and execute prompt, localized responses, including
generating intrusion alerts and isolating compromised sub-
systems, thus minimizing the impact of threats locally.

Global Coordination: The global coordinator aggregates
subsystem-level information from local defenders through
compressed embeddings. This hierarchical oversight al-
lows the coordinator to implement system-wide strategic re-
sponses—such as network segmentation, targeted patch de-
ployments, and compromised node resets—thereby achiev-
ing an effective balance between local autonomy and cen-
tralized strategic direction.

Adversarial Training Loop: A dynamic adversarial
training approach was adopted, where an adaptive attacker
continuously refines attack strategies using reinforcement
learning with Proximal Policy Optimization (PPO) (Lowe
et al. 2017; Schulman et al. 2017). This iterative process
challenges the defenders to constantly improve their detec-
tion and response strategies, preparing them to effectively
counter sophisticated, adaptive threats.

Reward Engineering: Agents are trained using carefully
crafted reward signals. Local agents focus on maximizing
detection accuracy and minimizing false alarms, while the
global coordinator prioritizes overall system uptime and
minimizing disruptions. The attacker agent explicitly re-
ceives rewards based on successfully compromising systems
undetected, incentivizing stealth and strategic effectiveness.

Evaluation: Comprehensive evaluations were conducted,
measuring critical performance indicators such as detection
latency, false alarm rates, precision, recall, Mean Time To
Detection (MTTD), accuracy, and overall operational con-
tinuity. Scalability was specifically analyzed by comparing
training overhead across scenarios with different numbers
of defender agents (4, 8, 12 and 24), explicitly highlight-
ing performance trade-offs between hierarchical and non-
hierarchical approaches. We further validated the frame-
work’s adaptive robustness against previously unseen attack
strategies, demonstrating generalization capabilities crucial
for real-world deployment.

Experimental Setup
Environment: The Cyber-Battle-Sim toolkit was ex-
tended to simulate a realistic industrial IoT smart-factory en-
vironment explicitly featuring N = 8 PLC-controlled sub-
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systems, 64 diverse sensors, and communication via Mod-
bus/TCP.

State Spaces: Local defenders observe states defined by
vectors ωti = ⟨sti,nti⟩, comprising normalized sensor read-
ings sti ∈ R12 and network statistics nti ∈ R5. The
global coordinator receives a pooled embedding gt =
Concat(Pooli h

t
i), producing a concise 32-dimensional sys-

tem representation.

Action Spaces:

• Local defender actions: {NOOP, ALERT, QUARANTINE,
PATCH}.

• Global coordinator actions: {NOOP, ISOLATE-SEG,
ROLL-PATCH, RESET-NODE}.

• Attacker actions: {SCAN, LATERAL, DOS, TAMPER}.

Reward Design: Local defender rewards explicitly struc-
tured as: ri = +1 (true positive), −0.2 (false positive), −1
(miss). Global reward explicitly defined as:

R = −0.1|Comp(t)| − 0.01 DOWNTIME + 0.2 UPTIME

Networks & Training: Local defender policies explicitly
implemented as 2-layer Graph Attention Networks (hidden
size 32, 4 heads). The global coordinator explicitly em-
ploys a 3-layer Multi-Layer Perceptron (MLP) (64-32-16).
Training leveraged PPO with Adam optimizer (learning rate
10−4), λGAE = 0.95, γ = 0.99, PPO clipping (ϵ = 0.2),
batch size 32, over 1,000 episodes.

Results and Analysis
Baseline Comparisons
In this section, we rigorously compare the HAMARL frame-
work against three fundamental baselines: Single-Agent RL,
Non-Hierarchical MARL, and Rule-Based Intrusion Detec-
tion. The Single-Agent RL baseline, while effective for sim-
ple environments, lacks the ability to scale effectively in dis-
tributed CPS settings. The Non-Hierarchical MARL base-
line represents decentralized agents acting independently,
highlighting potential coordination challenges and ineffi-
ciencies. Finally, the Rule-Based IDS serves as a conven-
tional benchmark, reflecting limitations inherent in static,
rule-driven security mechanisms when faced with adaptive
threats.

The comprehensive evaluation, detailed in Table 1,
demonstrates that both HAMARL and Non-Hierarchical
MARL significantly outperform Rule-Based IDS in all met-
rics, particularly in terms of F1 score, precision, recall,
and false alarm rate (FAR). Notably, HAMARL achieves
competitive performance compared to Non-Hierarchical
MARL, reflecting the nuanced trade-offs of hierarchical
control. Specifically, HAMARL matches or marginally ex-
ceeds Non-Hierarchical MARL performance in precision
and FAR, illustrating that hierarchical coordination effec-
tively centralizes decision-making evidence, thus reducing
false positives and improving security accuracy.

Attack Detection and Operational Continuity
Our experimental results underscore HAMARL’s capabil-
ity to detect and mitigate sophisticated attack vectors effec-
tively, including stealthy APT threats and adaptive attack
strategies. Throughout adversarial training, local defender
agents demonstrated rapid adaptability, consistently main-
taining high detection rates above 90% despite shifts in ad-
versary behavior mid-episode. The global coordinator sig-
nificantly contributed to operational continuity by executing
strategic responses, such as promptly isolating compromised
nodes or applying global patches before cascading failures
could occur. These coordinated interventions markedly re-
duced the overall mean time to detection (MTTD) and min-
imized the impact of successful intrusions.

Resource utilization remained efficient, confirming hi-
erarchical structures and parallelized, localized decision-
making effectively balance real-time security responsive-
ness and computational feasibility. Operators can tune the
response aggressiveness, allowing adaptive management of
false alarms versus uptime trade-offs, further enhancing
practicality.

Scalability Analysis
Scalability is critical in multi-agent frameworks, particularly
within CPS security domains. Our scalability analysis, sum-
marized in Table 2, explicitly examines the training over-
head with increasing numbers of agents. While HAMARL
incurs higher training time compared to Non-Hierarchical
MARL, the increase scales linearly and remains manage-
able, due to hierarchical credit assignment and asynchronous
updates. This computational overhead arises from strategic
coordination, essential in rigorous defensive environments.

Runtime overhead was modest, reinforcing HAMARL’s
feasibility. Thus, hierarchical approaches clearly offer ad-
vantages in coordinated defense effectiveness, generaliza-
tion, and novel attack resilience.

Discussion
Results explicitly illustrate several findings. Adaptive
MARL frameworks surpass traditional static methods, val-
idating adaptive learning approaches’ necessity in secur-
ing CPS. Although Non-Hierarchical MARL demonstrates
faster training, HAMARL’s hierarchical structure offers crit-
ical strategic oversight, especially for complex, large-scale
environments requiring coherent global defense policies.
These insights emphasize hierarchical architectures’ strate-
gic benefits and inherent computational trade-offs.

Multiple metrics provide nuanced understanding of sys-
tem dynamics under adversarial conditions. HAMARL con-
sistently achieves robust results, demonstrating practical de-
ployment potential. Future work could optimize hierarchi-
cal coordination, explore sophisticated structures, or incor-
porate transfer learning to enhance efficiency and scalability.

Ultimately, integrated experimental analysis highlights hi-
erarchical adversarial resilience’s value in MARL frame-
works, guiding future research and practical CPS security
implementations.
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Method Seed Return ↑ F1 ↑ Precision ↑ Recall ↑ FAR ↓ (%) MTTD ↓ Accuracy ↑ (%)

Rule-Based
IDS

42 278.4 0.436 0.482 0.398 50.06 99.18 47.0
100 299.2 0.522 0.546 0.500 49.98 99.20 51.5
2025 263.9 0.526 0.515 0.537 50.56 99.00 54.0

PPO Non-Hier.
MARL

42 1423.54 0.802 0.935 0.702 6.48 496.35 82.72
100 1464.66 0.805 0.932 0.708 6.84 501.07 82.89
2025 1380.74 0.799 0.934 0.698 6.65 502.27 82.41

HAMARL
(ours)

42 1354.82 0.797 0.932 0.696 6.78 500.21 82.29
100 1462.94 0.805 0.934 0.707 6.63 499.06 82.93
2025 1397.28 0.799 0.934 0.698 6.56 500.05 82.38

Table 1: Detailed comparative evaluation across all metrics, seeds, and methods. Arrows indicate if higher (↑) or lower (↓)
values are explicitly preferred. Best-performing metrics for each seed are highlighted in bold.

# Agents 4 8 12 24

Non-Hier. MARL (h)↓ 0.025 0.024 0.024 0.028
HAMARL (ours) (h)↓ 0.036 0.069 0.100 0.204

Table 2: Scalability comparison (wall-clock training time
in hours) between Non-Hierarchical MARL and HAMARL
across varying numbers of defender agents. Training explic-
itly conducted over 500 episodes on an Apple MacBook Pro
(M4 Max, 36 GB RAM). Best (lowest) times highlighted in
bold.

Conclusion and Future Work
This work introduced HAMARL, a Hierarchical,
Adversarially-Resilient Multi-Agent Reinforcement
Learning framework designed to secure Cyber-Physical
Systems (CPS) against sophisticated, adaptive cyber threats.
By integrating decentralized local anomaly detection with
centralized global coordination, HAMARL effectively
balances rapid response capabilities and comprehensive
strategic oversight. This hierarchical approach demonstrates
significant advantages over conventional flat multi-agent
reinforcement learning (MARL) and traditional static
rule-based intrusion detection systems, achieving notably
higher detection accuracy, shorter mean time-to-detect,
and reduced false alarms, while maintaining operational
continuity under previously unseen attack vectors.

The incorporation of an adversarial training loop was crit-
ical for enhancing the adaptability of HAMARL. By con-
tinuously training against a dynamic and adaptive red-team
attacker agent, the defender agents developed robust gener-
alization capabilities, ensuring effectiveness even when con-
fronted with novel and evolving threats. From an industrial
perspective, such adaptability is crucial, as HAMARL elim-
inates the need for manual retuning common in static de-
fenses, offering a proactive and continuously improving cy-
bersecurity solution suitable for modern CPS environments
characterized by rapidly changing threat landscapes.

Despite these advances, several challenges remain. Fore-
most among these is the substantial computational cost asso-
ciated with training hierarchical MARL systems, presenting

practical constraints for deployment in resource-constrained
operational technology networks typical of industrial set-
tings. Future research efforts should focus on reducing
these computational demands through techniques such as
lightweight policy distillation, transfer-learning-based ini-
tialization, and federated or distributed training approaches.
Additionally, optimizing reward shaping and hierarchical
credit assignment currently requires careful domain-specific
tuning, presenting another critical area for improvement
to facilitate broader applicability. Real-world adoption also
necessitates demonstrable compliance with industrial stan-
dards (e.g., IEC 62443), rigorous fail-safe validations, and
comprehensive field trials under realistic production condi-
tions.

Several promising research directions emerge for future
exploration. Transfer and meta-learning methods could sig-
nificantly reduce the data and computational overhead as-
sociated with deploying HAMARL across diverse CPS do-
mains, such as adapting policies from smart manufacturing
environments to smart grids or medical IoT systems. En-
hancing HAMARL with explainability features or integrat-
ing formal verification techniques could further increase its
trustworthiness and auditability, crucial for regulatory com-
pliance and operator confidence. Finally, extending adver-
sarial training scenarios to include multiple or colluding at-
tackers could expose critical vulnerabilities and facilitate
the development of even more robust defensive coordination
strategies among defender agents.

As CPS deployments continue to scale and become in-
creasingly autonomous, the importance of actively adap-
tive cybersecurity frameworks becomes more pronounced.
HAMARL represents a significant advancement toward
achieving resilient, scalable, and proactive security solu-
tions. Continued research along these outlined pathways
is essential for transitioning HAMARL from an academic
prototype to dependable, industry-grade protection mecha-
nisms, ultimately safeguarding the next generation of critical
infrastructure against emerging and adaptive cyber threats.
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