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Abstract

While Large Language Models (LLMs) have demonstrated
impressive capabilities, their widespread deployment is hin-
dered by the lack of trustworthiness of their responses. Al-
though existing trust scores and confidence metrics attempt
to quantify the uncertainty, ensure safety, and reliability of
LLM responses, they address only a single dimension of trust
and fail to ensure trust holistically, in a user-centric manner.
This lack of metric reliability and LLM trustworthiness poses
significant risks in critical human-Al interaction applications.
We posit that current confidence metrics and trust scores are
insufficient to accurately measure trustworthiness and to ulti-
mately inform how to establish calibrated user trust in these
systems. We further argue that we need to move beyond com-
putational assessments to enhance the measurement of trust-
worthiness of generative Al systems. We outline frameworks
and approaches that can be incorporated into holistic trust-
worthy Al assessment and development in future research.

Introduction

Large Language Models(LLMs) have been found to be use-
ful for a plethora of applications, from question answering
and document summarization to code generation. Despite
their utility and web-scale training, there are significant con-
cerns about the reliability and trustworthiness of their re-
sponses. Due to the autoregressive nature of these black-box
models, their responses are based on a probabilistic process
of token-by-token generation derived from the vast amount
of internet data that they are trained on. While existing works
have focused on computing trust scores, confidence metrics,
and quantifying the uncertainty of LLM responses (Chen
and Mueller 2024; Kadavath et al. 2022; Tian et al. 2023;
Lin, Trivedi, and Sun 2024), less emphasis has been placed
on user-centric evaluations of LLM trustworthiness. Exist-
ing trust scores and confidence metrics account for the com-
putational models of trust, but most do not address other di-
mensions and characteristics of trust that are necessary to
ensure appropriate calibration of user trust in LLMs.

In this paper, we discuss the dimensions and characteris-
tics of trust from the perspective of human-Al interaction,
examine the existing literature on proposed confidence met-
rics, uncertainty measures, and trust scores, and identify sig-
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nificant gaps in evaluating and establishing the trustworthi-
ness of generative Al systems in a human-centered frame-
work. We further propose approaches, methods, and frame-
works that can be incorporated to address the gaps with re-
spect to additional human-centered dimensions of trust, with
the ultimate aim of enhancing approaches to develop trust-
worthy and transparent generative Al systems.

We begin by presenting a detailed description of the def-
initions, bases, and characteristics of trust. Then, we dive
deep into the technical methods and derivations of exist-
ing state-of-the-art confidence metrics and trust scores, and
highlight their shortcomings with respect to the dimensions
and characteristics of trust. Finally, we propose approaches
and frameworks that can be incorporated to address the
missing dimensions of trust and conclude with a summary
of the position and need for future research in this direction.

Trust: Definitions, Dimensions and
Characteristics

The concept of trust has been widely studied with various es-
tablished perspectives from multiple fields. One of the most
widely used and accepted perspectives in Human-Al interac-
tion is the definition of trust as “the attitude that an agent will
help achieve an individual’s goals in a situation character-
ized by uncertainty and vulnerability” (Lee and See 2004).
Lee and See further define ‘purpose’, ‘process’, and ‘per-
formance’ as three bases of trust that define the types of in-
formation a user needs in order to maintain an appropriate
level of trust in an automated system. As LLLMs are increas-
ingly being adopted by users for generic search and other
daily assistive tasks, we argue that the assessment of the
trustworthiness of these systems must go beyond evalua-
tions of system properties or their output indicators, and
include human-centered evaluations along these dimen-
sions as well.

“Purpose” is defined as the degree to which an automated
system (agent) is being used within the realm of the de-
signer’s intent (Lee and See 2004). This means that a user
would need to know what capabilities the agent has been de-
signed to perform. For example, a user interacting with an
LLM needs to know what kind of questions can and can-
not be answered by the system. “Process” refers to the de-
gree to which the agent’s algorithm is appropriate for the



situation and achieves the user’s goals. Lee and See em-
phasize that with “process” information, the user’s trust is
in the agent itself rather than in specific actions taken by
the agent. In essence, the process basis of trust refers to the
algorithms and operations that govern the behavior of the
agent, and not the behavior itself. This implies that a user
would need to know approximately how an agent performs
its tasks. For example, a user interacting with an LLM-based
application needs to know whether it is retrieving informa-
tion from the Internet or generating answers from memory.
“Performance” refers to the agent’s demonstrated operations
and includes characteristics such as reliability, predictability,
and ability (Lee and See 2004). Thus, performance informa-
tion relates to the competency or expertise of the agent as
demonstrated by its ability to achieve the user’s goals. This
basis of trust is task and situation-dependent. With perfor-
mance information, a user would obtain knowledge of the
agent’s reliability, predictability, or ability within the context
or domain of interest. For example, an LLM that provides a
confidence score with each answer conveys performance in-
formation to the user.

Trust calibration refers to the correspondence between a
user’s trust in the agent and the agent’s capabilities (Lee and
Moray 1994; Muir 1987). It is necessary to establish an ap-
propriately calibrated level of trust in the agent to avoid mis-
use or disuse among users (Lee and See 2004). Overtrust is
poor calibration in which trust exceeds the agent’s capabil-
ities and can lead to overuse or automation bias (defined as
over-reliance on automated systems even when their output
contradicts accurate human judgement) (Mosier et al. 1996,
1997; Parasuraman and Riley 1997). On the other hand, un-
dertrust can lead to disuse and algorithm aversion (Dietvorst,
Simmons, and Massey 2015; Dawes 2008). Trust calibra-
tion can be achieved by providing (additional) information,
explanations, or making agent behavior more interpretable,
consistent, or transparent (Sanneman and Shah 2020; Wang,
Pynadath, and Hill 2016; Schweitzer, Hershey, and Bradlow
2006; Sanneman and Shah 2022).

Prior research also emphasizes that trust has two key
properties, namely vulnerability and anticipation (Jacovi
et al. 2021). Vulnerability, as also mentioned above in Lee
and See’s definition of trust, arises from users’ dependence
on the agent’s decisions and capabilities, especially when
outcomes affect the users’ goals or well-being (Jacovi et al.
2021; Zahedi 2023). In other words, users’ acceptance of
vulnerability to an agent’s actions characterizes their trust in
the agent, and similarly, the contrapositive statement holds,
i.e., refusal characterizes distrust in the agent. For example,
a patient providing personal health records to a medical Al
application and prompting it for a diagnosis (informally or
implicitly) accepts vulnerability to the application’s diagno-
sis result or decision, which derives from her trust in the
application. Some definitions portray trust as an outcome of
behavior or as a state of vulnerability (Meyer 2001).

Whereas anticipation refers to the user’s ability to antici-
pate the impact of an agent’s decisions, and hence is an ex-
pectation about future behavior (Jacovi et al. 2021). Prag-
matically, ’anticipating’ refers to a belief that the trustee
(agent) will act in the trustor’s (user’s) best interests. Also,
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trust can be thought of as an attempt to anticipate the impact
of the agent’s behavior under risk, uncertainty, or vulnerabil-
ity (Hoffman 2017). Thus, the user’s anticipation and trust
can change as they gain more information about the agent’s
competence, reliability, confidence, and other attributes (Za-
hedi 2023). Thus, the three information types - purpose, pro-
cess, and performance- can influence the two key properties
of trust - vulnerability and anticipation (Jacovi et al. 2021).
Further, these two critical properties of trust - vulnerabil-
ity of a user in the face of decision-making Al systems and
anticipation (human’s psychological expectancy) of Al’s ac-
tions and potential impact- embody the essence of trust and
underscore its significant role in the context of human-Al
interaction applications (Zahedi 2023).

LLMs’ Confidence Metrics and Trust Scores

Recent literature has centered on proposing computational
trust metrics to estimate the trustworthiness of LLM re-
sponses, relying purely on computational evaluation of sys-
tem properties or their output indicators. These methods
span from directly prompting models for confidence es-
timates to using similarity measures, sampling-based ap-
proaches, and leveraging LLMs’ internal logit/ token-level
generation probabilities (Wang et al. 2023; Zhou et al. 2025).
Here, we discuss a few commonly cited metrics in depth.
Chen and Mueller (Chen and Mueller 2024) introduced
BSDetector, which produces a confidence score for every
LLM response. The confidence score is estimated from two
factors: Observed Consistency (O) and Self-reflection Cer-
tainty (S), which are proposed as extrinsic and intrinsic
measures, respectively. Observed consistency is a sampling-
based measure, where 'k’ responses are sampled from the
LLM by varying its temperature parameters and then com-
puting semantic similarities between the samples and the
original response. Self-reflection Certainty (S) asks the
model to reflect on its response (given the prompt + ques-
tion + response) and provide a rating on a multiple-choice
scale with ‘correct’, ‘wrong’, and ‘not sure’ options - which
correspond to numerical scores of 1, 0, and 0.5, respectively.
The overall confidence score (C) is estimated by aggregat-
ing these two factors with a tradeoff parameter 5 € (0,1),
which has lower values for LLMs that are found to be more
trustworthy in their self-reflection capabilities, as shown in
Eq. 1.
C=p0+(1-p8)8 €))

Utilizing the consistency assumption of sampled LLM re-
sponses, SelfCheckGPT (Manakul, Liusie, and Gales 2023)
detects hallucinated facts. This works on the idea that if the
question is within LLMs’ knowledge (pretraining data dis-
tribution), then sampled answers are likely to be similar and
contain consistent facts. However, for hallucinated facts, the
stochastically sampled responses are likely to diverge and
contradict one another. As checking the consistency of sam-
pled responses is a post-hoc processing method and does
not require token-level probability information, SelfCheck-
GPT is a black-box system, purely assessing the probabil-
ity of hallucinations through consistency methods. The con-
sistency checking is performed using multiple techniques



such as BERTScore, Natural Language Inference, Multiple-
choice answers, n-gram models, and direct prompting. It is
important to note that, when multiple answers or reason-
ing paths are available for a given problem, self-consistency
and self-reflection values are not reliable (Wang et al. 2023;
Huang et al. 2023; Renze and Guven 2024). For example,
a vague question may automatically have multiple satisfic-
ing but inconsistent answers. An out-of-distribution com-
plex question may elicit a smaller number of (unique) re-
sponses even when temperature is varied, compared to other
questions.

Semantic entropy (Kuhn, Gal, and Farquhar 2023) pro-
vides an estimate of confidence levels of LLM responses by
incorporating linguistic invariances created by shared mean-
ings. The linguistic invariances are generated by sampling
from the predictive distribution of an LLM given a con-
text, and then clustering them through bidirectional entail-
ment. Then the resulting entropy is estimated by summing
the probabilities of sequences that share a meaning. The ap-
proach also utilizes LLMs’ internal token-level probabilities
for computing semantic equivalence.

There are other metrics proposed to estimate the un-
certainty and confidence of LLM responses from similar-
ity measures, such as the sum of eigenvalues of the graph
Laplacian, which takes into account the number of semantic
meanings rather than simple semantic equivalence to quan-
tify uncertainty (Lin, Trivedi, and Sun 2024). This metric
uses the distribution of eigenvalues in spectral clustering of
LLM responses to determine the number of clusters, which
roughly corresponds to the number of semantic meanings.
Lin, Trivedi, and Sun further propose the degree matrix
method, where they use a degree matrix obtained in the in-
termediate steps of the eigenvalue graph Laplacian method
to compute a confidence as well as an uncertainty score, by
noting that nodes with a higher degree of connections corre-
spond to more confident regions of the LLM.

LLMs can also be directly prompted to provide confi-
dence scores, similar to the self-reflection certainty factor
mentioned above. LLMs are asked to first propose an answer
and then prompted to evaluate the probability “P(True)”
(Kadavath et al. 2022). Kadavath et. al. also find that models
can perform well at predicting the probability P(“I Know”)
given a question and prompt without reference to any pro-
posed answer, and that models partially generalize across
tasks but struggle to calibrate the probability on new tasks.
Similarly, Lin, Hilton, and Evans (2022) ask LLMs for “ver-
balized probability”, expressing uncertainty in words, ex-
pecting it to be low when it is likely to get the answer wrong.
They finetune GPT-3 on a calibrated Math dataset to pro-
duce verbalized probabilities, finding that it has some abil-
ity to generalize calibration under distribution shift. Finally,
Tian et. al. (Tian et al. 2023) finetune an LLM using Rein-
forcement learning with Human Feedback (RLHF) and elicit
calibrated confidences by prompting the model to verbalize
its confidence in token space. They find that the verbalized
confidences are better calibrated than LLMs’ internal condi-
tional probabilities across several closed-source models.

Each of these confidence measures is obtained either by
direct prompting or by computing score estimates based on
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additional metrics such as sampling or token probabilities,
but they are still not robust and accurate enough to be reli-
able. As certain questions, such as “What are the different
types of ML algorithms?” are intrinsically highly disjunc-
tive in possible correct answers or otherwise have multiple
plausible answers or reasoning paths, confidence score es-
timates based on sampling, consistency, self-reflection, and
token probabilities can vary widely, leading to inaccuracies
and unreliable scores. In spite of these shortcomings, these
metrics do provide information related to the model’s per-
formance, confidence, and reliability, which can be help-
ful to the user. Although re-prompting models to correct
their answers after self-reflection or additional feedback has
shown promise, these strategies still do not provide any ir-
refutably correct or reliably accurate responses at all times
(Huang et al. 2023; Renze and Guven 2024). For example, it
has been shown that self-verification abilities of LLMs fare
poorly for problems such as logical reasoning and planning
(Hong et al. 2023; Stechly, Valmeekam, and Kambhampati
2024). Therefore, evaluating the trustworthiness of a partic-
ular LLM must go beyond self-evaluated confidence scores
or consistency-related metrics, as discussed next.

Relation with Trust Dimensions and
Characteristics

All the above works propose methods that elicit confidence
scores either directly from the model or compute an esti-
mated score empirically, utilizing metrics such as similar-
ity measures, self-consistency, self-reflection, or token-level
probabilities. These methods address the performance basis
of trust as they provide information relating to the model’s
(agent’s) competence, confidence, performance, or reliabil-
ity of answers or decisions. This performance information,
when reliable and accurate, can perhaps help users gauge the
confidence and reliability of the model’s ability to answer
questions and even anticipate the nature of its responses to
certain questions. Where existing metrics suffer in accuracy
or reliability, alternate performance-related metrics must be
employed. In addition, the information relating to the other
two bases of trust, namely purpose and process, is miss-
ing within the scope of existing trustworthiness metrics and
evaluations, which can affect the characteristics of user trust.
Although confidence metrics and trust scores are repre-
sentative of performance information, their reliability in rea-
soning problems may hinder the trust of the user. As LLMs
are known to struggle at simple reasoning tasks such as
counting, poor confidence scores for obviously correct an-
swers can greatly affect trust (Fu et al. 2024). It has been
demonstrated and validated through user studies that for rea-
soning problems such as planning, correctness is the pri-
mary driver of trust and performance (Chen et al. 2025).
Then, to ensure correctness and, therefore, increase trust,
formal verification through automated domain-specific ver-
ifiers, tool-calling, and mitigating hallucinations through
retriever-aware training are useful ways forward for reason-
ing problems (Kambhampati et al. 2024; Patil et al. 2024;
Gao et al. 2025). And confidence metrics can be used in
this pursuit to help decide on tool-calling, verification, and
model selection between LLMs and reasoning models.



Missing Dimensions of Trust: What Can Be
Done to Improve Trustworthiness?

One of the crucial aspects of an Al system’s trustworthi-
ness is the transparency of its capabilities. Although LLMs,
especially closed-source models, have been largely uninter-
pretable in terms of their capabilities, there are still numer-
ous ways to communicate information such as data, usage
policies, risks, model access, and other dimensions of the
Foundation Model Transparency Index (Maslej et al. 2025),
to enhance the interpretability and transparency of the sys-
tem as shown in Figure 1.

One such way is abstention (defined as the refusal to an-
swer a query), which has been demonstrated to enhance
model safety and reliability. However, the progress is still
in the nascent stages, requiring abstention mechanisms to
be more adaptive and context-aware so that Al systems are
more robust, reliable, and trustworthy (Wen et al. 2025).
We note that a model demonstrating abstinence also con-
veys “purpose” related information that provides a user with
useful information on the limits of the model’s capabilities.
Another similar type of information that is useful for the
“purpose” dimension in LLM-based applications is usage
policies, which convey the terms of recommended use and
non-use of the application. Similarly, the communication of
“Operational Design Domain” of a generative Al application
in deployment, which defines the specific operating condi-
tions under which the application is designed to function, as
defined for autonomous vehicles (NHTSA 2017), is useful
for the user to learn “purpose”’-related information.

Concerning the “Process” basis of trust, information on
the algorithms that govern the model’s behavior that can be
considered to be provided to users (through model informa-
tion cards, training data summaries, or model documenta-
tion forms (European Commission 2025)) includes answers
to the following questions:

* Is the model or application connected to any external
tools, verifiers, validators, or other (overseer) models?

¢ Is the model retrieving information from the internet in
real-time or generating responses from memory?

* Are responses being retrieved from any public, private,
or enterprise databases? Are citations within responses
publicly accessible and open-source?

¢ What is the nature, constitution, and curation framework
of the model’s training data?

* How is the model trained? For example, is it a reasoning
model or an autoregressive model? Does the model em-
ploy routing (Yue et al. 2024) or inference-time scaling
techniques (Wu et al. 2024) for any questions?

Alongside computing the confidence and uncertainty met-
rics, another aspect that can be useful is to provide confi-
dence and capability warnings alongside responses, such as
a note that says “Response is not verified”, if no verifica-
tion is involved or “This response may be considered toxic”,
if toxicity evaluations are performed. This information re-
lates to the “process” basis of trust. As LLMs are being
continuously benchmarked on various capabilities, a useful
evaluation-related information for better transparency can
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Figure 1: Information Framework for Trust Dimensions

be stating that the particular model has an “X% accuracy
on Mathematical Questions” or “Y% accuracy on Medical
Questions” or similar (Reuel-Lamparth et al. 2024). This
kind of benchmark evaluation information constitutes the
“purpose” basis of trust and can be useful for trust calibra-
tion. Users’ trust in the LLMs they are interacting with needs
to be calibrated and aligned with the level of the systems’
capabilities. Both of such types of information can be simi-
larly provided to the users as community notes on social me-
dia platforms, which have been introduced to enhance trans-
parency, safety, and reduce harm (X Corp. 2025).

While the above proposed approaches provide a solid
foundation for future research, a promising experiment
would be to evaluate the trustworthiness of generative Al
systems enhanced with purpose, process, and performance
information holistically (i.e. using the computational met-
rics mentioned, provided that they are made to be reli-
able through verification or knowledge retrieval), along with
human-centered evaluations on the trustworthiness of the
systems’ responses and effectiveness of trust calibration.
Evaluating generative Al systems incorporated with trust
considerations could pave the way for building better, more
transparent, and trustworthy Al applications for the future.

Conclusion

In this paper, we have argued that current metrics to estimate
confidence and trustworthiness of LLM responses address
only the performance basis of trust, and that we need to go
beyond the computational aspects to establish trust. In sup-
port of this position, we first detailed the definitions, char-
acteristics, and bases of trust from a human-Al interaction
perspective. Then, we reviewed current confidence, uncer-
tainty, and trust score metrics from the literature, and dis-
cussed results that demonstrate the unreliability and lack of
robustness of the stated metrics, and how they do not address
the gaps within the “purpose” and “process” dimensions of
trust. Then, we shared the possible approaches, methods,
and frameworks that can be incorporated to address the gaps
within the missing dimensions of trust, calling for further re-
search and user studies to enhance the trustworthiness, trans-
parency, and safety of LLMs and their applications.
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