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Abstract

Deep learning models have strong potential for automating
breast ultrasound (BUS) image classification to support early
cancer detection. However, their vulnerability to small in-
put perturbations poses a challenge for clinical reliability.
This study examines how minimal pixel-level changes af-
fect classification performance and predictive uncertainty, us-
ing the BUSI dataset and a ResNet-50 classifier. Two per-
turbation types are evaluated: (1) adversarial perturbations
via the One Pixel Attack and (2) non-adversarial, device-
related noise simulated by setting a single pixel to black. Ro-
bustness is assessed alongside uncertainty estimation using
Monte Carlo Dropout, with metrics including Expected Kull-
back—Leibler divergence (EKL), Predictive Variance (PV),
and Mutual Information (MI) for epistemic uncertainty, and
Maximum Class Probability (MP) for aleatoric uncertainty.
Both perturbations reduced accuracy, producing 17 and 29
“fooled” test samples, defined as cases classified correctly be-
fore but incorrectly after perturbation, for the adversarial and
non-adversarial settings, respectively. Samples that remained
correct are referred to as “unfooled.” Across all metrics, un-
certainty increased after perturbation for both groups, and
fooled samples had higher uncertainty than unfooled samples
even before perturbation. We also identify spatially localized
“uncertainty-decreasing” regions, where individual single-
pixel blackouts both flipped predictions and reduced uncer-
tainty, creating overconfident errors. These regions represent
high-risk vulnerabilities that could be exploited in adversar-
ial attacks or addressed through targeted robustness training
and uncertainty-aware safeguards. Overall, combining pertur-
bation analysis with uncertainty quantification provides valu-
able insights into model weaknesses and can inform the de-
sign of safer, more reliable Al systems for BUS diagnosis.

Code — https://github.com/kuanhuang0624/one-pixel-bus

Introduction

Breast cancer remains one of the leading causes of cancer-
related mortality among women worldwide (Siegel et al.
2025), and early detection is essential for improving pa-
tient outcomes (Dan et al. 2024). Breast ultrasound (BUS)
is widely used for breast cancer screening and diagnosis due

*Corresponding author.
Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

524

to its non-invasive nature, cost-efficiency, absence of ion-
izing radiation, and suitability for dense breast tissue (Dan
et al. 2024; Afrin et al. 2023). In recent years, convolutional
neural networks (CNNs) and other deep learning methods
have demonstrated remarkable performance in classifying
BUS images, achieving accuracies comparable to or even
exceeding those of human experts (Habib et al. 2020; Dan
et al. 2024; Huang, Xu, and Qi 2021). Typically, BUS im-
age classification involves categorizing images into benign,
malignant, or normal classes, or assigning categories based
on BI-RADS scores (Xu et al. 2024). In (Rodriguez, Huang,
and Xu 2024), three prominent image classification archi-
tectures, including convolutional neural networks (ResNet
(He et al. 2016)), transformers (Swin Transformer (Liu et al.
2021)), and Vmamba (Liu et al. 2024), were benchmarked
on BUS image classification and achieved strong perfor-
mance. Similarly, He et al. (He et al. 2024) proposed a vision
transformer combined with wavelet transformation for BUS
image classification, further highlighting the effectiveness
of transformer-based approaches in this domain. However,
deploying these systems in clinical environments requires
greater attention to robustness and reliability under variable
and potentially adverse conditions.

Deep learning models are vulnerable to small input per-
turbations, often imperceptible, that can lead to drastic mis-
classifications. In natural image domains, even a change in
a single pixel can fool strong classifiers, as demonstrated
by the One-Pixel Attack (Su, Vargas, and Sakurai 2019)
and other adversarial example studies (Goodfellow, Shlens,
and Szegedy 2014; Szegedy et al. 2013). In the medical
imaging domain, research has shown that adversarial attacks
can compromise diagnostic systems across various modal-
ities, including chest X-ray (Asgari Taghanaki, Das, and
Hamarneh 2018), CT (Mirsky et al. 2019), and multiple clin-
ical applications (Finlayson et al. 2019). While adversarial
robustness is an active research area in general computer vi-
sion, its implications in medical imaging, and particularly
in BUS classification, remain underexplored. Furthermore,
non-adversarial disturbances such as device-induced noise
or data corruption may also degrade performance, yet their
effect on model confidence has not been systematically stud-
ied in BUS.

Beyond achieving high accuracy, uncertainty quantifi-
cation (UQ) is essential in medical Al to ensure safe



decision-making and enable effective human—AlI collabora-
tion. Methods such as Monte Carlo (MC) Dropout approx-
imate Bayesian inference to provide uncertainty estimates,
allowing the detection of predictions that may be unreliable
(Gal and Ghahramani 2016). In the context of model robust-
ness, even minimal perturbations such as single-pixel attacks
can drastically alter classification outcomes in natural im-
ages (Su, Vargas, and Sakurai 2019), and similar vulnerabili-
ties have been observed in medical imaging domains (Korpi-
halkola et al. 2021; Sipola and Kokkonen 2021). These per-
turbations, whether adversarial or naturally occurring (e.g.,
sensor noise or data corruption), can degrade predictive ac-
curacy and model calibration. Incorporating UQ into pertur-
bation analysis provides a complementary perspective, re-
vealing both when predictions change and how the model’s
confidence is affected. While prior reviews have empha-
sized the role of UQ in improving trustworthiness and cal-
ibration in medical imaging (Kurz et al. 2022; Seoni et al.
2023), there has been little work systematically combining
robustness testing with uncertainty analysis in BUS classifi-
cation. Such a joint investigation can uncover high-risk fail-
ure modes, including cases where minimal changes produce
overconfident misclassifications. Identifying these vulnera-
bilities can inform targeted robustness training, guide model
auditing, and support the development of interpretability
tools that highlight regions susceptible to harmful pertur-
bations. This integrated approach is particularly relevant in
safety-critical domains like medical diagnosis, where the
consequences of confident yet incorrect predictions can be
severe.

In this work, we present the first systematic investiga-
tion of pixel-level perturbations, considering both adver-
sarial perturbations (One-Pixel Attack) and non-adversarial
perturbations (One-Pixel Blackout), and examine their com-
bined effects on classification performance and predictive
uncertainty in BUS models. We fine-tune a ResNet-50 clas-
sifier on the BUSI dataset (Al-Dhabyani et al. 2020) and
evaluate uncertainty using multiple metrics: Expected Kull-
back-Leibler divergence (EKL), Predictive Variance (PV),
and Mutual Information (MI) for epistemic uncertainty, as
well as the complement of Maximum Class Probability
(MP) for aleatoric uncertainty. Our key findings are as fol-
lows:

» Minimal single-pixel perturbations can cause substantial
drops in classification accuracy, even when only a single
pixel is altered.

* For both types of perturbations, uncertainty consistently
increases after perturbation, even for samples where the
classification remains correct. This suggests that uncer-
tainty metrics can serve as indicators of corrupted or un-
stable inputs.

* We identify spatially localized “uncertainty-decreasing”
regions, where blacking out individual pixels can both
change the predicted class and reduce the model’s esti-
mated uncertainty, leading to overconfident errors. These
regions reveal high-risk vulnerabilities in the model.

These findings have practical implications: high-risk re-
gions could be used to design robustness-enhancing train-
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ing strategies, guide model auditing, or generate clinical
overlays that warn about potentially misleading predictions.
Overall, our study integrates robustness analysis, uncertainty
quantification, and medical imaging, aiming to improve the
reliability of Al-assisted BUS diagnosis.

Materials and Methods
Dataset

We conducted experiments using the BUSI dataset (Al-
Dhabyani et al. 2020), a publicly available breast ultrasound
image collection designed for breast cancer analysis. The
dataset consists of 780 grayscale ultrasound images, com-
prising 437 benign cases, 210 malignant cases, and 133 nor-
mal cases (images without tumors). We randomly divided
the dataset into 80% for training and 20% for testing and
performed a three-class classification task to categorize BUS
images as benign, malignant, or normal.

Implementation Details and Metrics

All experiments were conducted using PyTorch 2.5.0 on a
Dell Precision 5820 Workstation running Ubuntu 20.04. The
workstation is equipped with an Intel Xeon W-2223 CPU
(3.60GHz), 32 GB of RAM, one NVIDIA RTX 4000 Ada
GPU with 20 GB of memory, and two NVIDIA RTX 2000
GPUs with 6 GB of memory each. For breast ultrasound im-
age classification model training, images were resized to
224 %224 and normalized using ImageNet statistics (Deng
et al. 2009). The model was trained for 10 epochs with a
batch size of 32 using the Adam optimizer with a learn-
ing rate of 1x10~* and cross-entropy loss. For each image,
predictions and uncertainty metrics were computed before
and after the perturbations. Classification performance was
assessed using accuracy. Uncertainty was measured using
Monte Carlo Dropout with 1,000 stochastic forward passes,
applying four metrics: Expected Kullback—Leibler diver-
gence (EKL), Mutual Information (MI), Predictive Variance
(PV), and Maximum class Probability (MP).

Methods

We developed a systematic framework to assess both adver-
sarial robustness and uncertainty sensitivity of a BUS im-
age classification model under minimal input changes. The
method consists of three main components: baseline model
training, perturbation generation, and uncertainty quantifica-
tion.

Baseline Classification Model. A ResNet-50 model pre-
trained on ImageNet was fine-tuned on the BUSI dataset to
classify images into three categories: normal, benign, and
malignant. Input images were resized to 224 x224 and nor-
malized using ImageNet statistics (Deng et al. 2009). The
model was trained using the Adam optimizer with a learning
rate of 1 x 1074, batch size of 32, and cross-entropy loss for
10 epochs. To support uncertainty estimation, Monte Carlo
(MC) Dropout with a dropout rate of 0.5 was applied during
both training and inference.



Condition

Train Accuracy Test Accuracy Fooled Images (Test)

Clean (Before Attack) 0.9984
One Pixel Attack 0.9920
One Pixel Blackout 0.9840

0.8846 -
0.7756 17
0.6987 29

Table 1: Classification accuracy on the BUSI dataset before and after perturbations. Train and test sets are evaluated under clean
images, One Pixel Attack (adversarial), and One Pixel Blackout (non-adversarial).

Pixel-Level Perturbations. To analyze model robustness,
we applied two types of minimal changes to images in the
BUSI dataset:

* Adversarial Attack (One Pixel Attack) (Su, Vargas, and
Sakurai 2019): A single-pixel adversarial attack was per-
formed using the torchattacks (Kim 2020) library
with default settings, specifying only one modified pixel
(pixels = 1). For each image, we first ensured the
model produced the correct prediction before applying
the attack. If the prediction changed to an incorrect class
after the attack, the image was marked as fooled; other-
wise, it was considered unfooled.

e Non-Adversarial Perturbation (One Pixel Blackout): To
simulate device-level or acquisition noise and analyze
the effects of non-adversarial perturbations, we system-
atically applied a single-pixel blackout by iteratively set-
ting each pixel in the image to black (intensity value of
zero) and observing the resulting classification. If any
pixel caused a misclassification, the image was labeled as
fooled. Otherwise, a randomly selected pixel was blacked
out, and the image was recorded as unfooled to maintain
consistency in downstream analysis.

Uncertainty Quantification. We estimated predictive un-
certainty using 1000 stochastic forward passes with MC
Dropout. Following the methodology established in our
prior work (Huang, Xu, and Wang 2025), we computed the
following metrics to assess different aspects of uncertainty:

¢ Expected Kullback-Leibler Divergence (EKL), Mu-
tual Information (MI), and Predictive Variance (PV):
Capture epistemic uncertainty by quantifying disagree-
ment across stochastic predictions.

e Maximum class Probability (MP): Reflects aleatoric
uncertainty; lower values indicate higher predictive un-
certainty. For consistency with other uncertainty met-
rics in this work, we report the complement of MP (i.e.,
1 — MP) so that lower values consistently correspond
to lower uncertainty across all metrics. The abbreviation
“MP” is retained in tables and figures for brevity.

Uncertainty metrics were calculated separately for fooled
and unfooled samples, both before and after adversarial or
non-adversarial perturbations, to analyze how uncertainty
responds to subtle input variations.

Results

Classification Accuracy. Table 1 summarizes model perfor-
mance on the BUSI dataset under clean and perturbed condi-
tions. The model achieved high accuracy on clean data, with
99.84% on the training set and 88.46% on the test set. Under
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Metric Before After

EKL 0.001857 +0.001094 0.002201 £ 0.001445
MI 0.001837 + 0.001063  0.002162 £ 0.001344
PV 0.000463 + 0.000273  0.000549 £ 0.000363
MP 0.296530 + 0.146526  0.389859 £ 0.172575

Table 2: Aggregate uncertainty metrics (mean =+ std) on
fooled test images under the One Pixel Attack. Values are
computed using 1000 MC-Dropout passes.

After
0.000390 + 0.000814

Before
0.000237 £ 0.000763

Metric
EKL

MI 0.000245 4= 0.000799  0.000398 £ 0.000834
PV 0.000060 £ 0.000205  0.000097 £ 0.000201
MP 0.048966 4+ 0.111573  0.076138 4= 0.118578

Table 3: Aggregate uncertainty metrics (mean = std) on un-
fooled test images under the One Pixel Attack. Values are
computed using 1000 MC-Dropout passes.

the One Pixel Attack, the test accuracy dropped to 77.56%,
with 17 test images that were correctly classified before per-
turbation becoming incorrectly classified afterward. For the
One Pixel Blackout condition, test accuracy decreased fur-
ther to 69.87%, with 29 test images exhibiting the same tran-
sition from correct to incorrect classification after perturba-
tion.

Uncertainty Under One Pixel Attack. Tables 2 and 3
show that for fooled test samples, EKL, MI, PV, and MP all
increased after perturbation. For unfooled test samples, all
metrics also increased, but with smaller changes and lower
overall values compared to fooled test samples.

Uncertainty Under One Pixel Blackout. Tables 4 and 5
indicate that for fooled test samples, all uncertainty met-
rics increased after perturbation. For unfooled test samples,
changes were minimal but consistently positive, and values
remained lower than those for fooled test samples.

Metric Before After

EKL 0.001097 £ 0.001186  0.002924 + 0.001307
Ml 0.001117 £ 0.001231  0.002894 + 0.001300
PV 0.000275 £ 0.000307  0.000722 £ 0.000319
MP 0.185923 £+ 0.174404  0.438953 £ 0.104250

Table 4: Aggregate uncertainty metrics (mean =+ std) on
fooled test images under the One Pixel Blackout Attack.

Values are computed using 1000 MC-Dropout passes.

Uncertainty-Decreasing Single-Pixel Blackouts. In two
training images, we identified multiple distinct single pix-
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(a)
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Figure 1: Uncertainty-decreasing single-pixel blackouts in two BUS training images. Each red X marks a pixel that, when set
to black alone, flips the predicted class and reduces uncertainty compared with the clean image (lower EKL, MI, PV, and MP).
Other misclassifying pixels that do not reduce uncertainty are not shown. Subfigures (a) and (b) correspond to two different

BUS training images.

Metric Before After

EKL 0.000052 +0.000181  0.000062 = 0.000221
MI 0.000054 + 0.000191  0.000061 £ 0.000218
PV 0.000013 + 0.000046  0.000015 =+ 0.000052
MP 0.016558 +0.042479  0.018048 £ 0.045855

Table 5: Aggregate uncertainty metrics (mean =+ std) on un-
fooled test images under the One Pixel Blackout Attack.
Values are computed using 1000 MC-Dropout passes.

els where blacking out each pixel individually caused the
model to change its predicted class. Among these, a sub-
set also reduced the reported MP value, along with de-
creases in the epistemic metrics EKL, MI, and PV, indi-
cating lower overall uncertainty. Figure 1 marks only these
uncertainty-decreasing pixels with red X overlays. This ob-
servation shows that very small, localized changes can both
alter the classification outcome and suppress stochastic dis-
agreement, resulting in overconfident misclassifications.

Discussion

The results in Table 1 highlight the pronounced vulnerability
of the BUS classification model to minimal pixel-level per-
turbations. While the baseline model achieved strong per-
formance on clean images (99.84% training accuracy and
88.46% test accuracy), a single-pixel modification was suf-
ficient to degrade performance substantially. Under the ad-
versarial One Pixel Attack, test accuracy dropped by 10.9
percentage points, with 17 test images that were correctly
classified before perturbation becoming incorrectly classi-
fied afterward (fooled samples). The non-adversarial One
Pixel Blackout produced an even larger degradation of 18.6
percentage points, with 29 test images exhibiting the same
transition from correct to incorrect after perturbation. This
finding implies that the model relies on fragile, highly local-
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ized features that either adversarial or device-level perturba-
tions can disrupt. The greater drop observed in the black-
out setting may be due to the indiscriminate nature of pixel
removal, which can eliminate diagnostically relevant struc-
tures without gradient-based optimization. Overall, these re-
sults underscore the need for robustness mechanisms to mit-
igate the disproportionate impact of such localized disrup-
tions.

The uncertainty analysis in Tables 2-5 shows that min-
imal pixel-level perturbations, whether from the One Pixel
Attack or the One Pixel Blackout, lead to increased uncer-
tainty in both fooled and unfooled test samples. Across all
four metrics (EKL, MI, PV, and MP), values consistently
rose after perturbation, indicating that such changes disrupt
the model’s predictive stability regardless of whether they
alter the final classification. This consistent increase across
perturbation types suggests that uncertainty estimation can
capture the impact of both adversarial and non-adversarial
pixel-level changes, highlighting its potential as a tool for
detecting corrupted or unstable inputs.

A key observation across both perturbation types is the
clear separation in uncertainty values between fooled and
unfooled test samples. Before perturbation, fooled test im-
ages already exhibited higher uncertainty than unfooled test
images, and this gap became larger after perturbation. This
pattern suggests that the proposed uncertainty metrics (EKL,
MI, PV, and MP) are sensitive to label-changing perturba-
tions, whether they are adversarial or non-adversarial. Such
a distinction is important for developing reliability checks
in clinical Al systems, as it indicates the potential for uncer-
tainty measures to identify inputs that are at higher risk of
being corrupted or adversarially manipulated.

The uncertainty-decreasing single-pixel blackout analysis
(Figure 1) shows that, in two training images, multiple pixels
within a localized region share a common property: black-
ing out each pixel individually changes the classification re-



sult and simultaneously reduces the model’s predictive un-
certainty. The spatial proximity of these pixels indicates that
certain regions in the image are particularly sensitive, where
even minimal localized modifications can both flip the de-
cision and suppress epistemic and aleatoric uncertainty esti-
mates. Although the overall average uncertainty after per-
turbation is greater than before, the presence of samples
where accuracy decreases while uncertainty also decreases
suggests that certain inputs are inherently more susceptible
to overconfident misclassification when attacked. This be-
havior leads to overconfident errors, which are especially
concerning in clinical contexts. Identifying these regions
could be valuable for targeted model auditing, interpretabil-
ity analysis, and developing robustness-enhancing strate-
gies, such as focused adversarial training or uncertainty-
aware regularization, to reduce the risks associated with lo-
calized overconfident errors.

Conclusion and Future Works

This study investigated the impact of minimal pixel-level
perturbations on the performance and predictive uncertainty
of a breast ultrasound (BUS) image classification model. Us-
ing both adversarial (One Pixel Attack) and non-adversarial
(One Pixel Blackout) perturbations, we demonstrated that
even a single-pixel change can substantially degrade clas-
sification accuracy. Uncertainty analysis revealed a clear
separation between fooled and unfooled samples: fooled
cases consistently exhibited higher uncertainty than un-
fooled cases, even before perturbation, and this gap widened
after perturbation. This indicates that uncertainty estimation
can serve as a valuable signal for detecting inputs at elevated
risk of misclassification.

We also identified spatially localized regions where mul-
tiple single-pixel modifications can individually flip pre-
dictions and simultaneously reduce uncertainty, producing
overconfident errors. These regions represent potential high-
risk areas in the image that can be systematically discov-
ered through perturbation testing and uncertainty analysis.
Such regions could be exploited to mount targeted attacks
that induce confident misclassifications, but they also offer
an opportunity for defense: incorporating these high-risk lo-
cations into robustness training or model calibration strate-
gies could strengthen the model against both adversarial and
non-adversarial perturbations.

Future work will focus on developing robustness-
enhancing strategies such as adversarial training, detection
mechanisms, and redundant imaging (e.g., using multiple
scans or imaging modalities of the same case so that errors
in one image can be corrected or verified by others). Beyond
targeted adversarial training on uncertainty-decreasing per-
turbations, we plan to integrate uncertainty-aware loss func-
tions to improve calibration and leverage localized sensitiv-
ity maps to guide model regularization. To strengthen evalu-
ation, we aim to go beyond overall accuracy by reporting
metrics such as AUROC, macro-F1, and per-class perfor-
mance to address class imbalance. Expanding experiments
to larger and multi-institutional datasets, as well as exploring
alternative training strategies (e.g., early stopping and longer
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training schedules), will help assess generalizability and re-
duce overfitting risks. Finally, incorporating interpretabil-
ity tools (e.g., saliency maps and heatmaps) to explain why
specific pixels or regions are critical will enhance clinical
trust. Ultimately, our goal is to integrate robustness and un-
certainty quantification into practical clinical Al pipelines,
ensuring safer and more reliable deployment in real-world
diagnostic settings.
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