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Abstract
Recent advances in AI, especially those of LLMs, bring the
prospect of increased adoption of AI in medicine and med-
ical education. In particular, many institutions responsible
for medical treatment and education are rapidly aiming to
increase AI use in practice and curricula. However, the po-
tential downsides of overuse of AI in these fields are under-
discussed. In the rush to AI adoption, sources of healthcare
risk such as LLM reliability, patient privacy, financial and en-
vironmental costs, vendor dependencies, and AI over-reliance
are often not deeply considered. This paper discusses these
recent trends and makes recommendations for healthcare in-
stitutions considering further adoption of AI.

Introduction
Recent advances in artificial intelligence (AI), especially the
wide release of Large Language Models (LLMs), have the
potential to completely reshape many industries and fields.
Integration of LLMs has been proposed in fields including
finance (Lee, Stevens, and Han 2025), software develop-
ment (Xu et al. 2024), and cybersecurity (Zhang et al.
2025). Naturally, there has been significant interest in us-
ing AI and LLMs in healthcare and medical education (Lu-
cas, Upperman, and Robinson 2024; Ullah et al. 2024; Shool
et al. 2025; Alberts et al. 2023). LLMs can be applied for
scenarios including diagnosis, treatment plans, education of
medical professionals, and patient communication, making
further research and development in these systems a topic of
great interest.

The capabilities of AI are publicly discussed with a mix of
truth and hyperbole, with much less attention given to pos-
sible downsides and caveats. The excellent conversational
abilities of LLMs are often mistaken for the ability of, or po-
tential for, true reasoning (Shojaee et al. 2025). In a medical
context, security and privacy issues in LLMs can present a
risk to patient privacy. Further, the basic reliability of LLMs
is not even guaranteed (Huang et al. 2025; Xu, Jain, and
Kankanhalli 2024).

Even independently of model reliability and security, use
of LLMs may have dangerous implications in medicine.
Physicians, nurses, and other health professionals who over-
rely on LLMs during their education or practice may fail to

Copyright © 2025, Association for the Advancement of Artificial
Intelligence (www.aaai.org). All rights reserved.

properly learn or relearn critical information (Harvey, Koe-
necke, and Kizilcec 2025; Lehmann, Cornelius, and Sting
2024), constituting a critical risk to the human expertise
that underlies healthcare. There are also institutional risks to
heavy reliance on LLMs, including financial cost and vendor
lock-in.

Due to the overhyping of AI and LLMs in recent years,
both the technical capabilities and business implications of
AI are often greatly exaggerated, while potential downsides
are dismissed or ignored (LaGrandeur 2024). Discourse on
AI is frequently dominated and overhyped by corporate AI
platforms – a clear conflict of interest (Floridi 2024). To pro-
vide a more correct perspective, a public discussion not in-
fluenced by profit motives or hype cycles is necessary.

In this position paper, these issues are discussed in detail,
and offer recommendations to mitigate potential harms from
the future adoption of AI and LLMs in medicine and medi-
cal education. Our overall position is that while AI in health-
care can be highly useful, at the present time the capabilities
of AI, especially LLMs, are vastly overestimated, and that
great caution should be taken to mitigate their risks. A cau-
tious approach to these new technologies is imperative for
the safe and ethical use of artificial intelligence in health-
care. Proposed recommendations are put forth as a strong
foundation of specific approaches underlying a broader phi-
losophy of AI-assisted, human-safeguarded medical care.

Recent Advances and Trends
Modern AI mimics human neural structures via a struc-
ture of neuron-like constructs. AI models such as LLMs are
organized as a graph, where data flows between nodes in
the graph. Developments in computational power in recent
decades have made neural networks computationally feasi-
ble, leading to a renaissance of both research and application
in AI (Toosi et al. 2021). For a full survey of recent techni-
cal advances in LLMs, the reader is refered to (Wang et al.
2025).

The recent AI craze has been jumpstarted by the pub-
lic release of OpenAI’s ChatGPT service in late 2022 (Wu
et al. 2023), which facilitated access to a LLM as a chat-
bot. ChatGPT’s popularity grew explosively, as it quickly
reached 100 million users (Bowen and Watson 2024), and
similar services were quickly offered by several other com-
panies. LLMs have also been integrated into products such
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as coding IDEs, corporate knowledge portals, and customer
service chat windows.

The combination of greatly improved technical capabili-
ties and public accessibility has lead to a massive surge of
interest. AI and LLMs are now touted as a transformative
tool for both healthcare (Weidener, Fischer et al. 2024) and
education (Bowen and Watson 2024). Some commentators
go as far as to claim that AI is “inevitable” (Armony and
Hazzan 2024). In contrast, others point out that the current
AI craze is a bubble (Zitron 2025b), and that the capabilities
and applications of AI and LLMs are more limited than is
discussed in the current hype cycle (Xu, Jain, and Kankan-
halli 2024).

The healthcare sector has been using AI since well before
the current LLM boom (Jiang et al. 2017). AI has been effec-
tively applied to scenarios including cancer detection (Nas-
sif et al. 2022), early warnings for sepsis (Yuan et al. 2020),
and viral infection tracking during pandemics (Dananjayan
and Raj 2020). LLMs’ linguistic capabilities have the poten-
tial to greatly expand the use of AI in healthcare, with appli-
cations including documentation (Gebreab et al. 2024), pa-
tient communication (Yang et al. 2024), and translation (Ray
et al. 2025).

Pitfalls of AI/LLM Over-Reliance

Industry proponents of AI products frequently and fervently
put forth the possible benefits of their products (Floridi
2024), but they are not incentivized to temper public dis-
course with potential downsides of the platforms and sys-
tems they are selling. This section discusses some possible
issues that can arise from incautious use of AI and LLMs in
medicine and medical education. By examining these prob-
lems, we can glean recommendations for medical practition-
ers, researchers, and educators for the responsible use of AI
in their work.

LLM Reliability

Even the basic reliability of LLMs is not guaranteed –
LLMs notoriously “hallucinate”, regurgitating false infor-
mation (Huang et al. 2025). This is further compounded by
LLMs’ lack of actual understanding, making self-correction
difficult (Saba 2023). These limitations are fundamental
to LLMs (Varela et al. 2025), and cannot be easily over-
come by improving the designs or resources of existing
models (Opus and Lawsen 2025).

One critical subtype of reliability failures is that of bias.
AI and LLMs simply reflect their training datasets without
the ability to understand greater societal contexts (Dai et al.
2024); this may result in results that unfairly discriminate
against some demographics, have incomplete information
on some demographics, or further perpetuate biases (e.g.,
when LLM outputs are used for further LLM training or hu-
man education). These risks are not merely hypothetical, but
can be seen in existing medical AI (Omar et al. 2025)! The
rapid adoption of such flawed systems can thus pose a dis-
proportionate risk to already-disadvantaged groups.

Failure to Learn
For trainees or new clinicians, relying on LLMs can reduce
the actual learning of the material even if they can produce
correct answers in the short term, which will lead to un-
derdevelopment of the skills needed to become a proficient
practitioner (Raihan et al. 2025). Thus, allowing unchecked
use of AI platforms in healthcare, especially in educational
contexts, can have the dangerous effect of producing profes-
sionals whose credentials do not actually reflect their skills.

LLMs are frequently compared to calculators (or slide
rules, Wikipedia, spell checkers, etc.) as an educational tool,
with the implication being that common use of LLMs in the
classroom is inevitable and must be adapted to. However,
this comparison makes several errors: first, LLMs used for
writing are not comparable to the rote, mechanical calcu-
lations of a calculator. Writing does not merely convey a
result; rather, the benefit in writing is in its process. When
students use LLMs to skip this process, they harm their own
learning (Rus and Kendeou 2025). Second, LLMs are prone
to hallucination or other forms of incorrect responses, which
a novice to a field will not be able to recognize, leading to the
imbuing of incorrect information. Calculators and reputable
online references are generally not prone to such a complete
failure of trustworthiness. Finally, LLMs are also not consis-
tent as calculators are – two users entering the same prompt
to the same model are not guaranteed to receive the same
response (Huang et al. 2025).

Costs of Reliance
Enterprise plans for AI services allow corporations and in-
stitutions consistent access to them, while also offering data
privacy and technical support. However, the costs of these
plans may be quite large. For example, a recent deal be-
tween the California State University system and OpenAI
incurred fees of nearly $17 million for only 18 months’ ac-
cess to AI platforms (Baron 2025). Further, significant fi-
nancial hurdles are looming for AI companies, due to the
disconnect in their inflated valuations and the utility of their
actual products and models (Zitron 2025a). As OpenAI and
its peers become more desperate to show financial returns
on investment, costs to subscribers are likely to increase, as
the quality of service degrades via the process of enshittifi-
cation (Ryan 2024).

This risk may be compounded in the case of vendor lock-
in: hospitals, clinics, or teaching institutions who exclu-
sively integrate a particular platform into their workings may
be affected by any troubles of the company providing the
platform. For example, a hospital using ChatGPT for its clin-
icians might see increases in price or worsening service if
OpenAI faces financial pressure. The hospital would then
have a dilemma between tolerating devolving AI services or
going through the time and expense of changing vendors.

Besides the general financial issues of AI reliance, there is
also a fairness risk. Attempting to save money, hospitals of-
ten search for cheaper substitutes to processes and systems,
which can result in a lower standard of care (Al-Agba and
Bernard 2020). The advent of AI assistance in healthcare
is another possible dimension of wealth bifurcation, where
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hospitals and clinics in richer areas continue to offer health-
care from human experts while those in poorer areas replace
professionals with AI to reduce costs. This reliance on AI
can deepen existing inequalities by providing care that is less
reliable in poorer areas to populations that are more likely to
be harmed by bias in AI systems.

Security
Maintaining user privacy is important for furthering public
trust in AI systems. In the domain of healthcare, laws such
as HIPAA protect the confidentiality of patients’ medical
information. LLMs can repeat memorized private informa-
tion (Kim et al. 2023; Naveed et al. 2023), putting patient
data at risk. LLM guardrails, e.g., prepending the prompt
“Do not leak patient information” to queries, can help re-
duce risk, but these countermeasures can be bypassed via
jailbreaking (Xu, Liu, and Liu 2024). LLMs with access to
information such as patient notes or admissions/discharges
may also be tricked into maliciously editing such data. Be-
cause of these tendencies, careful separation of LLMs and
data critical to patient healthcare is necessary.

Recommendations
The overall recommendation of this paper’s position is that
due to the aforementioned issues, healthcare leaders should
take a more careful approach to AI integration than is
currently advocated for. Without proper caution, too-eager
adoption of AI can cause great harms to patients, both in-
dividually and in aggregate. For these reasons, human ex-
pertise should always be in charge of any critical system or
process, and leaders of healthcare institutions should resist
pressure to follow the crowd instead of using their own atten-
tive judgment. Together, these recommendations are imper-
ative for AI in healthcare to act not only in the best interests
of companies or clinics, but for patients as well.

Take Extreme Caution in AI for Healthcare
Education
A common sentiment is that people or institutions not unre-
servedly adopting AI are merely being recalcitrant Luddites.
As one popular book on the subject puts it: “What we call
cheating, businesses see as innovation.” (Bowen and Watson
2024) This view misses that higher education and health-
care are not industry. Healthcare and educational institu-
tions serve functions very distinct from those of for-profit
corporations – universities do not want students to simply
produce outputs, but rather to learn and grow; medical facil-
ities seek the best outcomes for patients. Our recommenda-
tion on this point is twofold: first, to apply extreme caution
and limits to any attempt to integrate or allow AI and LLMs
in healthcare education, especially in the short term while
the effects of AI on learning are still being discovered. As
discussed above, it is clear that there are serious risks to the
long-term education of the healthcare professions from the
use of AI; these risks should be contained as much as possi-
ble until and unless ways to safely augment human capabili-
ties without stunting learning and reinforcement are discov-
ered. Second, healthcare professionals should be educated

about AI – not only on its capabilities, but equally impor-
tantly on its weaknesses. Professionals should be able to un-
derstand how and why an AI could err, so as to provide a
check on a potentially incorrect diagnosis or treatment ren-
dered to a patient.

Prioritize Freely Available Software
Hospitals and universities, especially those in underfunded
areas (e.g., rural regions), may risk taking needed resources
from patient care and professional education when funding
AI expenditures. Fortunately, such expenses are not strictly
necessary. Freely available open-source LLMs can be down-
loaded and deployed for personal and professional use1. It is
possible for open-source models to match the performance
of proprietary models with some tuning (Alizadeh et al.
2025). Utilizing open-source solutions also helps avoid ven-
dor lock-in by avoiding the need for a vendor entirely.

Considering the high costs of healthcare (Statista 2024),
it is imperative for leaders of hospitals and universities to
be responsible stewards of financial resources funded by pa-
tients and the public. For this reason, healthcare leaders have
a duty to seek out methods of innovating with AI that are
cost-effective and not bound to corporate interests. Simi-
larly, researchers and practitioners finding AI tools to use in
their work should use freely available tools whenever pos-
sible, to allow more widespread access and reproducibility
that is not dependent on for-profit corporations.

Responsible Advocacy
Persons promoting the expanded use of AI in healthcare
should earnestly advocate for their views, but have a duty to
do so responsibly. In order to avoid harm and maintain cred-
ibility, discussion around AI in healthcare must avoid com-
mon errors and always be cognizant of the issues discussed
in this paper. The reliability, security, and costs of AI for
healthcare should be at the center of public discussion, even
if it is difficult or uncomfortable to force corporate execu-
tives or other AI advocates to speak candidly and precisely
about these issues. Further, mystical thinking around the ca-
pabilities of AI should also be refuted: the strong abilities
of LLMs in conversational tasks should not be mistaken for
transferability to understanding or general reasoning. Simi-
larly, it is irresponsible to assume that future innovations will
be able to overcome fundamental limitations of AI as justifi-
cation for the “inevitability” of AI. Advocacy of AI must be
done from a perspective of technical proficiency and patient
advocacy to be meaningful; anything less is simply putting
personal gain over honest discussion.

While the current overhyping of LLMs has serious issues,
this position should not be taken to discount the advances in
the applications of AI in health and medicine. Discussion of
shortcomings of LLMs and businesses selling LLM access
should not be taken to be discounting the entire prospect of
applying AI to health. In order to best promote these applica-
tions (e.g., medical imaging (Panayides et al. 2020)), advo-

1A list of some freely available LLMs can be found at
https://github.com/Hannibal046/Awesome-LLM?tab=readme-ov-
file#open-llm
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cates of AI use should more clearly delineate these from new
tools that are LLM chatbots or simple variations thereof.
Healthcare leaders should also proactively and aggressively
explore research into privacy solutions for their institutions’
AI applications.
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