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Social engineering (SE) attacks are the most treacherous cyber-attacks, which are not rooted 
in the manipulation of  code or exploitation of  system vulnerabilities but target the human 
factor, which has historically been the weakest link in the security chain. The school settings 
that promote collaboration among students and lecturers alike, the openness of  sharing 
information among students and lecturers and the trust built over time in this communities 
make them vulnerable to SE attacks. This study then seeks to investigate how effective 
cybersecurity education and training intervention has in reducing the susceptibility of  
SE attacks among the staff  of  higher education. 292 participants were exposed to four 
types of  SE attacks (Pretexting, phishing, baiting and quid pro quo), before and after the 
intervention. The results of  the study show high reduction in susceptibility to all four 
attacks with the largest reduction observed in quid pro quo attacks. The intervention shows 
effective among younger age groups and certain faculties. Therefore, showing the need for 
tailored educational strategies on cybersecurity. The results also show the importance of  
comprehensive and targeted cybersecurity education in reducing SE threats. The study then 
recommends that future study should explore the long-term effects of  such interventions 
and their potential in diverse contexts.
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INTRODUCTION 
This current era has seen digital transformation in every 
sector, including education, bringing with it an array of  
opportunities for innovation, growth and efficiency. These 
advancements also come with challenges, as the security 
of  information Systems has become a critical issue of  
Concern. Among the potential threats, one of  the most 
treacherous is not rooted in the manipulation of  code 
or exploiting the vulnerabilities of  systems, but rather it 
targets the users (human) of  a system, who happen to be 
the weakest Link in the security chain (Adu-Gyimah et al, 
2022). This threat is SE attack.  SE attack is a cyberattack 
that employs manipulation techniques by attackers to trick 
their victims into divulging important information or 
performing actions that would compromise the integrity 
of  a system (Birthriya et al., 2024). SE attacks include 
baiting (Singh, 2025), phishing (Schmitt & Flechais, 
2024), pretexting (Femi-Oyewole et al., 2024), quid pro 
quo (Hussain & Abbas, 2025), tailgating (Cochran, 2024), 
etc. each design with some capabilities to psychological 
trigger to exploit the vulnerabilities of  human. 
SE attacks hinge on the trust victims place in their 
attackers, their quest to be helpful, their weakness to 
persuasion, their inclination towards fear, and so on. All 
these make humans easy targets for SE attacks (Gururaj 
et al., 2024). Attacks on humans render even the most 
advanced security technological systems or advanced 
protocols ineffective if  the human at the center is 
successfully compromised. 
A study conducted by Riahi & Islam (2024) has shown 

that users have diverse views and practices concerning 
information security, all of  which can impact their 
susceptibility to social engineering attacks. (Hadan et al., 
2024) study provides qualitative data on users’ perceptions 
of  security risks and their responses, underscoring 
the need for cybersecurity education and training 
interventions to be tailored to address users’ specific 
needs and contexts. Therefore, this study contributes to 
the body of  knowledge by implementing and evaluating 
an intervention on cybersecurity education in a higher 
education setting.
The human weakness in SE attacks has led to an increase 
in the frequency and intensity of  SE attacks on several 
sectors, of  which the education sector has not been 
spared. The nature of  this sector, such as the openness 
of  information sharing, the collaborative nature of  work, 
and the trust inherent within its communities, makes it 
vulnerable to SE attacks. There is, therefore, a need to 
investigate this problem more thoroughly within the 
school setting and devise effective strategies to counter it.
Our reliance on modern technological advancements, 
coupled with the openness and trust within the school 
settings, makes the educational sector a prime target for 
SE attacks (Mudi, 2024). Among the potential targets 
within the school settings, lecturers stand out as the most 
to be targeted due to these factors:
First of  all, they have access to sensitive information 
ranging from students’ academic data to valuable 
intellectual properties. Also, the role they play demands 
a high level of  collaboration and interaction among both 
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students and other staff, which can expose them to an 
increased risk of  SE tactics such as phishing, pretexting, 
quid pro quo, and baiting (Creese et al., 2021).
Secondly, digital competence among lecturers may vary. 
A lack of  cybersecurity awareness and training can make 
them vulnerable to SE attacks (Aslan et al., 2023). The 
constant pursuit of  academic glories and the pressure 
to stay well-informed academically may divert their 
focus from understanding the evolving landscape of  
information security threats, therefore increasing their 
susceptibility to SE attacks.
Studies into the effectiveness of  interventions designed 
to reduce vulnerability to SE attacks in school settings 
remain limited (Jeong et al., 2019). Therefore, this study 
seeks to address this research gap by investigating the 
effectiveness of  a cybersecurity education and training 
intervention among university lecturers.
The whole idea of  the intervention is to improve 
awareness and prevention of  four types of  SE attacks: 
quid pro quo, phishing, baiting, and pretexting.
The key hypothesis of  the study (H1) is that cybersecurity 
education and training will largely reduce vulnerability to 
SE attacks among university lecturers. Moreover, this study 
aims to explore the differential impact of  the intervention 
across different demographic groups and faculties (H2). 
It is hypothesized that the decrease in vulnerability will be 
greater for certain types of  attacks compared to others 
after the intervention (H3). Furthermore, the study 
expects that the rate of  change in vulnerability (from pre- 
to post-intervention) will be greater for age groups who 
are younger as compared to older age groups, therefore 
suggesting that younger individuals are more responsive 
to cybersecurity education and training (H4).
These hypotheses fall in line with a previous study 
suggesting the efficacy of  cybersecurity education in 
reducing susceptibility to cyberattacks (Shillair et al., n.d.). 
This study contributes to the growing body of  evidence 
on the efficacy of  cybersecurity education and training 
in reducing SE attacks and extends it by examining the 
impact of  such interventions in a school setting. The 
findings of  the study have important implications for the 
design of  cybersecurity education and training programs 
in universities and potentially other similar institutions. 
By establishing which demographic groups and faculties 
are most responsive to the intervention and which types 
of  attacks are most effectively reduced, the intervention 
can be further tailored to maximize its effectiveness.

LITERATURE REVIEW
Social Engineering Attacks
Social engineering attacks have become a critical concern 
in the field of  cybersecurity (Almutairi et al., 2022). 
These attacks rely on human interaction to manipulate 
individuals into breaking standard security practices, thus 
allowing unauthorized access to systems or data (Aslan et 
al., 2023). SE attacks comes in many forms, and a range 
of  tactics from phishing to baiting, pretexting, quid pro 
quo, tailgating, dustbin diving, shoulder surfing, etc. 

(Gururaj et al., 2024).
This section reviews literature around the four types 
of  SE attacks used in the study. They are phishing, 
pretexting, quid pro quo, and baiting. The study simulates 
these attacks.
Recently much attention has been drawn to the distractive 
nature of  SE attacks and the tactics used in these attacks, 
just to create awareness.  This attention is partly due 
to an understanding that while technological defenses 
are essential, they are insufficient in the face of  attacks 
that primarily exploit human psychology (Marble et al., 
2015). This has led to a growing interest in the role of  
cybersecurity education and training as a crucial line of  
defense (Aslan et al., 2023; Mudi, 2024).

Phishing Attack
The most widely studied form of  SE attack is Phishing 
attack (51 Must-Know Phishing Statistics for 2023, 
n.d.; Burita et al., 2021). It is characterized by attempts 
to trick individuals into giving sensitive information, 
often through receiving deceptive emails that poses as 
from legitimate entities (Kirda et al., n.d.). This attack 
has evolved into several sub-forms like ‘vishing’ (voice 
phishing) (Jones et al., 2020), ‘smishing’ (SMS phishing) 
(Soykan & Energies, 2020), and ‘spear phishing’ (targeted 
phishing) (Al-Hamar et al., n.d.; Burns et al., 2019), each 
using unique tactics for deception. 

Pretexting Attack
A pretexting attack involves creating a fictitious scenario 
(the pretext) to trick an individual into providing access 
to information. A pretexting attack relies on building 
trust with the victim.  It uses complex SE manipulation 
techniques (Mouton, Leenen, & Security, 2016)

Quid Pro Quo Attack
Quid pro quo attacks, that is, ‘something for something’ 
attacks, involve an attacker offering some kind of  
services or giving some forms of  benefits in exchange for 
information or access to a system with fictitious intent. 
The attacker impersonates a technical support agent and 
then offers help in exchange for the victim’s login details 
or other sensitive information (Hussain & Abbas, 2025).

Baiting Attack
Baiting attack looks similar to quid pro quo attacks, but 
involves the giving of  something just to use as a ‘bait’ to 
lure the victim. These things could be an offer of  free 
software downloads, a USB stick left in a public place, or 
any other interesting thing that could lure someone into 
falling for the trap (Singh, 2025).
This study aims to examine the effectiveness of  
cybersecurity education and training in reducing 
vulnerability to these different types of  SE attacks, 
thereby contributing to the growing body of  research 
in this area. It is through this context that the study’s 
hypotheses have been formulated.
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Social Engineering Attack in the Educational Sector
SE attacks have become a major concern in higher 
educational institutions worldwide. Schools are also 
attractive targets for cybercriminals due to the openness 
in their operations and of  academic networks that 
are established among stakeholders, the type of  data 
they hold, and the population they serve (young, 
technologically adept individuals who may not yet have 
developed a strong sense of  cybersecurity awareness). 
Some empirical evidence supports this claim. A study by 
the EDUCAUSE Center for Analysis and Research (2021) 
reported that higher education institutions are among the 
top three sectors targeted by phishing attacks, making up 
6% of  all phishing campaigns worldwide (Karthikeyan, 
n.d.; Kendall, 2022). Similarly, research by Proofpoint 
(2019) highlighted that educational institutions are 4.5 
times more likely to suffer from email fraud as compared 
to other sectors (Alawida et al., 2022).
Also, Lallie et al. (2025) in their study analyzed the 
susceptibility of  universities to SE attacks, finding that 
university employees, including lecturers, are often easy 
targets for these attacks due to their limited awareness 
of  such threats. Their study demonstrated the efficacy of  
using simulated SE attacks as a training tool, aligning with 
the approach taken in our study.
Furthermore, Mouton, Venter, and Rabe (2016) surveyed 
university students. They found that while students had a 
general understanding of  SE threats, they were deficient 
in knowledge about specific SE attack tactics, therefore 
potentially vulnerable to such attacks. 
These, therefore, underpin the importance of  the 
extensive cybersecurity education and training 
intervention implemented in our study.

The Gap in the Literature
Even though a considerable number of  studies have been 
done on SE and cybersecurity education, some gaps persist 
in the existing literature. Largely, the academic context 
has been under studied. Though numerous studies have 
researched into the susceptibility of  corporations and 
institutions to SE attacks, few have focused specifically 
on the school settings, mostly on university lecturers 
(Arachchilage & behavior, 2014). Given the role of  
university lecturers in managing sensitive academic 
records, it is important to understand their vulnerability 
to SE attacks and the effectiveness of  interventions 
in reducing this susceptibility. Also, there is no study 
investigating the relative effectiveness of  cybersecurity 
education across diverse types of  SE attacks. While some 
studies have evaluated the impact of  such interventions, 
very few have made comparisons across various SE attack 
types like pretexting, phishing, baiting, and quid pro quo 
(Pfleeger & Caputo, 2012).
This research aims to bridge this gap by assessing and 
comparing the effectiveness of  the intervention across 
these four SE attack types. Additionally, there are 
insufficient studies that look into the role of  demographic 
factors in SE attack vulnerability and intervention 
effectiveness. This research seeks to address this gap by 

examining the intervention’s effectiveness across different 
age groups, genders, and faculty departments. By so 
doing, it will offer a more comprehensive understanding 
of  who is most vulnerable to these SE attacks and how 
interventions can be best custom-made to different 
demographic groups.

MATERIALS AND METHODS
Participants
The participant sample for this study consists of  
lecturers from the Akenten Appiah-Menka University 
of  Skills Training and Entrepreneurial Development 
- AAMUSTED. An experimental research design was 
adopted using Primary Experimental Data collection, 
where the participants were informed of  the general 
nature and purpose of  the research without going 
into specifics. This ethical deception was employed to 
prevent participants from altering their natural behaviour 
during the course of  a study. All participants gave their 
consent to participate before the commencement of  
the simulations. Based on the American Psychological 
Association (APA) guidelines (American Psychological 
Association Guidelines 7th Edition - Google Search, 
n.d.), the informed consent procedure was designed to 
ensure that participants are given as much information 
as necessary to decide whether to participate. No actual 
sensitive data was collected. Most of  the data collected 
included dichotomous values (Yes, No; victim, not 
victim; bait successful, bait fail; Active, inactive). A total 
of  292 participants signed up for the initial experiment 
with a demographic distribution across age, gender, years 
of  teaching experience, and area of  specialization.
Baseline Assessment: A pre-intervention social 
engineering attack simulation (phishing, pretexting, quid 
pro quo, and baiting) was conducted on the participant 
sample to establish a baseline of  their vulnerability to 
these types of  attacks.

Simulation Design and Execution 
To assess the effectiveness of  our cybersecurity education 
and training intervention, we needed to accurately measure 
the participants’ susceptibility to social engineering attacks 
both before and after the intervention. Drawing from the 
work of  Kruger and Kearney (2006), who developed a 
model for assessing information security awareness, we 
designed a simulation exercise that emulated different 
types of  social engineering attacks (Kruger & Kearney, 
2006). This approach allowed us to not only measure the 
initial level of  susceptibility but also to track any changes 
in susceptibility over time, thereby providing a clear 
indication of  the intervention’s effectiveness. 
The study involved designing four social engineering 
attack simulations, each representing one of  the 
following tactics: phishing, pretexting, quid pro quo, and 
baiting. Phishing and pretexting remain one of  the top 
SE attack methods, and the reason they were selected. 
Quid pro quo and baiting are less seen in SE literature, 
which makes them less known, and so are those that can 
be easily used on unsuspecting victims (Langlois, 2020). 
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Each simulation was meticulously designed to replicate 
real-world social engineering scenarios, and they were 
executed in a controlled and ethical manner, ensuring 
the participants’ data security and privacy. Phishing was 
geared towards exploiting trust and authority, pretexting 
by building credible but fake stories, and quid pro quo 
using the principle of  reciprocity, while our baiting 
leverages curiosity and greed. This is done to diversify the 
simulation methods.

Phishing Simulation
The phishing simulation involved a simulated email 
appearing to come from a trusted source within the 
university, asking the lecturers to click on a link to enter 
their login credentials for a seemingly legitimate purpose.  
They were also instructed to click on a similar link for 
system updates. A self-developed website with a URL 
very similar to the university’s legitimate examination 
portal was sent through a mirrored university email.

Pretexting Simulation
In the pretexting simulation, a researcher posing as a 
member of  the university IT unit contacted the lecturers 
via phone, stating that they needed to confirm their 
identity for a system update and asked for sensitive 
information including IP address, username, password, 
password recovery email, date of  birth and providing 
emails to receive links for system updates among others.

Quid Pro Quo Simulation
The quid pro quo simulation involved offering a service, 
including free software, promising research funding 
in exchange for information, and access to academic 
resources for article downloading in exchange for login 
credentials or other sensitive information. The offer was 
made through an email appearing to be from a reputable 
external organization.

Baiting Simulation
The baiting simulation involved leaving a USB drive 
labelled with an enticing label “Confidential”, “Exam 
Questions”, “UN scholarship and funding”, “Annual 
budget”, “presidential award 2025”, etc., in a place 
frequented by lecturers. The drive contained a harmless 
file that, when opened, sent a notification to the 
researchers, indicating that the bait had been taken. In all 
simulations, no actual sensitive information was collected 
or stored; the goal was merely to ascertain whether 
the lecturer would take the bait. After each simulation, 
debriefing sessions were held to explain the purpose of  
the simulation and educate participants about the social 
engineering tactic used.

Data Collection
Data was collected based on whether the participants 
responded to the deceptive prompts in the simulations. 
In the case of  the phishing, pretexting, and quid pro quo 
simulations, a response was counted if  the participant 

entered any information into the deceptive form or 
provided (begin to provide) it over the phone. For the 
baiting simulation, data was collected when the file 
inside the USB drive was accessed. The participants were 
randomly assigned so each person can only participate in 
two of  the simulations to deal with carry-over effects at 
the post-intervention stage.

Intervention and Education
After each simulation, participants were debriefed. The 
participants were taken through a day cybersecurity 
education and training program aimed at improving 
awareness and prevention of  social engineering attacks 
This educational component was a critical part of  the 
process, aimed not only to enhance the understanding 
of  the participants but also to increase general awareness 
about social engineering threats within the university. 
In designing our cybersecurity education and training 
intervention, we drew inspiration from practical and 
engaging approaches employed in previous research. A 
notable example is the work of  Kumaraguru et al. (2007), 
who designed and evaluated a training email system 
aimed at protecting individuals from phishing attacks 
(Kumaraguru et al., 2007). Such practical, contextually 
relevant interventions have proven to be effective in 
enhancing individuals’ cybersecurity awareness and skills. 
In our case, we developed a series of  tailored training 
modules that encompassed the most common types of  
social engineering attacks, including phishing, pretexting, 
quid pro quo, and baiting.

Dealing with Carry-Over Effects
The study employed several techniques to deal with 
carry-over effects. First, the participants were randomly 
exposed to only two out of  the four SE attack simulations 
at the pre-intervention stage. The participants are then 
exposed to all four simulations at the post-intervention 
stage to determine if  they will be susceptible to all or 
some of  the SE attacks. Next, the study allowed a 7-week 
washout period between the pre- and post-intervention 
simulations. During this period, participants are not 
exposed to any conditions of  the experiment. The goal 
is to allow any effects from the previous condition to 
‘wear off ’ before the next condition is introduced. Finally, 
we introduced a counterbalance to be certain that any 
observed effects are due to the simulations themselves, 
rather than their order of  presentation.

Post-Intervention
After the 7-week washout period, the post-intervention 
stage commenced. This stage aimed to assess the 
effectiveness of  the cybersecurity education and training 
program in improving participants’ awareness and their 
ability to identify and prevent the four types of  social 
engineering attacks.

Simulation Re-run
The same four SE attack simulations (phishing, 
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pretexting, quid pro quo, and baiting) were run again 
with all participants. Unlike the pre-intervention stage, 
each participant was exposed to all four simulations this 
time. The order of  the simulations was counterbalanced 
to control for order effects.

Data Collection
As in the pre-intervention stage, the same response 
criteria were used. The data used were collected based on 
the participants’ responses to the deceptive prompts in 
the simulations.

Debriefing
Participants were debriefed following the post-
intervention simulations. The debriefing helped to 
reinforce the key takeaways from the cybersecurity 
education and training program, addressing any concerns, 
and also, providing more advice on the protection against 
SE attacks.

Data Analysis
The data from both pre- and post-intervention stages 
were compared to assess the efficacy of  the intervention. 
The rate of  vulnerability to each type of  SE attack before 
and after the intervention was analyzed. Moreover, the 

overall vulnerability rate to any form of  the SE attacks 
was evaluated to determine the general efficacy of  the 
intervention across all the SE attack types

RESULTS AND DISCUSSION 
The pre- and post-simulation results are presented in 
this section. In line with Kruger and Kearney’s (2006) 
model for assessing information security awareness, we 
conducted a comparative analysis of  the pre-and post-
intervention susceptibility rates. 
This involves analyzing the vulnerability rate to each 
type of  SE attack before and after the intervention. The 
findings were compared to assess the overall efficacy of  
the intervention across all the four SE attack types. The 
approach helped us to measure the change in information 
security awareness over time, then providing a vigorous 
assessment of  the intervention’s impact. The results are 
organized by the type of  SE attack, with comparisons 
made between the pre-and post-intervention stages.

Descriptive Statistics
Table 1 provides an overview of  the proportion of  
participants who fell for each type of  the SE attacks at 
the pre-intervention and post-intervention stages. The 
participants are of  a total of  292.

Table 1: Proportion of  Participants Falling for Each Attack Type
Attack Type Pre-Intervention (N=292) Post-Intervention (N=292)
Phishing 186 (63.70%) 92 (31.51%)
Pretexting 137 (46.92%) 44 (15.07%)
Quid Pro Quo 206 (70.55%) 87 (29.79%)
Baiting 97 (33.22%) 25 (8.56%)

N=292 

Inferential Statistics
An analysis of  the data reveals significant reductions in 
susceptibility to all types of  social engineering attacks 
from the pre- to post-intervention stages. There was a 
significant decrease in susceptibility in all cases with a 
32.19 percentage points reduction in phishing attacks 
from 63.70% to 31.51%. Pretexting dropped from 
46.92% to 15.07% (31.85 percentage points reduction). 
Similarly, quid pro quo attacks and baiting showed a 

decrease in susceptibility with 40.76 and 24.66 percentage 
points decrease respectively. The largest decrease was 
observed in the case of  Quid Pro Quo attacks, which 
dropped from 70.55% pre-intervention to 29.79% post-
intervention.
Table 2 is the result of  a paired-sample t-test performed 
to compare the susceptibility rates, at the pre-and post-
intervention stages.
There has been a statistically significant decrease 

Table 2: Paired-Sample T-test
Attack Type t-value df p-value
Phishing 8.65 291 <0.001
Pretexting 8.12 291 <0.001
Quid Pro Quo 10.32 291 <0.001
Baiting 7.49 291 <0.001

in the susceptibility rates from the pre- to post-
intervention stages as shown in the p-values which are 
all less than 0.001. The t-values indicate the change in the 
susceptibility rates between the pre and post-intervention 
stages. Higher t-values are an indication of  a larger rate 

of  change between the two stages. The results indicate 
that Quid Pro Quo attacks (t-value = 10.32) saw the 
highest difference, followed by Phishing (t-value = 8.65), 
Pretexting (t-value = 8.12), and Baiting (t-value = 7.49). 
These results indicate that the intervention was highly 
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effective in reducing susceptibility to all four types of  
social engineering attacks among the participants.
Comparing the results in Table 3 to Cohen’s benchmarks 
(Cohen, 1988), the effect sizes for all four types of  
attacks are within the medium to large range, suggesting 
that the cybersecurity education and training program 

had a considerable practical significance in reducing 
susceptibility to these social engineering attacks.
We conducted ANOVA to compare the effectiveness of  
the intervention across the four SE attacks followed by a 
post-hoc comparisons test to investigate which pairs of  
means are significantly different.

Table 3: Effect Sizes for Pre- and Post-Intervention Comparisons
Attack Type M1 SD1 M2 SD2 SDpooled=sqrt 

[(SD1^2+SD2^2)/2]
Cohen's d = (M2-M1) / 
SDpooled

Phishing 0.6370 0.52 0.3151 0.47 0.495 -0.65
Pretexting 0.4692 0.50 0.1507 0.36 0.43 -0.74
Quid Pro Quo 0.7055 0.48 0.2979 0.46 0.47 -0.87
Baiting 0.3322 0.47 0.0856 0.28 0.375 -0.66

Table 4: ANOVA
Source of  Variation SS df MS F P-value F crit
Between Groups 20.25 3 6.75 6.53 0.00032 2.60
Within Groups 123.50 48 2.57
Total 143.75 51

The F-value of  6.53 is greater than the critical F-value of  
2.60, and the p-value is less than 0.05. Hence, we reject 
the null hypothesis that there’s no difference in the means 
and conclude that there’s a significant difference in the 
susceptibility rates among the different attack types at the 

0.05 level of  significance.
The susceptibility rate to Phishing and Baiting is 
significantly different (p<0.05), as well as between Quid 
Pro Quo and Baiting, and Pretexting and Quid Pro Quo.
The cybersecurity education and training intervention 

Table 5: Post-Hoc Pairwise Comparisons
Attack Type (I) Attack Type (J) Mean Difference (I-J) Std. Error Sig.
Phishing Pretexting 0.176 0.101 0.073
Phishing Quid Pro Quo -0.068 0.101 0.499
Phishing Baiting 0.304 0.101 0.001
Pretexting Quid Pro Quo -0.244 0.101 0.017
Pretexting Baiting 0.128 0.101 0.202
Quid Pro Quo Baiting 0.372 0.101 0.000

Table 6: Intervention Efficacy by Demographic Group
Demographic 
Group

Categories Pre-Intervention 
Susceptibility (%)

Post-Intervention 
Susceptibility (%)

Change (%)

Gender Male 65 28 -37
Female 62 32 -30

Age Group Below 35 68 30 -38
35-44 66 28 -38
45-54 62 34 -28
55 and above 60 36 -24

Faculties Technical Education 67 31 -36
Applied Sciences and 
Mathematics

65 24 -41

Vocational Education 63 33 -30
Business Education 64 32 -32
Education and Com. 
Sciences

61 35 -26

N=292
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significantly reduced susceptibility to social engineering 
attacks across all demographic groups and faculties. Males 
demonstrated a slightly larger decrease in susceptibility 
rates than females, with reductions of  37 and 30 percentage 
points, respectively. The intervention was most effective 
among younger age groups (“Below 35” and “35-44”), 
with a decrease of  38 percentage points, while the “45-
54” and “55 and above” groups saw reductions of  28 and 
24 percentage points, respectively. Among faculties, the 
largest decrease was observed in the “Applied Sciences 
and Mathematics” faculty (41 percentage point decrease), 
and the smallest in the “Education and Communication 
Sciences” faculty (26 percentage point decrease).

Interpretation of  Results
Our findings indicate a significant decrease in susceptibility 
to social engineering attacks after the intervention, 
across all attack types. The t-tests demonstrated 
significant decreases in susceptibility rates for phishing, 
pretexting, quid pro quo, and baiting attacks. Moreover, 
the effect size calculations showed large effects for all 
types of  attacks, suggesting that the intervention had 
a considerable impact. The ANOVA and posthoc tests 
further revealed significant differences between the pre-
and post-intervention susceptibility rates, strengthening 
the evidence for the effectiveness of  the intervention. 
Lastly, the demographic group analysis showed that all 
groups experienced a decrease in susceptibility, although 
there were variations across different demographics and 
faculties. These findings align with previous research 
on the impact of  cybersecurity awareness and training 
on reducing vulnerability to social engineering attacks 
(Campbell, 2020; Hadlington, 2017).

Discussion
The findings from our study provide strong empirical 
support for all the proposed hypotheses, thus adding 
to the growing body of  literature on the importance of  
cybersecurity education and training in mitigating SE attacks.
As predicted in Hypothesis 1, our intervention 
significantly reduced susceptibility to all types of  SE 
attacks examined in this study: phishing, pretexting, quid 
pro quo, and baiting. This fall in line with previous studies 
that highlighted the efficacy of  cybersecurity education 
in reducing susceptibility to cyberattacks (Vishwanath, 
2015; Weimann, 2015).
Hypothesis 2 recommended variation in the efficacy of  
the intervention across different demographic groups 
and faculties. Our results showed that the decrease in 
vulnerability is more noticeable among males, those 
under the age of  35 years, and those from the Applied 
Sciences and Mathematics and Technical Education 
faculties. This then recommends the need for custom-
made cybersecurity education and training to the precise 
needs and characteristics of  different demographic 
groups and faculties.
Corresponding to Hypothesis 3, we found that the 
vulnerability reduction is greater for certain types of  

SE attacks compared to others after the intervention. 
Precisely, vulnerability to phishing and pretexting was 
decreased more than that to quid pro quo and baiting. 
This shows that while our intervention is effective across 
all the SE attack types, its efficacy is more noticeable for 
phishing and pretexting. As hypothesized in Hypothesis 5, 
the rate of  change in vulnerability to SE attacks was better 
for younger age groups compared to older ones. This 
suggests that younger individuals are more responsive 
to cybersecurity education and training, highlighting the 
importance of  early intervention in this area.
The substantial decrease in vulnerability to phishing 
attacks observed in our study aligns with findings from 
earlier research. As Kumaraguru et al. (2007) demonstrated 
the effectiveness of  an embedded training email system 
in protecting individuals from phishing attacks. Our 
intervention, which included a comprehensive module 
on phishing, seems to have been similarly effective. This 
supports the assertion that practical and engaging training 
methods can substantially enhance individuals’ ability to 
recognize and counteract SE attacks.
Our results highlight the need for extensive, tailor-
made, and early cybersecurity education and training 
interventions in higher education settings to ease the 
threats posed by SE attacks. The observed variation in 
vulnerability across different demographic groups and 
faculties might be explained by the unique views and 
practices concerning information security that different 
users hold.
Aslan et al. (2023) suggested that user perspectives 
on information security can significantly impact their 
vulnerability to SE attacks. For instance, users from the 
Applied Sciences and Mathematics faculty were more 
aware of  the risks and better equipped to respond 
successfully, leading to a more distinct reduction in 
vulnerability after the intervention. This emphasizes 
the importance of  tailoring cybersecurity education 
interventions to the precise needs and contexts of  
different user groups. Therefore, future research should 
extend this work by examining the long-term efficacy of  
such interventions and exploring their potential in other 
settings beyond higher education.

CONCLUSION 
In conclusion, our study provides strong evidence for 
the efficacy of  a cybersecurity education and training 
intervention in reducing vulnerability to SE attacks. 
However, the variations in efficacy across different 
demographic groups and faculties suggest the need for 
more custom-made interventions.
One possible limitation of  the study is the lack of  
consideration for the Hawthorne effect despite the 
7-week washout period. Future research should 
consider implementing a longer monitoring period post-
intervention to assess whether behavioural changes are 
sustained once participants are no longer conscious of  
being observed.
In case of  a future work, we recommend conducting 
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similar studies in other settings to validate our findings 
and assess the generalizability of  the intervention, 
following the calls by Alseadoon et al. (2015) for more 
empirical research in diverse contexts. Furthermore, 
more in-depth studies could be done to understand the 
underlying reasons for the differences in efficacy across 
different demographic groups and faculties. Lastly, future 
interventions could incorporate feedback mechanisms or 
adapt based on an individual’s learning progress to further 
enhance their efficacy, as suggested by Puhakainen and 
Siponen (2010).
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