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Abstract: With the development of information technology, the global data volume is growing exponentially. In order to 
alleviate the contradiction between massive data and traditional storage technology, people begin to seek for a new generation 
of storage media. As a carrier of genetic information, DNA has the characteristics of high information density, long storage life 
and low maintenance cost, which can effectively overcome the deficiency of traditional storage media. With the development of 
DNA synthesis and DNA sequencing technology, DNA data storage technology has attracted more and more attention, and a 
series of major breakthroughs have been made. In this paper, with the workflow of DNA data storage as the main line, expounds 
the basic theory of DNA data storage and related technology, mainly introduced the research progress of DNA storage method 
and strategy, briefly summarizes the latest research results of DNA data cryptography, and finally discussed the major challenges 
that DNA data storage technology is facing , especially, DNA synthesis efficiency, DNA sequencing time cost and DNA data 
cryptography will be an important research direction of DNA storage technology in the future. It is believed that with the 
deepening of the data storage research on DNA, DNA data storage will become the most potential new storage method in the 
future, and can be a practical application in the future. 
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1. Introduction 
In the 21st century, with the rapid development of 

information technologies such as 5G, the Internet of Things, 
and artificial intelligence, the amount of information is 
growing exponentially, traditional storage methods are 
gradually unable to meet the need[1,2]. According to the 
Internet Data Center (IDC), in 2025, the global data volume 
will reach 175 ZB (Ze bytes), with a five-year compound 
annual growth rate of 31.8%, which will far exceed the 
storage capacity of any currently available storage 
methods[3–5]. In response to this growth, the costs of 
maintaining and transmitting data, limited longevity and 
significant data loss, a new method of information storage is 
urgently needed[6,7]. DNA is an engineered chemical that can 
be used to build novel storage systems due to its predictable 
Watson Crick base pairing principles[8] and extremely high 
data storage density. 

As a material that carries genetic information, DNA is 
theoretically the most suitable medium for molecular level 
digital information storage[9–12]. Compared with traditional 
storage media, DNA has high information density, long 
storage life and low maintenance cost, which has great 
development potential[13–15]. Although many strategies 
using organic molecules for digital information storage have 
been proposed[16–20], the use of DNA molecules for storing 
digital information remains the most widely accepted strategy 
due to the cost and throughput advantages of current DNA 
sequencing technologies[21–26]. 

In recent years, significant progress has been made in using 
DNA as a digital information storage medium[27–34]. The 
existing DNA storage strategy is mainly divided into the 
following steps. First, the information to be stored is encoded 
into DNA sequence by using DNA synthesis technology, 
DNA is stored in vivo or in vitro conditions, and specific DNA 
sequence can be randomly accessed according to user’s needs. 
Second, DNA sequence information is read through DNA 
sequencing technology. Finally, the sequencing results of 

DNA sequence are decoded into stored information. The rapid 
development of DNA data storage technology has benefited 
from the tremendous advances in biotechnology over the past 
few decades[35–38]. These biotechnology include enzymatic 
DNA synthesis, polymerase chain reaction for DNA 
amplification and DNA sequencing technology[39–43]. 

In this review, we take the process of DNA storage as the 
main line, and systematically explain the following aspects: 
(1) the research progress of DNA coding technology; (2) the 
development of DNA synthesis technology; (3) the methods 
and strategies of DNA preservation; (4) the latest progress of 
DNA sequencing technology; (5) DNA cryptography and 
DNA data encryption technology. Finally, the main 
challenges and development trends of DNA data storage at 
this stage are discussed, hoping that the development of DNA 
storage technology can be promoted through this review. 

2. The Research Studies on DNA 
Storage  

DNA storage, a technology that can store information in 
DNA, was first proposed in 1959 by the American physicist 
Feynman. In DNA storage system, information is first 
encoded as binary or quaternary(base arrangement) 
information, which can be stored in DNA sequence[44–48] or 
DNA origami[49,50] through DNA synthesis technology. 
After a long period of DNA preservation, DNA sequence will 
be measured by DNA sequencing technology[51], the original 
information can be obtained by decoding DNA sequence 
using coding system. 

2.1. Coding Technology of DNA Storage 
The simplest coding method is to use A, T, C, G 

corresponding to 00,01,10,11. In this way, DNA storage logic 
density[53] can theoretically reach 2bits/nt (bit per 
nucleotide), but the mapping method will have problems such 
as single base repeat, CG content imbalance, uncontrollable 
DNA secondary structure, DNA stability[30] and so on. 
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In order to solve these problems, George Church mapped 
A and C to 0, and G and T to 1, solving the imbalance of CG 
content and other issues. However, the cost was to reduce the 
DNA storage density, which theoretically can only reach 1 
bit/nt[13]. In order to further improve the storage density, 
Goldman first conducts ternary Huffman coding[54] for the 
binary information, and then conducts rotation coding for the 
ternary information. In this way, problems such as single base 
repeat and CG content imbalance are avoided, and the 
theoretical storage density reaches 1.58bits/nt[55]. Due to the 
molecular bias[56], Grass uses RS code[57] to add error 
correction mechanism[58] to DNA data storage[59], and 
improves the theoretical storage density to 1.78bits/nt on the 
premise of improving the accuracy[60]. Zhi Ping et al. 
designed the Yin Yang code inspired by Yin Yang and five 
elements theory. They used two coding systems to code 
simultaneously, cleverly avoiding issues such as single base 
repeat, CG content imbalance, and uncontrollable DNA 
secondary structures in a dual coding system, They also 
increased the theoretical logic density to 1.95 bits/nt[61]. 

Leon Anavy reduced the average number of DNA synthesis 
cycles and greatly improved the actual storage density 
through probability recognition through the use of composite 
DNA letters. Because it is impossible to only synthesize one 
strand of DNA during DNA synthesis, this DNA storage 
encoding system actually defines new letters by identifying 
the nucleotide ratio of the same DNA, greatly improving the 
actual storage density in way that defining new composite 
DNA letters[62]. Erlich designed a set of DNA fountain codes 
by using for reference of fountain codes[63] from coding 
theory, which store complete information by dividing it into 
several droplets, much like a fountain. Increase the theoretical 
storage density to 1.98 bits/nt, which is extremely close to the 
theoretical limit of 2 bits/nt, but the drawback is that once 
some data is missing, the original information cannot be 
restored and some special binary sequences cannot be 
encoded successfully[64]. 

2.2. DNA Synthesis Technology 
Any type of file such as text and pictures can be represented 

as a bit sequence. DNA storage is essentially the use of DNA 
sequences. While the restriction on the length of the coding 
DNA sequence comes from the chemical synthesis of DNA, 
which is prone to generate errors in the DNA sequence when 
synthesized over a few hundred nucleotides. 

Artificial DNA synthesis is a technique for DNA synthesis 
artificially designed from an arbitrary sequence without 
relying on a DNA template. DNA chemical synthesis 
technology started in the late 1940s. In 1953, Watson and 
Crick revealed the double helical structure of DNA, and this 
breakthrough work not only revealed the structure of DNA, 
but also opened the door for subsequent synthetic biology 
studies[65]. In 1955, the Todd Laboratory of Cambridge 
University successfully synthesized TpT with a 
phosphodiester bond structure, which won the Nobel Prize in 
1957[66]. In 1965, Khorana and his team synthesized 
nucleotides and gene codons through organic chemical 
synthesis methods, which won the Nobel Prize in 1968. In 
1981, Marvin Caruthers proposed the method for the 
chemical synthesis of DNA using phosphor amidite 
intermediates[67]. This is a four step cycle reaction that 
involves adding the desired nucleotide to a growing 
oligonucleotide fixed on a solid support material[68], using 
solid support is for the achievement of extensive parallel 

synthesis, and automated of chemical processes[69,70]. 
Although there are many advantages of chemical synthetic, 

it is noteworthy that the use of this method requires toxic 
chemical reagents in the synthesis process. In order to reduce 
the use of chemical reagents and organic solvents with 
potential negative environmental impact, researchers have 
tried to develop synthesis methods that do not rely on toxic 
chemical reagents. Enzymatic DNA synthesis technologies 
and electrochemical synthesis technologies have been rapidly 
developed, especially for template-independent enzyme 
oligonucleotide synthesis (TiEOS), which uses terminal 
deoxynucleotidyl transferase (TdT) for DNA synthesis[71]. 
In 2021, Eojin Yoo et al found that methods relying on T4 rnl 
ligase or TdT enzymes could be used to add bases specifically 
to growing oligonucleotides in an aqueous environment, thus 
eliminating the requirement for organic solvents[72]. Liu 
Hong's team from Southeast University improved traditional 
chemical synthesis methods of phosphor amides through 
electrochemical deprotection technology, and sequenced the 
DNA molecules on the electrode surface based on the charge 
oscillation phenomenon, and invented a DNA storage system 
based on electrochemical method[35]. 

2.3. Methods of DNA Preservation 
Compared to other storage media, a significant advantage 

of DNA data storage is the ability to improve data retention 
time through DNA preservation technology. However, 
naturally unprotected DNA is very fragile, vulnerable to 
hydrolyze or be oxidized, and has a characteristic half-life 
period[73,74]. Half-life period of DNA is closely related to 
the storage temperature and the length of the DNA chains, low 
temperatures and waterproof environments can significantly 
improve their stability. For example, DNA solution can 
usually be stable at room temperature for 3 to 6 months, while 
it can be stored for about 1 year at 4 degrees centigrade and 2 
years under freezing conditions at -20 degrees centigrade[75]. 
In order to realize long-term data storage more effectively, 
researchers have developed a variety of methods and 
strategies for DNA preservation. 

In order to prevent sample degradation during 
transportation, storage, and processing, because of the 
difficulty of long-term preservation of DNA solution, people 
usually freeze dry and dehydrate DNA molecules for 
preservation, this is not only suitable for long-term stable 
preservation of samples, but also for fast and complete sample 
recovery. Sharon Newman et al. arranged dehydrated DNA 
spots densely on glass plates, then the glass plates were placed 
on digital microfluidic equipment to retrieve data, and 
successfully realized a method of DNA data storage based on 
digital microfluidic technology[76].  

DNA molecules can be preserved in skeletal debris or 
sediment for hundreds of thousands of years because the 
dense outer layer of skeletal debris or sediment separates 
DNA from the water and reactive oxygen species in the 
environment[77,78]. Inspired by this, the scientific 
researchers have conducted new research. Chunhai Fan et al. 
used the nucleic acid frame structure as the template and the 
electrostatic adsorption as the driving force, and successfully 
prepared the calcium phosphate nanocrystals with highly 
controllable geometry[79], DNA stability is greatly enhanced 
due to the isolated and protective effect of the outer calcium 
phosphate. Daniela Paunescu et al. encapsulated DNA in 
silica particles, mimicking fossils to protect DNA from 
corrosive environments. DNA is immobilized on the surface 
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of cationic charged silica particles, on which TEOS deposits 
a dense silica layer. TMAPS is used as a co interacting 
material, realizing the compatibility between the sol gel 
process and DNA[80]. Puddu has developed a core-shell 
protective structure. The introduction of magnetic cores 
enables the protection carrier to aggregate under a magnetic 
field, promoting swift information recovery. By combining 
multiple cations with DNA molecules, a layer by layer 
encapsulation method is achieved[81]. Kohll developed a 
DNA encapsulation method with high DNA loading and 
simple sample processing properties by simulating fossil 
components. Compared to other DNA storage system, earth-
alkaline salt storage system is uncomplicated, swift, easily 
automated, and maintain remarkable DNA stabilization at 
very high DNA load, even at 50% relative humidity[82]. 

2.4. DNA Sequencing Technology 
For reading out large amount of information stored in 

DNA[83], DNA sequencing technology is needed. DNA 
sequencing was first implemented by Frederick Sanger, using 
DNA polymerase to extend primers bound to the 
undetermined sequence template until a strand termination 
nucleotide was introduced[84]. For improving the throughput 
of sequencing (the total number of sequences that can be 
measured in each experiment), humans began to develop 
next-generation sequencing technology[85–91]. The first two 
generations of sequencing were both techniques of synthesis 
while sequencing, which refers to the technique of sequencing 
by measuring the nucleotides added to each new strand during 
the DNA replication process. To achieve single molecule 
sequencing and obtain ultra long sequencing read length, 
nanopore sequencing[92] and single molecule real-
time(SMRT) sequencing[93] have been invented. SMRT can 
be used for phased diploid genome assembly[94] and direct 
detection of DNA methylation[95]. Nanopore sequencing is 
based on nanopore electrical signal sequencing 
technology[96], which utilizes a nanopore with covalent 
molecular junctions to fix the nanopore protein onto a 
resistive membrane, and then pull the nucleic acid through the 
nanopore by protein. When a single base passes through a 
nanoscale channel, it will cause changes in the electrical 
properties of the channel. In theory, the differences in the 
chemical properties of four different bases (A, C, G, T) can 
lead to different changes in electrical parameters when they 
pass through nanopore. Detecting these changes can obtain 
the corresponding types of bases, thereby achieving 
sequencing[92]. Nanopore can be also used for detection of 
microRNA, protein, small biomarkers[97] and direct 
observation of DNA knots[98]. In the field of DNA storage, 
nanopore can be used for DNA data storage readout[99]. 

3. The Research Studies on DNA 
Cryptography 

The vast amount of information contained in DNA can also 
be used for encryption[100–103] and true random number 
generation[104]. In 1999, Zapp developed DNA based dual 
steganography technology in DNA microdots for sending 
secret messages. The information encoded by DNA is first 
disguised in the vast and complex genomic DNA of humans, 
and then further hidden and limited to DNA microdots[105]. 

In 2016, Clemens Mayer was inspired by epigenetic 
regulation of dynamic biological information discovered how 
binary data controls information when encoded in synthetic 

DNA strands. Reactions of cytosines and their natural 
derivatives demonstrate how to store multilayer information 
in a single DNA template, which hides multiple information 
in the same DNA template, and demonstrate that controlled 
redox reactions allow the mutual transformation of 
information layers encoded in DNA. Overall, such storage of 
multiple pieces of information in a single synthetic individual 
DNA library demonstrates the latent capacity of chemical 
reactions in processing digital information of 
biopolymers[20]. 

Jangwon Kim found that the chemical stability of DNA 
posed difficulties in completely deleting the information 
encoded in DNA sequences. Therefore, he encoded the 
information as a mixture of oligonucleotides encoded by a 
mixture of true and false information, which could quickly 
and permanently erase the information. The true information 
is distinguished by hybridization with oligonucleotides 
labeled as "real", and can only read the real information 
sequence; Even brief exposure to high temperatures can 
effectively randomize binding with real markers. 8 
independent point bitmap images were shown to be able to be 
stably stored at 25 ° C for 65 days for reading, with an average 
correct information recovery rate of over 99%. It is inferred 
that the half-life at 25 ° C exceeds 15 years, but heating to 95 ° 
C for 5 minutes will permanently delete the message[34]. 

In 2019, Chunhai Fan's team created a unique information 
security method using biomolecular cryptography for data 
encryption through specific biomolecular interactions. 
However, the development of encryption protocols based on 
biomolecular reactions to ensure the confidentiality, integrity, 
and availability of information remains a significant 
challenge. In this study, they developed DNA Origami 
Cryptography (DOC), which utilizes M13 virus scaffolds to 
fold into nanoscale graphics for safety communication, 
creating keys exceeding 700 bits. The inherent nanoscale 
addressing ability of this DNA origami also enables protein-
binding based steganography, enhancing the protection of 
information confidentiality and integrity within DOC. By 
creating unique connections between multiple DNA, 
information transmission can be ensured. Origami carries a 
portion of information. The versatility of DOC is further 
reflected in the transmission of diverse data formats, in order 
to meet the enormous potential of the rapidly growing 
encryption needs[106]. 

Robert N. Grass found a strategy to combine these two 
technologies by reading the human genome and storing digital 
data in synthesized DNA, in order to achieve valuable 
information in synthesized DNA. He discovered that genetic 
short tandem repeats (STR) sequences embody entropy keys 
sufficient to realize strong encryption. Using this method, an 
80 bits strong key was generated from human DNA through 
experiments, and the information stored in synthetic DNA at 
17KB was encrypted using such keys. Finally, the information 
is perfectly decrypted[107]. 

DNA offers a range of advanced tools that can be utilized 
in developing cryptographic methods as well as biosensors. 
However, traditional approaches to regulating DNA primarily 
focus on controlling enthalpy. This approach often leads to 
unpredictable responses to stimuli and less accurate outcomes 
due to significant energy fluctuations. To address these 
limitations effectively, Lin Lin Zheng devised a novel strategy 
based on both enthalpy and entropy regulations that respond 
specifically to changes in pH levels. These innovative DNA 
motifs have been successfully employed in glucose sensing 
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systems as well as crypto-steganography applications. Their 
successful implementation highlights their immense potential 
in both bio-sensing technologies and secure data 
encryption[103]. 

The security of modern cybersecurity systems, which rely 
on public-key cryptosystems like Rivest-Shamir-Adleman, 
can be compromised when solutions to prime factorization are 
discovered. Yinan Zhang has developed DNA origami 
frameworks (DOFs) to guide the localized assembly of 
double-crossover (DX) tiles for solving prime factorization. 
By utilizing a model comprising computing, decision-making, 
and reporting motifs, this DOF-based demonstration 
successfully achieves the factorization of semiprimes 6 and 
15[108]. 

4. Conclusion  
DNA storage technology is an epoch-making storage 

technology that focuses on the future. It uses artificially 
synthesized deoxyribonucleic acid (DNA) as a storage 
medium, which has the advantages of high efficiency, large 
storage capacity, long storage time, easy access, and 
maintenance free. The attraction of DNA for information 
storage lies in the extremely high information density 
generated by molecular scale information storage. However, 
there are currently some bottlenecks in DNA storage: high 
costs for DNA synthesis and sequencing, and slow DNA 
sequencing speed. If these problems can be solved, DNA 
storage technology and DNA Cryptography will take a leap 
forward. 
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