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Abstract: With the rapid development of artificial intelligence, especially machine learning technology, the demand for data
is also increasing. As a distributed learning method, federated learning (FL) allows total multiple parties to co-train models
locally while protecting data privacy. Due to heterogeneity in data, devices, and other factors, the contribution of participants to
model quality also varies. If these differences are ignored, it poses a challenge to achieving a fair FL environment. Therefore,
fairly assessing the contribution levels of each data provider becomes a critical issue in FL. This plays a significant role in fairly
motivating participants and promoting the sustainable development of FL. This paper reviews existing evaluation methods from
the perspective of data contribution assessment in FL, discusses ongoing challenges in this area, and explores future research

directions.
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1. Introduction

In recent years, the rapid advancement of artificial
intelligence [1-2] has propelled the data economy to new
heights. Among them, the continuous stream of data resources
serves as the driving force behind this technological progress.
However, from the perspective of data security and privacy
protection, countries around the world have introduced
various policies and regulations to regulate and limit the use
of data [3]. These policies have imposed stricter controls on
sensitive data within certain institutions or organizations,
such as banking secrets and medical patient information,
preventing the centralized collection and processing of data.
On the one hand, these restrictions safeguard individual
privacy and enhance the data security. On the other hand, they
significantly disrupt traditional centralized learning methods,
especially in scenarios requiring cross-institutional sharing or
processing of large-scale data. This has led to the
phenomenon known as "data island," [4] which in turn
hinders the realization of the potential value of the data and
the contribution of knowledge.

In response to this challenge, while safeguarding data
privacy and considering the interests of all parties involved,
FL [5-6] has been proposed. This approach allows multiple
participants to collaboratively train a high-quality machine
learning model without sharing their raw data directly.
Meanwhile, they train models locally and exchange only
model updates, such as parameters and gradients, to achieve
this collaboration. This approach not only effectively prevents
the direct exchange of sensitive information and reduces the
risk of data leakage, but also enables data collaboration across
organizational boundaries. While safeguarding individual
privacy and data security, FL. maximizes the potential of data
held by various stakeholders. It has been widely applied in
areas such as edge computing [7], healthcare [8], and smart
home [9].

The success of FL relies heavily on the active participation
of participants in collaboration using high-quality data. Given
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the variation in data quality, computational capabilities, and
resources among participants, their contributions to the
improvement of model performance are also different.
Obviously, if the server overlooks the aforementioned facts,
it will inevitably lead to unfairness, thereby diminishing the
enthusiasm for participation in collaboration [10-11]. In this
scenario, fairly evaluating the data contribution of each
participant and then giving them timely incentives is a key
issue in FL research.

Additionally, the integrity of the data set may be subject to
various restrictions, such as confidentiality concerns and
interests of different parties, which making it challenging for
data owners to provide complete information [12]. In settings
where data lacks completeness, the existing data contribution
assessment methods might not be applicable for cases with
absent attributes or constrained datasets. Hence, developing
customized evaluation schemes for data contributions, suited
to varying data scenarios, has emerged as a pivotal issue in
the study of FL. This approach guarantees that the input and
endeavors of all contributors receive a just evaluation and
appropriate rewards, motivating a broader array of data
proprietors to engage and contribute actively to the collective
endeavors of FL.

2. Background Knowledge
2.1. Federated Learning

Depending on the distinct characteristics and distributions
of data, FL can be categorized into three types: horizontal
federated learning (HFL), vertical federated learning (VFL),
and federated transfer learning (FTL) [13]. In HFL, different
parties have datasets that share the same features but originate
from different sources. VFL indicates that the participants'
data sources are the same but have different feature spaces,
and it focuses on collaboration through the lens of feature
integration. FTL addresses situations where there's little
commonality in the data features or sources among the
participants. The basic process of FL as shown in Fig. 1.
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Fig 1. The framework of federated learning with N participants

The FL framework mainly consists of a central server and
many participants. Taking HFL as an example, this
optimization problem can be expressed as follows:

minF (w): = XL, p; Fi(w) (1
where w represents the model parameters, N denotes the
total number of participants, F(-) stands for the global
objective function, and p; is the weight of each participant in
the t** round, with p; > 0.
Fi(w): = £(w, D;) ()
where ¢ is loss function. To optimize the problem in
equation (1), McMabhan et al. proposed FedAvg algorithm [5].
Specifically, in each round, participants primarily engage in
local model training and updating. Here, participants perform
local updates using stochastic gradient descent (SGD) [14],
resulting in the following update formula:
with = w —n'VF,(w})
where n' is the learning rate.

On the server side, it mainly collects and updates the model
parameters. For example, FedAvg collects model information
based on weighted aggregation of the amount of data of each
party, then
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where |D;| represents the dataset size of the participant
and |Dy| is the total data volume.

2.2. Contribution Evaluation Metrics

The motivation of data owners in FL collaborations hinges
on the fairness of the cooperation, making it crucial to fairly
and effectively assess the contribution of data. Viewing from
the lens of data privacy and access, datasets can be
categorized into complete and incomplete types, with the
latter primarily referring to situations where test or validation
sets are missing. Depending on the completeness of datasets
in federated settings, methods for assessing contributions can
be divided into those that rely on complete datasets and those
adapted for scenarios with missing datasets.
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2.2.1. Evaluation Metrics under the Complete Dataset

In general, FL tasks have complete dataset information by
default. The most common way to evaluate data contribution
metrics is to test the accuracy of the trained model based on it
[15]. For example, in image classification tasks, it is common
to measure the contribution of the data in terms of the error
value. The higher model accuracy indicates greater value and
contribution of a data point. The data contribution estimation
methods described in subsequent chapters are applicable to
the full dataset. Additionally, the credibility of the data, as
well as the quality and quantity of the data used for training,
can also serve as metrics for evaluating the contribution of
data to FL. In practical scenarios, it is necessary to
comprehensively analyze the value of data from multiple
perspectives.

2.2.2. Evaluation Metrics under the Incomplete Dataset

Given considerations such as data privacy protection, legal
regulations, and constraints of the learning task, it becomes
challenging for a consortium to access complete dataset
information. Therefore, it's essential to further investigate
methods for assessing data contributions under conditions of
incomplete dataset information. As illustrated below, this
paper outlines several common evaluation metrics.

e Statistical Methods. This approach evaluates the value
of data using various statistical methods, such as those based
on data distribution. For instance, the gram determinant [16]
can quantify the volume of data in Euclidean space; The
smaller the volume, the more concentrated the data
distribution, indicating a relatively lower contribution rate.
This can be formally expressed as

1

U(S) = (R{Rs)? )
where Rg represents the aligned subset of the data. For
example, Xu et al. [17] proposed a volumetric metric to
evaluate the value of individual data points based on the
above strategy.
* Model Similarity. In an alliance, the value of data can be
measured by the similarity of the trained data model to the
global model. For example, cosine similarity uses the cosine



value between the model gradient updates from a local data
combination and the global gradient updates to measure the
contribution of that combination. Among them, Jiang et al.
[18] constructed a data space and a gradient space, and
introduced cosine similarity to measure the contribution of
each participant.

3. Data Contribution Evaluation
Methodology

Due to the actual situation, the subjectivity of participants
in federated settings, among other factors, the methods for
evaluating contribution are often complex and costly.
Therefore, developing a sound and reliable methodology is
crucial for determining the value of data. This chapter will
discuss several prominent evaluation approaches.

3.1. Individual Method

From an individual perspective, the impact of a single
participant's data on model accuracy can be assessed using a
value function, thereby defining its contribution value [19].
Moreover, the metrics for evaluating individual value can take
various forms. For example, the individual reputation method
[20] assesses a participant's value based on their historical
activity level, reflecting their credibility. Meanwhile, the
mutual information method [21], based on feature selection,
indicates that a higher mutual information value suggests a
stronger dependency between features and labels, thus
implying a higher credibility of the participant's data
information. From an individual perspective, Lv et al. [22]
proposed the pairwise correlated agreement (PCA) method,
which uses the statistical correlation to evaluate their
contributions.

Additionally, to evaluate the value of individual data points,
can introduce influence functions [23] that measure the
degree to which a sample impacts model parameters. For
instance, [24] have designed payment schemes based on the
impact of data points on the model's loss function, aiming to
incentivize participants to contribute high-quality data for
training purposes. Shyn et al. [25] proposed FedCCEA and
created an accuracy approximation model (AAM). Estimate
simulation test accuracy by sample data size to evaluate the
quality and contribution of customer data. Without the
assistance of the validation set, Xu et al. [26] proposed a
cosine gradient sharpley value (CGSV) method, which
evaluates the contributions of the participants through the
model information uploaded by them.

3.2. Leave-One-Out (LOO)

As a cross-validation technique, LOO [27] was introduced
early to assess the value of data. This approach takes the
model's accuracy of portfolio value of a participant after
removing the participant to be assessed as the participant's
contribution to the alliance, which can be expressed as

U; = T(N) — T(N\{i}) (©)
where T is the utility function. Both the Individual method
and LOO are simple and efficient, which are often used as
benchmark indicators for evaluation results. However, LOO
also suffers from high computational cost, and in [28], Koh et
al. reduced the computational complexity by approximating
the influence function.

3.3. Shapley Value (SV)
The SV [29] is primarily utilized in game theory to address
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the issue of distributing benefits in multi-party cooperative
scenarios. It quantifies the marginal contribution of each
participant to the collective alliance by assigning their
respective SVs, making it a critical tool in research across
various fields. Having a utility function I'(+), the SV for
participant k can be interpreted as their marginal
contribution to I'(S), where S is a subset of participants from
N:Sc{l,...,N} . Mathematically, the U;(N,I) for a
participant i within N is expressed as
Ui(N.T) = Ereny[TSFU D -TSH] (D)
where m € [I(D) represents a certain ordering of all
participants, and ST refers to the combination of participants
that are before participant i in the sequence m. In practical
applications, utility functions T'(-) can be created using
evaluation metrics such as test accuracy and model loss. The

SV of participant i can also be simplified as:

1 (T(SUDH-T(S))
U;(N,T) = EZSQN\i(u\;—-l)

IS1

®)

where % represents the probability of i being in any

position within the sequence. Moreover, the SV provides
solutions for various cooperative scenarios. Among them,
Sim et al. [30] measure the contributions of each participant
based on the SV and information gain, thereby allocating
corresponding model rewards to them. From perspectives of
fairness and efficiency, Fan et al. [31-32] explore the issue of
evaluating participant contributions in both HFL and VFL.

Although SV provides a comprehensive and reasonable
way, it is also plagued by high computational costs [33].
Recently, there has been significant research aimed at
enhancing computational efficiency. Specifically, considering
the high cost of communication and the impact of participant
order on contribution assessment, Wang et al. [34] proposed
the federated SV, effectively reflecting the true value of data
sources without incurring additional costs. Kwon et al. [35]
introduced a distributed SV framework and developed
analytical expressions in contexts such as linear regression
and binary classification, greatly improving computational
efficiency.

3.4. Least Core

Also as a scheme for the distribution of benefits in game
theory, the nuclear method has attracted attention. Yan et al.
[36] have noted that the SV, when assessing contributions,
exhibits limitations in terms of fairness. They introduced the
least core method to evaluate the contributions of
participating entities in various combinations. This evaluation
scheme can be formalized as

Yien Ui =T(N) )
ZiES Ui +c= F(S), VSCS N

where ¢ represents the cost function. However, this
method may lead to non-unique evaluation results, so its
effectiveness still needs to be verified in subsequent work.

minc={

3.5. Optimal Transport

In 1781, French mathematician Gaspard Monge introduced
the concept of optimal transport [37], also known as the
Monge problem. The problem primarily seeks the method of
relocating a quantity of sand of a certain shape to another
specified shape at the minimum cost and the Fig. 2 illustrates
this problem.



Fig 2. Schematic diagram of the Monge problem

Due to the constraint of the forward measure, the original
cargo mass cannot be split and assigned to different
destinations during transportation. Therefore, a feasible or
optimal solution does not necessarily exist for the Monge
problem. In response to this problem, Kantorovich relaxed the
restrictions and raised the Kantorovich problem [37].
Specifically, given P € M(X), Q e M(Y), and a cost
function ¢: X X Y - R*, the formulation can be expressed as
follows

inf{K(y) = [, cCx,y)dy(x,y):y €N(P,Q)} (10)
where the joint probability measure y is the space of
transportation schemes, then

[P, Q): {y € M(X X Y): (m)yy = P, (m,),y = Q} (11)

This problem introduces the idea of mass splitting, which
allows data points to be split and transported to different
places, and also became the definition in common use today.
The schematic of this problem is shown in Fig.3.

— e e = —
Fig 3. Schematic diagram of the Kantorovich problem

In FL setting, suppose the distribution of data point i is p;,
and let P, Q, v be defined in the probability distribution
space M (X). The Wasserstein distance satisfies

W, (P, Q) < W,(P,v) + W,(v,Q) (12)

This indicates that in the constructed probabilistic metric
space, there exists a geodesic such that any point on this path
can serve as an interpolation for measuring the distance
between the two endpoints [38]. In the FL framework, by
exploring the relationship between the Wasserstein distance
and the federated model, the interpolation metric can be
introduced to construct the connection between the data point
and the server, which can be translated into the evaluation of
the contribution value that data points bring to the alliance.

Without relying on learning algorithms, Just et al. [39]
innovatively employed the category Wasserstein distance
from optimal transport theory as a proxy, effectively utilizing
this distance to identify valuable data points. This paper [40]
have successfully integrated the Wasserstein distance into FL
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framework, laying the groundwork for
applications of this technique
contributions of FL participants.

subsequent
in assessing the data

4. Summary and Future OQutlook

4.1. Summary

This article delves into how to fairly and accurately assess
the value of data involved in training within FL. From the
perspective of data information integrity, it comprehensively
examines the advancements in evaluating data contributions
in FL and provides an in-depth introduction and analysis of
mainstream evaluation schemes. Moreover, this paper offers
clear insights into understanding contribution assessment
issues in various scenarios.

4.2. Future Outlook

While significant progress has been made in existing
research, there remain areas for improvement in effective
value measurement, reasonable evaluation schemes, and the
efficacy of incentive mechanisms. The following analysis
addresses potential directions for future research.

* Most of the existing studies communicate under the
rational nature of both parties. However, in practice, there can
be issues like malicious users and information tampering
during transmission, presenting security risks. Future work
should consider optimizing communication transmissions,
establishing enhanced privacy protection frameworks, and
developing proactive defense technologies to adapt to more
complex distributed scenarios.

¢ FL also deals with a significant amount of dynamic data,
which may lead to catastrophic forgetting phenomena and a
lack of sufficient information for accurate model parameter
estimation, challenging the assessment of contributions.
Future research should focus on developing evaluation
strategies that are adaptable to dynamic data environments.
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