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Abstract: With the rapid development of information technology, industrial Internet has also entered a rapid development
stage. As cloud servers have huge storage space as well as powerful computing power, more and more resource-constrained
factories outsource their data to cloud servers for computation and storage to reduce the burden of data owners. Industrial data
contains information about industrially produced products, and the high value of such information attracts attacks from illegal
users, which may lead to data leakage. In addition, cloud servers are not fully trustworthy; therefore, it is important to ensure the
security and correctness of industrial Internet data during outsourced computation and storage for the healthy development of
the industrial Internet. In this paper, we explore technical solutions to guarantee the security and correctness of industrial Internet
data when outsourcing computation, to achieve the privacy protection of industrial Internet data.
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1. Introduction

Driven by Internet + mass innovation, the development of
China's Internet industry has made remarkable progress, and
industrial Internet [1] has also entered a rapid development
stage. With the gradual extension of information technology
to the industrial scene, the degree of digitization of the
industrial production process [2] has also been gradually
increased, the barriers between the real environment and the
cyberspace have been broken, and the data, as an important
part of the cyberspace, is also closely related to the industrial
production process [3]. Among them, cloud factory [4] online
manufacturing service platform is the benchmark product of
the combination of Internet technology and industrial
manufacturing innovation. Therefore, data sharing will
become an important part of realizing the vision of field-wide
and industry-wide connectivity proposed by the Industrial
Internet. However, due to the obvious differences in the
production sectors, industries, and technical standards to
which Industrial Internet participants belong, and the data
sharing under the Industrial Internet environment is a cross-
domain circulation and sharing process involving industrial
subjects from different fields and industries [5], which makes
the raw data closely related to industrial production become
the basis of data sharing. At the same time, because these data
can objectively reflect the quality of products, production
processes and techniques [6], they should also be regarded as
an important category of privacy data.

With the rapid development of the industrial Internet, more
and more scholars have begun to pay attention to the privacy
data protection issues involved [7,8]. The sharing of data
through the Internet enables cooperating factories and
enterprises to access information such as customers' needs for
products and product specifications, including a large amount
of sensitive data such as introductions of different models of
products, drawings with different precision, and production
processes. As a product may be completed by multiple
factories in co-operation, data sharing can help multiple
factories to access the data as needed. However, data sharing
is not absolutely safe, and if shared data is compromised, it
can cause significant economic as well as reputational
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damage to the factory. In recent years, many data breaches
have occurred around the globe [9,10], and the manufacturing
industry has become a high incidence area for data breaches.
Surveys have shown that in 2017 alone, there were more than
600 data privacy breaches in the global manufacturing
industry, involving a large amount of sensitive data such as
production processes and customer information. For example,
hackers had invaded the vehicle financing department of
Mazda's Canadian division, and a large amount of customer
information was leaked. In 2018, sensitive data of
Volkswagen, Tesla and other automobile companies were
leaked. It can be seen that information leaks occur frequently,
and data protection in the context of smart manufacturing
cloud factories is particularly important. Therefore, how to
protect the privacy of data in the context of smart
manufacturing cloud factory is the main issue we should
study at present.

Therefore, the data to be shared should be encrypted before
data sharing [11]. However, resource-constrained factories
and enterprises can hardly afford the complicated encryption
calculation [12], so they must outsource the encryption
operation of data to the cloud server for calculation. However,
cloud servers are not completely trustworthy, in order to
ensure the normal operation of smart manufacturing cloud
factories, how to ensure the data security as well as data
correctness when outsourcing the data calculation is the main
issue that should be researched at present.

2. Correlation Technique

This section describes some of the techniques involved in
ensuring the security and correctness of industrial Internet
data computation in resource-constrained environments while
reducing the burden on data owners.

2.1. Encryption

Encryption algorithms can be classified into symmetric
encryption algorithms and asymmetric encryption algorithms.
In symmetric encryption algorithm, the encryption method of
single-key cryptosystem is used, and the same key is used to
complete the encryption and decryption of data. Its encryption
speed is fast and encryption efficiency is engaged, but



security is low. Asymmetric encryption, also known as public
key encryption, uses a pair of keys (i.e., public key and private
key) to complete the encryption and decryption, using the
public key to encrypt the data and the private key to decrypt
the ciphertext. Asymmetric encryption is more secure, but
encryption and decryption are less efficient. The common
asymmetric encryption algorithms are attribute-based
encryption and has encryption. For the first time in the
literature [13], a system to achieve sophisticated access
control to encrypted data is proposed as ciphertext policy
attribute-based encryption. Using this technique, encrypted
data can be secured even if the third-party storage server is
untrustworthy. Literature [14] proposes an efficient multi-key
searchable encryption scheme that supports fine-grained
access control and keyword search. The scheme is more
flexible than the existing multi-key searchable encryption
schemes in terms of control policy and keyword expression
capability. Meanwhile, the scheme is also resistant to
keyword guessing attacks.

2.2. Access Control

In order to prevent malicious users from violating data
privacy in industrial internet, all users are required to satisfy
the access policy set by the data owner every time they access
the data. Literature [15] developed a ciphertext policy based
encryption method for cloud storage. In this method, they
enhance the security and privacy of user data by hiding the
access policy. Then, a constant size ciphertext is generated to
reduce the storage overhead. Moreover, a secure fine-grained
access control system is developed using this approach.
Literature [16] proposes a new encryption scheme based on
ciphertext policy attributes. This approach uses fog
computing to outsource the most laborious decryption
operations to the fog nodes and partially decrypts the data
using a primitive and efficient chaining architecture. In
addition, erroneous attributes are introduced to keep the
access policy private and allow users within the same group
to combine their attributes to access the data while satisfying
the access policy. Experiments and security analysis show
that the scheme is secure and effective.

2.3. Outsourcing Computing

In order to secure the secure sharing of industrial Internet
data, resource-constrained factories and enterprises can
hardly afford the complicated encryption computation, so
they have to outsource the encryption and decryption
operations of data to cloud servers for computation. Literature
[17] proposes an attribute-based encryption scheme in which
all computations are outsourced to a third-party server,
including computations in the encryption phase, key
generation phase, and decryption phase, but the design of
outsourced encryption fails to reduce the trust requirement of
the outsourced cloud server. Literature [18] proposes a
scheme for outsourcing the computation of ABE decryption.
The scheme reduces the decryption computation overhead of
the data user by transferring the complex bilinear pairing
operation during decryption to the cloud server. Literature [19]
constructed an efficient ciphertext policy attribute-based
encryption scheme by outsourcing encryption and decryption.
In their approach, both fully untrustworthy and semi-
trustworthy models are used, using which the encryption and
decryption cost of the user can be reduced.
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2.4. Blockchain

Blockchain, as an open decentralized distributed ledger
with the characteristics of multi-party maintenance,
decentralization, data non-tampering, traceability, non-
counterfeiting, and programmability [20,21], can help to
solve the privacy problem in the process of industrial internet
data sharing, open up the data silos, and provide a platform
for the secure sharing of industrial internet data to generate
permanent and irreversible records. Clear data ownership and
effective prevention of data leakage. Compared with
centralized architecture, blockchain can avoid security risks
caused by single point of failure or data leakage, thus ensuring
data integrity and not being tampered with. Literature [22]
proposes a data privacy protection scheme for cross-side
blockchain networks, which encrypts the on-chain data using
a privacy-preserving technique of full homomorphic
encryption to ensure the availability and invisibility of the on-
chain private data.

2.5. Digital Signature

Digital signatures are commonly used to ensure the
integrity of information transmission, authentication of the
sender, and to prevent the occurrence of repudiation in
transactions. Literature [23] proposes a verifiable outsourced
ABE scheme based on edge servers and fog nodes, where the
edge servers are fully responsible for the encryption of the
ABE, while the fog nodes assist the data users in decrypting
the data accordingly. In addition, the data obtained from the
fog node decryption is verified using a data signature method
to ensure the correctness of the obtained results.

3. Conclusion and Prospect

In the Industrial Internet, the use of emerging technologies
has become a trend in smart industrial production. In
industrial production, industrial orders have needs such as
remote signing, so it is necessary to achieve secure sharing of
industrial data among different factories and enterprises.
When sharing data, people are increasingly concerned about
whether their private data is under attack and whether their
privacy is compromised. In order to ensure secure data
sharing in resource-constrained environments, outsourced
computing solutions have become an important technological
tool to alleviate the pressure on data owners. However, when
storing data encrypted to cloud servers, data signatures have
become the most common method to determine whether
cloud servers are correctly computed or not, and ensuring
security and correctness when sharing data in resource-
constrained environments is the focus of this research paper.

So far, although there are many effective solutions for
secure sharing, there is still a need to explore more efficient
methods with the rapid development of the Industrial Internet
and the continuous improvement of technological means.
Although the secure sharing methods for industrial Internet
data discussed in this paper have achieved some results,
further research on secure sharing of industrial Internet data
is still necessary in the future.
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