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Abstract: The Location-based service scheme have already involved in every aspect of People's daily life and are increasingly
used in various industries. Aiming at the problem of the security and efficiency of mobile terminal users’ trajectory privacy
protection in location-based service, we propose a k-anonymous trajectory privacy protection scheme based on differential
privacy. This scheme adopts differential privacy technology to add Laplace noise to the user's trajectory many times to generate
2k noise trajectory, and then according to the trajectory similarity to determine k-1 noise users whose trajectory are similar to
the user trajectory, and sets them and the real user as an anonymous user group, and then uses the anonymous user group to
request LBS services. Security analysis shows that the scheme satisfies the security features of anonymity, unforgeability, and
anti-counterfeiting attack. The simulation results show that the scheme not only guarantees the similarity between the false
trajectory and the real trajectory but also has higher execution efficiency.
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1. Introduction

With the development of mobile communication
technology and location technology, LBS [1-3] is widely used
in various fields, and users with mobile terminals can access
information services anytime and anywhere, such as
transportation, social communication, and emergency
assistance[4].Users submit their geographic location and
query information to location service providers to obtain
some value-added services including points of interest
[5].Although LBS has brought great convenience to users, it
has also brought serious location privacy leakage problems to
users. Location service providers collect users' location
information and may sell this location information to third
parties to gain benefits, or even leak the location information
to malicious attackers. Malicious attackers use this location
information to push ads or send spam messages to users, or
even infer sensitive information such as users' residence
address and workplace, which seriously violates users'
privacy [6-7]. Therefore, how to protect users' trajectory
privacy in location services is extremely important.

With the rapid development of location privacy protection
technology, trajectory privacy protection technology has
attracted extensive research attention from many domestic
and foreign scholars. Based on  anonymous generalization
is an important approach to trajectory privacy protection. Li
et al. [8] proposed fake trajectories are constructed by fully
considering information such as background information,
user action patterns and trajectory similarity to improve the
confusion of fake trajectories and make it difficult for
attackers to distinguish real trajectories from fake ones, but
the communication between the client and the server may be
eavesdropped by the attacker. Tian et al. [9] proposed an arc-
tree (TPRT)-based scheme for storing and publishing
differential privacy trajectory data is proposed. To preserve
privacy, Laplacian noise is added to the sensitive counts of the
radius tree and is constrained by Markov chains and privacy
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degrees. Many differential privacy based trajectory synthesis
methods to publish trajectory data privately, but these
methods do not adequately preserve the semantic information
of the trajectories. Du et al. [10] proposed a semantic
preservation scheme is proposed for synthesizing the
trajectory data for publishing under differential privacy for
this case. Many existing privacy-preserving publishing
methods for trajectory data only provide the same level of
privacy protection for all moving objects, while different
moving objects may require different levels of privacy
protection. Chen et al. [11] aiming at the shortcomings of the
traditional k-anonymisation technique in which the value of 6
is fixed and unchanged and no road network constraints are
involved, the privacy preservation effect is improved by
setting different thresholdsdat different road segments to
generate the pseudo-trajectory dataset, but the efficiency is
low.

Traditional approaches based on anonymity models, on the
other hand, are difficult to protect against attackers that have
a lot of information. Differential privacy protection
approaches have become more popular in recent years for
securing the privacy of moving object trajectories. Zhao et al.
[12] proposed a trajectory privacy protection method for
differential privacy clustering, which added constrained
Laplacian noise to the trajectory position in the cluster to
avoid excessive noise affecting the clustering effect and
ensure the cluster analysis Data availability. This method
improves data availability but reduces privacy. Chen et al. [13]
proposed a dynamic trajectory privacy protection differential
privacy scheme based on a recurrent neural network (RNN-
DP), which introduced a recurrent neural network model to
effectively process real-time data, but the efficiency was
reduced. Ou et al. [14] considered that the correlation between
the trajectories of two users may reveal sensitive social
relationships, and proposed an n-body Laplacian framework
that satisfies-differential privacy to prevent social relationship
reasoning attacks. The scheme has good privacy and data



utility but does not consider the temporal correlations of
trajectory.

To address the problem that the background knowledge of
attackers cannot be effectively estimated in the current
anonymous trajectory privacy protection, we propose a
trajectory privacy protection scheme that combines
anonymous and differential privacy techniques. In the scheme,
the differential privacy technique is used to add Laplacian
noise to the user's trajectory several times to generate noisy
trajectories, and select multiple noisy users similar to the
user's trajectory according to the trajectory similarity, set
them and the real user as anonymous user groups, and use the
anonymous user groups to request LBS services, so that the
attacker cannot distinguish the real user from the noisy user,
thus realizing the trajectory privacy protection for the user.

The rest of this paper is organized as follows: some
necessary preliminaries are described in Sect. 2. The k-
anonymous trajectory privacy protection scheme based on
differential privacy is proposed in Sect. 3. The security
analysis of the k-anonymous trajectory privacy protection
scheme based on differential privacy is given in Sect. 4. Sect.
5 focuses on the simulation of the proposed scheme. And
conclusions are drawn in Sect. 6.

2. Preliminaries

2.1. Systematic structure

As shown in Figure. 1, the trajectory privacy protection
system model adopts an independent structure and consists of
two parts: the client and the LBS server. The roles of each part
are as follows:

Client: responsible for generating multiple noisy users,
requesting the LBS server to obtain the query results, and
completing the refinement of the query results.

LBS server: LBS responsible for receiving and processing
the user's anonymization request, and returning the query
result to the user.

Send anonymous service request o
7 o

Return query result

A

Client

LBS server

Figure 1. Architecture of location privacy protection system
in this scheme

2.2. Trajectory similarity

Trajectory: Trajectory refers to the collection of the
position sequence of a moving object at different moments,
which can be expressed as:

T = {ld' (xli Y1, tl)r (xZ' Y2, tz): Y (xn: Yo tn)} (1)

where id represents the identification of the moving
object,represents the position of the moving object at the time
(%1, y:), and (x;, y;, t;) represents the number of positions on
the trajectory.

Suppose that the movement direction of the user at the i
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position L; = (x;,y;) relative to the initial position is
changed to,calculated between L; = (x;y;) and L, =

(x0, Vo) by 8; = arctan z i_zo . The position on the noise
i—Xo

trajectory changes relative to the initial position xxx, so the
trajectory similarity can be expressed as:

n 0;=6;\?2
62 — [ 2= 2m
n

The smaller 62 is, the more difficult it is to distinguish the
user trajectory from the noise trajectory.

@)

2.3. K-anonymity

K-anonymity is one of the privacy protection methods
widely used in LBS location privacy protection. It provides
low-precision privacy protection by generalizing and hiding
certain attributes. Most location-based systems use k-
anonymity to protect the identity of users, so that an attacker
cannot determine which of the users is the real target. One
method is to generate k — 1 correct pseudo locations, and
use the pseudo locations and real locations to form an
anonymous user group to perform k queries to the location
service provider. Another method is to create an invisible area
containing k users who share points of interest, and then use
this invisible area to query the server instead of the exact
location. The larger the k , the lower the quality of service
the user obtains, but the lower the risk of privacy leakage.
However, when the attacker has enough background
knowledge, he can infer the real target. Therefore, the
differential privacy protection method that ignores
background knowledge makes up for the shortcomings of k-
anonymity in this respect.

2.4. Differential privacy

Differential privacy protection achieves the purpose of
privacy protection by distorting data, ensuring that privacy
leakage is minimized and data availability is maximized.
Differential privacy is defined as follows:

& -Differential Privacy [15-16]. Supposing that D; and D,
are a pair of adjacent datasets that are only differ in one record,
arandom algorithm A is ¢ -differential private if of all S:

Pr[A(D,) € S] < e x Pr[A(D,) €S] (3)

where Pr is the probability that the algorithm output and
S is the subset of all the output of the algorithm A.

Sensitivity. For the query function F:D — R4, the
sensitivity is defined as the difference between the adjacent
datasets D, and D,:

AF = max||F(D;) — F(D)Il4 “4)

Laplace mechanism [17]. The Laplace mechanism
implements privacy protection by adding Laplacian
distributed noise to the query results:

F(D) + noise (5)



The Laplace distribution density function is
=lx—p|
e

fa ) =

noise, they are random variables drawn from the Laplace

. . AF
distribution centered at 0, that is, 4 = -

. Where pu is expected value, for each

3. The proposed method

3.1. System Initialization

In this phase, system parameters are generated as follows:

Step 1: Define an elliptic curve

E(F,):y* =x>+ax+bmodp, Where p is a large
prime number and F, is a finite field of order large prime
number p,a, b € F,,then select an additive group G of order
q with generator P on the elliptic curve E(F,).

Step 2: The LBS server randomly selects a s € Z; as the
system key, and calculates its public key Py, = sP, where
Zg is an integer multiplication group modulo q.

Step 3: Define three secure hash functions: H;:{0,1}" -
Zg, Hy:{0,1}" X G — Zy, H3:{0,1} X G X G X G > Zg.

Step 4: LBS server publishes the public parameters of the
system: params = {a,b,p,q,P,G, Poubs H;,H;, H3}, Secret
system key: s.

3.2. User registration

Since this scheme is devised on the basis of k-anonymity,
so in this phase, LBS server is employed to anonymize users’
identities, which is as follows:

Step 1: User randomly selects a secret value 7, € Z;, and
sends r, and users real ID to LBS server to request
registration.

Step 2: After receiving the registration request, the LBS
server generates a false identity PID,, = H,(ID,||r,) for the
user, then calculates @Q,, = Hy(PIDy, Ppyp), Ju = QuP, Sy, =
Qy + 1S, and returns the calculation result (PID,,],,S,) to
the user through a secure channel.

Step 3: After receiving the message (PID,,],,S,), the user

judges whether S, P < Ju + 1 Ppyp is valid or not. If the
equation is valid, randomly selects a,, € Z;, calculates b, =
H,(PID,, a,,params), B, = a,b,, p, = B,P, then use
(ay, By) as the private key and p, as the public key;
otherwise, go back to Step 1.

3.3. User registration

In this phase, false locations are generated from mobile
terminal users, and k — 1 optimal locations are selected from
2k false trajectorys. As follows:

Step 1: The Laplace cumulative distribution function is

F(x) = [*, Pr(x,2)dx = 0.5 [1 + sgn(x)(1 -
exp(%))] and its inverse distribution functionis F~1(x) =
—A-sgn(p—0.5)-in(1—-2|p—0.5]) . where p is a
random number of [0,1], using the inverse distribution
function to calculate the noise x that obeys the Laplace
distribution.

Step 2: Define the wuser's trajectory as: T,
{idy, (x1, y1,t:), (X2, ¥2,t2),+, (Xn, Yo, )} . users  adds
Laplace noise to the real trajectory several times, that is,
F(D)+x , generating 2k noisy trajectories T,
{idnt' (x{ltl y{ltl t{lt)' (XEH:J y;n:, tgt) o (xrrllt' yrrllt' tltlt)}'

Step 3: The user calculates the trajectory similarity &2
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between the real and noisy trajectories by the trajectory
2

0,1-6;
e Ve
similarity formula §2 = (”—”) .

n

Step 4: The user filters out the top k — 1 trajectories with
high similarity according to parameter k, corresponding to
k — 1 noisy users respectively.

Step 5: The k — 1 noise users are registered separately and
the LBS server generates an anonymous identity PID;(1 <
i <k — 1) and the corresponding public and private keys for
each noise user.

Step 6: The user and the k — 1 noise users together form
the k anonymous user group, which requests the LBS service.

3.4. Location service request

In this phase, mobile terminal user randomly selects one
user as representative to send service request to LBS server.
The steps are as follows:

Step 1: User randomly selects one user from the k
anonymous user group as the representative user pu. The
private key of the representative user is(@py, Bpy),the public
key 1S ppy » Tpu € Zg is randomly selected when a
representative user registers, (PIDpy, Jpy, Spy) I8 the
message returned from the LBS server during registration,
msg is the request message.

Step 2: Representative user randomly selects wy,, € Zg
and current time stamp t,,,, and calculates Ry, = wp, ap,, P,
hpy = Hy (Rpu, msg, tpws Ppws PIDpu) and 0py = WpyApy +
hpuBpu + Spy-After this (0py, Rpy,) and msg are sent to the
LBS server.

Step 3: After receiving (0py, Rpy) and msg, LBS server
verifies that the timestamp t,,, is fresh, if so, proceed to the
next step; otherwise, go back to Step 1.

Step 4: The LBS server calculates hy,
H3(Rpy, msg, tyu, Ppu PIDyy) , then judges whether the

equation oy, P < Ry + hpuPpu + Jpu + TouPpup 1s valid or
not. If the equation is valid, LBS server returns the query
result set Rres = {Tyesl, 1es2, -+, esk} to user; otherwise,
refuses to return the query result set.

Step 5: After receiving Rres, user selects from them the
required real message 7;.o5U.

4. Security Analysis
4.1. Anonymity

Anonymous game. If the attacker A wins the anonymous
game with negligible probability in polynomial time, the
scheme satisfies the anonymity. Anonymous game is descried
as follows:

Step 1: Challenger C provided system parameters
{a,b,p,q,P, G, Pyyp, Hy, Hy, H3} to attacker A.

Step 2: Attacker A chooses two different messages m,, m;.

Step 3: Challenger C randomly selects b € {0,1}, b keeps
the attacker A secret. Then send m;, and m,_, to two users
U, and U;.

Step 4: Users U, and U; construct signatures (a;, Rp)
and (07_p, Ri_p) based on m,; and m,_,, respectively.

Step 5: If the signatures (o03,,Rp) and (oy_p, Ri_p)
generated by U, and U2 correspond to the messages m;, and
my_p.

Step 6: Attacker A outputs b’ € {0,1} as a guess for b, if
b' = b, attacker A wins the anonymous game.



Proof: The user identity is encrypted with a hash function
during the registration process to generate a fake identity
PID,, = H,(ID,||r,), due to the one-way nature of the hash
function, it is difficult for the attacker A to infer the real
identity of the user from the PID,. At the same time, if the
attacker tries to obtain the user’s private information through
the message (0py, Rpy), then s mustbe solved by Py, = sP
and solved (ay, f,) by B, = ayb, and p, = B, P, that is,
the attacker must obtain the system key s, the user's private
key (ay, B,) and a random number 7,,. Solving the above
problem is faced with the difficult problem of solving the
discrete logarithm of elliptic curve. It is computationally
infeasible, so the advantage of attacker A to win the game

Adv(A) = |Pr(b=0b") —§| is negligible, that is, the
solution satisfies anonymity.

4.2. Unforgeability

In the random oracle model (ROM), if the attacker A is
unable to fake the LBS server to forge user registration
information in polynomial time, the solution meets the
unforgeability. The following is the proof:

Proof: Assuming that the attacker A can forge the user
registration information with a non-negligible probability in
polynomial time, that is, the attacker A can calculate the
system key s with a non-negligible probability in polynomial
time, and finally the equation S,P =], + 7Py is
established.

Setup: Challenger C performs system initialization, sends
system public parameters to attacker A, and runs a key
generation algorithm to generate the sender's public-private
key pair (PK,,SK,), and sends the public key PK, to
attacker A.

Query: Attacker A performs a polynomial bounded sub-
adaptive oracle query. The following shows the type of query
of attacker A.

1) Hash query: Attacker A performs a hash value query, and
challenger C returns the relative hash value to attacker A.

2) Private key extraction query: Attacker A selects an
attribute set pro; according to his needs, and asks challenger
C for the private key of the corresponding user. Challenger C
generates a public-private key pair (TKi, S Kprol.) according
to the key generation algorithm, and sends (TKi, SKpy,,) to
attacker A.

3) Signature query: The attacker A asks the challenger C
for the signature of the message M under the attribute set
pro; and the receiver attribute set rec;. The challenger C
runs the signature algorithm, generates the corresponding
signature ¢ and returns it to the attacker A.

4) Verification query: After receiving the signature ¢ and
the message m from the attacker A, the challenger C runs the
verification algorithm. If the verification is successful, it
returns true; otherwise, it returns false.

Challenge: Attacker A generates a signature ¢* with
attribute set pro’ and receiver attribute rec; . If the
verification query result of is not false and (m, pro’,rec;)
is not asked by the signature, attacker A wins the unforgeable
game.

Guess: Attacker A fakes a trusted anonymous server to
forge user registration information. During the inquiry
process, because attacker A cannot obtain the system master
key s , the equation S,P =], + 1Py, cannot be
established. If the attacker A tries to obtain the system master
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key, he needs to derive the private key s through the equation
Pyup = sP. The solving problem is equivalent to solving the
elliptic curve discrete logarithm problem, that is, the attacker
A cannot be in polynomial time. Ignore the probability to
solve the elliptic curve discrete logarithm problem. Therefore,
the scheme satisfies unforgeability.

4.3. Resistance of impersonation attack

On the premise of solution of the elliptic curve discrete
logarithm problem (ECDLP) is difficult, attacker A cannot
impersonate a user to send a signature in polynomial time,
that is, the scheme is resistant to impersonation attacks. The
following is the proof:

Proof: If the attacker A tries to impersonate the user and
send the signature to the LBS server successfully in
polynomial time, he needs to confirm to the LBS server that
the equation holds, that is, the attacker must know the and the
system master key. To obtain the and the system master key,
the attacker A needs to obtain the random number and the user
private key, and solve the according to. Because and keep the
attacker A secret, solving is equivalent to solving the elliptic
curve discrete logarithm problem. Therefore, the program is
resistant to impersonation attacks.

5. Analysis on Trajectory Similarity

The environment of simulation experiment is Intel i9-
13900HX 2.20 GHz CPU, 16 GB RAM, Windows 11
operation system, MATLAB simulation software and moving
object generator Thomas Brinkhoff environment. Generate a
large number of trajectory data of moving objects through
Thomas Brinkhoff, randomly select a moving object, generate
2k noise trajectories through the Laplacian noise algorithm,
and select k — 1 noise trajectories according to the trajectory
similarity algorithm to achieve real trajectory kanonymity.

5.1. Anonymity

The trajectory similarity reflects the trajectory privacy
protection effect to a certain extent. The smaller the trajectory
similarity is, the better the trajectory privacy protection effect
is. The simulation experiment selects , as shown in Figure. 2,
with the increase of , the trajectory similarity of this scheme
and the comparison scheme changes little. Ref. [8] considers
the characteristics of user behavior patterns and trajectory
similarity. According to the background information of the
user's area, a false trajectory is constructed by methods such
as trajectory rotation, which can effectively resist background
knowledge attacks, and the trajectory similarity is relatively
small. Ref. [11] scheme considers the road network
information when generating the virtual position and
generates the pseudo-position based on the road network
threshold set, and the generated pseudo-trajectory has high
trajectory similarity with the real trajectory. The scheme
proposed in this paper generates noise trajectories by adding
Laplacian noise to user trajectories multiple times, and selects
the first noise trajectories with less similarity according to
the trajectory similarity formula, and discards the ones with
greater trajectories similarity. Noisy trajectories, so this
scheme has the lowest trajectory similarity.
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Figure 2. The relationship between k and trajectory
similarity

5.2. Anonymity

In the case of a certain differential budget &, the relation
between the algorithm execution time and k of the three
schemes is shown in Figure. 3. Ref. [8] considers multiple
factors such as user behavior patterns, generates false
trajectories through trajectory rotation, and needs to traverse
the values at each time point corresponding to the false
trajectories to perform corresponding offsets, and the
algorithm execution time is long. Ref.[11] firstly constructs
an adaptive threshold set according to the road network
information; then, the network topology map of the road
network is used as a motion model to generate virtual
trajectories, and the execution time of the scheme is relatively
high due to the need to take into account the influence of the
road network constraints when the scheme generates virtual
trajectories. This scheme just adds noise to the existing
trajectory and selects the k — 1 noise trajectory through the
trajectory similarity formula, without considering other

factors, and the algorithm has the highest execution efficiency.
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Figure 3. The relation between k and algorithm execution
time

The relationship between k and & and the algorithm
execution time is shown in Figure. 4. When ¢ is constant, the
execution time of the algorithm increases with the increase of
k; when k is constant, the execution time of the algorithm
changes little with the increase of €. When k = 5, with the
increase of ¢, the execution time of the algorithm fluctuates
around 30ms. When k = 10, with the increase of &, the
execution time of the algorithm fluctuates around 35ms.
When k = 15, with the increase of ¢, the execution time of
the algorithm fluctuates around 38ms. Because ¢ affects the
size of the noise, and the size of the noise has little effect on
the execution time of the algorithm, & has basically no effect
on the execution time of the algorithm.
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6. Analysis on Trajectory Similarity

Aiming at the security and efficiency of mobile terminal
user trajectory privacy protection in location based services,
a trajectory privacy protection scheme combining anonymity
and differential privacy technology is proposed. Based on the
anonymity of user identity, the scheme uses differential
privacy mechanism to add Laplacian noise to user trajectories
multiple times to generate noise trajectories, and selects
noise users similar to user trajectories according to the
trajectory similarity. The noise users and real users are set as
the anonymous user group, and the LBS service is requested
as the anonymous user group, so as to protect the privacy of
user trajectories and ensure the service quality of LBS users.
Through security analysis, the scheme satisfies the security
features such as anonymity, unforgeability and resistant to
impersonation attack. Finally, simulation experiments are
carried out on the scheme from the aspects of trajectory
similarity and efficiency. The results show that the scheme is
superior to other schemes in terms of trajectory similarity and
algorithm execution time. Therefore, the proposed scheme
has certain theoretical significance and application value in
trajectory privacy protection.
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