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Abstract

Objective: The authors propose and evaluate a novel cybersecurity architecture for telehealth that is resil-
ient against future quantum computing cyber threats. By integrating post-quantum cryptography (PQC) with 
quantum key distribution (QKD) and privacy-preserving mechanisms, data confidentiality and immutability 
for patient records in a post-quantum era are ensured.
Methods: A multi-layered design approach was adopted. The PQC algorithms (e.g. CRYSTALS-Dilithium) 
were integrated at the blockchain consensus layer to resist quantum attacks. A directed acyclic graph (DAG)-
based ledger managed high transaction throughput and latency constraints typical of telehealth. A QKD-en-
hanced key management protocol leveraged quantum channels for secure exchanges. Zero-knowledge proofs 
(ZKPs) and secure multiparty computation (MPC) verified transactions without exposing sensitive patient 
data. A granular access control model used attribute-based encryption and smart contracts to govern which 
participants could view or modify encrypted medical records.
Results: The prototype was developed within a simulated telehealth network comprising hospitals, clinics, and 
patient devices. The PQC signatures at the consensus layer provided effective resistance to both classical and 
anticipated quantum attacks. The QKD facilitated secure key distribution, while ZKPs and MPC enabled 
validation of healthcare transactions without compromising patient privacy. Despite increased computational 
overhead, the DAG approach efficiently handled parallel transactions, indicating improved scalability com-
pared to traditional linear blockchains.
Conclusion: A QKD-enhanced, PQC-driven framework successfully addresses critical security and privacy 
requirements, safeguarding medical data from emerging quantum threats. Although overhead and infrastruc-
tural costs are significant, sustained cryptographic resilience and robust patient confidentiality underscore its 
suitability for next-generation healthcare systems. Future studies should explore additional optimizations, 
homomorphic encryption, and larger-scale pilots under regulatory standards.

Plain Language Summary 

Quantum computers threaten current encryption methods used in telehealth. This research secures remote health-
care by combining post-quantum cryptography (PQC) and quantum key distribution (QKD) with privacy tools 
such as zero-knowledge proofs (ZKPs) and attribute-based encryption (ABE). A specialized directed acyclic graph 
(DAG) ledger handles many transactions at once, storing only cryptographic references on-chain while keeping 
large patient data off-chain. By using CRYSTALS-Dilithium, a PQC algorithm, the system remains resistant to 
both classical and quantum attacks. QKD locks down the exchange of keys, alerting participants if spying is 
detected. ZKPs and multiparty computation (MPC) let healthcare providers verify data and prove their authori-
zation without revealing sensitive details. This layered approach ensures patient privacy and high security without 
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creating slowdowns. Although setting up QKD adds some complexity and cost, the solution aims to be future-
proof and adaptable as quantum computers improve. Testing showed that storing only metadata on the ledger pre-
serves privacy while maintaining system performance. Next steps include exploring fully homomorphic encryption 
for even stronger privacy and piloting the system in real-world settings to meet regulatory requirements. This work 
demonstrates how telehealth can remain both accessible and secure against emerging quantum threats.

Submitted: January 12, 2025; Accepted: March 16, 2025; Published: April 25, 2025

The rapid digital transformation in healthcare offers 
unprecedented access to medical services across 
vast distances.1 By mitigating geographic barriers 

and enabling remote diagnostics, telehealth can signifi-
cantly improve patient outcomes while reducing costs.2 
However, these benefits bring heightened security risks, 
as sensitive data must be protected from unauthorized 
access and tampering.3,4 Classical cryptographic proto-
cols, including Rivest-Shamir-Adleman (RSA) and Ellip-
tic Curve Cryptography (ECC), rely on computational 
problems that emerging quantum computers may solve.5 
The advent of quantum computing thus poses a critical 
threat to telehealth security, potentially exposing patient 
records to malicious decryption.6,7

Post-quantum cryptography (PQC) aims to address 
this vulnerability by leveraging cryptographic schemes 
resistant to quantum attacks.5 Alongside PQC, block-
chain platforms offer transparency and immutability, but 
they typically rely on classical signatures.8,9 As quantum 
capabilities mature, transitioning to quantum-resistant 
methods such as lattice-based or hash-based cryptography 
becomes vital.10,11 Additionally, quantum key distribution 
(QKD) can strengthen key exchange processes, offering 
real-time interception alerts.12 Innovative solutions like 
zero-knowledge proofs (ZKPs) and secure multiparty 
computation (MPC) further preserve privacy by limit-
ing data exposure.13,14 Against this backdrop, this article 
presents a novel framework integrating PQC, QKD, and 
blockchain to maintain confidentiality, integrity, and scal-
ability in telehealth.

Methods
Designing a blockchain architecture that can withstand 
the demands of telehealth while concurrently addressing 
quantum-era threats requires a multi-faceted approach. 
Telehealth data can be highly sensitive, making confi-
dentiality and integrity paramount.4 Simultaneously, the 
advent of quantum computing demands an upgrade from 
classical cryptography to post-quantum solutions.7 To 
reconcile these requirements, the following methodology 
incorporates five core elements: a post-quantum-based 
consensus mechanism, a directed acyclic graph (DAG) 
ledger for scalability, QKD for secure key management, 
privacy-preserving tools such as ZKPs and secure MPC, 

and a robust access control model that integrates attri-
bute-based encryption (ABE) with post-quantum cryp-
tographic schemes. Collectively, these elements aim to 
ensure efficiency, quantum resistance, and privacy protec-
tion in telehealth systems.13

The first step involves selecting post-quantum digital 
signatures to replace or augment classical algorithms in 
the blockchain consensus. Digital signatures are essen-
tial for verifying user identities and ensuring transaction 
integrity in telehealth applications, where data transmit-
ted can include prescription records, patient updates, or 
insurance authorizations.7 Classical algorithms such as 
RSA or ECC might be compromised by quantum attacks 
like those facilitated by Shor’s algorithm.14 The PQC pro-
vides alternatives that remain secure against classical and 
quantum adversaries.4 Notable candidates include CRYS-
TALS-Dilithium, Falcon, and SPHINCS+, each evalu-
ated based on security level, signature size, verification 
speed, and ease of  integration.5,6 CRYSTALS-Dilithium, 
for example, demonstrates relatively compact signatures 
and robust protection, making it suitable for telehealth 
contexts that demand rapid transaction throughput and 
low latency. By testing algorithms in controlled envi-
ronments that simulate telehealth traffic volumes, the 
proposed methodology identifies which scheme best sus-
tains performance without compromising the system’s 
security.

After choosing a suitable post-quantum signature algo-
rithm, the second step addresses scalability through a 
DAG-based ledger. Linear blockchain architectures can 
become bottlenecks under heavy transaction loads typi-
cal in telehealth, such as when multiple providers update 
patient data or when large volumes of sensor information 
stream from wearable devices.9 A DAG structure allows 
for parallel insertion of transactions, as each transaction 
references one or more predecessors instead of a single 
chain. This design choice enhances throughput and low-
ers latency.7 The telehealth network, composed of nodes 
representing hospitals, clinics, diagnostic centers, and 
patient devices, is configured so that transactions can be 
confirmed in parallel, alleviating computational conges-
tion.13 In addition, the node structure supports concur-
rency by verifying multiple transactions simultaneously, 
thereby more efficiently handling the data fluctuations 
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that occur throughout a typical day of telehealth oper-
ations. Once integrated, the DAG ledger undergoes rig-
orous performance assessments, measuring metrics such 
as transaction confirmation times and energy consump-
tion.9 These evaluations confirm whether the DAG-based 
approach is viable in practice for large-scale deployments.

The third methodological aspect tackles key manage-
ment via QKD. Although adopting post-quantum algo-
rithms protects transaction signatures, weaknesses in key 
exchange protocols could allow attackers to intercept or 
store encrypted traffic for later decryption once quan-
tum resources become available.1 The QKD leverages the 
fundamental principles of quantum mechanics, particu-
larly photon-based transmissions, to securely distribute 
cryptographic keys between nodes.10 Any eavesdropping 
attempt alters the quantum state, which legitimate par-
ticipants can detect as anomalies in the transmissions.4 
Integrating QKD into the telehealth blockchain network 
requires installing specialized QKD devices at critical 
network points, such as major hospitals or data centers, 
and establishing secure optical links. Key lifecycle man-
agement protocols determine how often keys are rotated 
or revoked to maintain a minimal risk window if  a key is 
compromised.14 The methodology also considers a hybrid 
approach in which QKD-derived keys are used to encrypt 
or protect the post-quantum signature keys themselves, 
thereby reinforcing layered security.7 After setup, the net-
work is tested through penetration simulations to ensure 
that neither classical hacking methods nor partial inter-
ception can subvert the QKD-secured channels.

Once the cryptographic underpinnings are established, 
the fourth methodological step introduces privacy-pre-
serving mechanisms: ZKPs and secure MPC. Healthcare 
data are often subject to strict regulations that mandate 
minimizing patient data exposure.4 ZKPs enable one party 
to prove certain statements, such as their authorization to 
modify a medical record, without disclosing details about 
that record.6 This means that a blockchain node can con-
firm another node’s legitimacy to perform specific actions 
while maintaining confidentiality. Typical implementa-
tions may utilize zk-SNARKs or Bulletproofs, though 
each carries computational overhead that must be mea-
sured against system throughput. MPC permits multiple 
entities—for instance, different hospitals—to perform 
joint analytics on collectively pooled data without reveal-
ing sensitive inputs to each other.11 In a telehealth environ-
ment, MPC may facilitate collaborative research among 
clinics to evaluate treatment outcomes, all while pre-
serving patient anonymity and compliance with privacy 
laws.13 Both ZKPs and MPC demand significant compu-
tational resources, which may be off-loaded to specialized 
nodes or cloud-based accelerators.9 In parallel, the system 
orchestrates seamless integration of these techniques with 
post-quantum signatures and QKD-protected channels, 

ensuring end-to-end security despite elevated computa-
tional requirements.

The fifth step extends privacy protections with a 
robust access control framework that combines ABE 
and post-quantum cryptographic primitives. Simple 
encryption alone is insufficient if  all authorized users 
can freely read all patient records, as telehealth systems 
typically require fine-grained controls based on profes-
sional roles, jurisdictions, or certifications.6 ABE enforces 
granular policies by encoding roles or attributes into the 
ciphertext, thus ensuring that only entities matching the 
defined attributes can decrypt patient data.7 In practical 
terms, this means that only a patient’s primary physician 
or an authorized specialist might be granted decryption 
rights, whereas administrative staff  might have more 
limited access. By combining ABE with post-quantum 
encryption, the system mitigates quantum threats to data 
confidentiality. The methodology also leverages smart 
contracts in the DAG ledger, which document each pol-
icy change or key revocation as an auditable transaction.13 
This creates a permanent and transparent record of when 
access rights are updated or revoked, thereby satisfying 
accountability requirements in healthcare environments. 
The policy logic encoded in these contracts allows admin-
istrators to adapt to changes in staff  roles or regulations 
without re-encrypting large swaths of data, further con-
tributing to overall system scalability.

The methodology concludes with an extensive vali-
dation procedure encompassing functional, integration, 
performance, security, and compliance testing. Func-
tional testing isolates each component—such as digital 
signatures, QKD devices, or ABE modules—and evalu-
ates whether it meets specified requirements.13 Integration 
testing then examines the interplay among components, 
focusing on edge cases like large network traffic or par-
tial node failures.5 Performance benchmarking simulates 
telehealth workloads with real-time data streams, high 
concurrency, and diverse user actions, measuring whether 
the system can uphold service-level requirements for data 
availability.9 Security assessments include both theoretical 
analyses—evaluating the system’s post-quantum security 
guarantees—and practical penetration tests, where ethical 
hackers attempt to exploit potential weak points.10 Finally, 
user experience considerations address how healthcare 
providers interact with features like ZKPs or ABE-based 
decryption. The methodology ensures the system remains 
user-friendly and efficient, to encourage real-world adop-
tion in time-critical clinical workflows.1

This multi-step methodology provides a holistic strategy 
for fortifying telehealth platforms against quantum-era 
cybersecurity threats. By introducing post-quantum sig-
natures into the blockchain consensus, adopting a DAG-
based ledger for scalability, incorporating QKD to secure 
key exchanges, employing privacy-preserving techniques 
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such as ZKPs and MPC, and enforcing a granular ABE-
driven access control model, the architecture addresses a 
wide spectrum of security, privacy, and scalability chal-
lenges.7 Although each step adds to system complexity 
and potential operational overhead, the result is a robust 
and future-oriented infrastructure capable of handling the 
escalating demands of telehealth while preserving patient 
data confidentiality.4 This blueprint thereby outlines a fea-
sible path to quantum-safe telehealth implementations, 
offering a strategic balance between innovation and regu-
latory compliance. By bridging cryptographic theory with 
the practical realities of large-scale healthcare environ-
ments, the methodology aims to inspire further research, 
pilot programs, and iterative improvements as quantum 
computing continues to evolve.

Results
The proposed architecture was developed and tested 
within a simulated telehealth network comprising a 
diverse set of nodes representing hospitals, clinics, patient 
devices, and ancillary services. Nodes communicated 
through both classical and quantum-simulated channels, 
enabling the integration of a DAG-based ledger for high 
throughput and CRYSTALS-Dilithium for post-quan-
tum digital signatures.5,7 Additionally, a specialized QKD 
simulation layer was introduced among selected nodes, 
facilitating secure key exchanges and strengthening the 
resilience of the entire network.10 To accommodate tele-
health’s unique scalability needs, off-chain storage was 
utilized for the majority of large patient data files, while 
only essential metadata and cryptographic references 
resided on the ledger.13

Before operational testing, each node was equipped 
with a software module to handle CRYSTALS-Dilith-
ium signatures. This post-quantum signature scheme was 
integrated into the consensus algorithm to authenticate 
transactions and ensure that only verified participants 
could append new blocks or references to the ledger.6 In 
practice, the DAG-based structure permitted parallel val-
idation of multiple transactions from different hospitals 
or clinics. For instance, a cardiology clinic could update 
patient electrocardiogram (ECG) data, at the same time, 
an oncology department added a new pathology report. 
Preliminary performance measurements showed a signif-
icant reduction in latency per transaction compared to a 
linear blockchain, particularly when tens of transactions 
arrived in close succession.9 Although the computational 
overhead associated with PQC-based verification was 
noticeable, results indicated that throughput remained 
robust enough for telehealth applications that require 
near real-time responses.4

A crucial element of the design involved employing 
a QKD simulation layer to manage key exchanges for 
critical operations. Within the architecture, each node 

participating in high-security transactions received quan-
tum-generated keys used to encrypt or sign data, thereby 
minimizing the possibility of interception by an adversary 
with quantum decryption capabilities.1 In the simulation, 
these keys were periodically rotated, ensuring that even if  
a key were compromised, the duration for which it could 
be exploited remained limited.7 As part of the test environ-
ment, a hypothetical attacker was modeled to eavesdrop 
on the quantum channel. Detected anomalies in photon 
transmission immediately triggered an alert that revoked 
the compromised key, underscoring the effectiveness of 
QKD in maintaining quantum-safe communications.10

Figure 1 and Table 1 depict the overall system architec-
ture, illustrating the relationship between the DAG ledger 
elements, the QKD management modules, and the cryp-
tographic libraries that implement PQC. In addition, Fig-
ure 1 highlights where ZKPs and ABE modules interact 
with the ledger. The arrows within Figure 1 demonstrate 
how nodes submit or reference transactions in the DAG, 
how QKD channels distribute keys, and how signatures 
are validated with CRYSTALS-Dilithium. This figure 
serves as a conceptual map for understanding the data 
flows and security layers that converge in the system.

During system operation, patient data, which typically 
include medical images, laboratory reports, and continu-
ous monitoring feeds, were stored off-chain to preserve 
ledger efficiency and user privacy.14 Rather than upload-
ing these sizable files to the DAG, the architecture main-
tained encrypted references or hashes on-chain. Such 
references were essential for immutability and verifiability, 
ensuring that any modification to patient records would 
be detected instantly by comparing on-chain hashes to 
off-chain data.4,11 In addition, this design streamlined the 
blockchain itself, as the ledger maintained only transac-
tion records, cryptographic verifications, and minimal 
metadata.

To further strengthen privacy, the system incorpo-
rated ZKPs for on-chain validation. The ZKPs enabled 
nodes to demonstrate the legitimacy of certain clinical 
transactions, such as a physician’s authorization to mod-
ify a patient’s records, without disclosing any additional 
patient data.6 Each node possessed a local proof genera-
tor that, upon receiving a request to upload or modify a 
record reference, constructed a proof verifying the action’s 
authenticity. Other nodes in the network then validated 
this proof before finalizing the transaction on the DAG.13 
In practice, this approach significantly reduced the threat 
of data leakage because no raw patient details were placed 
on the ledger. Moreover, early testing revealed that incor-
porating ZKPs introduced a moderate computational 
overhead, but this cost was deemed acceptable in light of 
the amplified confidentiality.9

In tandem with ZKPs, ABE regulated off-chain data 
access. Whenever an authorized provider attempted to 
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Table 1.  Security layers in the proposed telehealth architecture

Security Layers and Layer 
Name (as in Figure 1) Key Objective Principal Components Brief Description

Level 1: 
Application Security

Ensure secure front-end 
interactions for telehealth  
users

•	 Telehealth user interfaces 

•	 Secure session management 

•	 User authentication

•	 �Telehealth user interfaces sit at the top 
of the stack. 

•	 �They handle all provider/patient 
interactions. 

•	 �This layer focuses on protecting user 
credentials, authenticating sessions, and 
safeguarding front-end data.

Level 2:
Cryptographic Security

Protect data in transit and at 
rest through quantum-safe 
cryptography

•	 PQC-based encryption 

•	 �CRYSTALS-Dilithium 
(or other PQC algorithms) 

•	 �Classical+Quantum hybrid 
schemes

•	 �PQC-based encryption ensures resilience 
against both classical and quantum 
cryptanalysis. 

•	 �CRYSTALS-Dilithium provides post-quan-
tum signatures for secure, authenticated 
transactions.

Level 3: 
(Data Integrity / Access & 
Control)

Verify integrity of transactions 
and control who reads/modifies 
sensitive data

•	 ZKP

•	 ABE

•	 �ZKPs enable validation of operations 
(e.g. verifying a provider’s authorization) 
without revealing sensitive details. 

•	 �ABE ensures only authorized parties 
can decrypt/modify data based on their 
attributes.

Level 4: 
Quantum Key Management

Securely generate and distribute 
cryptographic keys, mitigating 
quantum-based eavesdropping

•	 QKD key management 

•	 �Photon-based quantum 
channels 

•	 Ephemeral key rotation

•	 �QKD leverages quantum properties to 
detect key interception in real time. 

•	 �This layer refreshes keys periodically, 
ensuring minimal exposure if a key is 
compromised.

Level 5:
Ledger Security

Provide high-throughput, tamper-
resistant record-keeping and 
transaction validation

•	 DAG-based blockchain ledger 

•	 Parallel transaction handling 

•	 Consensus mechanism

•	 �A DAG ledger supports parallel valida-
tions, improving scalability for telehealth 
data. Immutable blocks/“vertices” ensure 
accountability and traceability for patient 
records and clinical updates.

ABE: Attribute-based Encryption; DAG: directed acyclic graph-based ledger; QC: Quantum Cryptography; QKD: quantum key distribution; 
ZKP: zero-knowledge proofs.

Fig. 1.  Overview of the proposed telehealth architecture, showing the directed acyclic graph. DAG: directed acyclic graph-based 
ledger, PQC: post-quantum cryptography; QKD: quantum key distribution; ZKP: zero-knowledge proof. 
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retrieve off-chain patient information, the system required 
them to demonstrate relevant attributes such as medical 
specialty, institutional affiliation, or authorization level 
that conformed to the encryption policy.6 If  the system 
confirmed a match, the decryption keys were released, 
enabling the provider to view or update the records.7 Sim-
ulated scenarios included multiple clinicians collaborating 
on a patient’s care plan, wherein each clinician had par-
tial privileges to different segments of the patient’s health 
data. The granular level of control over record access 
proved effective in preventing unauthorized disclosures 
while facilitating seamless coordination among legiti-
mate stakeholders.1 Figure 2 illustrates the architecture 
of a telehealth system emphasizing security and privacy 
through various interconnected layers and components. 
Each node represents a critical module in the telehealth 
system, categorized into five primary layers: Application 
Security, Cryptographic Security, Data Integrity & Access 
Control, Quantum Key Management, and Ledger Secu-
rity. The color coding of nodes indicates their respective 
layer, facilitating quick identification of their roles in the 
system.

Edges between nodes represent data flows and inter-
actions within the system. These edges are differentiated 
by line styles and colors to signify different types of data 
flows, such as user data (red), session data (blue), auth 
data (green), encrypted data (purple), and others. For 
example, the interaction between “User Authentication” 

and “Zero-Knowledge Proof (ZKP)” ensures the val-
idation of authentication processes (lime). Additional 
interactions, such as the “Feedback Loop” from the 
Consensus Mechanism back to the Telehealth User 
Interfaces, highlight the dynamic and iterative nature of 
telehealth system operations. These interactions aim to 
provide continuous updates and improvements based on 
the consensus achieved across the ledger system. The leg-
end located below the graph explains the color coding of 
layers, while edge labels clarify the nature of data flows 
between nodes. This comprehensive visualization under-
scores the complexity and interdependence of telehealth 
components, which work together to ensure scalability, 
confidentiality, and post-quantum resilience in a secure 
and user-centric healthcare environment. By intertwining 
these components, the architecture ensures that each step 
in a transaction—from request submission to final ledger 
recording—remains verifiable, confidential, and resistant 
to quantum-level attacks.5

Preliminary performance metrics, gathered over a 
simulated 48-h period, reflected stable throughput even 
during peak loads when multiple nodes accessed and 
updated records simultaneously.9 The overheads intro-
duced by CRYSTALS-Dilithium signature verifications, 
QKD key exchanges, and ZKPs were generally offset by 
the DAG’s parallel transaction handling and the strate-
gic storage of large data sets off-chain.4 Nodes engaged 
in frequent key rotations and policy checks without 

Fig. 2.  Telehealth architecture with security and privacy layers, extended interactions, and data flows. AI: artificial intelli-
gence; DAG: directed acyclic graph-based ledger; PQC: post-quantum cryptography; QKD: quantum key distribution; ZKD: 
zero-knowledge proofs.
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experiencing unacceptable latency spikes, thus suggesting 
viability for real-world telehealth environments. Notably, 
the concurrent confirmation of transactions allowed sep-
arate departments—such as radiology and pharmacy—to 
process updates in real time without queueing delays com-
monly associated with linear blockchain systems.13

These results validate that merging post-quantum 
cryptographic algorithms, QKD-based key manage-
ment, and privacy-centric tools into a DAG-based led-
ger can address telehealth’s stringent requirements for 
data security, scalability, and confidentiality.7 CRYS-
TALS-Dilithium signatures secured on-chain transac-
tions, the QKD layer provided quantum-resilient key 
distribution, and ZKPs maintained the privacy of  sen-
sitive medical information.6 Meanwhile, ABE enhanced 
access control over large off-chain files. Despite certain 
trade-offs in computational complexity, the overall 
architecture demonstrated strong potential for ensuring 
secure, high-throughput telehealth record management 
in a post-quantum future.1,10

Discussion
The results presented in this study illustrate how PQC 
with QKD can offer a viable solution to the security and 
privacy challenges facing telehealth platforms. Although 
the incorporation of PQC-based algorithms and QKD 
channels introduces additional computational overhead, 
the outcomes clearly underscore the efficacy of this design 
in protecting sensitive healthcare data from unauthorized 
access or tampering.7 As shown in Figure 1 and Figure 
2 in the preceding Results section, the interdependence 
of the DAG-based ledger, QKD key management mod-
ules, and privacy-preserving cryptographic libraries not 
only fortifies transaction confidentiality but also ensures 
that on-chain and off-chain components are harmoni-
ously managed.13 Given the inherently sensitive nature 
of telehealth data, which frequently includes diagnostic 
images, laboratory results, and personal patient identifi-
ers, the heightened security offered by post-quantum tech-
niques is a compelling factor driving the feasibility of this 
architecture.

One of the key takeaways from the experiments is the sig-
nificant reduction in risk associated with quantum-based 
cryptographic attacks. Traditionally, many healthcare sys-
tems rely on classical encryption schemes such as RSA 
or ECC, which are predicted to be vulnerable once quan-
tum computers reach sufficient computational power to 
run algorithms like Shor’s.14 By integrating PQC schemes, 
specifically CRYSTALS-Dilithium for digital signatures, 
the proposed framework addresses these quantum threats 
proactively.5 Simultaneously, QKD establishes robust key 
exchange mechanisms that can alert legitimate network 
participants to any eavesdropping attempts.10 Despite the 
overhead incurred by generating and distributing keys via 

QKD, the resilience conferred on the system significantly 
outweighs the added complexity, particularly when the 
stakes involve life-critical healthcare data.4

The overarching advantage of this combined 
approach—PQC plus QKD—lies in its emphasis on dual 
security. The PQC secures stored and in-transit data, 
while QKD ensures that cryptographic keys are not easily 
intercepted or compromised.1 The synergy between these 
elements not only addresses present-day vulnerabilities 
but also anticipates future adversarial capabilities. None-
theless, the overheads documented during testing suggest 
that real-world telehealth networks adopting this system 
might benefit from additional hardware optimizations or 
even cloud-based post-quantum accelerators.9 The con-
cept of offloading particularly heavy cryptographic func-
tions to specialized nodes or services has already been 
explored in certain blockchain-based solutions, and it 
may prove crucial in maintaining the speed and efficiency 
necessary for time-sensitive medical operations.7

Another key facet illuminated by this research is the 
layered approach to privacy. While blockchains inherently 
provide immutability, there is concern that storing unen-
crypted data on-chain poses a risk to patient confidential-
ity.4 By storing large files or highly sensitive data off-chain 
and placing only hashes or references on the DAG, the 
architecture reduces chain data volume and improves 
privacy.11 This off-chain model can align with broader 
digital health equity goals, when combined with aug-
mented reality or mixed reality solutions, which are aimed 
at underserved communities, ensuring equitable access 
without compromising security.15–18 Furthermore, secure 
MPC extends privacy protections by enabling multiple 
healthcare entities to collaborate on data analyses—such 
as comparing anonymized patient outcomes or evaluating 
treatment efficacy—without ever sharing underlying per-
sonal data.13 Although these protocols come with notable 
computational costs, they represent a crucial trade-off  for 
compliance with privacy regulations and the ethical han-
dling of patient information.6

At the same time, the DAG-based design alleviates 
transaction bottlenecks by allowing for simultaneous val-
idations.9 Conventional linear blockchains can struggle 
under heavy telehealth workloads, especially when many 
providers concurrently update records. The research 
demonstrates that enabling parallel confirmations pre-
vents lengthy queues, which could otherwise delay critical 
information updates in patient management. In large-scale 
deployments, however, more sophisticated node synchro-
nization protocols might be required to handle conflicting 
transactions.7 For instance, two hospitals might acciden-
tally submit differing updates to the same patient record 
around the same time, necessitating a robust conflict reso-
lution mechanism that does not compromise the immuta-
bility or integrity of the ledger.13
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It is important to acknowledge that DAG-based led-
gers, while providing distinct advantages in terms of par-
allel transaction processing, are not the only means of 
achieving high throughput for updating patient records. 
Traditional linear blockchains can incorporate advanced 
smart contract designs or parallel execution frameworks 
to process multiple attributes of a single patient record, 
concurrently.19 Techniques such as block partitioning, 
where a single block is logically divided into sub-blocks, 
allow different sets of transactions to be verified in paral-
lel, thereby mitigating bottlenecks that arise from sequen-
tial consensus mechanisms.20 Despite these possibilities, 
a DAG-based approach naturally facilitates concurrency 
and minimizes transaction contention. However, it can 
introduce complexities in transaction ordering and final-
ity, leading to potential security concerns if  not carefully 
managed. For instance, reconciling conflicting transac-
tions in DAG architectures might require specialized 
conflict resolution protocols, and ensuring coherence of 
clinical data across multiple sites may necessitate elabo-
rate synchronization strategies. A balanced assessment 
would thus compare the overhead of handling intricate 
DAG consensus rules to the optimizations available in a 
traditional linear blockchain.

By weighing throughput advantages against poten-
tial security or ordering complexities, telehealth system 
designers can tailor their choice of ledger architecture to 
the specific scalability demands and regulatory constraints 
of healthcare environments. Beyond technical intricacies, 
there is also a substantial social and ethical dimension to 
adopting blockchain-based solutions in healthcare. The 
immutability of blockchain ledgers reassures stakehold-
ers that patient data and clinical records have not been 
surreptitiously altered.13 This immutability fosters greater 
trust among clinicians, patients, insurers, and regulatory 
bodies. Conversely, it also raises concerns about data 
permanence. Even if  sensitive content is encrypted, the 
mere existence of certain metadata on the chain might 
be deemed problematic under stricter interpretations of 
privacy laws, such as Health Insurance Portability and 
Accountability Act in the United States or the GDPR in 
the European Union.4 The proposed solution attempts to 
strike a balance by combining encryption, off-chain stor-
age, and advanced cryptographic proofs like ZKPs and 
MPC, thereby ensuring that immutability does not equate 
to unwarranted transparency.6

One potential hurdle is the physical and infrastructural 
demand of setting up QKD channels, particularly for 
hospital networks that span disparate regions. Although 
significant investments from governmental and industry 
partners have begun to reduce these barriers, establishing 
the fiber optic lines or satellite-based QKD solutions at 
scale is still costly.10 Furthermore, key management pro-
tocols become more complex with frequent rotations 

and distribution to potentially thousands of clinical end-
points.1 Nonetheless, the value offered by quantum-safe 
communications may justify these expenses over the long 
term, especially as the overall threat landscape expands 
and regulatory demands for data protection intensify.7

While this study demonstrates a promising quantum-safe 
approach for telehealth, several limitations must be 
acknowledged. The reliance on specialized hardware, such 
as QKD devices, can significantly increase infrastructural 
costs, especially for geographically dispersed healthcare 
facilities. Additionally, the DAG-based ledger introduces 
potential complexities in ensuring transaction ordering 
and finality, necessitating robust conflict resolution mech-
anisms. The simulation environment might not capture all 
real-world variables, including inconsistent network condi-
tions, human factors, and regulatory constraints. Off-chain 
data storage still raises trust issues regarding external data 
repositories, which may be vulnerable to physical attacks or 
insider threats. Implementing privacy-preserving methods 
like ZKPs and MPC requires substantial computational 
overhead, potentially affecting response times in critical 
clinical scenarios. Finally, ensuring system interoperabil-
ity with existing telehealth platforms and electronic health 
record systems remains challenging.

Looking ahead, there are numerous avenues for 
enhancement. Fully homomorphic encryption (FHE) 
may be integrated to allow computations on encrypted 
data without ever decrypting it, taking privacy-preserv-
ing analytics a step further.11 Simultaneously, artificial 
intelligence–enhanced dashboards and caregiver support 
applications could streamline communication between 
providers and families, particularly in dementia care or bol-
ster decision-making through data visualization.21–24 Cou-
pled with advanced PQC algorithms, FHE would enable 
more sophisticated machine learning or data mining pro-
cesses without exposing any raw records, which is crucial 
in telehealth studies involving genomic data or predictive 
analytics. Additionally, the inclusion of secure enclaves 
or trusted execution environments could isolate sensi-
tive computations from untrusted parts of the network.6 
These enclaves could serve as a middle layer between the 
blockchain ledger and off-chain data repositories, offering 
another protective barrier against potential breaches.

In terms of validating this architecture in real-world 
scenarios, the next logical step is to conduct a fully opera-
tional proof-of-concept that aligns with healthcare regula-
tions.13 This could involve partnering with actual hospitals 
or healthcare systems willing to pilot the architecture, 
implementing partial data sets and controlled QKD 
channels to measure performance, compliance, and scal-
ability in situ.9 Such a pilot could also uncover potential 
user-interface issues that might not surface in a controlled 
laboratory simulation, allowing for iterative refinements. 
Ultimately, regulatory oversight would be pivotal to 
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ensure that patient rights and ethical considerations are 
respected throughout the data lifecycle, including collec-
tion, storage, analytics, and eventual archival or deletion.4

Overall, the proposed architecture paves the way for a 
new era of telehealth data security, one that anticipates the 
impending reality of quantum computing while adhering 
to stringent privacy demands. The synergy of PQC, QKD, 
ZKPs, MPC, and a DAG-based design offers a compre-
hensive response to quantum threats, cryptographic vul-
nerabilities, and privacy concerns.7 By adopting off-chain 
storage strategies, ABE, and parallel transaction process-
ing, the system supports high-throughput telehealth oper-
ations without sacrificing confidentiality.6 As quantum 
computing evolves, maintaining proactive strategies that 
integrate advanced cryptographic methods will become 
vital. Therefore, this research not only demonstrates the 
feasibility of a PQC- and QKD-enhanced blockchain 
architecture but also proposes a framework adaptable 
to upcoming technological and regulatory landscapes. 
In doing so, it addresses immediate challenges and lays a 
foundation for continued innovation aimed at safeguard-
ing patient records and sensitive clinical interactions in 
the post-quantum era.1,10

Conclusion
In an era where AI and quantum computing poses immi-
nent risks to traditional cryptographic protocols, the need 
for robust, future-proof security in telehealth systems 
has become paramount.5,7 The architecture presented in 
this study addresses these concerns by integrating PQC 
at the consensus layer, harnessing QKD for secure key 
exchanges, and employing privacy-preserving techniques 
such as ZKPs and secure MPC. As illustrated in Figure 
1 and Figure 2, the synergy of these components yields 
a system that maintains immutability and confidenti-
ality, thereby ensuring that patient records are kept pri-
vate while updates to the ledger remain verifiable.6,13 
Although performance assessments indicate an increase 
in computational overhead, particularly in the genera-
tion and validation of post-quantum signatures as well 
as the deployment of QKD channels, the ability to with-
stand potential quantum attacks ultimately justifies these 
resource investments.10 

The DAG-based approach described here further 
enhances scalability by enabling parallel transaction val-
idation, which is essential in large telehealth networks 
where timely patient data access can be a matter of crit-
ical clinical importance.9 In tandem, a granular smart 
contract–based access control model ensures that only 
authorized entities can view or modify sensitive medical 
information, thereby embedding compliance with privacy 
regulations.4

Future applications might integrate AI-driven medi-
cation management or therapy adherence tools, bridging 

security innovations with patient-centric outcomes.25–27 
Taken as a whole, this post-quantum blockchain architec-
ture demonstrates strong potential for deployment in real-
world telehealth settings. While additional optimizations 
and real-life pilot studies remain necessary, the research 
underscores that achieving quantum resistance, privacy 
preservation, and operational scalability within a single 
platform is not only feasible but also timely. This inte-
grated approach thus offers a forward-looking blueprint 
for safeguarding patient care in the face of rapid techno-
logical change.1
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Addendum
Acronyms defined in the article
ABE: attribute-based encryption
DAG: directed acyclic graph-based ledger
ECC: elliptic curve cryptography 
FHE: fully homomorphic encryption
MPC: multiparty computation 
PQC: post-quantum cryptography 
QKD: quantum key distribution 
RSA: Rivest-Shamir-Adleman
ZKPs: Zero-knowledge proofs
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