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Abstract

The rapid evolution of digital health technologies has created an urgent need for secure, transparent, and 
interoperable data management systems. The core problem addressed in this study is the fragmentation of 
healthcare data and the lack of trust among stakeholders in existing digital health infrastructures. The main 
goal is to examine how blockchain technology can drive digital health transformation through decentralized 
data governance and integration with other emerging technologies.

To achieve this, the research employs a mixed bibliometric and systematic review methodology, analyzing 
peer-reviewed publications indexed in the Web of Science and comparing topic hierarchies with outputs from 
Google Scholar between 2017 and 2024. Using keyword co-occurrence and thematic mapping, six major do-
mains were identified: genomics and precision medicine, telemedicine and mobile health, immersive technolo-
gies such as augmented and virtual reality, the Internet of Things and Health 5.0 systems, artificial intelligence 
and big data integration, and global and regional health management.

The findings indicate that blockchain enhances healthcare by improving data security, ensuring traceability, 
facilitating interoperability across platforms, and enabling real-time data sharing in clinical and research envi-
ronments. It also supports regulatory compliance and patient-centered data ownership.

In conclusion, blockchain serves as a foundational technology for future digital health ecosystems, promoting 
transparency and decentralization across global health networks. This study contributes to the literature by 
offering a comprehensive framework for integrating blockchain with digital health innovations, providing 
valuable guidance for researchers, policymakers, and healthcare technologists.
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The global healthcare sector is undergoing a signif-
icant digital transformation, fundamentally alter-
ing how care is delivered, health data are managed, 

and medical services are personalized. Amid this transfor-
mation, blockchain technology has emerged as a pivotal 
innovation, not merely as a tool for data management, 
but as a foundational infrastructure capable of addressing 
core challenges such as data security, interoperability, and 
patient privacy.1,2

Originally developed for financial systems, blockchain’s 
decentralized, transparent, and tamper-resistant design 
offers solutions to critical issues in healthcare, particularly 
as emerging technologies such as artificial intelligence 
(AI), the Internet of Things (IoT), big data analytics, aug-
mented reality (AR), virtual reality (VR), and extended 
reality become increasingly integrated into medical eco-
systems.3,4 The convergence of these technologies requires 
a secure and scalable digital backbone, a role blockchain 
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is uniquely positioned to fulfill by enabling trusted data 
exchange, enhancing device and system interoperability, 
and supporting global health collaborations.5

Here, the authors report on investigating the strategic 
role of blockchain in accelerating digital health transfor-
mation, presenting a forward-looking analysis of how it 
can support and optimize the integration of next-gener-
ation technologies. By systematically analyzing peer-re-
viewed literature, the study identifies six critical domains 
where blockchain intersects with digital health innovation.

The contributions of this study are threefold: (1) provide 
a structured synthesis of current research on blockchain 
in digital health, (2) highlight practical implications for 
healthcare stakeholders by outlining blockchain’s impact 
on transparency, data integrity, and cross-border data shar-
ing, and (3) identify research gaps and future directions to 
guide technological development and policy formulation.

Ultimately, the aim of this study is to serve as a compre-
hensive resource for researchers, healthcare professionals, 
and policymakers seeking to understand, evaluate, and 
implement blockchain-based digital health solutions in 
an increasingly interconnected and data-driven medical 
landscape.

Related Works for Blockchain Application Areas in 
Digital Health and Medical Technologies
The digitalization of healthcare systems, advances in bio-
informatics and genomics, the use of IoT in biomedical 
devices, cloud-based technologies, and the use of AI in 
medical and biological applications have raised partic-
ularly challenging issues in bioethics.6 In this regard, 
blockchain technology emerges as a critically valuable 
technology. Blockchain represents a data architecture 
whose application relies on blockchain technology and 
extends far beyond Bitcoin, the cryptocurrency that pop-
ularized it. In the healthcare sector, blockchain is being 
intensively explored by various stakeholders to optimize 
business processes, reduce costs, improve patient out-
comes, increase compliance, and enable better use of 
healthcare-related data.7

In the healthcare sector, blockchain significantly 
enhances privacy and security by decentralizing patient 
data storage and reducing the risk of  unauthorized access. 
This decentralized architecture ensures that sensitive 
patient information remains protected while maintaining 
data availability across healthcare providers. For example, 
one of  the key benefits of  using blockchain in genomics 
is that it enables the creation of  decentralized databases 
that can ensure the privacy and security of  sensitive 
genetic information. Furthermore, blockchain can 
facilitate the sharing of  genetic data between researchers 
and healthcare providers, leading to more efficient and 
effective medical research and personalized medicine. 
Furthermore, it can be used to trace the origin of  genetic 

material.8 Blockchain’s decentralized and immutable 
architecture enables secure and auditable sharing of 
sensitive genetic data. It  empowers individuals with 
control over their genomic information and supports 
consent management, addressing significant privacy 
and governance challenges. Additionally, its application 
in biobanking and rare disease research enhances data 
integrity and facilitates collaborative efforts to advance 
personalized medicine.

Some biomedical devices (e.g., digital medicine) not 
only monitor patient data (such as diabetes devices that 
monitor blood sugar levels and automatically dose insu-
lin injections) but also automatically assist the treatment 
processes.6 Therefore, in such cases, patient data not only 
pose a privacy concern but can also have a critical impact 
on the patient’s vital functions. 

Blockchains can also serve as a digital backbone for 
other technologies that can interface with blockchain 
systems, such as cloud computing, AI, eHealth and 
mobile health (mHealth) devices/apps, and, more broadly, 
the Internet of Medical Things.9,10 In these domains, 
blockchain addresses patient data security and system 
reliability by supporting decentralized recording and 
sharing of remote healthcare interactions. This enhances 
patient engagement and equips healthcare providers with 
trustworthy access to information. Blockchain mitigates 
risks such as data breaches, fraud, and misdiagnosis, 
thereby reinforcing trust in digital health services. The 
integration with mobile health devices further safeguards 
personal health data collected via wearables, enabling 
privacy-preserving real-time monitoring.

In the healthcare field, little direct research has been 
conducted on metaverse technology. This is because 
the metaverse consists of many technologies that work 
together and are constantly evolving.11,12 Some of 
these technologies include AR, social networking, VR, 
blockchain technology, and AI.13 Blockchain supports 
secure digital interactions and data provenance in 
immersive healthcare technologies increasingly used for 
education, remote diagnosis, and patient engagement for 
immersive technologies such as AR, VR, the metaverse, 
and social media. By enabling traceability and authenticity 
of digital assets, blockchain ensures reliability in virtual 
healthcare settings and social media platforms, fostering 
transparent and accountable applications within these 
emerging ecosystems.

The proliferation of interconnected devices in IoT, 
Industry 4.0, and Health 5.0 ecosystems creates complex 
data management challenges due to the massive volume, 
variety, and velocity of data generated.14–16 Blockchain 
offers a secure, interoperable framework that enhances 
data sharing among diverse stakeholders, reduces 
medical errors, and supports real-time health monitoring, 
especially for vulnerable populations. Its ability to 
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maintain data integrity across distributed networks aligns 
with the human-centric goals of Health 5.0.

Blockchain complements AI and big data analytics by 
ensuring the reliability, traceability, and security of large-
scale health data used in algorithmic decision-making 
for AI, cloud computing, and big data integration.17–19 It 
supports transparent validation of AI models, strength-
ens security in cloud storage environments, and facilitates 
privacy-preserving data sharing, thus improving diagnos-
tic accuracy, personalized care, and electronic health re-
cord management.

Blockchain plays a crucial role in addressing pandemics, 
infectious diseases, and healthcare inequities by enabling 
secure, scalable, and collaborative solutions for global and 
regional health challenges.20,21 Its decentralized frame-
work facilitates global data sharing, disease surveillance, 
clinical trial management, and patient privacy protection. 
Blockchain-enabled techniques, such as federated learn-
ing, offer accurate disease prediction while maintaining 
confidentiality and empower marginalized populations 
through secure identity verification and improved health-
care access.

A review of the literature reveals that Damar et al.20 

conducted a study on blockchain applications in primary 
healthcare. However, no article was found in the literature 
discussing blockchain applications within the context of 
current technologies and healthcare applications. Fur-
thermore, preliminary analyses indicated that it would be 
appropriate to evaluate blockchain applications in health-
care under six headings. Our research addresses this gap 

and provides a detailed analysis to enable readers to com-
prehensively evaluate blockchain healthcare applications 
within the context of current information technologies.

Methodology
This article aims to bring together existing research and 
highlight emerging trends in the application of block-
chain technology in digital health and healthcare tech-
nologies. In this context, a comprehensive assessment of 
blockchain applications in healthcare is presented by an-
alyzing both research and review articles from the Web of 
Science (WoS) database. 

Following a preliminary screening, blockchain applica-
tions were categorized into six critical areas. WoS served 
as the primary source for data collection. Through a 
systematic review of the literature, the main topics and 
application areas where blockchain is actively used in 
healthcare were identified. Figure 1 illustrates the search 
terms applied for each topic and the corresponding num-
ber of articles retrieved. To strengthen the review and 
provide a broader perspective for researchers in the field, 
additional relevant articles from Google Scholar were 
also included. This approach ensured a more comprehen-
sive assessment for healthcare professionals, researchers, 
and policymakers.

Findings and Discussion
Our study represents one of  the most up-to-date and 
comprehensive analyses of  blockchain applications in 
healthcare. Numerous reviews,17,22 systematic reviews,23,24 

Fig. 1.  Search topics and search strings for blockchain application areas in digital health and medical technologies. 
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scoping reviews,25,26 and research articles10,27 have ad-
dressed blockchain in healthcare. What distinguishes 
this study, conducted in 2025, is its direct use of  data 
sources such as WoS, which indexes the world’s most re-
spected and influential health sciences journals. In this 
context, our study extends beyond existing literature in 
both content and scope. It provides a detailed assessment 
of  current trends, research, and applications related to 
key blockchain healthcare solutions, major information 
technologies, and the challenges of  integrating these 
technologies with blockchain within healthcare systems. 
Preliminary analyses identified six areas of  blockchain 
application in healthcare. This framework offers a ho-
listic assessment of  blockchain’s impact on healthcare 
and presents a novel perspective on the literature. These 
topics are as follows:

•	 Genomics and precision medicine,
•	 Telemedicine, mobile health, and digital health 

environment
•	 Augmented reality, VR, metaverse, and social media 

environment
•	 IoT Industry 4.0 Transformation, Health 5.0 

Environment
•	 AI, cloud technology, and big data integration
•	 Solving global and regional health problems

As can be seen in Table 1, a structured description of 
each application area and the specific contributions of 
blockchain are presented. Table 1 synthesizes the key ap-
plication areas of blockchain within digital health and 
medical technologies. It highlights the distinct contribu-
tions and benefits in each domain, from securing genomic 
data and enabling decentralized telemedicine communi-
cation to ensuring digital asset ownership in immersive 
environments and maintaining device data integrity in 
IoT frameworks. When combined with AI and big data, 
blockchain enhances data validation and transparency. 

In global health contexts, it supports secure cross-border 
collaboration and decentralized healthcare infrastructure 
development. 

Collectively, this methodology enabled a compre-
hensive exploration of blockchain’s multifaceted role in 
advancing secure, transparent, and efficient healthcare 
solutions across diverse technological landscapes.

Blockchain Applications for Genomics and Precision 
Medicine
Genomics and precision medicine are rapidly develop-
ing as a revolutionary field with the potential to provide 
personalized healthcare. Accurate collection, processing, 
and analysis of genetic data are critical to creating per-
sonalized treatment plans. However, the security, confi-
dentiality, and transparency of these data pose significant 
challenges in terms of protecting patient rights and en-
suring data integrity. At this point, blockchain technol-
ogy emerges as a solution. Velmovitsky et al.28 stated in 
their work that for genomics, by directly connecting data 
recipients and owners, blockchain can provide a secure 
and auditable way to share genomic data and increase its 
usability.

Precision medicine (or personalized medicine) focuses 
on protecting and improving an individual’s health before 
disease develops, rather than treating it. This approach 
aims to create personalized health management plans 
by considering each person’s unique characteristics, such 
as genetic makeup, lifestyle, and environmental factors. 
Shameer et al.29 emphasize that wearable biomedical de-
vices play a crucial role in monitoring health parameters, 
including sleep quality, air quality, environmental expo-
sures, diet, biomarker status, body posture, stress, blood 
pressure, and physical activity. Moreover, human genome 
data carry unique information about an individual and 
valuable opportunities for healthcare. Clinical interpreta-
tions derived from large genomic datasets can significantly 

Table 1.  Blockchain application areas in digital health and medical technologies.

Application Area Description Blockchain Contribution/Benefit

Genomics and precision medicine Genetic data sharing and approval 
processes

Data security, patient control, personalized healthcare

Telemedicine, mobile health, and digital health 
environment

Remote healthcare services, mobile 
applications

Secure data access, decentralized communication

AR, VR, metaverse, and social media 
environment

Education, diagnosis, remote interaction Digital asset ownership, visual evidence traceability

IoT, Industry 4.0 Transformation, Health 5.0 
Environment

Smart devices, automation in healthcare Device data integrity, interoperability

AI, cloud technology, and big data integration Analysis and management of health data Verified data entry, model transparency

Solving global and regional health problems Access inequality, data security Cross-border collaboration, decentralized healthcare 
systems

AI: artificial intelligence; IoT: Internet of Things; VR: virtual reality.

https://doi.org/10.30953/bhty.v8.409


Citation: Blockchain in Healthcare Today 2025, 8: 409 - https://doi.org/10.30953/bhty.v8.409 5
(page number not for citation purpose)

Blockchain in Digital Health and Medical Technologies

improve healthcare outcomes and facilitate personalized 
medicine.30,31

Genomic data differ from traditional medical data 
because it indirectly provides information about an indi-
vidual’s children and relatives and remains relevant even 
after the individual’s death. This adds complexity to data 
sharing.8 Data ethics is a highly debated topic in digital 
health and genomics. The digitization of health records, 
advances in bioinformatics, molecular medicine, wearable 
biomedical technologies, biotechnology, and synthetic bi-
ology have generated vast new datasets. How these data 
are shared, stored, distributed, and analyzed raises ethical 
debates regarding privacy, trust, accountability, justice, 
and fairness.6,32,33

Genomic data are shared for research in an anonymized 
form. Individuals have control over their genomic data and 
can share it for profit. In our analysis, biobanks and the use 
of blockchain for genomic studies have also been a highly 
studied area. Biobanks play an important role in achieving 
precision health as they provide well-characterized biologi-
cal samples and related data for disease prediction, diagno-
sis, and treatment, and blockchain technology can be used 
for the integration of population-based biobanks34 or in 
the consent process for biobanking.35 In clinical genomics, 
sharing rare genetic disease information between genetic 
databases and laboratories is essential to determine the 
pathogenic significance of variants to enable the diagnosis 
of rare genetic diseases.36

Blockchain-based platforms are being developed to ad-
dress both technical and governance issues related to shar-
ing genomic data.37 In the field of genomics, blockchain 
facilitates a secure and verifiable method for exchang-
ing data by directly linking data owners with recipients, 
thereby enhancing data accessibility.28 Decentralized, pri-
vacy-focused predictive modeling enables multiple institu-
tions to collaboratively build more generalizable models 
on health or genomic datasets by exchanging partially 
trained models rather than sensitive patient-level informa-
tion, minimizing risks such as centralized control.38 

Appendix A presents a content analysis of research ar-
ticles from the WoS database on genomics and precision 
medicine. These keywords offer valuable insight into pre-
vailing discussions on blockchain applications within these 
fields. The trend topic, network, and overlay analyses re-
veal not only technical terms but also the problem areas, 
potential applications, and ethical/legal considerations that 
researchers are emphasizing. As shown in Appendix A, the 
most prominent keywords are blockchain, genetic algo-
rithm, AI, privacy, security, smart contracts, data sharing, 
scalability, access control, and consensus algorithm.

Evaluating these keywords collectively, the general 
themes can be summarized as follows: data security and 
privacy (privacy, security, access control), data shar-
ing and patient rights (data sharing, smart contracts), 

technical optimization (scalability, consensus algorithm, 
genetic algorithm), IoT integration, and legal/ethical as-
pects (privacy, smart contracts). Blockchain demonstrates 
strong potential for the secure, patient-centered manage-
ment of genomic and precision medicine data. Nonethe-
less, technical and ethical challenges, including scalability, 
privacy, and regulatory compliance, are being addressed 
through emerging consensus mechanisms and smart con-
tract models. This framework shows that findings from 
the analysis of genomics and precision medicine research 
guide both existing technical solutions and future re-
search directions.

Regarding consent management, blockchain’s trans-
parent and unalterable ledger ensures that all participants 
have access to a permanent, timestamped record of con-
sent, improving accountability and transparency through-
out the consent process.28 As can be seen, blockchain 
technology has the potential to overcome these challenges 
in genomic and precision medicine applications due to its 
decentralized nature and immutable data recording ca-
pabilities. By enabling genetic data to be securely stored, 
shared, and analyzed, Blockchain could offer a more ac-
curate, reliable and transparent data management model 
in the medical world. 

Blockchain enhances data security and accessibility, 
providing a stable and secure platform for advancing per-
sonalized medicine and research.39 Numerous blockchain 
applications exist in genomics. For instance, companies 
such as EncrypGen, LunaDNA, and Nebula Genomics 
are developing blockchain platforms that allow individ-
uals to safely share their genomic data.40,41 These DNA 
data marketplaces store genomic information and enable 
its use by interested commercial parties, while offering 
a share of the revenue to data contributors. Personal 
genomic and health data are valuable for both publicly 
funded research and for-profit organizations developing 
new drugs, treatments, and diagnostic tests. While individ-
uals often support data sharing for research, the for-profit 
nature of these platforms, data ownership rights, and fair-
ness in benefit distribution raise ethical questions.41

A central issue in blockchain is determining data own-
ership and rights during its circulation. Anonymizing per-
sonal data is a common approach to using data for the 
public good while protecting autonomy. However, as Kar-
abekmez6 notes, anonymizing genomic data is challeng-
ing. Removing personal identifiers alone is insufficient 
because genomic data is inherently self-identifying, mak-
ing re-identification possible. Wjst42 proposed detailed 
access restrictions or obtaining informed consent as solu-
tions to this issue. Thus, while blockchain enables highly 
secure data sharing, it also involves complex ethical and 
legal considerations.

Overall, blockchain introduces critical innovations in 
genomics and precision medicine, including genomic data 
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security and privacy, data sharing and research collabo-
ration, personalized treatment planning, drug develop-
ment and clinical trials, data trading and tokenization, 
and patient consent management. By combining genomic 
data privacy, patient-centered control, transparent collab-
oration, smart contracts, and secure sharing, blockchain 
advances both scientific progress and ethical/legal compli-
ance in genomic research and personalized medicine.

Blockchain Applications in Telemedicine, Mobile 
Health, and Digital Health Environment
Telemedicine encompasses technologies that enable pa-
tients to connect with healthcare professionals and re-
ceive services even when geographically distant. Mobile 
health, on the other hand, refers to services that deliver 
and manage healthcare through smartphones and other 
mobile devices. Both technologies extend the reach of tra-
ditional healthcare, allowing individuals to manage their 
health more effectively and access medical services more 
efficiently. The rapid growth of IoT devices and wearable 
technologies has created new opportunities for medical 
sensors, particularly in remote patient monitoring. A sub-
set of this trend is wireless body area networks (WBANs), 
in which patients are equipped with wearable or implanted 
medical devices that provide real-time measurements of 
vital signs, such as heart rate or glucose levels.8 The use of 
remote patient monitoring is growing rapidly; in 2016, 7.1 
million patients worldwide utilized such systems as part 
of their healthcare management.43 Consequently, along-
side telemedicine and mobile health services, WBANs 
represent a critical technology for effective remote pa-
tient monitoring. Technologies in digital health, including 
telemedicine, mobile health, and remote monitoring, are 
becoming increasingly integral to modern medical prac-
tice. Ensuring the secure and precise handling of medical 
data supports the progress of digital health, which brings 
numerous positive outcomes. Additionally, mobile health 
contributes to cost reduction by streamlining care delivery 
and improving connectivity between patients and health-
care professionals. Mobile apps enable both patients and 
providers to actively manage medical conditions through 
almost real-time monitoring and interventions, regardless 
of their physical locations.44

Recently, healthcare services have undergone a major 
transformation in the digitalization process. Telemedicine, 
mHealth, and digital health applications make the inter-
action between patients and healthcare providers more 
efficient, accessible, and sustainable. However, critical 
challenges such as data security, patient privacy, and sys-
tem reliability arise in these digital health environments. 
Blockchain technology stands out as a powerful tool 
that can help solve these problems with its decentralized 
structure and unchangeable data storage features. Block-
chain technology is particularly preferred for the secure 

recording of remote healthcare services and for more 
secure data sharing in the provision of electronic health-
care services. Durneva et al. reported in their study that 
blockchain-based patient care applications include medi-
cal information systems, personal health records, mobile 
health, telehealth and telemedicine, data protection sys-
tems and social networks, health information exchanges 
and remote monitoring systems, and medical research 
systems.45 These blockchain-based healthcare applica-
tions can improve patient engagement and empowerment, 
improve healthcare providers’ access to information, and 
enhance the use of healthcare information for medical 
research. Blockchain-supported mobile health studies by 
Motohashi et al.46 support this idea.

Appendix B presents a content analysis of research arti-
cles on telemedicine, mobile health, and the digital health 
environment obtained from the WoS database. The analy-
sis shows that blockchain, security, telemedicine, e-health, 
smart contracts, medical services, healthcare, digital 
health, access control, authentication, AI, interoperabil-
ity, IoT, medical diagnostic imaging, telehealth, and trace-
ability are among the most intensively researched topics 
in the literature. Studies address various dimensions, in-
cluding technical, legal, ethical, and operational aspects. 
While blockchain provides a promising infrastructure for 
security, data sharing, smart contracts, and traceability 
in telemedicine, mobile health, and digital health, critical 
challenges such as scalability, AI integration, IoT device 
security, and compliance with international standards re-
main. The main topics are summarized under six head-
ings in Table 2.

The development of compact mobile devices equipped 
with wireless communication and integrated biosensors 
has transformed healthcare systems. These devices, often 
worn as accessories, allow individuals to continuously 
gather health-related data. This form of medical support, 
which uses mobile devices to remotely monitor patients 
and deliver healthcare services, is referred to as mobile 
health. While mobile health offers numerous advantages 
and is gaining widespread adoption, it also raises signifi-
cant privacy concerns.47 Liang et al.48 highlighted the fact 
that personal health data collected through mobile and 
wearable technologies holds immense and growing value 
for healthcare providers and medical research alike. They 
further emphasized that secure and user-friendly sharing 
of this personal health information is crucial for enhanc-
ing collaboration within healthcare and that blockchain 
technology presents a promising solution to address pri-
vacy challenges and security risks in current data storage 
and sharing frameworks.

Griggs et al.10 adopted a specialized blockchain based on 
the Ethereum protocol, not only to facilitate the safe and 
secure use of medical sensors but also to eliminate security 
risks associated with remote patient monitoring systems. 

https://doi.org/10.30953/bhty.v8.409


Citation: Blockchain in Healthcare Today 2025, 8: 409 - https://doi.org/10.30953/bhty.v8.409 7
(page number not for citation purpose)

Blockchain in Digital Health and Medical Technologies

Blockchain-based strategies facilitate secure real-time re-
mote monitoring, enabling practitioners to track their 
patients’ health conditions from remote locations while 
maintaining a secure, safe, and up-to-date patient history.

Every passing day, many diseases and patients are 
straining the healthcare system, making it difficult to 
continue traditional medical services. To overcome these 
challenges, the healthcare sector is increasingly shifting 
towards telehealth, which uses sophisticated technology 
to provide more comprehensive medical treatments at 
lower prices. 

Telemedicine can be defined as the remote delivery of 
healthcare services over telecommunication infrastruc-
ture. The main purpose of telemedicine is to provide clin-
ical support by overcoming geographical disruptions and 
connecting people in remote areas with the help of differ-
ent information and communication technologies.49 In the 
general remote diagnosis scheme, the collected medical 
data are stored in the cloud, and these data can be leaked 
or falsified. Because blockchain has decentralized storage 
features, some schemes use blockchains to overcome the 
security problem of cloud storage, but most of them lack 
an auditing mechanism.50 However, this interaction can 
bring various challenges, such as data breaches, misdiag-
noses, and fraud. In addition, the outsourcing of health-
care data to public cloud platforms brings some new 
challenges in terms of security.51

While the decentralization aspect of  blockchain in-
creases the overall robustness of  existing healthcare 
systems, trust and traceability are key action points to 
focus on. Blockchain technology, paired with smart 
contracts, automates the operations and services of  tele-
health and telemedicine efficiently and reliably. There are 
applications in the field of  telehealth and telemedicine 
that demonstrate the practicality of  secure data trans-
fers using blockchain technology.52 Ahmad et al.53 stated 
that blockchain technology can enhance telehealth and 

telemedicine services by providing remote healthcare 
services in a decentralized, tamper-proof, transparent, 
traceable, reliable, and secure manner for more secure 
data access in telehealth and enable healthcare profes-
sionals to accurately detect fraud related to physician 
training credentials and medical test kits commonly used 
for home diagnostics.53

Telemedicine and mobile health suffer from various 
risks in practice, such as data breaches, restricted access in 
the medical community, incorrect diagnosis and prescrip-
tion, fraud and abuse.46,54 At this point, blockchain is a 
critical technology for the solution. As can be seen, block-
chain technology can increase the security and transpar-
ency of health data for the secure storage, sharing, and 
verification of patient data in telemedicine and mobile 
health applications. It also offers opportunities to prevent 
fraud and make processes more efficient in digital health 
environments. It is seen that blockchain interactive appli-
cations stand out for the development of more effective 
and secure applications in telemedicine, mobile health, 
and digital health fields. 

Blockchain Applications in Augmented Reality, 
Virtual Reality, Metaverse, and Social Media 
Environments in the Healthcare Sector
Recently, AR, VR, the metaverse, and social media have 
initiated a significant transformation in the fields of 
digital interaction and experience. Especially recently, 
metaverse technology has caused a transformation in 
many areas.13,55 These technologies allow users to inter-
act with virtual worlds, explore digital environments, and 
combine the real world with virtual layers, offering great 
potential in many sectors, from entertainment to educa-
tion and business. However, the rapidly developing nature 
of these digital environments also brings with it signifi-
cant challenges such as data security, user privacy, and 
ownership of digital assets. 

Table 2.  Key discussion topics and research questions on blockchain applications in telemedicine, mobile health, and the digital health 
environment.

Key Discussion Topics Featured Keywords in the Related Title Sample Research Questions

Data Security and Privacy security, authentication, access control How does blockchain protect remote healthcare data from 
unauthorized access?

Service and Payment Automation smart contracts, medical services How do smart contract models apply to appointment booking, 
insurance, and payments?

AI and Imaging AI, medical diagnostic imaging How does blockchain verify the reliability of AI-based diagnoses?

IoT and Mobile Health Integration IoT, digital health How can continuous data from wearable devices be transferred 
to a blockchain in a scalable manner?

Traceability and Supply Chain traceability, telehealth How can telemedicine processes and the medication pipeline be 
made transparent?

Interoperability interoperability, e-health How can different healthcare information systems be integrated 
with blockchain?

AI: artificial intelligence; IoT: Internet of Things.
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Blockchain technology can play an important role in 
solving these problems with its decentralized structure 
and secure data recording features. For example, Shah-
bazi and Byun56 stated in their studies that the proper 
examination of social media data could provide signifi-
cant support to various criminal investigations, but gov-
ernment officials emphasized that this is quite difficult. 
At this point, they have seen blockchain technology as a 
solution for digital forensic science investigations due to 
its contribution to traceability. 

At this point, Lawrence and Shreelekshmi57 have iden-
tified blockchain technology as a solution in the field of 
forensic science to ensure the validity and reliability of 
visual evidence for video integrity. Appendix C presents 
the content analysis of research articles obtained from 
the WoS data source on AR, VR, Metaverse, and Social 
Media Environment in the Healthcare Sector.

The prominent topics include blockchain, metaverse, 
AI, security, VR, social media, AR, smart contracts, 
digital twins, privacy, IoT, cryptocurrency, avatars, au-
thentication, scalability, Web3, consumer electronics, 
and interoperability. These keywords highlight fun-
damental research questions regarding the secure and 
sustainable management of  next-generation digital 
experiences in healthcare, such as metaverse hospitals, 
AR/VR therapies, and social media health communi-
ties. Blockchain serves as a critical infrastructure for 
security, identity management, data ownership, and 
economic modeling in metaverse and AR/VR-enabled 
healthcare environments. Nonetheless, challenges such 
as scalability, regulatory compliance, interoperability, 
and the ethical use of  digital twins58 remain key re-
search areas. This framework identifies future research 
gaps, particularly in digital twin management, Web 3.0-
based health economics, social media content authen-
tication, and AR/VR device security, as summarized in 
Table 3. 

The metaverse is a cohesive, continuous, and shared 
virtual space where multiple users can interact in a fully 

immersive, highly dynamic, and interconnected digi-
tal network.13,55,59 It represents the convergence of three 
key technological trends: telepresence, digital twins, and 
blockchain technology.59 When applied to healthcare, the 
metaverse holds significant promise for enhancing medical 
services, offering a vast potential for medical education, 
advanced training, and remote surgical procedures.13,60 
Within the medical domain, healthcare professionals can 
leverage the metaverse to improve the efficiency of diag-
nosis, training, and treatment processes, while fostering 
strong interactions between medical staff  and patients in 
a digital environment.61

Metaverse technology relies extensively on blockchain 
applications to manage asset ownership, user interac-
tions, and security. Cryptocurrencies generate economic 
value within the metaverse, making blockchain essential 
not only for securing the virtual environment but also 
for facilitating safe economic activities. The most prom-
inent cryptocurrencies in this context include MANA 
(Decentraland’s native currency), SAND (the primary 
currency of  The Sandbox platform), and AXS (the gov-
ernance token of  Axie Infinity, notable for its play-to-
earn model).

Moztarzadeh et al.62 highlighted in their research 
the fact that creating digital twins of  dental conditions 
within the metaverse is a practical and effective method 
to utilize the immersive capabilities of  this technology, 
bridging real-world dentistry with its virtual counter-
part. They stated that these technologies can create vir-
tual facilities and environments for patients, doctors, 
and researchers to access various medical services and 
saw the blockchain as a critical tool for data interaction 
in the virtual environment. For educators in the health 
field, learning where the source of  the data is read or 
presented and seeing the history of  the data can be of 
critical value. Funk et al.63 stated that recently, many new 
digital platforms have emerged in the field of  learning, 
including massive open online courses and social me-
dia-based education. At this point, they stated that it is 

Table 3.  Key discussion topics and research questions on blockchain applications in AR, VR, the metaverse, and social media environments 
within the healthcare sector.

Key Discussion Topics Featured Keywords in the Related Title Sample Research Questions

Data Security and Identity Security, privacy, authentication, avatars How do digital avatars authenticate and protect privacy?

Economic Models Smart contracts, cryptocurrency, web3 How do crypto payments and smart contracts work for 
healthcare?

Technological Integration Digital twins, IoT, consumer electronics How are device data and digital twins stored and shared on the 
blockchain?

Social Media and Content 
Verification

Social media, metaverse How can blockchain prevent misinformation in healthcare 
communities?

Performance and Standards Scalability, interoperability How can transaction speed and data harmonization be ensured in 
large-scale metaverse healthcare networks?

AR: artificial intelligence; IoT: Internet of Things; VR: virtual reality.
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quite difficult to determine the origin, validity, and ac-
countability of  shared and acquired knowledge. As can 
be seen, the management of  digital assets, secure data 
sharing, data sources, data monitoring, and accuracy of 
interactive experiences in AR, VR, metaverse, and so-
cial media platforms can be provided with blockchain. 
It also has many different usage areas in the literature.

Blockchain Applications in the Internet of 
Things, Industry 4.0 Transformation, Health 5.0 
Environment
The IoT, Industry 4.0, and Health 5.0 are the leading tech-
nologies of digital transformation and have the potential 
to transform every aspect of life. While IoT improves data 
collection and analysis processes by interacting with each 
other and central systems, Industry 4.0 uses these data to 
provide efficiency, automation, and flexibility in produc-
tion processes. Health 5.0 aims to provide human-cen-
tered digital health solutions and aims to use individuals’ 
health data more effectively. However, a strong data man-
agement and security infrastructure is needed for these 
advanced systems to operate securely, transparently, and 
efficiently. At this point, blockchain technology emerges 
as an important solution in IoT, Industry 4.0, and Health 
5.0 environments. 

Several significant solutions have been proposed in the 
literature regarding IoT, Industry 4.0, and Health 5.0. For 
example, Wu et al. proposed a healthcare 5.0 framework 
for surgery that deploys a secure and distributed network 
using blockchain to show transactions between different 
parties in the orthopedic surgery process.64 In this way, 
they were able to demonstrate the feasibility of using an 

IoT-based blockchain network in orthopedic surgery, 
which can reduce medical errors and improve data interop-
erability between different parties. Rovere et al.65 stated that 
blockchain technology has the potential to improve data 
security, interoperability, and collaboration in orthopedics. 
In another example, Fatoum et al.2 stated that the fact that 
electronic health records are not easily accessible to a treat-
ing emergency physician is perhaps a classic example of a 
disconnected medical ecosystem. For example, if a heart 
failure patient has IoT devices that detect potassium, oxy-
gen, and vital signs, they stated that it could be effective in 
saving the lives of many patients with heart and kidney dis-
eases. Appendix D shows the content analysis of research 
articles obtained from the WoS data source on IoT, Indus-
try 4.0 Transformation, and Health 5.0 Environment.

Key words that emerged in the analysis include block-
chain, IoT, security, healthcare, medical services, cloud 
computing, fog computing, privacy, access control, AI, 
authentication, data privacy, e-health, computer archi-
tecture, deep learning, interoperability, monitoring, smart 
contracts, COVID-19, hospitals, Hyperledger Fabric, in-
tegrity, sensors, smart health, Bluetooth, and e-adoption. 
Together, these keywords indicate that blockchain is posi-
tioned in the literature not only as a tool for data security 
but also as a foundational backbone of the IoT-enabled 
healthcare ecosystem. In particular, research emphasizes 
scalability, real-time data processing, ethical data sharing, 
and regulatory frameworks. 

Table 4 presents the key discussion topics and research 
questions identified in the literature regarding blockchain 
applications in the Internet of Things, Industry 4.0 trans-
formation, and Health 5.0 environments. It summarizes 

Table 4.  Key discussion topics and research questions on blockchain applications in the IoT, Industry 4.0 Transformation, Health 5.0 Environment.

Key Discussion Topics Featured Keywords in the Related 
Title

Sample Research Questions

IoT and Blockchain 
Integration

Blockchain, IoT, smart health, 
sensors, Bluetooth, monitoring, 
integrity

How feasible is it to store data generated by IoT devices (wearable sensors, 
medical devices) securely and immutably on blockchain? How can remote 
patient monitoring, remote monitoring, and data integrity be ensured?

Industry 4.0 & Health 5.0 
Transformation

Healthcare, medical services, hos-
pitals, e-adoption, smart contract

How feasible is the integration of blockchain with Industry 4.0-based smart 
manufacturing and healthcare services within the scope of the Health 5.0 
vision?

Security and Privacy Security, privacy, access control, 
authentication, data privacy

What can be done to reduce the risks of unauthorized access, data leakage, and 
patient privacy in IoT-based healthcare systems?

Cloud and Fog Computing Cloud computing, fog computing, 
scalability, computer architecture

Is the integration of cloud and fog computing a viable solution to address block-
chain’s scalability challenges?

AI and Data Analytics AI, deep learning, smart contract Is anomaly detection possible by analyzing IoT data collected on blockchain 
with AI and deep learning algorithms?

Pandemic and Crisis 
Management

COVID-19, healthcare, hospitals Is blockchain-IoT integration feasible for patient monitoring and hospital 
resource management during COVID-19 and similar crises?

Interoperability and 
Standards

Interoperability, Hyperledger 
Fabric

How feasible is data sharing between different healthcare institutions and IoT 
devices? What can be done to ensure integration standards, appropriate infra-
structure, and interoperability?

AI: artificial intelligence; IoT: Internet of Things.
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the main thematic directions and future research gaps de-
rived from the reviewed studies, complementing the con-
tent analysis illustrated in Appendix D.

Alfayez and Khan66 noted that as the elderly popula-
tion continues to grow, falls among the elderly will be-
come a critical public health issue. To address this, they 
developed a fall detection system for the elderly using IoT 
and blockchain. Kuberkar and Singhal67 proposed a solu-
tion based on blockchain and IoT technologies to ensure 
adequate availability of blood units at the national level. 
Rajendran68 addressed the problem of blood inventory 
management by exchanging blood and providing trans-
parency and traceability using the blockchain technique. 
The author concluded that this method can significantly 
outperform the current system. 

Zheng et al.69 stated in their study that distributed ledger 
technologies integrated with IoT technologies can greatly 
improve health-related data sharing. They stated that with 
their proposed solutions based on Increasing Organ Trans-
plant Access Tangle and Masked Authenticated Messaging 
(MAM), they can overcome the challenges faced by other 
traditional blockchain-based solutions in terms of cost, 
efficiency, scalability, and flexibility in data access manage-
ment. Increasing Organ Transplant Access is a cryptocur-
rency with a new architecture called Tangle, focused on IoT 
solutions. It is an alternative to blockchain. 

Unlike traditional blockchains that use blocks and a 
linear chain, Tangle uses a directed, acyclic graph struc-
ture. This structure can be thought of as a network rather 
than a chain. One of the main advantages of Tangle is 
that it is virtually free.27,70 In summary, the work by Zheng 
et al.71 proposes a solution that uses the IOTA Tangle to 
create a scalable and free data-sharing network while uti-
lizing MAM to guarantee the privacy, security, and con-
trolled access of sensitive health data. As can be seen, a 
strong data management and security infrastructure is 
needed to operate securely, transparently, and efficiently 
in IoT, Industry 4.0, and Health 5.0 environments. This 
can be achieved with blockchain technology.

Blockchain Applications in Artificial Intelligence, 
Cloud Technology, and Big Data Integration in the 
Healthcare Sector
AI, cloud technology, and big data have become some 
of the most important elements of digital transforma-
tion today. These three technologies integrate, making 
data processing, analysis, and decision-making processes 
more efficient, faster, and more accurate. 

While AI allows meaningful information to be ex-
tracted from big data, cloud technology facilitates the 
storage and access of this data. Blockchain technology is 
used to ensure the reliability of the data used by AI sys-
tems and to analyze large amounts of health data, or big 
health data, reliably. In their study, Dwivedi et al.72 stated 

that billions of sensors, devices, and vehicles have been 
connected to each other over the internet in recent years. 
Furthermore, remote patient monitoring, one of these 
technologies, is widely used for the treatment and care of 
patients today. These security and privacy issues related to 
medical data can lead to a delay in the progress of treat-
ment and can even endanger the patient’s life. Therefore, 
they suggested using a blockchain to ensure that big data 
related to healthcare services are managed and analyzed 
securely.

Appendix E presents a content analysis of research 
articles obtained from the WoS database on AI, cloud 
technology, and big data integration in the healthcare sec-
tor. The most prominent topics, in order of importance, 
include blockchain, AI, big data, cloud computing, ac-
cess control, healthcare, COVID-19, e-health, electronic 
health records, health big data, medical services, privacy, 
security, animal health, healthcare management, moni-
toring, and medical big data.

The published literature indicates that blockchain is not 
only a tool for data security but also a fundamental back-
bone of AI and cloud ecosystems. Big data supports the 
development of more accurate and unbiased AI models, 
enhanced by the data verification and security that block-
chain technology provides. Moreover, blockchain–cloud 
hybrid models are gaining prominence in healthcare, as 
the integration of these technologies enables rapid data 
access and processing. 

Table 5 summarizes the key discussion topics and re-
search questions identified in the literature regarding 
blockchain applications in artificial intelligence, cloud 
technology, and big data integration within the health-
care sector. This table complements the findings shown 
in Appendix E by outlining thematic insights, technical 
challenges, and emerging research gaps in this interdisci-
plinary field.

As seen in the analysis performed, advanced, math-
ematical, and deep learning algorithms have recently 
played an important role in diagnosing medical pa-
rameters and diseases.62 Kumar et al.73 have presented 
a method that combines deep learning models learned 
locally on the blockchain to improve the prediction of 
lung cancer in healthcare systems to protect privacy and 
enable data sharing. Mantey et al.74 have presented an 
advanced deep learning approach that can automatically 
reveal which food a patient with special needs should 
consume according to their disease and certain charac-
teristics such as gender, weight, age, etc., with the secure 
communication channel of  the recommendation system, 
thanks to the blockchain privacy system they proposed 
in their study.

Personal health records can be secured in a cloud-based 
data lake.75 Kaur et al.76 proposed a blockchain-based 
platform that can be used to store and manage electronic 

https://doi.org/10.30953/bhty.v8.409


Citation: Blockchain in Healthcare Today 2025, 8: 409 - https://doi.org/10.30953/bhty.v8.409 11
(page number not for citation purpose)

Blockchain in Digital Health and Medical Technologies

medical records in the cloud environment. In addition, 
Yazdinejad et al.77 stated that in any interconnected 
healthcare system, interactions between patients, doc-
tors, nurses, and other healthcare practitioners should 
be secure and efficient. For example, they stated that all 
members should be authenticated and securely connected 
to minimize security and privacy violations from a given 
network, and they proposed an authentication system 
with blockchain technology in their work. As can be seen, 
ensuring the integration of powerful technologies such as 
AI, cloud technology, and big data, and protecting the se-
curity, privacy, and integrity of data are significant chal-
lenges. Blockchain technology, thanks to its decentralized 
structure and immutable data recording features, can re-
alize the integration of these three technologies securely 
and transparently. Blockchain offers a potential solution 
to ensure the accuracy of AI algorithms, manage big data 
flow, and increase data security in cloud environments. 

The federated learning model reduces complexity, while 
blockchain technology supports distributed data manage-
ment with strong privacy protections. Specifically, the 
proposed federated learning community ensembles a fed-
erated blockchain-based framework that enables secure 
model training and data sharing among multiple health-
care institutions.

Blockchain Applications for Solving Global and 
Regional Health Problems
Global health problems are complex and require large-
scale solutions that affect millions of people worldwide. 
Global health problems are serious challenges that affect 

not only individuals but also entire societies and health 
systems. Problems such as epidemics, infectious diseases, 
lack of access to health services, and security of health 
data are among the biggest threats in the field of health 
worldwide. 

The COVID-19 pandemic, in particular, shows how 
quickly such health crises spread and their effects on a 
global scale, as well as revealing the inadequacies of ex-
isting systems in the provision of health services. In addi-
tion, the management and protection of health data have 
become more critical with increasing digitalization. At 
this point, blockchain technology emerges for appropriate 
and secure data sharing in global problems. For example, 
Subramanian and Subramanian (2022)78 reported that 
recent developments in digital pathology resulting from 
developments in imaging and digitization have increased 
the convenience and usability of pathology for disease di-
agnosis, especially in oncology, urology, and gastroenteric 
diagnosis. At this point, AI deep learning-supported 
image processing has a significant place; however, data 
sharing is a critical problem, and blockchain has been 
evaluated in the literature as a solution.79

Recent research indicates that deep learning mod-
els achieve better performance and generalization when 
trained on large datasets.73 This is particularly important 
for producing more accurate results in the diagnosis of 
rare diseases, which often require data collection from 
numerous sources worldwide or across regions. Tagliafico 
et al.80 noted that blockchain technology could enhance 
the value of radiological data in both clinical practice 
and research. This includes applications related to patient 

Table 5.  Key discussion topics and research questions on blockchain applications in AI, cloud technology, and big data integration in the health-
care sector.

Key Discussion Topics Featured Keywords in the Related 
Title

Featured Research Questions in Research Title

Blockchain–AI–Big Data Synergy Blockchain, AI, big data, health big 
data, medical big data

How can the optimal blockchain, AI, and big data synergy be achieved for 
the secure collection, sharing, and analysis of health data and for more 
accurate predictions?

Cloud-Based Healthcare Systems Cloud computing, eHealth, EHR, 
healthcare

How can the combined use of cloud computing and blockchain enable 
scalable and secure storage, remote access, and sharing EHRs?

Privacy, Security, and Access 
Control

Privacy, security, access control, 
monitoring

How can data privacy, unauthorized access prevention, and traceability be 
ensured due to the processing of health data in multi-dimensional environ-
ments (AI, big data, cloud)?

Healthcare Management and 
Service Delivery

Healthcare, healthcare manage-
ment, medical services

How can blockchain and AI be combined for patient care quality, service 
coordination, resource optimization, and hospital management?

Pandemic and Crisis Management COVID-19, eHealth, monitoring How can real-time tracking, disease spread prediction, and traceability of 
big health data be ensured during the COVID-19 era?

Interdisciplinary and Cross-Do-
main Uses

Animal health, fertility, medical 
big data

Would it be possible to use blockchain and AI not only in human health 
but also in areas such as veterinary (animal health) and reproductive health 
(fertility)?

Data Source and Analytics Quality Healthcare, medical services, big 
data

Can blockchain-based record verification and consensus algorithms, based 
on the accuracy, integrity, and reliability of big data sources, improve data 
quality?

AI: artificial intelligence; EHRs: electronic health records.
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digital records, radiology reports, privacy management, 
quantitative image analysis, cybersecurity, radiomics, and 
the integration of AI.

The federated learning model reduces complexity, while 
blockchain technology supports distributed data manage-
ment with strong privacy protections. Specifically, the 
proposed federated learning community ensembles a Fed-
erated Learning Ensembled Deep Learning Blockchain 
Model (FLED-Block) for COVID-19 prediction that 
gathers data from multiple healthcare centers, enhances 
the model using a hybrid capsule learning network, and 
accurately predicts outcomes while ensuring privacy and 
controlled data sharing among authorized users.81 For 
instance, during the COVID-19 pandemic, this system 
achieved a prediction accuracy of 98.2%.81

Additionally, motion sensor data analyzed with deep 
learning algorithms can classify human activities and 
assess the severity of essential tremor during various 
movements.71 Another important application concerns 
homeless populations. Researchers highlight the fact that 
the absence of official identification documents and re-
stricted access to personal records are significant barriers 
preventing homeless individuals from gaining resilience 
and overcoming life challenges.82 This issue is particularly 
pronounced in countries like the United States, the United 
Kingdom, and Canada.83–85 Therefore, regional or global 
initiatives leveraging blockchain-based solutions could 
be developed to improve the quality of life for homeless 
people.

Appendix E presents a content analysis of research 
articles obtained from the WoS database on global 
and regional health problems. The prominent topics 

emerging from the analysis include blockchain, global 
health, healthcare, challenges, IoT, security, aging, AI, au-
thentication, data sharing, decentralized healthcare data, 
disease surveillance, epidemics, health policy, health in-
formatics, identity management, and infectious diseases. 
These findings suggest that blockchain is viewed not only 
as a technical data security solution but also as a strate-
gic tool in global health management. The literature em-
phasizes blockchain’s role in strengthening international 
cooperation and policy development through transparent 
data sharing for global health initiatives. Post-COVID-19 
studies particularly highlight blockchain’s capacity for 
real-time outbreak monitoring and reporting. In addi-
tion, decentralized health data infrastructures are rec-
ommended as potential solutions to improve healthcare 
access and ensure data security in developing countries.

Blockchain applications for addressing global and re-
gional health problems are categorized under six head-
ings in Table 6: solutions to global and regional health 
challenges, infectious disease surveillance and outbreak 
management, data security and privacy, IoT integration 
and real-time tracking, AI-supported analysis, and aging 
populations with chronic diseases. As shown in the table, 
reproducibility, data sharing, privacy protection, and 
patient recruitment for clinical trials remain significant 
challenges in contemporary clinical research. Emerging 
technologies like blockchain could play a pivotal role in 
addressing these issues and warrant increased attention 
from the clinical research community.86 

Blockchain is also essential for advancing toward uni-
versal health coverage.87 For instance, during global health 
crises such as the COVID-19 pandemic, establishing a 

Table 6.  Key discussion topics and research questions on blockchain applications for solving global and regional health problems.

Key Discussion Topics Featured Keywords in the Related Title Featured Research Questions in Related Title

Solutions to Global and Regional 
Health Problems

Blockchain, global health, healthcare, 
challenges, health policy

Is blockchain a solution to problems such as inequality in global health-
care, inadequate infrastructure, and lack of transparency in healthcare 
policies?

Infectious Disease Surveillance 
and Outbreak Management

Disease surveillance, epidemics, infec-
tious diseases, health informatics

Can blockchain-enabled disease surveillance systems enable the 
development of early warning mechanisms by ensuring data integrity, 
real-time tracking, and global data sharing in COVID-19 and similar 
outbreaks?

Data Security and Privacy Security, authentication, data sharing, 
decentralized healthcare data

Can blockchain technology enable authentication, authorization, and 
access control for globally shared health data?

IoT Integration and Real-Time 
Tracking

IoT, identity management, data 
sharing

Is blockchain a suitable technology for IoT integration and real-time 
patient tracking and monitoring, epidemiological data collection, and 
remote healthcare provision?

AI-Enabled Analytics AI, health informatics Is it possible to derive disease predictions, transmission models, and 
health policy decisions from AI analyses of global health data collected 
with blockchain technology?

Aging Populations and Chronic 
Diseases

aging, healthcare, health policy Can blockchain technology address the impact of aging populations 
on healthcare in developed countries, provide care coordination, and 
securely manage insurance/financing processes?

AI: artificial intelligence; IoT: Internet of Things.
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worldwide infectious disease surveillance and case track-
ing system becomes crucial for early outbreak detection 
and containment.88 In their study, Khan et al. demon-
strated how blockchain combined with machine learning 
can be applied effectively to infectious disease monitor-
ing, highlighting the fact that their system successfully 
balances public health needs with the protection of in-
dividual privacy.89 Damar et al.21 stated that blockchain 
technology is the most prominent technology for combat-
ing a global pandemic and is critical for providing ideal 
global healthcare. The findings also demonstrate that 
global healthcare is becoming more questionable, partic-
ularly during the COVID-19 pandemic, and that block-
chain technology is a particularly prominent technology 
in this regard.

Yazdinejad et al.77 emphasized that in any intercon-
nected healthcare system, secure and efficient commu-
nication among patients, doctors, nurses, and other 
healthcare professionals is essential. They highlighted the 
need for authenticating all participants and ensuring se-
cure connections to reduce risks of security breaches and 
privacy violations within the network. To address this, 
they proposed a blockchain-based identity verification 
system. Furthermore, challenges such as reproducibility, 
data sharing, protecting personal data privacy, and en-
rolling patients in clinical trials remain significant hurdles 
in modern clinical research. Blockchain technology offers 
promising solutions to these issues and deserves the fo-
cused attention of the entire clinical research community.86

Even after privacy and trust issues are addressed, health 
data must be clean, well-organized, reliable, and neutral 
against any form of discrimination to be used effectively. 
This challenge must be taken seriously by both private 
and governmental institutions; otherwise, the potential 
benefits of the digital age will remain unattainable.6 Only 
under such conditions can we genuinely speak of global 
healthcare services.

In summary, issues such as epidemics, infectious dis-
eases, lack of access to healthcare, and security of health 
data threaten global health systems and require innova-
tive approaches for solutions. In addition, different and 
more constructive solutions that emphasize information 
security may be needed to cope with global or regional 
problems. Blockchain technology is a technology that has 
the potential to provide solutions to all these challenges. 
Thanks to its decentralized structure, transparency, and 
unchangeable data recording, it enables health data to be 
stored and shared securely. These features offer significant 
advantages for securing patient information and man-
aging access to healthcare more effectively. Since global 
health problems also require multinational collaboration, 
the transparency and security offered by blockchain can 
facilitate data sharing between international healthcare 
systems.

Conclusions
The integration of blockchain technology into digital 
health is not a matter of potential but an emerging reality 
with substantial implications across the healthcare con-
tinuum. This study has explored blockchain’s role in six 
critical areas: genomics and precision medicine, telemed-
icine and mobile health, immersive technologies, IoT and 
Health 5.0, AI and big data integration, and global health 
challenges, each representing a significant frontier in the 
digital transformation of healthcare.

The findings suggest that blockchain offers founda-
tional capabilities that directly address longstanding chal-
lenges in healthcare, such as data fragmentation, lack of 
interoperability, and concerns over security and privacy. 
In genomics and precision medicine, blockchain empow-
ers patients with ownership and control over their data 
while ensuring secure and auditable sharing mechanisms 
that are crucial for research and clinical collaborations. 
In telemedicine and mobile health, it strengthens data 
integrity and enables traceable interactions, thereby en-
hancing trust in remote care delivery. For immersive 
technologies like AR, VR, and the metaverse, blockchain 
supports provenance and authenticity of digital assets, 
fostering reliable educational, diagnostic, and therapeutic 
environments.

IoT and Health 5.0 applications benefit from block-
chain’s ability to ensure device data integrity, automate 
workflows through smart contracts, and promote re-
al-time interoperability. The synergy between blockchain 
and AI/big data reinforces the reliability of algorithmic 
healthcare decisions by ensuring data transparency, repro-
ducibility, and auditability. Moreover, at the global level, 
blockchain proves instrumental in enhancing disease sur-
veillance, equitable access to care, and privacy-preserving 
data sharing for pandemics and underserved populations.

However, the challenges in blockchain technology and 
its applications remain. Blockchain scalability, energy 
consumption, regulatory uncertainties, and the need 
for standardized frameworks across healthcare systems 
must be addressed. Furthermore, while blockchain en-
hances data security, it does not eliminate the need for 
robust governance models, user education, and ethical 
safeguards.

Final Thoughts
Blockchain stands as a transformative enabler in digital 
health. By decentralizing data management, enhancing 
transparency, and safeguarding privacy, it aligns well with 
the pressing needs of modern healthcare systems. The evi-
dence synthesized in this study affirms that blockchain can 
augment existing digital health technologies and pave the 
way for innovative, equitable, and resilient healthcare models. 
Future research should prioritize interdisciplinary collabora-
tion, pilot implementations, and regulatory harmonization 
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to realize blockchain’s full potential in delivering patient-cen-
tric, secure, and intelligent healthcare solutions.

Limitations and Future Studies
While this study offers a comprehensive synthesis of 
current applications and the potential of blockchain 
technology in digital health, several limitations must be 
acknowledged:

•	 Scope of Literature: The study primarily draws on stud-
ies indexed in the WoS and supplemented by Google 
Scholar. While these databases cover a wide range of 
peer-reviewed content, relevant contributions from 
industry white papers, preprints, and emerging in-
novations in less-represented regions may have been 
underrepresented.

•	 Implementation Challenges: Many studies focus on 
theoretical frameworks, pilot projects, or conceptual 
designs rather than large-scale, real-world implementa-
tions. As a result, this study may overrepresent the po-
tential benefits of blockchain while underrepresenting 
operational difficulties, regulatory barriers, and stake-
holder resistance in clinical practice.

•	 Lack of Standardization: The absence of standardized 
metrics and frameworks in the reviewed studies made 
it difficult to perform a quantitative synthesis or com-
parative analysis. The study, therefore, relies heavily on 
qualitative insights.

To address these limitations and further advance the 
field, future research should aim to overcome them by 
incorporating a broader range of  literature sources, such 
as Scopus and others, expanding the scope of  analysis, 
and focusing more on implementation challenges. Spe-
cifically, future studies should move beyond theoretical 
frameworks and pilot projects to explore large-scale, 
real-world applications. Additionally, the lack of  stan-
dardized metrics and frameworks should be addressed to 
enable quantitative synthesis and comparative analysis 
across studies.
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Appendix A.  Articles’ trend topics (a), network (b), and overlay analyses (c) about blockchain applications for genomics and 
precision medicine.
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Appendix B.  Articles’ trend topics (a), network (b), and overlay analyses (c) about blockchain applications in telemedicine, mo-
bile health and digital health environment.
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Appendix C.  Articles’ trend topics (a), network (b), and overlay analyses (c) blockchain applications in augmented reality (AR), 
virtual reality (VR), metaverse, and social media environments in the healthcare sector.

https://doi.org/10.30953/bhty.v8.409


Citation: Blockchain in Healthcare Today 2025, 8: 409 - https://doi.org/10.30953/bhty.v8.409 21
(page number not for citation purpose)

Blockchain in Digital Health and Medical Technologies

Appendix D.  Articles’ trend topics (a), network (b), and overlay analyses (c) blockchain applications in the internet of things, 
industry 4.0 transformation, health 5.0 environment.
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Appendix E.  Articles’ trend topics (a), network (b), and overlay analyses (c) blockchain applications in artificial intelligence, 
cloud technology, and big data integration in the healthcare sector.
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Appendix F.  Articles’ trend topics (a), network (b), and overlay analyses (c) blockchain applications for solving global and  
regional health problems.

https://doi.org/10.30953/bhty.v8.409

