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Abstract

In Healthcare 4.0, we are witnessing a fundamental shift from provider-centric systems to patient-centric
models, where individuals, empowered by technologies such as blockchain, the Internet of Medical Things,
and artificial intelligence (AI), assume the role of the Self-Sovereign Patient, exercising control over their
health data and care journey. These technologies enable new forms of data ownership, interoperability, and
personalized care, building on the structured reliability of legacy systems. However, significant challenges
remain. Tensions between blockchain immutability and regulatory rights such as data erasure, the unresolved
question of digital inheritance, and ethical concerns surrounding consent, monetization, and health equity
must all be addressed. In addition, institutional barriers such as clinical integration, data governance, and
uneven access to digital infrastructure pose risks of deepening existing disparities. Al agents, when responsibly
deployed, offer promising pathways to augment care delivery and alleviate workforce burdens. Realizing this
vision requires coordinated action across clinical, technical, legal, and ethical domains to design trustworthy,
privacy-preserving systems that enhance transparency and accountability.

Plain Language Summary

This article explores how Healthcare 4.0, driven by technologies such as blockchain, artificial intelligence,
and Internet of Medical Things, is shifting control of health data from institutions to patients. It explores
the concept of the Self-Sovereign Patient, who actively manages and shares their own health information. By
using secure, decentralized technologies, patients can give consent, protect their privacy, and participate in new
health data ecosystems. The article highlights real-world examples and ethical considerations, showing how
these tools can support better care, reduce administrative burden, and increase trust. It also warns that digital
access and literacy are essential to ensure these benefits are shared fairly.

Submitted: June 16,2025; Accepted: August 4, 2025; Published: August 18,2025

ealthcare is being transformed, not only by new
Hmachines but also by a shift in who controls the

flow of data, decisions, and trust. Patients are
no longer passive recipients of care; they are becoming
architects of their own health data ecosystems. The
transition to Healthcare 4.0, inspired by Industry 4.0,
redefines the patient’s role by integrating advanced
technologies such as blockchain, artificial intelligence (A1),
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the Internet of Medical Things (IoMT), and wearables to
enhance healthcare delivery, management, and outcomes.'
Traditionally, medical records, rooted in physician-centric
paper charts and later electronic medical records (EMRs),
have evolved into electronic health records (EHRs),
improving legibility and transferability but maintaining
centralized, siloed systems due to inconsistent data
standards.?> Personal Health Records (PHRs) aim to
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empower patients by granting data control and requiring
consent for access, yet their adoption remains limited, with
patient engagement a key challenge.® Healthcare 4.0 not
only introduces a new technological toolkit but also signals
a shift toward decentralized, patient-driven ecosystems
that challenge traditional provider-centric models of care.

At the heart of this shift is the Self-Sovereign Patient, an
emerging paradigm that positions patients as empowered
custodians of their health information, and ultimately
as active stakeholders of their health journeys. Here, the
Self-Sovereign Patient is one who manages, shares, and
benefits from their own health data, acting as a digital
custodian within a decentralized healthcare network. To
realize this vision, it is essential to view Healthcare 4.0 as a
layered architecture: one grounded in legacy systems that
manage structured clinical data, and another powered by
decentralized, intelligent tools that enable automation,
personalization, and patient sovereignty. Indeed, legacy
platforms, including EMRs and clinical data warehouses,*
continue to be the most reliable source of structured,
longitudinal data. Despite current limitations such as
interoperability challenges, inconsistent data formats,
and limited patient access, they serve as the backbone
upon which newer technologies will be developed and
deployed. To align Healthcare 4.0’s promise with the pace
of technological innovation, it is crucial to understand the
transformative role of technology in shaping healthcare
delivery and to anticipate emerging models of care.
Preparing clinicians, administrators, bioethicists, and
policymakers for these technological shifts is critical to
realizing this transformation.

Blockchain technology, when applied to healthcare,
offers a distributed and tamper-resistant ledger that
ensures data provenance and immutability.’ A prominent
use case of blockchain in healthcare includes Estonia’s
partnership with Guardtime, which provided a blockchain-
based solution to health records of over 1 million citizens.®
Another notable use case is the MIT Media Lab’s MedRec,
a decentralized record management system tested within
the Harvard Medical School Teaching Hospital’s backend
systems.” Patients, as central administrators of their self-
sovereign identities, can manage granular permissions over
who accesses their data, when, and for what purpose.® This
model of transparent, patient-controlled access stands in
stark contrast to recent controversies such as National
Health Service (NHS) England’s Foresight project. In this
case, patient data from 57 million general practitioner
records, originally collected for COVID-19 research, was
used without additional consent to train an Al model,
sparking backlash from the British Medical Association
and the Royal College of General Practitioners.’ The lack
of transparency and breach of scope highlights why trust-
preserving technologies such as blockchain are essential:
they offer verifiable access logs and enforceable consent
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frameworks that could prevent such overreach and restore
public confidence in digital health initiatives.

Restoring public confidence in digital health demands
scalable, verifiable, and privacy-preserving infrastructure
that patients and professionals alike can trust. For in-
stance, Guardtime’s advanced blockchain-backed authen-
tication methods such as Keyless Signature Infrastructure
(KSI) leverages hash-function cryptography to produce
signatures that are cryptographically verifiable, time-
stamped, and immune to quantum threats. Because KSI
does not require the transmission or storage of raw data
but only cryptographic hashes, it guarantees data privacy
while enabling scalable, independently verifiable authen-
tication across institutional and geographic boundaries.!
Building on a foundation of trust, consent mechanisms
can be layered with decentralized identifiers (DIDs),!"
verifiable credentials (VCs),!? or even more recently, soul-
bound tokens (SBTs),*!* which makes it possible for pa-
tients to own their data and share only what is necessary
with healthcare professionals, insurers, researchers, or
even Al agents acting on the behalf of clinicians in the
future.” Indeed, within Healthcare 4.0, Al agents can act
as autonomous or semi-autonomous intermediaries, ana-
lyzing real-time health streams and legacy record data to
support clinical decisions, triage tasks, or even automate
elements of documentation and diagnostics.'® As Health-
care 4.0 infrastructure continues to be developed and in-
tegrated with legacy systems, Al agents could benefit from
decentralized Al architectures, such as via secure, distrib-
uted evaluation (i.e., assessing models without exposing
patient data or proprietary algorithms). In addition, de-
centralized Al can help reduce bias by drawing on diverse,
heterogeneous datasets, which could benefit, for instance,
patients with rare diseases.!” Together, these technologies
form the foundation of a secure, patient-directed data
ecosystem where Al agents operate not as black boxes
but as accountable extensions of clinical care, amplifying
human decision-making while preserving patient auton-
omy and trust.

The ToMT and wearables can continuously generate
real-time health data, such as for heart rate variability to
sleep cycles and medication adherence.'® When integrated
into a blockchain-based personal health wallet, such
as the MediLinker,"” these data points can inform care
plans, trigger smart contracts for automated insurance
reimbursement,” or alert providers to early warning
signs of chronic disease exacerbation.?! This approach
exemplifies the Internet of Medical Technologies (IoMT),
where decentralized blockchain infrastructure mitigates
single points of failure by securely storing sensor-
derived vitals on an immutable ledger, thereby enhancing
reliability, traceability, and system resilience.”> As these
systems evolve, the aggregation of IoMT- and wearable-
derived data within secure, patient-controlled platforms
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also lays the groundwork for broader innovation; namely,
the development of blockchain-based health data
marketplaces. In such models, real-time, high-resolution
data streams become valuable digital assets, owned
by patients and made available for research, insurance
modeling, or Al training under strict consent conditions.?
If designed with guardrails against the commodification of
health data and protections against coercive monetization
among vulnerable groups,* this paradigm could contribute
to a secure and decentralized data-sharing economy
that respects consent and incentivizes participation'’ In
this way, loMT-integrated health wallets could not only
enhance individual care but also serve as entry points into
a broader participatory data economy, one that demands
robust governance, ethical safeguards, and institutional
readiness to fully realize its transformative potential.

Recent Health Insurance Portability and Accountability
Act (HIPAA) directives advocate for secure, patient-
centric solutions, emphasizing access to health records,
robust cybersecurity, telehealth expansion, and exploring
interoperability solutions to address inefficiencies that
hinder timely, high-quality care.® Like the principle of
least-privileged access, HIPAA’s minimum necessary
standard aims to ensure that access to protected health
information is restricted to only what is required for
a given task.** As blockchain technology continues to
expand its use cases within the healthcare space, its
application must be carefully aligned with HIPAA’s
core principles, particularly around access control, data
mutability, and encryption. Furthermore, the immutable
nature of blockchain also introduces unresolved legal
and ethical challenges.?® Data stored on-chain may be
considered permanent, raising tensions with regulatory
principles such as the right to erasure or the “right to be
forgotten,” as established in frameworks like the General
Data Protection Regulation (GDPR).?’ In addition, the
question of digital inheritance emerges: what happens to
a patient’s health data after death? As health data gains
economic significance, mechanisms must be developed
to allow patients to designate trusted heirs, executors,
or governance frameworks for posthumous data control
and access. Solutions may include social recovery pallets
or legally binding digital wills that manage post-mortem
data rights.?® As blockchain becomes more integrated into
health ecosystems, privacy-preserving solutions such as
zero-knowledge proofs or revocable SBTs will be essential
to reconcile permanence with consent, revocation, and
inheritance.”® Regulatory frameworks must evolve in
tandem with technical innovation, emphasizing ethics
by design,’ explainable and auditable systems, as well as
privacy-first solutions.

Yet, these solutions presuppose equal technological ac-
cess and capability, which is an assumption that does not
hold when considering the digital divide. Indeed, realizing
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this vision must begin with acknowledging the digital
divide as a foundational barrier® It would not be prudent
to assume universal access to smartphones, broadband in-
ternet, and IoMT-enabled devices as such infrastructure
and affordability remain unevenly distributed across ge-
ography, income levels, age, and ability. Without targeted
interventions, this disparity risks creating a two-tiered sys-
tem in which only the digitally resourced can exercise data
sovereignty. If left unaddressed, this could undermine
autonomy and expose vulnerable populations to exploita-
tion, misinformation, or coercion. Enhancing digital
literacy via patient education is essential as sovereignty
requires more than technical control but also demands the
knowledge, resources, and institutional support that allow
patients to exercise that control meaningfully.

Even amid equity challenges, the potential benefits of
Healthcare 4.0 technologies remain significant. As these
technologies mature, utility applications and intelligent
software interfaces—such as mobile dashboards, sched-
uling assistants, and patient engagement platforms—can
streamline clinical workflows and reduce administrative
burdens. In a time of global healthcare staffing crises,*
such tools could act as force multipliers, allowing pro-
viders to focus on high-value care activities while Al
agents and automated tools manage documentation
and coordination tasks. Implementation must contend
with challenges such as legacy system compatibility, se-
cure data migration, and staff retraining. Organizational
change management will be just as vital as technical in-
tegration. Workflow redesigns, cost-benefit analyses, and
trust-building will determine whether these tools succeed
in amplifying care delivery.

Ultimately, the Self-Sovereign Patient model is a
sociotechnical construct that demands institutional
change. Clinicians must adapt to patient-generated health
data as part of the clinical narrative. Administrators must
rethink data governance models. Bioethicists must contend
with new questions around autonomy, consent, and
equity. Policymakers must anticipate and shape emerging
standards that foster trust, transparency, and accountability
across digital health ecosystems. The Self-Sovereign Patient
model must function not only at the technical layer but also
as a trust architecture, thereby enabling policy-aligned data
exchange along the stakeholder value chain in ways that
reinforce transparency and verifiability. Cross-disciplinary
education and scalable systems are vital to support this
transformation. And most importantly, we must center the
lived experiences of patients in the design of digital health
systems. In the end, Healthcare 4.0 is not simply about
machines, data, or automation. It is about rehumanizing
care by restoring agency to the individual.
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