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Abstract

Background: Despite blockchain technology’s demonstrated potential to enhance security, transparency, and effi-
ciency in healthcare systems, adoption rates remain significantly lower than predicted, creating a persistent gap 
between perceived benefits and adoption feasibility. This study addresses the critical question of what explains 
this adoption paradox by developing and testing a comprehensive theoretical framework that integrates the 
Technology Acceptance Model (TAM) with the Technology-Organization-Environment (TOE) framework.
Methods: A systematic literature review is conducted following Preferred Reporting Items for Systematic 
Reviews and Meta-Analyses guidelines to synthesize existing research on blockchain adoption in health care. 
This study develops four key propositions examining how technology characteristics, organizational factors, 
external environmental pressures, perceived risks, and system quality collectively influence healthcare organi-
zations’ blockchain adoption intentions.
Results: The analysis reveals that blockchain adoption in health care is influenced by a complex interplay of 
facilitating and inhibiting factors. Technology characteristics such as perceived usefulness (PU) and ease of 
use, combined with organizational innovation readiness and technology compatibility, positively influence 
adoption intention. External factors enhance perceived technology benefits and consequently affect adoption 
decisions. However, perceived risks moderate the relationship between PU and adoption intention.
Conclusions: Blockchain technology represents a transformative solution for persistent healthcare challenges, but 
successful adoption requires a holistic approach that simultaneously addresses technology, organizational, and 
environmental factors. The adoption gap can be bridged through strategic planning that aligns institutional readi-
ness with user incentives, comprehensive risk management, and supportive regulatory frameworks. Future research 
should focus on establishing ethical governance models to support broad blockchain adoption in health care.

Plain Language Summary

This research paper examines why blockchain technology isn’t being widely adopted in healthcare despite its prom-
ising benefits. The study found that adoption depends on three key factors: technology characteristics (usefulness, 
ease of use, and security), organizational readiness (resources, infrastructure, and leadership support), and external 
environment (government regulations and market pressure). The research shows that simply having good technol-
ogy isn’t enough, healthcare organizations need the right resources, training, and support systems in place. Addi-
tionally, perceived risks around data security can slow adoption, even though blockchain is designed to be secure. 
The paper recommends that governments create clear regulations, healthcare organizations invest in infrastructure 
and staff training, and technology developers build user-friendly solutions. The author concludes that success-
ful blockchain adoption in healthcare requires collaboration between policymakers, healthcare organizations, and 
technology developers to address technological, organizational, and regulatory challenges simultaneously.
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The healthcare industry is under increasing pres-
sure to improve transparency, data privacy, and 
interoperability. Traditional electronic health 

record (EHR) systems are often fragmented and vul-
nerable to data breaches, leading to inefficiencies and 
compromised patient data.1 The evolution of healthcare 
technology has been defined by shifts in how data are gen-
erated, stored, and shared. From paper-based records to 
EHRs, the digitization of health care has improved access 
to information but has introduced new complexities. 
Health systems often operate in silos, which impedes sys-
tem interoperability. Data breaches, unauthorized access, 
and inconsistent patient experiences remain prevalent.2 
In this context, blockchain technology offers a paradigm 
shift. Blockchain technology, recognized for its decentral-
ized, immutable ledger capabilities, has gained significant 
attention as a potential solution to these persistent issues.3 
Initially conceptualized as the infrastructure for Bitcoin, 
blockchain’s core principles—decentralization, immuta-
bility, and transparency—make it well-suited for solving 
systemic problems in healthcare data management.4

Blockchain technology has emerged as a nascent par-
adigm for data storage, transfer, and security across vari-
ous industries. The technology is considered a promising 
breakthrough that will likely have a significant influence 
on a myriad of different industries, such as health care, 
supply chain management, and business.5 The blockchain 
peer-to-peer network was initially proposed by Satoshi 
in 2008 and then commercialized in 2009 when Bitcoin 
emerged as its first use case.6 The healthcare industry 
has shown interest in exploring the potential of block-
chain technology for improving patient care, ensuring 
data privacy, and streamlining administrative processes.7 
Blockchain technology has the potential to transform 
the healthcare industry by providing a secure, decentral-
ized, and transparent platform for potentially managing 
patient data, reducing fraud, and enhancing trust among 
patients, healthcare providers, and other stakeholders.8

Healthcare organizations face dual responsibilities: pro-
tecting sensitive patient data and enabling timely access for 
care delivery and research. Blockchain can facilitate verifi-
able, secure exchanges of information without relying on a 
central authority. This has implications not only for clinical 
data but also for billing, insurance processing, pharmaceu-
tical logistics, and research compliance. As Schiavone and 
Omrani9 suggest, blockchain is a promising technology 
that will play a central role in the next wave of digital health 
transformation. However, the adoption comes with hurdles 
and challenges. The conservative nature of healthcare sys-
tems, compliance demands of the Health Insurance Porta-
bility and Accountability Act (HIPAA) and General Data 
Protection Regulation (GDPR), and high infrastructure 
costs limit the chance for experimentation. However, gov-
ernments and enterprises are piloting projects across Asia, 

Europe, and North America to validate blockchain’s value. 
This study explores the dynamics for strategies to unlock 
blockchain’s healthcare potential. Blockchain technology 
offers a decentralized, secure, and transparent framework 
that addresses core inefficiencies in the healthcare industry. 
The increasing need for interoperability, data integrity, and 
cybersecurity has drawn attention to blockchain’s potential 
to mitigate challenges inherent to legacy systems.7

Here, it is proposed that blockchain adoption in health 
care can offer transformative solutions in data sharing, 
supply chain integrity, patient empowerment, and clinical 
trial transparency. It highlights emerging use cases and 
illustrates how blockchain supports trust and account-
ability. The adoption, however, faces regulatory ambi-
guity, scalability issues, and resistance from healthcare 
institutions. Drawing on recent literature,9–12 as healthcare 
systems strive toward digital resilience, blockchain pro-
vides a critical infrastructure layer to secure, integrate, 
and optimize clinical and administrative operations. In 
the long term, blockchain could underpin global health 
data ecosystems that prioritize patient-centric care and 
cross-border data governance. This study contributes to 
the ongoing discussion regarding the adoption of block-
chain technology in the healthcare industry.

Literature Review
Blockchain technology is a distributed ledger technology 
that allows transparent and secure transactions without 
the need for intermediaries.10,13 The technology allows 
for the creation of a decentralized network of nodes that 
verify and record transactions in a secure and transpar-
ent manner.14 Each transaction is recorded in a block, 
which is linked to the previous block in a chain, creating 
an immutable ledger of transactions. This technology has 
several key features that make it attractive for the health-
care industry, including data immutability, transparency, 
security, and decentralization.15

The field of health care presents a multitude of opportu-
nities for the implementation of blockchain technology. One 
of the most intriguing and promising uses of blockchain 
technology in the healthcare industry is the management 
of EHRs. The EHR systems that are built on blockchain 
technology could provide patients with the ability to con-
trol access to their health data, improve the confidentiality 
and safety of health information, and lessen the likelihood 
of data breaches. The EHR systems based on blockchain 
technology could also enhance interoperability and data 
exchange between various healthcare organizations.16,17

The management of the pharmaceutical supply chain is 
another area that blockchain technology could potentially 
be utilized to enhance. Blockchain-based systems could 
improve transparency and traceability in the drug supply 
chain, thereby reducing the risk of counterfeit drugs and 
increasing patient safety.18 This would be a significant step 
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forward in the fight against the widespread problem of 
fake drugs in the healthcare industry.14 Additionally, sys-
tems based on blockchain can lessen the administrative 
burden of managing drug supply networks, which would 
result in an increase in the healthcare industry’s overall 
level of productivity.

Synthesis of Literature
Publications on blockchain technology and its applica-
tions in the healthcare field are diverse and draw from 
various streams of literature, including information tech-
nology (IT), healthcare administration, and economics, 
among others. Several studies highlight the technical and 
regulatory barriers to overcome before blockchain tech-
nology can be adopted and deployed in the healthcare 
industry. For instance, a study conducted by Agbo et al.13 
discussed that the primary hindrances to the adoption of 
blockchain technology in the healthcare industry were the 
high levels of technological complexity, interoperability 
issues, and regulatory uncertainty. In addition, the liter-
ature highlighted the significance of training, education, 
and collaboration among stakeholders as means of over-
coming these obstacles.

The prospective adoption of blockchain technology in 
the healthcare industry has been the subject of investiga-
tion in other studies. For instance, Azaria et al.16 published 
a study in which they suggested a blockchain-based sys-
tem for managing EHRs. This system allows patients to 
control access to their data while also reducing the likeli-
hood of data breaches commonly occurring. The authors 
placed a strong emphasis on the significance of maintain-
ing data privacy and security throughout the process of 
adopting and implementing blockchain technology in 
the healthcare industry. The application of blockchain 
technology to the management of pharmaceutical supply 
networks was the subject of research conducted by Kuo 
et al.19 The authors claimed that blockchain technology 
improves transparency and traceability in the drug supply 
chain, thereby lowering the risk of patients receiving fake 
medications and increasing the safety of patients overall.

The potential economic advantages of using block-
chain technology in health care have also been the subject 
of investigation in several studies. For instance, Abu-Dal-
houm et al.20 discovered that blockchain technology can 
expand the effectiveness of healthcare systems while 
simultaneously lowering the expenses associated with 
administrative procedures. The authors highlighted the 
necessity for healthcare organizations to incorporate a 
tactical approach to the deployment strategy of block-
chain technology. The Healthcare Weekly report4 further 
substantiates these economic benefits, estimating poten-
tial annual savings of $100–$150 billion by 2025 through 
blockchain adoption in health care, primarily from 
reduced data breach costs, IT expenses, and fraud.

While the existing literature provides a foundational 
understanding of blockchain’s potential in health care, a 
more critical analysis reveals certain limitations and areas 
for deeper exploration. Many studies, while highlighting 
the benefits, often remain at a conceptual level or focus on 
technical aspects without sufficiently addressing the com-
plex organizational and environmental factors influencing 
adoption.9 For instance, early reviews tend to summarize 
findings without delving into the methodologies, limita-
tions, or conflicting results of cited works.21 This paper 
aims to bridge this gap by integrating recent empirical 
findings and addressing the practical barriers to adoption.

Recent research, such as Bazel et al.,3 emphasizes that 
despite the transformative potential, blockchain adoption 
in hospitals remains minimal due to high implementation 
costs, lack of standardization, and resistance to change. 
Mutambik et al.22 further identified administrative chal-
lenges, usability issues, and regulatory frameworks as 
significant barriers from the perspective of healthcare 
professionals. These studies highlight the need to move 
beyond theoretical discussions and focus on actionable 
strategies to overcome the real-world impediments.

Furthermore, while interoperability is frequently cited 
as a key blockchain benefit, the challenges in achieving 
it with existing legacy systems are often underestimated. 
Kasyapa and Vanmathi 2 provide a comprehensive inves-
tigation into these issues, highlighting the complexities of 
integrating blockchain with diverse healthcare IT infra-
structures, such as database incompatibilities and net-
work infrastructure limitations. Similarly, the financial 
implications, while often framed in terms of potential 
savings, also present significant upfront investment barri-
ers that require more detailed analysis and justification.4 
This article informs future research by emphasizing the 
need for a holistic approach that considers not only the 
technological promise of blockchain but also the intricate 
interplay of organizational, environmental, and human 
factors that ultimately determine its successful integration 
into healthcare systems.

Theoretical Framework
Integrated TAM and Technology-Organization-Environment Model
The Technology Acceptance Model (TAM) is a popular 
theoretical paradigm that investigates how individuals 
respond and interact with computerized systems, partic-
ularly in the context of new technologies. Davis created 
the model in 1989, and it has since been used extensively 
to study user behavior and technology adoption.23 TAM 
consists of two main factors that affect user behavior 
regarding technology adoption: technology’s perceived 
usefulness (PU) and perceived ease of use (PEOU).24 The 
Technology-Organization-Environment (TOE) frame-
work suggests that the adoption of new technology 
depends on three key factors: the characteristics of the 
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technology, the organization in which the technology is 
being utilized, and the broader external environment in 
which the technology is being deployed.25 Many health-
care organizations are in the process of considering arti-
ficial intelligence and big data technologies. Therefore, 
integrating blockchain in their systems will, in turn, expe-
dite the adoption process.10

In the context of blockchain technology in health care, 
the TOE and TAM can be used to investigate what vari-
ables affect healthcare organizations’ openness and adop-
tion of new technologies.25 Hence, to meet the objective of 
this study, an integrated TAM-TOE framework has been 
proposed. Compared to the TAM, which analyzes tech-
nology adoption at the individual level, the TOE26 frame-
work has been found to be the most robust and widely 
used adoption model in the technology adoption litera-
ture10 and was classified as an organizational-level theory. 
Integrating the TAM and TOE frameworks provides a 
more robust theoretical lens, allowing for the simultane-
ous analysis of individual user attitudes, organizational 
dynamics, and external environmental pressures.27

As depicted in Figure 1, the proposed integrated model 
demonstrates how technology characteristics (compatibil-
ity, reliability, and facilitating conditions), organizational 
factors (readiness and innovation readiness), and envi-
ronmental factors (market pressure, government support, 
and regulatory environment) collectively influence per-
ceived usefulness and ease of use, ultimately affecting the 
behavioral intention to adopt blockchain technology and 
its actual use.28

Methodology

Systematic reviews serve as a foundational methodology 
within healthcare research, enabling a rigorous synthesis 
of  existing literature to address specific research ques-
tions. This approach aggregates findings from previous 
studies to provide a comprehensive understanding of 
a topic, as demonstrated by Kuo et al.19 in their exam-
ination of  blockchain adoption in the healthcare sector. 
The main objective of  this article is to answer the follow-
ing question:

•	 What explains the discrepancy between blockchain’s 
perceived benefits and actual adoption rates in health-
care organizations?

By analyzing both conceptual and empirical research, 
this review identifies the critical factors that either facil-
itate or impede the adoption of  this technology, thereby 
consolidating current understanding and highlighting 
key themes from prior scholarly work. The article selec-
tion process for this review was guided by the Preferred 
Reporting Items for Systematic Reviews and Meta-Anal-
yses (PRISMA) framework to ensure methodological 
transparency and rigor. 

An extensive search was conducted across numerous 
electronic databases, including Google Scholar, ScienceDi-
rect, Scopus, and PubMed, using a comprehensive search 
string with keywords such as “TAM-TOE,” ”blockchain,” 
“healthcare,” “adoption,” and “factors.” All articles that 
were published between 2014 and 2025 were included. The 

Figure 1.  Concept model of factors influencing blockchain technology adoption following the TAM and TOE frameworks. This 
figure visually represents the integrated TOE-TAM model, showing how technological, organizational, and environmental factors 
influence PU and PEOU, which, in turn, affect the intention to adopt blockchain technology in health care.28
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initial query yielded 740 articles. Following the application 
of Boolean operators and a backward referencing process, 
45 potentially relevant studies were identified. The refine-
ment resulted in a final iteration of 27 peer-reviewed studies 
deemed directly pertinent to the research for the analysis.

Propositions
Proposition 1: Technology characteristics such as PU and 
PEOU, along with factors such as innovation readiness and 
technology compatibility, positively influence the adoption 
intention of blockchain technology in health care.

Enabling secure, decentralized, and immutable data 
storage and sharing through blockchain technology could 
revolutionize the healthcare sector. However, the adop-
tion and implementation of this technology is dependent 
on various factors, including technology characteristics 
and organizational factors.29

This proposition aims to explore how technology char-
acteristics, such as legacy system integration, along with 
organizational factors such as IT staff  expertise, training 
infrastructure, and dedicated innovation budgets, influ-
ence the adoption intention of blockchain technology in 
health care. PU and PEOU are the main factors that affect 
user behavior regarding technology adoption intention, 
according to the TAM.25 While PEOU relates to how eas-
ily a user perceives a technology to be used and learned, 
PU refers to how beneficial a user perceives the technol-
ogy to be in carrying out activities or attaining goals.24 
Organizational adoption strategies are important to the 
successful use of blockchain technology. Healthcare pro-
viders and patients are more likely to adopt and utilize 
blockchain technology if  they believe it will improve care 
delivery and outcomes and will be simple to grasp and use 
without a lot of practice or training.24

Organizational factors, on the other hand, are related 
to the context in which technology is being adopted and 
implemented. The TOE framework identifies three key 
factors that influence technology adoption and imple-
mentation.26 Innovation readiness refers to an organiza-
tion’s willingness and ability to adopt new technologies, 
while compatibility refers to the degree to which a new 
technology fits with existing organizational practices, val-
ues, objectives, and norms. The more an organization per-
ceives its technological infrastructure to be compatible, 
the more capable it is of adopting new technology.30 

Kasyapa and Vanmathi2 provide a detailed analysis of 
these interoperability challenges and propose mitigation 
strategies. The global pandemic has revealed a lack of 
interoperability in the current healthcare system and the 
need for accurate clinical data that can be widely distrib-
uted among healthcare providers in an efficient and secure 
manner.18 The goal of healthcare systems is to eliminate 
the intermediaries and allow direct and efficient transfer 
of data and information. Therefore, the proper utilization 

of blockchain can increase interoperability while main-
taining the privacy and security of data.31

In the context of blockchain technology in health care, 
innovation readiness is a crucial organizational factor that 
positively influences the adoption of this technology.31 
Organizations that are more innovative and willing to 
adopt new technologies are more likely to adopt block-
chain technology.

Research reveals that technology characteristics and 
organizational aspects play a substantial role in the accep-
tance and implementation of blockchain technology. The 
researchers found that PU and PEOU are significant pre-
dictors of healthcare professionals’ intention to adopt 
and use blockchain technology.32

Another study by Mettler33 acknowledged that inno-
vation readiness and technology compatibility are crucial 
factors influencing the approval and employment of block-
chain technology in health care. Building upon the theoret-
ical framework established by Wang et al.10, organizational 
readiness encompasses three fundamental dimensions: 
human resource capabilities characterized by IT expertise 
and technical competencies, financial preparedness evi-
denced by dedicated budgetary provisions for IT innova-
tion adoption, and technological infrastructure readiness 
that supports the development and deployment of block-
chain applications within organizational contexts.

Proposition 2: External factors such as market pressure and 
social norms, and government support positively influence the 
PU and PEOU of blockchain technology in health care and 
consequently influence the technology adoption intention.

Market pressure is another external factor that can 
influence the adoption of blockchain technology in health 
care. However, these same external pressures initially create 
resistance, workflow disruption, and negative stakeholder 
reactions that organizations must navigate before realizing 
positive adoption outcomes. The positive influence on PU 
and ease of use emerges only after organizations overcome 
initial implementation challenges, stakeholder resistance, 
and system integration difficulties. This paradoxical rela-
tionship explains why external pressure alone is insufficient 
for blockchain adoption success; organizations must also 
develop comprehensive change management strategies to 
transform initial resistance into eventual acceptance and 
advocacy. The healthcare industry is becoming increasingly 
competitive, and healthcare providers are investigating how 
to improve their services and reduce costs.32 

Blockchain technology has the potential to improve the 
efficiency and security of healthcare operations, which can 
give healthcare providers a competitive advantage. More-
over, patients are becoming more informed and empowered, 
and they are demanding better healthcare services. Block-
chain technology can improve the quality of healthcare 
services by providing secure data sharing, reducing medi-
cal errors, and enhancing patient outcomes.33 Research has 
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shown that industry competition has a positive impact on 
IT adoption.34 Zhang et al.35 demonstrated that competitive 
pressure is a predictive factor for healthcare organizations 
to adopt health IT. Thus, market pressure can positively 
influence the adoption and implementation of blockchain 
technology in health care by creating a demand for more 
efficient and secure healthcare services.

Early adopters tend to derive considerable competitive 
advantages. However, early adopters face 50 to 100% higher 
implementation costs, potentially creating resistance. If  
healthcare providers observe their peers using blockchain 
technology in health care and perceive that this technology 
is highly valued, they are more likely to adopt it themselves.33 
Furthermore, if patients perceive that their healthcare provid-
ers use blockchain technology to improve their care, they are 
more likely to accept and use it as well. Thus, social influence 
can significantly affect the adoption and implementation of 
blockchain technology in the healthcare field.

Government support is also an external factor that can 
influence the PU and ease of use of blockchain technology 
in health care, as suggested by the TOE framework.36 Gov-
ernments can provide funding and incentives to healthcare 
organizations to adopt new technologies, including block-
chain technology.29 Blockchain technology can enhance the 
security and privacy of EHRs, which aligns with the goals 
of the HITECH Act.37 However, a lack of clear govern-
ment rules and incentives for implementation contributes 
to the hesitancy of healthcare leaders to adopt this technol-
ogy.38 Thus, government support can positively influence 
the adoption of blockchain technology in health care by 
providing funding and incentives to healthcare providers. 

Proposition 3: Perceived risks of blockchain technology 
negatively influence adoption intention in the healthcare 
industry through moderating the relationship between PU 
and adoption intention.

The literature suggested perceived risk as a barrier to 
the organizational adoption of blockchain technology.36 
The perceived risks cause doubt among organizations 
toward blockchain technology adoption. For example, 
if  technology is perceived as risky with negative personal 
information disclosure, organizations will be reluctant to 
adopt it or integrate it into their systems.39 Therefore, it 
can be proposed that perceived risk can influence the deci-
sion of technology adoption. 

The perceived risk resulting from using a new technology 
can moderate the relationship between the technology’s PU 
and the adoption intention.40 In the context of blockchain 
technology, trust is particularly relevant, given the technol-
ogy’s potential to advance the privacy and security of data 
exchange. Blockchain technology provides a decentralized 
and immutable ledger of transactions, reducing the need 
for intermediaries and providing a more transparent and 
secure way of sharing data.33 In the healthcare industry, 
trust is significantly important, given the sensitive nature 

of healthcare data. Therefore, healthcare professionals and 
organizations must have a high level of trust in any technol-
ogy used to manage and exchange patient data.14 Nonethe-
less, the level of trust in blockchain technology significantly 
influences its acceptance and adoption. 

Studies have identified several factors that may affect the 
level of trust in blockchain technology. These include the 
lack of technical expertise and knowledge among health-
care professionals, the complexity of the technology, and 
the need to comply with regulatory requirements.21,31,36,41 
If  an organization already has the necessary knowledge 
and skills, they will be more willing to adopt, and if  they 
lack the knowledge and skills, they are less likely.42 

Cheikhrouhou et al.1 further emphasize the security 
enhancements offered by blockchain, which are crucial for 
building trust in healthcare systems. However, the limited 
availability of mature blockchain systems within the current 
market landscape constrains organizational ability to evalu-
ate empirical benefits, thereby fostering institutional uncer-
tainty concerning the value proposition and expected return 
on investment associated with blockchain technology adop-
tion.41 Healthcare professionals and organizations must be 
provided with the necessary resources and support to manage 
the risks effectively and build trust in the technology. More-
over, the acceptance and adoption of blockchain technology 
in health care must be accompanied by the development of 
clear standards and regulations that ensure the safe and effec-
tive use of technology.19 This requires collaboration between 
stakeholders in the healthcare industry, such as healthcare 
professionals, regulatory bodies, and technology providers, to 
establish common standards and best practices for the use of 
blockchain technology in the healthcare sector.40

Proposition 4: System quality, such as reliability and 
security, along with innovation readiness and regulatory 
environment positively influences the PU and PEOU and the 
adoption intention of blockchain technology in health care.

The success of a technology implementation largely 
depends on its system quality, which includes factors such as 
reliability, compatibility, and security. In the case of block-
chain technology in health care, it is crucial for users to have 
trust in the system’s reliability and security, especially given 
the sensitive nature of health information.7 In terms of sys-
tem quality, blockchain technology has several features that 
enhance its reliability, interoperability, and security.18 For 
instance, the decentralized nature of the blockchain network 
makes it less prone to failure. Additionally, the cryptographic 
algorithms used in blockchain technology provide a high 
level of security, making it difficult for unauthorized parties 
to tamper with the information stored on the network.13 

The TOE framework proposes that innovation readiness, 
which encompasses factors such as a company’s ability to 
adopt new technology and its innovative culture, plays a sig-
nificant role in the adoption of new technology.43 Innovation 
readiness can facilitate the adoption and implementation of 
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blockchain technology in health care. Organizations that are 
innovative and open to emerging technologies are more likely 
to experiment with and adopt blockchain technology. The 
more benefits blockchain technology offers to a company, 
such as security, quick transactions, and immutability, the 
more likely it is that the organization will embrace innova-
tion.44 In addition, organizations with a strong IT infrastruc-
ture and technical support are better equipped to integrate 
blockchain technology into their existing systems, making it 
more accessible and easier to use for their employees.29

The regulatory environment is one of the most important 
external factors that can affect the adoption of blockchain 
technology in the healthcare industry. The term “regulatory 
environment” pertains to the policies, initiatives, and incen-
tives that a government implements to encourage enterprises 
to adopt blockchain technology. As reported in the litera-
ture, the regulatory environment plays a significant role in 
accelerating or impeding the adoption process of the tech-
nology and is considered a crucial factor in its adoption.45 
Any new technology must adhere to a myriad of regulatory 
standards since the healthcare sector is heavily regulated.42 
For instance, HIPAA in the United States establishes the 
requirements for safeguarding the confidentiality and secu-
rity of patient health information. In line with HIPAA regu-
lations, blockchain technology can enhance the security and 
privacy of health information.37 By ensuring that blockchain 
technology conforms to regulatory requirements, the regula-
tory environment can thereby favorably affect the adoption 
of blockchain technology in health care.10 

Based on reports in the literature, the higher the percep-
tions of regulatory uncertainty, the lower the behavioral 
intention to adopt blockchain technology.42 Recent reports, 
such as the International Comparative Legal Guides (ICLG) 
Digital Health Laws and Regulations Report 2025 USA,46 
further emphasize the evolving legal landscape and the need 
for blockchain solutions to align with these regulatory frame-
works. Finally, regulatory support in the form of funding, 
subsidies, or other incentives can provide a boost to organi-
zations that are considering adopting blockchain technology 
in health care, making it more financially feasible and less 
risky.36 Therefore, this proposition suggests that system qual-
ity, innovation readiness, and regulatory environment can 
positively influence the PU and PEOU and consequently the 
adoption decision of blockchain technology in health care.

Real-World Blockchain Applications
Blockchain technology has moved beyond theoretical 
discussions and into real-world healthcare applications. 
One of the most cited examples is MedRec, developed 
by the Massachusetts Institute of Technology, which 
enables patients to control their EHRs through a block-
chain system built on Ethereum. It tracks access permis-
sions rather than storing medical records directly, thus 
ensuring compliance and data efficiency. Azaria et al.16 

demonstrated how this model promotes patient engage-
ment and accountability. Furthermore, Estonia offers a 
compelling national-level implementation. The country’s 
eHealth system uses blockchain to log access to patient 
data, ensuring transparency and privacy. The integration 
with national identification systems and government over-
sight makes Estonia a benchmark in digital health secu-
rity. PharmaLedger, an EU-funded initiative, is another 
application that uses blockchain to track pharmaceu-
tical products across the supply chain. This helps com-
bat counterfeit drugs, ensures product authenticity, and 
improves recall efficiency.47 Blockchain solutions provide 
end-to-end visibility from manufacturing to patient deliv-
ery, enhancing patient safety and regulatory compliance. 
The technology enhances traceability and enables faster 
recalls, minimizing public health risks. 

Blockchain is being adopted to automate and secure 
health insurance claims processing. By utilizing smart 
contracts, claims can be automatically verified and pro-
cessed, reducing fraud, administrative costs, and process-
ing times. This creates a more transparent and efficient 
system for payers, providers, and patients. Research 
indicates that blockchain has the potential to reshape 
the claims authorization process due to its decentral-
ized and tamper-proof  features, along with its consensus 
protocols.48 During the COVID-19 pandemic, block-
chain was employed in various countries to verify vac-
cination status and medical supply authenticity.49 Other 
platforms like BurstIQ and Guardtime have developed 
enterprise-grade tools for secure health data exchange 
that comply with HIPAA. IBM’s Rapid Supplier Con-
nect, launched in 2020, used blockchain to identify reli-
able medical suppliers during the early pandemic surge. 
These real-world examples affirm blockchain’s flexibil-
ity and adaptability in diverse healthcare contexts, from 
clinical trials and claim processing to IoT-based patient 
monitoring.

Policy Recommendations
To realize the full potential of blockchain in health care, 
coherent and forward-thinking policy interventions are 
essential. First, a regulatory “sandbox” should be estab-
lished to allow for safe experimentation with blockchain 
technologies. These frameworks, used successfully in the 
UK and Singapore, enable testing under regulatory over-
sight without immediate compliance penalties.50

Second, international and national standards must be 
developed for blockchain data interoperability. Just as 
HL7-FHIR enabled consistent data sharing across EHRs, 
a blockchain-FHIR hybrid standard can facilitate distrib-
uted healthcare networks. Collaboration between public 
agencies, standards organizations (e.g., the International 
Organization for Standardization), and blockchain alli-
ances is needed. 
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Third, governments should fund pilot programs and 
infrastructure upgrades. Tax credits, innovation grants, 
and public-private partnerships can lower the entry bar-
rier for under-resourced providers. 

Fourth, blockchain literacy must be embedded into 
health informatics and policy education. Medical, nurs-
ing, and IT schools should offer modules on blockchain 
ethics, architecture, and governance. 

Fifth, data governance frameworks should be updated 
to reflect patient-centric models. Legal recognition of 
patient-owned data, smart contract enforceability, and 
digital identity standards are crucial to building trust-
worthy systems.

Sixth, to further accelerate the responsible and effec-
tive integration of  blockchain technology into health 
care, it is crucial to establish dedicated funding and 
investment mechanisms, including venture capital 
incentives and public-private partnerships for infra-
structure, alongside increased research and develop-
ment funds.51 Finally, establishing robust cybersecurity 
frameworks for blockchain-based systems, encom-
passing threat intelligence sharing, incident response 
protocols, and regular security audits, will safeguard 
sensitive health data.

Conclusions
Blockchain technology represents a powerful solution 
to many persistent challenges in the healthcare sector. 
Its inherent capabilities to secure, decentralize, and val-
idate data offer a transformative pathway for managing 
patient records, optimizing supply chains, and advanc-
ing clinical research. Despite the acknowledged techni-
cal and regulatory obstacles, successful pilot programs 
and national initiatives globally have demonstrated 
blockchain’s feasibility and tangible benefits.31 Strate-
gic adoption, however, necessitates a comprehensive 
approach that considers technology characteristics, 
organizational readiness, and environmental factors, 
emphasizing PU, ease of  use, and seamless compatibil-
ity with existing healthcare infrastructure.36 Adequate 
training and robust technical support are also para-
mount to facilitate a smooth and effective adoption 
process.

Ultimately, the successful integration of blockchain 
in health care hinges on careful planning, robust stake-
holder alignment, and forward-thinking policy. Collabo-
rative efforts among governments, academic institutions, 
and industry are crucial to test, standardize, and scale 
blockchain applications effectively. The potential benefits, 
ranging from improved patient trust and reduced costs to 
enhanced efficiency and significant fraud reduction, are 
too substantial to overlook.52

Future research should strategically focus on develop-
ing advanced privacy mechanisms like zero-knowledge 

proofs, ensuring seamless multi-chain interoperability 
and establishing robust ethical governance models.53 With 
coordinated support and continued innovation, block-
chain is poised to underpin a resilient, transparent, and 
equitable global digital health infrastructure.
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