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Abstract:

We know that Hill Cipher is one of the regular methods that is used in cryptography for
encryption and decryption of data using modular arithmetic under different modulus.
Moreover, we have seen results using some integral transforms like Laplace transforms,
Aboodh transforms and many more. This paper extracts the result of dual encryption
and decryption with a combination of Hill Cipher and few integral transforms.

Introduction: In many circumstances, the sender wants to keep the message private from
the public or from unauthorized users. Here, we combine Hill Cipher with Laplace and
Kamal transforms to encrypt the message and apply their inverse transforms to decrypt
it. In contrast to cipher text, which is a coded version of plaintext, the original message
written by the user is referred to as plaintext.

Objectives: In this paper, we focus on two stages of encryption and two stages of
decryption under modulo 255.

Methods: Using Hill Cipher with different transformation techniques, we have
encrypted and decrypted the data. One is Hill Cipher with Laplace transform technique
while the other is Hill Cipher with Kamal transform technique.

Results: In this paper, we see that the original text is transformed to cipher text which
could be retrievable using some techniques.

Conclusions: This is a novel method that uses dual techniques to safeguard data: first, it
encrypts the encrypted cipher text, and then it decrypts it again. The data is protected all
along the way because the key that is transmitted to the recipient is very big and difficult
to crack.

Keywords: Encryption, Decryption, Hill cipher, Laplace transform, Inverse Laplace
transform, Kamal transform and Inverse Kamal transform.

1. Introduction

As security of information plays a crucial role, we discuss a dual encryption and decryption of data
using Hill cipher with combination of Laplace transform and Kamal transform. The study of encrypted
messages is known as cryptography. In many circumstances, the sender wants to keep the message
private from the public or from unauthorized users. Information is protected using encryption, and the
original message is unlocked using decryption. Integral transformations have a wide range of uses,
especially in the realm of cryptography. In cryptography, hyperbolic functions such as sine, cosine,
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exponential, polynomial, etc. are transformed using the Laplace, Elzaki, and Kamal methods. While
Elzaki transform is used by [2] and Kamal Transform [9], [5, 6], [1] employ Laplace transform.

Here, we combine Hill Cipher with Laplace and Kamal transforms to encrypt the message and apply
their inverse transforms to decrypt it. In contrast to cipher text, which is a coded version of plaintext,
the original message written by the user is referred to as plaintext. Encryption, also known as the
process of rendering information unintelligible, decryption, or the process of creating cipher, is
referred to as cryptography. There are two components to the encryption and decryption process: the
algorithm and the key. The use of the key for encryption and decryption makes cryptography safer.
We need the following well-known formulas because in this study we will cover the uses of Laplace
transforms and Kamal transform.

2. Definitions
Laplace Transform:
If £(¢) is a function defined for all positive values of t, then the Laplace Transform of f(t) is defined

as: L{f(t)} =F(s) = f0°° e st f(t)dt, provided that the integral exists. Here the parameter S is a real or
complex number. The corresponding inverse Laplace transform is L {F(s)} = f(¢).

Some standard results of Laplace transform

L{1}== L{z}=1
L{t "} = L o}t
L{e} = = L e
L{E"f(0) = () S0 F(s) | L7 { o F(S)} = £ () ds

Kamal Transform:
The Kamal transforms defined by the integral equation:

o0 -t .. e e .
K[f(t)] =G(v) = fO f(t) ev dt, t >0, k1< v < ko, where ki1, k2 may be finite or infinite.
Some standard results of Kamal transform

K[1]=v Kiv]=1
K[t] = v* K=t
_ 419 _t0
K[t "] =n! pn'? Kl[vnl]—ﬁ
2 1 v 2 _
Kltex] = @ —Vav) 2 K [(1 —av)? 1= te
3. Methods
In this we discuss how to encrypt the original text into cipher text using the following steps.
Encryption Algorithm:

Step 1: Select the plain text and convert the text into numbers by assigning the values as A=1,
B=2.... Z=26, Space=27, a=28, b=29, z=53.Arrange the plain text which transformed in numbers in
matrix form of order nxn or mxn.
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Step 2: Let the matrix be denoted by P.

Step 3: Define a key matrix whose inverse exists. Let A be the key matrix of order nxn which acts as
encryption key and the inverse of the matrix A acts as decryption key.

Step 4: Let us define E = AP(mod 53) which is the first stage of encryption.

Step 5: Let us define the function f(t) = Y, G; t?cosht, where G; are constants.The values in E
are taken as the coefficients in the function.

Step 6: Apply Laplace transform for the function f(t).

That is, L{f (t)} = G(s) which is the second level of encryption and adjust the coefficients in G(s)
under modulo 255 and transform them into symbols using the ASCII values. Hence, the sender sends
the cipher text along with the key rj, where ri= (Fi— qi) / 255.

Now, we discuss how to decrypt the cipher text to original text using the following steps.
Decryption Algorithm:

Step 1: Transform the cipher text into numbers using the ASCII values. Now, using the cipher text
which are transformed into numbers and the key we find the coefficients g; using,

qi = Fi + 2551"1.

_ n qi
Hence, G(s) = XiLo s

Step 2: Apply inverse Laplace transform for G(s) on both sides.

That is, L"{G(s)} = L { i Sf%} which is the first level of decryption.
Hence, we get L™1{G(s)} = f(t).

Step 3: Now, write the coefficients of f(t) in matrix form say E.

Step 4: Let D = A*E(mod 53) which is the second level of decryption.

Step 5: Hence, we get D which is same as that of P. Therefore, on converting the values of the matrix
D into symbols we get original plain text.

4. Results
To see how the algorithm works let us consider the following illustrations.
Example 1. This illustration explains about Hill Cipher using Laplace integral transform.

Step 1. Let the plain text to be sent is Environment Day. Now convert the plain text into numbers
by assigning A=1, B=2.... Z=26, space = 27, a=28, b=29.... z=53.

Therefore, the plaintext in the form of numbers is 5 41 49 36 45 42 41 40 32 41 47 27 4 28 52.

5 41 49 36 45
Step 2: Arrange the numbers in matrix formas P = (42 41 40 32 41 ).
47 27 4 28 52
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3 -3 4 1 -1 0
Step 3: Let A= (2 -3 4) be the encryption key and its inverse A= = <—2 3 —4) be the
0 -1 1 -2 3 =3

decryption key.
Step 4: | stage of encryption
Let E = AP(mod 53).

3 -3 4\/5 41 49 36 45
=12 -3 4]{42 41 40 32 41 |(mod53).
0 -1 1/\47 27 4 28 52
<77 108 43 124 220
E

72 67 —6 88 175>(m0d53).
5 —-14 -36 -4 11

24 2 43 18 8
E= (19 14 47 35 16).
5 39 17 49 11
Step 5: 11 stage of encryption

Now for the matrix E let us apply Laplace transform.
14 ,2 t2  t*  t® 8
Let f(t) = X;2,t*G; cosht , where cosht =1 + 5+ Z+E+§+ e

Here, n=14.

th t12 t14 t16 t18 t20 t22 t24 t26 t28
Therefore, cosht—1+ + + + +—+—+—+—+—+—+—+—+—+— .
10! 12! 14! 16! 18! 20! 22! 24! 26! 28!

Gt G ot Gyt G o4 G ot Gt Gyt Gy et Gy ot Go o Gy
f@) = Go+ G5+ G+ Gy + Gag + G55+ Ge 5+ Gy + Ge o+ Go + Gro 5, +
8

t22 t24 t26 tZ
6115"' Glzg‘i' 6132_6!"' 6142_8! Where GO = 24‘, Gl = 2, GZ = 4‘3, G3 = 18,

G4, =8 y GS = 19, G6 = 14‘, G7 = 4‘7, Gg = 35,69 = 16, GIO = 5, Gll = 39, GlZ = 17, 613 =
119,(;14 =11.

f(t)—t2[24+2 +43 +18 +8 +19—+14—+47—+35—+16—+5—+
10! 14! 16! 18! 20!

3905 4175 1495 4118,
22! 24! 26! 28!
f(©) = [24t2+2 +43= +18 +8—+19—+14—+47—+35—+16§+5%+

39—+ 17—+49—+ 11—
22! 26! 28!

Apply Laplace transform for f(t).
2 t - L L L L
L{fO} =1L {24t + 2 + 43 + 18 + 8 + 19 ™ + 14 e + 47 ”r + 35 " + 16 o +

55 1395 4175 4495 4 11—}
20! 22! 24! 26! 28!
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2! 4! 6! 8! 10! 12! 14! 16! 18!
L{f(t)} = 245_3 +2 2155 +43 4157 + 18@ +8 glsll +19 10!s13 +14 121515 47 14!s17 35 16!s19
20! 22! 24! 26! 28! 30!
16 18!s21 +5 20!s23 +39 221525 +17 241527 +49 261529 +11 28531’
48 24 1290 . 1008 . 720 . 2508 , 2548 = 11280 ., 10710 , 6080 ., 2310 , 21528
L{if®)} = $3 + S5 + 57 + 59 + =Ty + 513 + 515 + s17 519 $21 523 525

11050 37044 9570
+ +

$27 529 s31 "

Adjusting the values under modulo 255, we get
48 = 48 mod 255

24 = 24 mod 255

1290 = 15 mod 255

1008 = 243 mod 255

720 = 210 mod 255

2508 = 213 mod 255

2548 = 253 mod 255

11280 = 60 mod 255

10710 = 0 mod 255

6080 = 215 mod 255

2310 = 15 mod 255

21528 = 108 mod 255

11050 = 85 mod 255

37044 = 69 mod 255

9570 = 135 mod 255

And the keys are 0,0,5,3,2,9,9,44,42,23,9,84,43,145,37.

Hence, the receiver receives the cipher text 0CANSIG00y<NULxXIUE} along with key:

0,0,5,3,2,9,9,44,42,23,9,84,43,145,37.
Step 6: | stage of decryption

Transform the cipher text into numbers using the ASCII values along the key:
0,0,5,3,2,9,9,44,42,23,9,84,43,145,37.

Since, q; = F; + 2557;.
we get,

G(S) — 14 qdi

i=0 §2i+3°
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48 1290 1008 720 2508 2548 11280 10710 6080 2310 21528 11050
G(s) —{ + +—5 + +

s9 511 s15 s17 s19 s21 s23 s25 s27

37044 9570
529 s31 )

Step 6: Apply inverse Laplace transform for G (s)

1290 1008 720 2508 2548 11280 10710 6080 2310
+ 2+

) sil s13 s15 s17 s19 521 523

Hence, LG (s)} = L1 {

21528 11050 37044 9570
525 $27 + 529 s31 J*

tZ t4 t6 t8 th t12 t14 t16 t18
=48 +24= + 1290 = + 1008 = + 720 — + 2508 — + 2548 — + 11280 — + 10710 — +
2! 4! 6! 8! 10! 12! 14! 16! 18!
t20 t22 t24 t26 t28 t30
6080 = + 2310 — + 21528 — + 11050 = + 37044 — + 9570 .

24
=24t + 2% +43 +18 +8—+19—+14—+47—+35—+16—+5—+39t—+
10! 16! 18! 20! 22!
30
17—+49—+11t—
24! 26! 28!

LG (s))= t2 [24+2 +435 + 18 +8 + 192 1142 4478 4350 L 160 4
10! 12! 141 16! 18!

520 430 4178 4 4920 4 11—]
20! 22! 24! 26! 28!

Therefore, L~X{G(s)} = f(b).
Step 7: 11 stage of decryption
Let the coefficients of f(t) be written in matrix form.

24 2 43 18 8
Therefore, E=|119 14 47 35 16|
5 39 17 49 11

Step 8: Now we find D = A"1E(mod 53).

1 -1 0\/24 2 43 18 8

DE<—2 3 —4)(19 14 47 35 16>(mod53).
—2 3 -3/\5 39 17 49 11

5 -12 -4 -17 -8
=(-11 -118 —-13 —127 —12 J(mod 53).
-6 —79 4 =78 -1

5 41 49 36 45
42 41 40 32 41 ).
47 27 4 28 52

The matrix D is same as matrix P.

Hence, on arranging the numbers in order we get 541 49 36 45 42 41 40 32 41 47 27 4 28 52 and on
transforming into alphabets we get the plain text as Environment Day.

D

Example I1. This illustration explains about Hill Cipher using Kamal integral transform.

Step 1: Let the plain text to be sent is Pseudo Prime.
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Step 2: Transform the plain text into numbers using ASCII values.
LetP = (80115101117 1001113280114 105109 101).

Arrange P in the matrix form

80 115 101
_ 1117 100 111
Hence P = 32 80 114/
105 109 101
-1-3 3 -1
Step 3: Let A = ; _15 _21 _g be the matrix which acts as an encryption key whose inverse
-11 0 1
0 2 1 3
: a1 1 -1 =2f. N _
exists. Therefore, A™" = 12 0 118 the matrix which acts as a decryption key.
-11 2 6

Step 4: | Stage of encryption
Let E = AP (mod 255).

—1 -3 3 —1][80 115 101
11 1 =1 oll117 100 111
E=1, 5 2 _3||32 80 114|(Mod255).

-1 1 0 1111105 109 101

—440 —284 62 ]
_| 165 135 98
=676 —437 —42g|(M°d 2%5)

142 94 111 |

70 226 62
_|165 135 98
189 73 82/

142 94 111

Step 5: 11 Stage of encryption

For further security purpose let us encode the above E matrix using Kamal integral transform
Let £(£) = T, G;t?e? .

Here , G; are the coefficients which takes the values of matrix E.

Gy = 70,G, =226,G, = 62, G5 =165,G, = 135, G5 = 98,G¢; = 89, G, =73,Gg = 82, G, =142,
Gy = 94, G;, =111.

2 3 4
Weknowe! =1+t +=+=+ 4.,
2! 3! 4!

(2t)? n (2t | @t

Therefore, e?t = 1 + 2t +
2! 3! 4!

+ -
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(2t)3
3!

(2t)*
4!

(2t)°
5!

(20)°
6!

(2t)7
7!

(2t)8
8!

2 2
f(6) = £2[Go + G120 + G, 5+ Gy

(Zt) (2t)'t
Go =5 11 49 ]

Whel’e,GO = 70, Gl :226,62 = 62, G3 :165,04 = 135, GS = 98,G6 == 89, G7 :73’68 = 82,
(;9 ::1112,(;10 = €)43 (;11 ::l].l.

+ G,

+ Gs

+ G

+6, 8 4 g B 4

(Zt)1o

5
f@©) = t2[70 + 226(26) + 6220 + 165 2 1 135 & 1 9g C)- - gg 07 4 73 CU”

4! 5! 6!

9 10 11
g2 2 (2” +14285 + 9484 111<21?, |
3 4 5 6
= [70t2 +226(20)t2 + 62ﬂt2 +165 %512 + 135802 1 98 BL 42 4 8902 4

11
7300 12 1 82 C0 2 4 142 8072 4 94 GO (2” —t2+ 111222,

Apply Kamal transform on both sides
2 3 4 5
KIf (0] =K[70t? + 226(26)t% + 62 2012 + 165 Z- 12 + 135 2012 4+ 98 2042 4

. ; 8 9 10 11
39 (Ztl) 2 4 73@# + 82@152 + 142@1:2 + 94%1‘2 + 111—(2t), tz]-

=70(2"v3 + 226(2)(3')v + 62(4)—17 + 165(23)5' - 135(24)6' - 98(24)7'
89(26)8' + 73(27)9' + 82(28)10' + 142(29)11' — + 94(210)12' — + 111(211)13'
= 140v3 + 2712v* + 2976v° + 26400v° + 64800v7 + 131712v8 + 318976v° + 672768v1° +
1889280v!! + 7997440v12 + 12705792v'3 + 35463168v%.

Adjusting the above coefficients under modulo 255 by taking q; = p; (mod 255).

Here, q;'s are

140 = 140(mod 255).

2712 = 162(mod 255).

2976 = 171(mod 255).

26400 = 135(mod 255).

64800 = 30(mod 255).

131712 = 132(mod 255).

318976 = 226(mod 255).

672768 = 78(mod 255).

1889280 = 240(mod 255).

7997440 = 130(mod 255).

12705792 = 162(mod 255).
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354631618 = 58(mod 255).
Here p;'s are 140,162,171,135,30,132,226,78,240,130,162,58 which are converted to ASCII codes

4i—Di

where k;'s are
255

Hence, the receiver receives the cipher text along with the key, k; =
0,10,11,103,254,516,1250,2638,7408,31362,49826,1390712.

Step 6: I stage of decryption
To decrypt the message, let q; = p; + 255k;.
We define G(s) = Y12, q,v'"3

G(s) = 140v3 + 2712v* 4+ 2976v° + 26400v° + 64800v7 + 131712v8 + 318976v° +
672768v1° 4+ 1889280v! + 7997440v1? 4+ 12705792v'3 + 35463168v*.

Apply inverse Kamal transform

“G(s)] = K~'[140v3 + 2712v* 4+ 2976v° + 26400v° + 64800v7 + 131712v8 +
318976v° + 672768v° + 1889280v!! + 7997440v? + 1270579213 + 35463168v*].

t2 t3 t* ts to t7 t8 t°
=140 o + 2712 3 + 2976; + 26400; + 648005 + 131712 P + 3189765 + 672768; +
) t10 . t11 ’ ’ t12 . C13 ' . .
1889280 — + 7997440 — + 12705792 — + 35463168 —.
10! 11! 12! 13!

2 3 4 5 6
=|70t? + 226(20)t? + 6225 ¢2 + 165212 + 135 E 12 + 98 EL 12 4 g9 B2 4
7 8 9 10 11
738512 1+ 828012 4 1428012 4 942012 4 111 20 ¢2)

2 4 6 7
(Zt) (Zt) 198 (20)° +89 D) + 739

5! 6! 7!

+ 1653 (2“ + 1358

8
= t2[70 + 226(2¢) + 62 2= +828% 4
8!

9 10 11
14289 4 94 @0 111ﬂ].
9! 10! 11!

= f(®).
Step 7: 11 stage of decryption
Now, the coefficients in f(t) are written in matrix form.

70 226 62
165 135 98
89 73 82|
142 94 111

Let D = A"lE(mod 255).

Let E=

02 1 70 226 62

11 -1 —2 165 135 98
D=11 2 o g9 73 g |(M0d255).

11 2 142 94 111
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[ 845 625 611
—138 100 —144

542 590 369

[ 1125 619 866

[ 80 115 101
117 100 111
32 80 114
[105 109 101

(mod 255).

which is same as P.

Hence, the original message is retrieved as Pseudo Prime.

5.

Conclusion

In most of the cases, Hill Cipher encryption and decryption can be easily hacked as it involves only
one key. Hence, in this we discuss the results which includes dual encryption and decryption of data
using Hill cipher with integral transforms like Laplace transforms and Kamal transforms where the
receiver receives the cipher text along the key which acts as private key throughout cryptoanalysis
process. Further, we can extend the results using other integral transforms like Ezaki, Aboodh,
Mahgoub and many more.
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