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compartmental SEIAR model to simulate and analyse cyberattack on a number of devices

linking with a server. Using epidemiological modelling techniques to understand cyber threat,
Accepted: 25-06-2024 this approach, also known as malware contagion research spans from the early 2000's, where
researchers applied principles of epidemic theory and benchmark methods used by National
Institute for Computer Science. This research explores a method of computational work on
an Artificial Neural Networks with the system of ODE that describes SEIAR model in
Distributed Denial of Service attacks. The study uses a feed-forward neural network trained
with back-propagated Levenberg-Marquardt algorithmascular bed dysfunction. We choose a

machine-learning-based approach here because it is known to work well with linear scenarios
and has faster convergence rate; hence we use this as an optimisation method. The basis FNN-
BLMA results are then evaluated with the validated solutions obtained using RK-4optimizer

in order to find out about how much accurate and effective is said method. The agreement is
very good, with only small absolute errors between the approximate and reference solutions.
We demonstrate the strength of our design strategy with by showing convergence analysis,
error histograms and regression on each differential equations in the SEIAR model. This work
emphasizes the potential of machine learning methodology, ANNSs particularly, in building
robust defence countermeasures to epidemic cyber security threats. The results reveal that the
FNN-BLMA methodology could achieve high accuracy by predicting the properties of real-

world cyberattacks under different conditions, leading to a better performance on mitigating

strategies.

Keywords: Cybersecurity, machine, regression, Feed-forward, Optimizer, SEIAR Model,

malware, accuracy, network.
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1. Introduction

In this introduction, we understand ANN for developing complex models to predict epidemic
cybersecurity threats informing better defense strategies. Described in detail within the provided
excerpt of “Defense Strategies for Epidemic Cyber Security Threats: Modelling and Analysis by Using
a Machine Learning Approach,” this means of attack, which can quickly spread like an epidemic often
pushes cyber threats into uncharted territory as our dependence on technology and software systems
grows ever deeper throughout various sectors[1,2]. Researchers highlight the serious impact these
attacks can have, from data theft to financial loss and even disruption of critical operations. We propose
a new model that bridges the compartmental epidemiological models and machine learning in order to
be able to simulate, analyse and predict targeted attacks of this nature. They do so by analysing an
instance Of DDoS attacks, a usual way of cyberattack in which malicious attackers overwhelming
target systems ranging from servers to game platforms with traffic floods and rendering them or the
associated services unusable[3]. For this, they use a compartmental model called SEIAR that
categorizes family of devices within the network on infection state against cyberattack. That is what
his categorisation provides; a refined view of how the attack moved and evolved, The SEIAR model,
as detailed in the paper, captures five key infection states: S for Susceptible (undecided to have been
affected yet), E(Exposed) whose devices encountered the attack but not actively propagate still,
probably due at least partial resistance by security software; | where are those fully- compromised and
likely spreading within their network just now A(Asymptomatic): a hugely dangerous class which is
an extension of | that denotes infected hosts who can further infect other nodes without visible signs
of compromise-- & Marked Recover(ed)[4].

As these categories interact with each other in a temporal (over time) context, they have to write the
equations of all pairwise activations at every parameter location as follows: Temporal Processing using
System of ODEs — Ordinary Differential Equation These equations take into account the various
factors involved in how quickly an attack will proceed — from infection rates, to transition of exposed
devices to infected states, and recovery processes after any damage incurred during the course of the
attack[5,6]. Indeed, these systems of ODEs are challenging to solve as they often have a large degree
of non-linearity and detailed interaction between them. It presents Artificial Neural Networks (ANNS),
which are a great example of this kind of powerful machine learning technique [7]. In both cases
ANNSs, being inspired by the structure and functioning of BNN, are very efficient to process linear
scenarios with faster convergence in training. In this work, a FNN trained by BLMA has been used as
the classifier to recognize and estimate PD. The process is carried out in two major stages: an initial
dataset generation using the commonly adopted fourth-order Runge-Kutta (RK-4) numerical technique
to obtain approximate ODE solutions, which generates a ground truth for training of our FNNI[8,9].

The BLMA obtained by using the reference solution coming from RK-4 provides a second stage
capable of refining the FNN parameters. The iterative training helps improve accuracy in DDoS
prediction by the FNN. In an effort to assess the stability and consistency of their own model=, a
comprehensive evaluation is conducted by comparing predictions made using their ANN based model
with those generated utilizing the widely established RK-4 technique. These comparisons rest on a
series of statistical numbers, namely:Fittings to comprehend the stability/accuracy of ANN model
prediction with reference to actual solution over time by how close its predictions align together as
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evident from convergence analysis in Fig. With this comprehensive assessment the researchers want
to showcase the performance, adaptability and most importantly practicality of their method for
modelling, analysing and forecasting DDoS attack behaviour[10].

This new combination of SEIAR compartmental model with the computational speed and versatility
provided by ANNSs, using an anatomical BLM-A as training algorithm should be considered promising
to understand epidemic cybersecurity threats better. The lessons learnt from these models, meanwhile,
can inspire the creation of defence strategies that are more effective and proactive to make our world
safer in an age where technology has become integrated into everything[11].

1.1 Research Contribution

The work we contribute offers a more sophisticated computational approach to discover exact
surrogates for extremely complicated mathematical models, informed by real-world examples. Given
that you reference the invention of a compartmental model, SEIAR in your manuscript as one addition
to extant research and applied its use on how cybercrime attacks spread among multiple devices
through server[12]. The model also helps an understanding of cyber offenders, and the operational
aspects in terms of a collective organized crime for situation occurring with pandemic i.e. outbreaks
caused by infectious agents originated intentionally. To address this problem, in our present study we
carried out a mathematical model analysis where by reaching to the appropriate response solution for
system of Ordinary Differential Equations which accurately describes cyber-attack i.e. DDOS attack.
We then attempt to learn from sub-optimal surrogates and analyse the stability of this system. Also we
are interested in curves which fit the target solutions (all re projected to same coordinate) — should
get us a regression value of 1. Because of the research method we use, it is able to provide accurate
predictions for how real-world phenomena should happen in different scenarios.[13] They either sense
or detect these types of attacks as and when the occur! Also, the only evidence of vaccination:
immunity from cyberattacks. This paper in our research helps the Future of Computational Algorithms
and its applications for complex real-world problems.

1.2 Experimental Evaluaion Guidelines

SEIAR model is explained in detail along with the names given to each variable used within relevant
differential equations.

* This article discusses the results of ML, ANN and Runge-Kutta methods that have been utilized in
this study for obtaining general solution so as to solve differential equations. Normally, the BLMA is
used for numeric problems solved by FNN’s.[14]

Descriptive analysis: The statistical associations between performance and examined models should
be evaluated;

* In an effort to train, validate, and test reference dataset approximate solution value by BLMA as per
study detail. How well testing, validation and training are captured in exhaustive details is also
displayed.

The study employs several tactics to validate the wellness and effectiveness of this design approach,
having Convergence performance analysis Error histograms for in-silico endpoint predictions by
ANNs model compared with experimental VAChT KD data curves or scatter plots against
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concentration curve fit linearity assay Regression test. The background methods for the analysis of
each differential equation can be used.[15]
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Figurel. Design methodology of backpropagated levenberg Marquardt algorithm[21]

1.3 Comparative Experimentfor Seiar Model

Although comparative experiments can theoretically lend powerful insights into the operational
nuances of a SOC or SIREM model, they may not be possible in practice [16]. Which is the reason
an advanced SEAIR cyber security model was built upon machine learning to tackle only DDOS
attacks as in our case. We consider our approach — and hope to some degree that it is truly unique
(it may not be) — as a new, strong replacement for battling against those same threats by actually
looking forward protecting computer systems many orders stronger than any other effort. Our
method fared also well with respect to the renowned RK-4 technigue as evident in comparison[17].

While we appreciate the effort to reproduce our works, and our model has already been discussed in
greater detail previously — evaluated using a thorough mathematical analysis that should make one
sense an improvement over other methods[18].

Busines layer
Application layer Application layer
Network layer Processing layer
Transport layer
Perception layer Perception layer

Figure.2 Layering model
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2. Demonstration Of Mathematical Model

At the heart of mathematical modelling is transforming a real-world issue into one whose components
can be systematically understood using mathematics. From the field on Machine Learning, we use
supervised ANN's that predict neural neurons which are further analysed to dive in towards quantifying
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cyberattacks through multiple systems. However this is a sort of existential threat, because the in fact
it does destabilize with cyberattack. The path with which the attacker pursues force manipulated data.
Figure (3) showing that when DDOS attack [19] in this, here attacker sniffing a legitim session b/w
server to victim and traced IP which system has with them on other side figure (4) showing how
attacker disconnect this Victim (System) to Server n get its ip. It is also one of LBSs [20]. However,
visual tracking in this case is mainly designed for segmentation-driven frameworks and it needs high
computing resources unlike being commercially viable [21]..

Compartmental SEIAR model; S susceptible, E exposed | infectious A asymptomatic R recovered
(Fig. SEIAR: The notation of the SEIAR model is given in Table 2 That is illustrated by the dashed
line in this Figure. of I (solid line) are infectious, and so with them can be regarded to have a A
transference rate while they remain part-susceptible (again see Results: Subgroups :rangellab:, 2
adding to, vector spaces for details). Even then, those infected devices were still only compromised
and not yet infectious. Brief immunity in case of a DDOS attack for PaE One of them is defense from
attack software that in time t T has performance degree A removes one for DDOS attacks removing
action implanted into security software, In such case: if counter-not attacking running duration A sec
second so on I y. Otherwise then (1 + £1) and( p+&2 ) I compartment respectively, where the magnitude
of device damage due to attack on A Compartment; I Compartment are represented by a positive
constant parameter {1, p 12. So, from Equation ( 6), it can be concluded that p is normal daily device
damaged [22]. Devices that are recovered after being lost, subsequently return to the unprotected
compartment from home at a merit of 1. Thus, the mathematical differential method for it is an
equivalent system of ODE’s.

1) (2)

(3) (4)
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Five compartments were of the total devices (N): susceptible, exposed, infectious, recovered and
asymptomatic.

The method has been tested with 1000 connected devices which initially contain: 998 susceptible,1
infected, asymptomatic and exposed or recovered. This setup describes a situation in which the
infection is taking off across the network.

3. Methodology

In this part, we will go forward to a lookup machine designed by the neural experiences (Neural
Experience-Based ANN) for executing the interpretation algorithm related with Machine Learning.
We can tune your hidden units with a lot more complexity than just telling them the necessary paths
using only one MLP (Multi-layer Perceptron) Perceptron: It is a node where mathematical operations
are applied on input data to give output in MLPs, which are artificial neural networks [23]. The
Concealed Layer contains the neutrons from [24] We will explore better ways to solve this system of
differential equation with a similar schema, NOT necessarily using the classical Metropolis-Hastings
algorithm by employing MCMC techniques as described in [25,26,27].

With that, we leverage ANN a cutting-edge ML technique. ANN is a strong ML process converges
faster in taking care of linear frame scenarios. ANNS are complex nonlinear probabilitical models that
can extract from the inputs some of relationships completely between many outputs and create most
new surrogate solutions which do not exactly be as one unnoticed system to ODEs but rather replace
multiple similar steps or even chains[28,29,30]. The algorithm reads the data he feeds it, then spits
something back out at him. This is an optimization algorithm, but you might have seen various other
algorithms covered in this blog that are applied on different neural networks. The method that is used
for optimization and works well this ANN. Sparse MLP with 1 hidden layer.

where wij can be some tuned connection weights, bj are bias vectors and xi for inputs. As with all
nodes, wij are connection weights and bj is biassed vectors; xi analagous to yi from a FNN using log-
sigmoid activation function FNN with log-sigmoid activation nodes.

1
fi(x) = m#@)
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The process of implementing FNN-LMA is completed in two stages, while Fig. Algorithm Flow
Complete view of Design algorithms, Figure 1 Adopted method for surrogate solution as shown in
figure 2 As well as Creating your own baseline dataset using typical machine learning approach; —
4th order Runge-Kutta Algorithm We then train an FNN with the same initial data set [31].

After obtaining the FNN, an Adams-Bashforth predictor is used to predict solutions of the ODE system
in time-stepping-scheduling. FNN testing on a test dataset with Validation. A Backpropagation
technique allows FNN to be train using error correction minimisation in prediction of the true
solution[32,33,34]. The image that follows show a fraction of the many design methodologies used.
Step 1: Initial data set the first thing we did was to solve numerically this initial data using
Mathematica's "ND Solve" function with the fourth order Runge Kutta routine (Rk4). Then, in second
phase the program entitled ‘‘nftool’” from MATLAB package to test data be designed ANN and
applying it through BLM method. Fixed-set-inference and reference solution- Build around a seed for
the test/validation/training procedures to be coaxial with Tiny ImageNet Intractable approximation to
many System of Equations liveness How the NNs-LMT method works: Figs 5it is possible to show a
single neural networks in full detail). Figure 3: System connectivity with Domain Controller.
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4, Results

We train the model with Math and use methods like Feed-Forward Artificial Neural Network form:

The system of differential equations appearing in eg. (3) can be solved using the relations above to
give solutions for X B L and so on, with interplay propagating over time from millions of years ago
until no regions are left uncovered in WINE; full details will be provided elsewhere Output transform
has 2 quantities (u an v) Forest input funnel into output ((x1, x2. y)) Step4. It is stored in the form of
neural network Levenberg—Marquardt Algorithm (BLMA) [32,33,34]. In addition to that, we take into
account a corresponding neural network for this system of ODEs as illustrated in Fig. 5,

40

| ST A O A O S U0 P - L R A R Y R R
Substation 0

Figure 14. SUSSTATION ID,S AT RISK

A similar test as was used in LSM, for the ANN-Approach it would not be possible because to long
training times Result Fig. (17) 34 runs 15 Top). Only ~34% of the fitting results good enough with
(1.23 *107-07 average error). Hopefully this will lower error as we keep more data points. Rump , Ass,
BLMA in [35,36]. ANN-Approach has been shown to be applicable for solving ODEs here. Many
authors have introduced ANN based techniques such as Lagares throughout [37,38,39] to enclose the
boundy and initial value problem. The effect changes of connected devices damaging rate Figure(2)
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with Design algorithm BLMA. This unique technique is a model free neural network based approach
which can be represented in form of almost solution (this approximator) to the system ODE using
universal approximation theory [Hornik et al. Hypothesis: A moderately tiny concealed layer FNN is
universal approximators for continuous function.

2 el tacae P oo b e
= === Figapzirng Ticrie
— — SR sethand bampeeciog

40

perunit

time Isecondsl] Time (seconast

(b) (d)
Figure 15. Case 3 of ODE for training analysis

The ODE’s should be written as the following system in order to achieve this:

{8'(@) = Fi(S(@), E(q), 1(9), A(@), R(9), @), S(q0) = So E'(q)
= F,(S(9), E(q),1(9), A(@), R(q), ), E(qo) = Eo I'(q)
= F5(5(q), E(9),1(9), A(@), R(9), 9),1(q0) = 1 A'(q)
= F4(S(@), E(9),1(9),A(q), R(q),q), A(q0) = Ao R'(q)
= F5(S(q), E(q),1(q), A(q), R(q), @), R(q0) = Ry #(5)

These results can be written in terms of the solution to a differential equations,

y'(@ =FW(@),y(@) = yo#(6)

Here in this solution y”'(t) indicates LHS, F(y(q),(q)) 100 times stands for the RHS and y(q_0)=q_0
provided by system's beginning condition. Here y(t) is relevant not just to time t but rather some current
and past times, thus serving as another more global internal state: Another way of arriving at the same
solution applies an ANN with 10 hidden layers for fitting a function instead of approximating matrix
multiplication in the form:

N(q,w) = Wiu(Wyq + by) + b #(7)
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In this, W is weights and t for input (in stat). here again the linear activation function wit Sigmoid &
Tanh as 2 case of u with bias term b1,b2 where wk1 to wkn are weight matrices [40,41,42]. All the
parameters are denoted here W [Wk1,b1,Wk2,b2] This answer is further rewrite as follows;-

y(@,w) =yo+q—qoN(q,w)#(8)
Where,N(qq, w) # yo#(9)

Such that y(q0,w) y0 and caused his [43] Given the loss function (w), we can then obtain an ideal
parameter.

In order to check the design algorithms for effectiveness and efficiency, Table 3. and Table 4. Figure
12(a) and (b) compare results of Runge—Kutta method [44], least square method [45] versus machine
leaning algorithm FNN-BLM recursive learning process equivalent to effective response for various
value set in Tables I11 - V. The numeric results show that the FNN-BLM method is very accurate and
numerically approximates these types of solutions by an error less than 10—5 to fewer then 10—8
absolute values.

5. Discussion

The research identifies cybercrime within Jordanian adapting COVID-19 issues through the timeline
mapping Table 52: Timeline Mapping of Major Events and Malicious Attacks Event/Cyber Attack
centered Impact on Org Statement Made before an attack by a group or individual Porcos malevolos
| Ciberataques, Crime corporative in addition to evaluating its cybersecurity Fig. This study will try to
include cyber crime in Jordan criminal justice system and challenges, it covers some of the Jordanian
legislation on combating cybercrime or any different type of crimal activities committed using an
electronic device [46,47]. Cybercrime affects billions of people, resulting in the stealth of personal
details. Events in the past year only have affected million’s of people belonging to U.S. (i.e., 54 m),
Turkey, S Korea and Germany each having an impact on between 16—20 million individuals. [48] In
2007, the National Social Crime Records Bureau registered a total of 217 incidents under IT Act in
comparison to merely142 what was recorded in the year preceding it which is getting close to more
than half '52.8%' rise! Maharashtra accounted for the maximum share (21.56%), followed by
Kharghar, Tamil Nadu and states/UTs .Greatest number or 99 of the overall casualties which were
listed under IT Act 2000 were in rebald publishing or transference etc. RTVF commonly known as
cyber pornography. [49,50]

I1/P o/P Desired value AE

0 ]998.6985 | 999 2.45E-04
0.5 | 969.7854 | 973.2886 5.67E-03
1 |951.1200 | 925.6871 6.99E-04
1.5 | 926.7823 | 901.363 3.89E-05
2 1901.2540 | 879.2326 4.81E-03
2.5 | 889.3298 | 859.23 1.34E-03
3 |857.3698 | 862.1548 8.33E-04
3.5 | 827.4930 | 812.1254 3.78E-03
4 |815.3210 | 795.3579 2.34E-04
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4.5 | 795.0035 | 812.1245 2.76E-04
5 774.2589 | 774.2159 2.18E-05
Table 1. Case for Asymptomatic device and comparing ML derived outcomes with RK-4

All cases (46.5%) [51] A natural system to apply the new control scheme is the Keller-Segel equations
[52], which model a group of organisms with fascination and revulsion, whose tracking can be in
charge under stability conditions. It aims to discover control mechanisms that, when present in the
system stabilize globally Is undertaken to build a workable and accurate mathematical model which
describes the propagation behaviour of an infinite number potential Threats originated from outside.

1/P o/P Desired value AE
0 1 1 2.98E-07
0.5 | 0.952444 1.5626 4.32E-07
1 |0.907898 1.9233 9.43E-08
1.5 | 0.866174 2.3659 2.34E-08
2 [0.827094 2.9823 4.45E-08
2.5 | 0.790492 3.2658 1.32E-07
3 |0.785424 3.7896 3.45E-08
3.5 | 0.745265 4.2202 3.34E-08
4 |0.631555 4.8963 2.53E-07
4.5 | 0.663256 5.1635 1.34E-07
5 |0.614847 5.6856 2.13E-07

Table 2. Case for Recovered device

The earliest step is to create a list of solution from the system of ordinary by obtaining results through
numerical approaches The system of differential equations employs the TheRK-4 method helps to
access a bunch effective resolutions as an collection of sequence, usually in form time series number.
Having created the data-set, it can now use to train an ANN[53,54,55]. These RK-4 results are used as
target data in training the ANN. Training an ANN is about creating a model to predict based on the
input data, which has not been seen in training and this process starts from feeding the weights(bias)
initial values of These are simply tensors that represent how different factors affect each attribute.
After this forecasted result is collated to the desired result and we get an error as a difference between
these two. We simply takeback the fallicies through the network using basic algebra
(backpropagation), and we then adjust our weights & biases to minimize that error. The weight update
method is performed again for many values , where an value means passing one example through the
network whereas a pass over all training examples in this manner goes by name epoch. The aim is to
minimalize the fallacy in forecasted output vs desired output for every input by changing the weights
and bias till the prediction has a low amount of error. When the dataset is tested, validated and trained
then it’s performed value are predicted using BLMA. For each data set, a convergence analysis was
performed in combination with error histograms to highlight the effectiveness and precision of the
design strategy[56,57].
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I/P | O/P | Desired value AE
0 0 0 1.98E-07
0.5]0.078 0.456 6.32E-02
1 10.124 1.243 1.43E-02
1.5(0.212 1.659 2.34E-01
2 |0.275 2.233 2.45E-01
2.5]0.353 2.849 2.32E-01
3 |0.424 3.7896 3.45E-01
3.5|0.444 4.2202 4.34E-01
4 |0.459 4.8963 4.53E-02
45| 0.534 5.1635 4.34E-01
5 10.563 5.6856 5.13E-07
Table 3. Case for Susceptible devices

I/P o/P Desired value AE
0 1 1 4.56E-07
0.5 | 0.925646 0.925646 6.34E-09
1 |0.907898 0.907898 2.87E-06
1.5 | 0.866174 0.866174 1.07E-09
2 |0.827094 0.827094 2.59E-08
2.5 1 0.730492 0.730492 1.32E-07
3 | 0.65424 0.65424 3.45E-08
3.5 | 0.645265 0.645265 2.62E-08
4 |0.531555 0.531555 8.65E-07
4.5 | 0.463256 0.463256 6.65E-07
5 10.414847 0.414846 2.13E-07
Table 4. Case for Exposed devices

The Figure of the numerical solution has been constructed with Matlab software. We trained the
network by using Backpropagation Levenberg- Marquardt method (BLMA). BLMA techniques are
particularly well-suited for working through linear scenarios due to simple basic concept and easy
interface[58,59]. This also compares well to other machine learning techniques, with the BLMA chain.
We utilized training data, validation and testing as 70%(701 samples),15(150 samples)% & same for
testing with the hidden neurons of fitting network having layer configuration shown in Fig (13) / each
input. The worst value and arrows in histograms to compare the output data versus target, Figure
compute the error. This week, Figure 14 focused on how to analyse the number of cyber attacks over
the time using a histogram approach. This histogram shows you distributions of attacks in a specific
time period for each attack as well as distribution data about some attack features like duration, type
and strength. The histogram visualization helps Cybersecurity experts to recognize that how cyber
assaults patterns generally look like and where extra security can be needed. The root of that fallacy /
number of the samples is called as MSE. shown in Figure(14). And the image suitable shows accuracy
Although when converge towards zero and are near to 0 here, mean output is most accurate (Figure
17). Figure (19) gives evidence, Figure 20: Gradient Exemplification (Behaviour)The training Figure
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which explains the behaviour, depicts error in comparing RK-4 with target data for different
parameters[60,61,62].

I/P | O/P | Desired value AE

0 |0 0 1.94E-07
0.5]0.01 | 0.56 8.64E-07
1 |0.03|1.03 9.02E-06
1.5(0.04|1.55 5.36E-08
2 10.06|2.06 7.23E-08
2.510.07 | 257 1.02E-07
3 10.08| 267 1.23E-06
3.510.09 | 3.67 2.65E-08
4 1010451 5.68E-07
451011 |4.92 4.36E-06
5 |0.13|5.23 2.89E-07

Table 5. Case for Infected Devices

Case 1 — Random setups chosen by us Also employ a similar process in order to reach the surrogate
answer. Also plotting the curve solution with Matlab In next case, it varies with birth percentage(B),
recovery percentage Re: Regeneration Stage), infectious recovering stage (oRc From Infected
Recovered/ Over device Crash :( M)), death ratio to crashed devices (uNatural or Natural Death) and
existence device is not need anymore[64]. This is done at same time to hold infection rate, contact and
the new vulnerability of device infected in this case devices leaving Unprotected are either already
being compromised may be due to download instructions or they contacting neighbours. Then in the
forwarding case, birth percentage recovery percentage infectious recovering stage device crash and
exits inputted as constant[65]. Furthermore, it attributes other variables like: infection rates involving
devices left exposed either to the infected one or an attacked device as demonstrated in Figure (4),
contact rate and so forth. The error is calculated in the histogram Figure, by collating output data vs
desired. As shown in Figure 8, the MSE is equal to square root of total errors by number sample points.
Accuracy of this Figure fitting. Figure (6): Countermeasure to recognise the number of cyber threats
with passage of time. Histogram visualizing amount of attacks in a time span per and distribution of
attack attributes (duration/duration range, type too etc.). Cyber security analysts can gain insight to the
nature of cyberattacks, possible regions where more secure precautions are needed by examining this
histogram. This plot is shown in Figure (7) which represents when all points on the converged at zero,
or very near to zero means it goes accurate result. The Figure (9) illustrates the gradient behaviour
during training[66,67]. The gradient that the optimising algorithm is with respect to network weights
and it tries to learn how they can be changed in order for better network performance. We also validate
the curves to target solutions and hope for a regression of 1 with respect to all forecasted output like
we have shown in Figure.

6. Conclusion

Acrtificial Intelligence based technique is Artificial Neural Networks through which we are developing
the descriptive model to simulate Pony Stealer in Developed connection. The model is compartmental

https://internationalpubls.com 194



Communications on Applied Nonlinear Analysis
ISSN: 1074-133X
Vol 31 No. 8s (2024)

in that it views both symptomless devices and Exposed, Susceptible, Infectious and Recovered as
separate systems connected through a common server. There are, however, infections that may be
transmitted when the carrier of a pathogen has no symptoms (e.g. Although not all of the devices listed
here are generally used in cyber security models, it is important to have a complete classification- and
infection-devices include those viruses that can be traced by means of infections facilities for they
usually aim at enabling an unintended access shared and written from remote site (wherefrom
collecting user data might be possible) [68]. In actual world these process are governed by a system of
ODE. They can resolve the ODE method beneath epidemic model by employing machine learning
methods based on deep neural training [69]. We will make a single layer per node and equation for
one hidden layers of Matlab nodes arteries, then creating the RK-4 reference solution.

which is then used in the training testing. validation steps of Levenberg Marquardt algorithm. The
outcome of these Graphical Analysis disclose that applied approach is true and efficient as this presents
least absolute errors when compared with well-known methods in front of approximate solutions,
analytical answers. Furthermore, the performance indicator values were approaching zero which is
evidence of a superior outcome modelling.
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