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Accepted: 28-09-2024 stated security level. In the context of loT, lightweight cryptographic primitives are
presented taking into account the trade-off between speed and security assurance. In this
research, we proposed lightweight cryptographic hash methods and optimized hardware for
devices with limitations. The size, speed, efficiency, and power consumption of our
suggested solutions are examined on FPGA systems. Bit permutation, linear transformation,
and S-Box functionality are used in the suggested design. To analyze large data sets and
Internet of Things applications, conventional hash algorithms need memory and time. Thus,
the demand arises for a lightweight cryptographic protocol that is both rapid and safe. This
technique offers the necessary security criteria of conventional hash functions and the
parameters for lightweight cryptographic protocols. The proposed architecture is tested and
validated based on three key criteria;: memory, speed, and power consumption, which are
important factors in determining its lightweight nature. Based on the findings, the proposed
architecture outperforms other lightweight protocols regarding memory usage,
performance, and power consumption. For an appropriate FPGA-based application
deployment, a thorough comparison of our suggested designs is detailed on various FPGA
families.
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1. Introduction

Over the past two decades, a wide range of networked devices have proliferated in an ecosystem
known as the Wireless Sensor Networks (WSN) / Internet of Things (l1oT), leading to the emergence
of Lightweight Cryptography (LWC). Large amounts of data are produced by these devices. The
majority of loT devices are vulnerable to hacking, nevertheless, as they lack strong security and
privacy measures. Since these linked, low-cost, ubiquitous devices only do a few calculations, it is
crucial to satisfy their security and privacy requirements. The computational complexity of the
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standard cryptographic primitives meant that they could not meet the security and privacy
requirements of the Internet of Things/WSN paradigm. While it was designed to fulfill certain use
cases, it sacrifices versatility and has a narrower scope of use, lightweight cryptography is not
predestined to replace traditional encryption while it remains effective. Creating a broad variety of
interconnected devices with diverse applications—Ilike health monitoring systems, automated supply
chain management, public transit, phone cards, etc.—is the aim of lightweight cryptography.

Various tagging technologies enable the identification of interconnected edge devices in WSN/IoT,
enabling communication and information sharing among all end nodes and physical objects.
Authentication, confidentiality, and integrity services are required for the safe exchange of data
between end devices in IoT/WSN. Limited computing power, smaller RAM and ROM space, and
reduced physical footprint are some of the new constraints for working in these contexts. However,
these limited Internet of Things devices/end nodes rely on conventional security methods [1], which
need greater processing power and RAM. Because of this, the discipline of lightweight cryptography
(LWC) emerged through the use of loT-enabled devices. As a result, several hardware and software
versions of efficient encryption methods have been developed specifically for IoT applications.
Hashing functions, stream ciphers, and block ciphers are the general categories for these. The cost of
software deployments is reduced, and production and maintenance flexibility is increased. The
literature does, however, suggest two basic categories of lightweight cryptography based on several
application types that have properties related to both software and hardware (SW) and HW. Focused
on 1oT/WSN end nodes, ubiquitous LWC addresses their diverse end applications, necessitating
distinct security protocols. Generally speaking, ubiquitous lightweight cryptography serves as the
foundation for most research. While using standard resources already in place, ultra-lightweight
cryptography may nevertheless be implemented. To make these lightweight cryptographic primitives
more efficient and have a smaller footprint, a customized or optimized solution is always required.

The two types of lightweight cryptography are symmetric and asymmetric, much like in conventional
cryptography. A cryptography system that has to analyze data quickly and transmit valid data must
include a secure hash algorithm. 10T applications that entail frequent and sensitive data transfers
need a lightweight cryptographic hash function since these devices must first authenticate themselves
in order to connect. With an emphasis on I0T/WSN applications, this study focuses on lightweight
hash primitives. Lightweight cryptographic primitives may be used in a variety of contexts, including
loT-based healthcare. This is a place where a lot of personal information is gathered, and the safety
of the medical care a patient receives can have an effect on their ultimate outcome [3]. Since these
devices connect medical databases and cloud computing servers to the edge/fog computing layers,
implementing various cryptographic primitives such authentication, encryption, and authenticated
encryption is difficult due to resource limits. Among the many problems, difficulties, and benefits
that have resulted from the deployment of blockchain technology in the 10T architecture is their own
growing field [4]. To integrate blockchain into the Internet of Things, linked nodes must
authenticate. The development of a strong Internet of Things architecture is made easier by the
discovery that stump-based hash primitives are more appropriate for blockchain-based applications
in terms of both energy and performance consumption [5].
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In this study, a method that prioritizes data reuse, minimizes memory access, and maximizes
performance per clock cycle is presented. It does this by analyzing each individual operation that
constitutes the lightweight hash algorithm as well as the data dependencies associated with it. This
evaluation allowed us to reduce the amount of basic operations and build the arithmetic and logic
units, as well as the data pipeline, that were required. An iterative design method was applied in
order to reduce hardware needs and shorten the critical route.

The work'’s primary contributions are:

J Development of an efficient lightweight cryptographic hash algorithm that offers both strong
security and high-speed hashing capabilities.
. Develop a lightweight framework capable of handling big data, as well as supporting

applications and devices related to loT.

The rest of the paper content are structured as given. In section 2, the related work on other
conventional and lightweight hash-based cryptographic algorithms is discussed, and the proposed
lightweight processor's hardware design is outlined in section 3. In section 4, the findings and
parallels to related research are discussed. This work is brought to a conclusion in section 5.

2. Literature Review

These techniques are shown to be successful on two FPGA boards [11]. It is detailed how the ECIES
protocol may be realized on hardware using a secure SoC [12]. A practical two-stage hardware-
accelerated attack against SHA-3-based MAC was shown [13]. Variational irreducible polynomials
may be implemented on FPGA with a novel method based on a hashing algorithm [14]. It is possible
to implement a hash unit on an FPGA [15]. A SHA-256 FPGA hardware module was used in the
development of the IEEE 1609.2 vehicle communications (VC) security protocol [16]. OpenCL
compatibility is enhanced in the Bob Jenkins lookup3 hash function's open-source implementation
[17]. An IP that interacts with Cortex-MO is a round-iterative 1600-bit data-path SHA3 design that
was described [18]. An effective processor built on an FPGA is detailed, together with Keyed-Hash
Message Authentication Codes (HMAC) using SHA3-224 [19]. An ideal implementation of this
function, which seeks to decrease circuit complexity while boosting speed, is shown [20], which
might be useful for hardware implementations of the cryptographic hash function.

A methodology for automating the creation of hash algorithms suitable for network flow hashing is
presented [21]. Using hardware HDL and FPGA synthesis on a Xilinx Virtex-4, the pipelined
architecture of the SHA-256 hash function has been optimized [22]. A hardware framework for
quickly developing algorithmic hardware implementations to accelerate cryptographic hash functions
on the Xilinx ZYNQ SoC was presented [23]. This innovative hybrid architecture, based on a three-
stage pipeline structure, may process many blocks in parallel to improve performance [24]. This
article compares three potential approaches for SHA-3 hash algorithm implementation on FPGAs
[25]. A generic approach for parameterizing cellular automata rules is presented [26], In addition, the
text refers to applying one-dimensional cellular automata using parameters. The SHA256 algorithm
implementation alternatives for hardware and software are recommended [27]. A large collection P
of I-byte patterns is recorded in advance in this efficient FPGA implementation of the Bloom filter
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[28]. The Troika hash function's hardware designs provided reconfigurable devices with nearly zero
circuitry use and enough speed [29]. The FPGA implementations of the Secure Hash Algorithms
were compared and shown by the three distinct hashing standards [30]. The newly introduced hash
algorithms based on irregular programs are responsible for unpredictable code paths and input data
[31].

3. Proposed work

We provide a lightweight hash algorithm that works with l0T-sensitive gadgets. The main layout of
the suggested design is seen in Figure 2. The padding approach is used to increase the size of an
input message (M) that has a variable length such that it is more than 512. Next, 512-bit blocks of
identical size, B1, B2,..., Bn, are formed from the padded message (M). The compression function F
applies a bijective operation on the split blocks, performing XOR operations with a piece of the
Initial Hash Value (IHV) both before and after the processing of the compression function. The
Initial Hash Value (IHV) has a capacity of 1024 bytes and is initialized according to the desired
output hash size. For instance, when a 256-bit output hash size is needed, the initial two bytes of the
Initial Hash Value (IHV) will be 0x0100, while the rest of the bytes will be filled with zeros. The
padding, parsing, IHV setup, compression function computations, and final hash creation steps make
up the five stages of the suggested design. In the subsequent paragraphs, each stage are discussed in
detail.

| Message (M)

| M [ 10°1]

HY,
e | _'@_' B B

Figure.1 The architecture of lightweight hash processor
3.1 Message Bit Padding

The padding strategy was employed in the proposed design. The following algorithm, Algorithm 1,
illustrates the primary framework of this strategy. The objective of padding an input message (M)
with variable length is to augment its size to exceed the block size (B). The remaining bits are
calculated by dividing the message's length by the block size, as the procedure illustrates, and this
quantity is then needed for padding. Next, two 1s are added to the input message to indicate the
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padding boundaries, together with the necessary amount of bits (P). After padding, the input message
is represented by M, which is created.

3.2 Parsing of the Padded Message

The padded message is split up into 512-bit equal-size blocks (B1, B2,..., Bn). Eight 64-bit words
make up a 512-bit block; for example, the message block Bi is represented by the eight words BOi,
B1i, B2i,..., B7i. The computation of the compression function receives each message block.

3.3 Initialization of Hash Values

During this phase, the approach employed by the JH-hash submission [18]. The Initial Hash Value
(IHV) is determined by the intended length of the output hash. The size of the output hash is stored
in the first two bytes of the IHV, while the remaining bytes of the IHV are set to zero. The suggested
design accommodates many hash lengths, such as 160, 224, 256, 384, and 512.

3.4 Compression Function Calculation

The equation demonstrates the sequential handling of message blocks with the compression function
F. The compression function consists of five steps: bit grouping, S-box, linear transformation,
permutation, and degrouping. During the grouping stage, the input message block Bi and the Initial
Hash Value (IHV) are combined in such a way that each input (message block and IHV) contributes
two bits to each S-Box. Using the round constant (Rc), the S-Box step determines the S-Box to
utilize. The bits are shuffled before being permuted to the next step by the linear transformation
layer. This procedure keeps on for every block until the last of the eighteen rounds. After the current
block is processed, the output is sent as IHV to the computation of the next block. Each block in the
suggested design goes through eighteen cycles, the number of which is determined.

After the input is split into two words in the grouping stage, it is sent to the S-box selection layer.
The selection of an S-Box from the 4 x 4-bit S-Boxes is determined by the round constant (Rc). The
input received by the S-Box includes an equivalent number of bits from both the message block and
the Initial Hash Value (IHV). The linear transformation layer (L) employs an XOR operation to
sequentially transfer two words to the received words. When the Pd permutation is applied, the
words are rearranged and placed next to different words in the subsequent round of block computing.
To create the final hash, all bits are moved back to their original positions during the degrouping
step, which follows the processing of the 18 rounds. After the final block is processed in our design,
the result is 1024 bits. In order to generate the final hash, the LSB of needed bits are taken in the
hash generating process. It displays the inside round function's overall structure. It displays the
permutations and passes through the linear transformation and S-Box layers for the input data (xO,
x1,..., Xx15). The all equations mentioned below are used to calculate all the functions in the SHA-256
algorithms.

SO = (a rotateright 2) xor (a rotateright 13) xor (a rotateright 22);
S1 = (e rotateright 6) xor (e rotateright 11) xor (e rotateright 25);
Ch (e,f,g) = (e and f) xor ((not e) and g);
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Maj (a,b,c) = (a and b) xor (a and c) xor (b and c);
templ = h + S1 + ch + K[i] + w[i];

temp2 = SO + maj;

3.5 Generation of the Final Hash

Taking the least significant number of bits from the final output generates the final hash. For
example, if 256-bit hash required, the final hash would be the least significant 256 bits.

4. Experimental Results and Discussion
4.1 Implementation flowchart

Figure 2 depicts the implementation of proposed framework based on FPGA design. Initially, design
specification decided with parameters and implementation platform. After developing the specified
RTL design, functional simulation is performed to check the behavior of proposed architecture as per
the designed specification. If the function verification is correct then FPGA synthesis and
implementation on it is performed with timing simulation on RTL design. If synthesis is performed
successfully then functional FPGA implementation of proposed architecture is possible with
successful design. Altera Quartus Il IDE was utilized for the design analysis, synthesis, placement,
and routing of the suggested lightweight hash design, which was developed in VHDL. Modelsim
simulator was utilized for functional simulation of proposed architecture.

Design concept

RTL Design

Yes
No

Swynthesis and
Implementation correct?
Yes Ne
Timing Simulation

Yes

Successful design

Figure.2 Implementation flowchart design
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4.2 Experimental Setup

Altera Quartus Il was utilized for the design analysis, synthesis, placement, and routing of the
suggested lightweight hash design, which was developed in VHDL. To transfer the recommended
VHDL design to an Altera FPGA board, Quartus Il is utilized. ISE tools are used to simulate the
VHDL design of the proposed architecture and examine its data flow. We compare every variable to
a MATLAB-emulated version of the standard lightweight hash method at the conclusion of each
loop. Tables provide the synthesized device utilization summary for the suggested architecture and a
performance comparison between the recommended approach and other designs.

4.3 Evaluation Parameters

The FPGA implementation of SHA standards necessitates memory and speed due to the large
number of computations kept during hash synthesis. In order to get the most out of an FPGA, it's
essential to optimize the architecture in terms of speed and memory. The following metrics must be
considered while evaluating FPGA performance:

1. Logic Resource Utilization: Indicative of the overall amount of lookup tables or configurable
logic blocks employed in a given design. However, because to variations in placements methods
between FPGA manufacturers, there may be situations in which a direct comparison of area is
misleading. Therefore, using an FPGA from the same vendor is advised for this purpose.

2. Minimum Propagation Delay: A signal's latency is the time it takes to go from its source to
its intended destination signal.

3. Maximum Frequency: The maximum possible operating clock rate for a certain FPGA.

4. Power Consumption: It is indicative of the overall hardware power consumption when a
certain design is implemented. This characteristic is typically characterized by its frequency.

5. Throughput: Hardware implementation speed is measured in terms of the number of bits

processed in a particular amount of time. The formula for throughput:
Throughput = (Block_Size) / (T *Nclk)
6. Efficiency: Ration of throughput to number of slices. It is defined by below equation.
Efficiency = Throughput / Number of Slices
4.4 Result Analysis

Using Modelsim simulator, the lightweight hash's functionality is constructed and confirmed. Figures
3 and 4 present the input data and the hashed output message as a consequence of the time
simulation. Initially, input data is applied at every positive edge of the clock with an active low reset
while enable is high, and an output hash value is created after a series of cycles. To produce the
output hash values, the various test data are tested. The produced hash values are used to confirm the
output hash values once again.
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Figure.4 Simulation result of lightweight hash with input2

Tables 1 show the full implementation of SHA256 on a range of ALTERA FPGA devices. The
throughput increases approximately linearly with the quantity of high-performing FPGAs in each of
the assessed FPGA families. Since the throughput is mostly determined by the number of clock
cycles, this makes sense. The design on Stratix Il reaches a maximum throughput of 1090.512 Mbps

with an efficiency of 0.327 Mbps per logical resource (Ir).

Table. 1 Performance Evaluation of SHA256 on various FPGA device platforms

Evaluation FPGA Devices
Parameters Cyclonell- Cyclonel V- StratixII- StratixII1-
EP2C35F672C6 | EP4CE75F29C7 | EP2S15F67214 | EP3SES0F78014L
Logic 2835 2880 2236 2378
Resources (LR)
Min 5.42 2.12 4.78 2.06
Propagation
Delay (ns)
Max 98.55 150.45 100.80 143.85
Frequency
(MHz)
Power 50.74 38.64 25.44 30.91
Consumption
(mw)
Throughput 300.54 840.425 280.478 700.546
(Mbps)
686
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The performance of several FPGA devices is visualized in figure 4-9 with respect to logic resources,
minimal propagation delay, maximum frequency, power consumption, throughput, and efficiency.
The Cyclone and Stratix FPGA families, which are often low power and high-performance FPGA,
are the two primary FPGA kinds on which the evaluation performance is concentrated. A Stratix 11
FPGA device with a minimal logic resource usage of 3321 results in a minimal power demand of
31.64 mW. I/O thermal power consumption accounts for the power usage. The StratixIll device,
which has strong FPGA performance, has a minimum propagation delay of 3.668 ns, also referred to
as clock to output latency. Due to its increased throughput, the StratixIll device has an efficient
efficiency performance (0.327) in terms of the ratio of throughput to logic resources used.

Logic Resources Min Propagation Delay

(ns)

StratixI|-EP3SE50F78014L ——

Stratix|[FEP3SESOF78014L

Stratix|-EP2515F67214 I

Stratix|-EP2S15F67214
CyclonelV-EPACE75F29C7 I
CyclonelV-EP4CE75F29C7 ma——

CyclonelFEP2C35F672C6 I
0 2000 4000 6000

Figure.5 Logic Resource Utilization

Cyclonel-EP2C35F672C6

0 2 - 6 8

Figure.6 Minimum Propagation Delay

Performance Performance
Power Consumption
Max Frequency (MHz) p
(mW)
S
EP3SES0F78014L
StratixII-FEP3SES0F78014L
StratixIl-EP2515F67214
StratixIl-EP2515F67214
CyclonelV-
I
EPACE/SF29C7 Cyclone IV-EPACE75F29C7
Cyclone [lFEP2C35F672C6 ]

Cyclonell-EP2C35F672C6

0 100 200 300
0 20 40 60 80

Figure.7 Maximum Frequency Performance Figure.8 Power Consumption Performance
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Figure.9 Throughput Performance

Although comparing different FPGA implementations is challenging due to the variety of
technologies used, Table 2 below makes an effort to provide a fair comparison of common FPGA
implementations of the lightweight method under the same circumstances. Table 5 illustrates the
savings in logic resources by contrasting many designs using the ALTERA FPGA platform [7,10].
Compared to the state of the art, our solution uses a lot less hardware logic area resources. Our
approach, which clocks in at 272.628MHz and 1090.512Mbps, respectively, is superior when
maximum frequency and throughput performance are also considered.

Table 2. Comparative Analysis

Ref Work Platform Logic Max Freq. Throughput
Resources (MHz2) (Mbps)
[11] Cyclone-1Vv 104760 74 595
[16] Spartan 6 2150 143.164 909.816
Proposed StratixI1I- 2378 143.85 700.546
Work EP3SE50F78014L

S. CONCLUSION

The Internet of Things has spread widely due to resource constraints, the widespread deployment of
small devices, and their wireless communication with the Internet and one another. Lightweight
cryptography is used to address this issue in light of resource constraints and security requirements.
In this article, a lightweight cryptographic hash function supporting 10T and big data applications
was introduced. The bit permutation, linear transformation, and S-Box paradigms are used in the
proposed study. The outcomes demonstrate notable gains in terms of performance, memory, and
power use. We have designed our system to meet the broad needs of lightweight cryptography
protocols while adhering to traditional hash standard security specifications. In order to
accommodate a range of 10T applications, the suggested architecture will thereafter be evaluated on
diverse hardware and platforms.
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