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secured steganography (P-BSS) mechanism. The stego image is transmitted over an
orthogonal frequency division multiplexing (OFDM) based Wireless Communication
system governed by 802.11 WLAN. The stenography framework uses center element (CE)
information to embed secret bits in its 3x3 neighborhood. The strategy is based on the
magnitude and natural logarithm of the center element. The statistical operation on the
center element defines the position in the neighborhood from where the embedding process
should be initiated. The secret binary information is then hidden using the LSB embedding
approach. The stego image when transmitted over a Binary phase shift keying (BPSK)
modulated OFDM wireless communication system, the stego image was immune to
Additive White Gaussian Noise (AWGN) above 10 dB. The proposed logarithmic
magnitude of the center-element-based steganography (LM-CEB-S) framework maintains
a proper balance between imperceptibility and security.
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1. Introduction

The privacy and security of crucial information are concerns with increasing data transmission over
the internet. This has been a crucial issue as far as intruders are concerned [1]. Unseen and unknown
parties attack the sender’s information by several means, possibly leading to malicious threats and
activities, and eavesdropping [2]. The most commonly used techniques to prevent such malicious
attacks include watermarking, steganography, and cryptography schemes. These are commonly
adopted by many researchers to ensure security and privacy [3]. Watermarks are visually perceived,
and secret information changes in cryptography. However, Steganography hides the secret details
within the host using a key at the sender end. Due to this steganography is preferred over watermarking
and cryptography. The host medium can include an image, a voice signal, a video sequence, or a
protocol. A common code is used to encode secret information at the transmitter and the receiver in
case of cryptography. Whereas, watermarking offers confidentiality by sending the secret details using
host data [4].
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The significant part that provided the steganography upper hand over the other two approaches is its
large data embedding capacity and easier data embedding process. Also, it offers better resistance to
an intruder to notice the hidden information [5]. However, due to the high volume of data, there is a
trade-off between payload, imperceptibility, and security. It implies that an increase in data would
decrease the level of security and vice versa. Besides this, an increase in secret information gradually
decreases the imperceptibility [6]. Therefore, the objective concerned in steganography is to hide secret
information, preserve the perceptual quality, and make it difficult for an intruder to extract the secret
details. Also, the approach used should be cost-effective and robust to prevent loss of information
against deterioration. The challenge is to incorporate better mathematical modeling for embedding
secret bits that will offer minimum contamination and provide a lossless de-embedding process.

The article's contribution can be summarized as follows:

1. A secured data embedding technique LM-CEB-S using LSB embedding is introduced which offers
higher security and imperceptibility.

2. The secret byte is embedded in the host image patch which is governed by the logarithmic magnitude of
the center-element. The magnitude value defines the initial embedding position in the patch neighborhood
for clockwise embedding.

3. The performance of the steganography mechanism is evaluated using a BPSK-OFDM-based wireless
communication system

4. The proposed LM-CEB-S offers a higher peak signal-to-noise ratio and structural similarity.

2. Related Work

Several methodologies have been suggested to compensate for these challenges and maintain proper
trade-offs between parameters. Work introduced in [7-8] uses the efficient LSB-embedding technique
where LSB with certain encryption methods was used. Authors in [9] partitioned the host image into
two regions based on texture analysis. They named them sensitive and non-sensitive regions. The latter
regions were used to cover the majority of secret information while the former region was used to hide
remaining secret details. Their adaptive LSB embedding approach [9] achieved a high payload and
provided better imperceptibility. The work suggested in [10] used LSB and the secret key and
processed using Ex-OR operation. The key was converted to a single-row vector and Ex-OR-ed with
the secret information. The embedding was performed using a single LSB and 3-LSB on color and
grayscale images. A minimum cost and storage scheme offering higher visual security was introduced
in [11]. A sparse matrix was generated using wavelet transform over the image. Further, it was
encrypted with a scrambling mechanism and a cipher image was obtained through compression and
quantification. A PNG (portable network graphics) image alpha channel was then used to convert the
cipher to a stego image.

A randomly selected channel from a color image was used to hide secret bits in [12]. The host bits
were selected using a logistic map and conducted experiments over ten different images. They claimed
that their scheme offered higher security regarding attacks. A two-level security mechanism was
incorporated in [13]. The AES algorithm was to encrypt the secret key and later the encrypted message
was down sampled using Huffman coding. High capacity and imperceptibility were the objectives of
the work in [14] where the authors used LZW coding to compress the message information. The
compressed info bits were then embedded on the edges of the host image. Since the edge pixel spatial
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coordinates keep varying as a function of the host image, the embedding host pixel locations were kept
in a separate file which was processed by the receiver.

LSB embedding schemes suffer from payload capacity problems. Advanced research as per the
literature concentrated on mitigating the payload problem using Deep-Learning and Artificial
Intelligence. General Adversarial Networks (GAN) introduced in [15] comprises two networks
including the generator followed by a discriminator. The use of GAN in steganography was to enhance
the payload capacity of the host image. The result obtained using the GAN generator network for the
data input was approximately equal to the source image. This way ensured 1:1 bit capacity during the
embedding process at the cost of computational complexity. The class of the resultant images was
determined by the discriminator network. But, the cost of training before steganography proved to be
a curse. The training process was simplified in [16-17] which was based on DCGAN similar to the
work suggested in [18-19]. The steganography GAN consists of 4-fractional convolutional layers
followed by a functional layer. This increased the prediction complexity due to the dependency of the
network on eavesdropping on the generator. For the improvement, S-GAN was introduced to a low-
complexity network with 3 layers. Using pixel-based segmentation, they succeeded in reducing the
process complexity at the cost of increased network losses.

As an extension to watermarking, the authors in [20] incorporated phase drift-based drift correction in
PSK or QAM in the dirty constellation. For wireless covert channel. Using discrete wavelet and cosine
transforms, a secret image was hidden in the color and intensity part of the host image [21]. An
algorithm with higher tolerance to channel behavior called chaotic Baker map was used for encryption.
The performance of the steganography system was evaluated using an OFDM-based channel
equalization system.

3. Method & Material

The proposed LM-CEB-S framework holds a capacity to embed 9:1 bytes (cover: secret). The secret
image is resized to a dimension that is 1/3™ of the carrier image. The dimensions of the secret image
are ensured either by resizing the image or by adding or deleting extreme rows and columns from the
cover image. A bilinear interpolation is used to resize the secret image which is governed by the
following expressions (1) and (2).

If C represents the host image and S represents the secret image,

= [ @

Where, |§| is the modulus operator, r and c are the height and width dimension parameters of the host
image.

s [} ana [ = @

Where R and C are the height and width dimension parameters of the secret image.

For embedding a byte in a patch of the cover image, LM-CEB-S considers the center element (Cg) as
a significant element in the 3x3 patch for finding the right byte to start the LSB embedding. To find
the initial index in the 8-element neighborhood around the (Cg), the natural logarithmic value of the
Ce is computed. Since the neighborhood has 8 elements, the maximum value of Cg is 255 (for intensity
image). A 3x3 patch is shown in the Figure 1 below. The center element value and the values in its

https://internationalpubls.com 261



Communications on Applied Nonlinear Analysis
ISSN: 1074-133X
Vol 32 No. 3 (2025)

neighborhood are shown. The number sequence outside the 3x3 patch denotes the normal sequence of
embedding secret bits of the secret byte in the clockwise direction. That is, if the center element value
is 0, the embedding follows the sequence to embed the secret bits with LSB first. However, if the
center element takes any different value in the range [0 255], the initial index of embedding is
calculated using the following expression (3).

1 2 3
14 15 14

8 13 X=15 12 4
17 16 12 5
7 6

Figure 1 — 3x3 block from the patch image

Starting Embedding Index (I) = round (%) 3

From Figure 1, Ce = 15, therefore I = 3.906 = 4. Therefore, the embedding of the LSB bit starts at
index 4 and continues in the clockwise direction. The Do bit of the secret bit will be placed in the
neighborhood byte at index 4, D: at index 5, D2 at index 6, D3 at index 7, D4 at index 8, Ds at index 1,
and so on. The maximum value that Ce can hold for an intensity image is 255. In that case, the value
of I =7.994 ~ 8 which means the LSB (Do) bit will be placed in the byte at index 8, D1 at index 1, D>
at index 3, and so on. Thus, the initial index is the function of the center element value. However, the
rounding operation in expression (3) leads to an overlapping initial index. For Ce = 0 and 1, the value
of | was set to 1 to avoid invalid inputs. For the remaining values of Ce from 2 to 255, the starting
index takes the computed values using expression (3). To compensate for the invalid inputs, expression
(3) is modified to expression (4) as:

1 Cg==0
I — 11 . CE == 1 (4)
round (—2-£) otherwise
log2

Table 1 below indicates the value of Ce and the separation distance between values of Ce and cluster
members. It is seen that the separation for lower values is small concerning higher values. For the first
three values (0-2), the starting index is at index 1, for 3-5 the starting index is 2, and so on. The analysis
regarding the cluster members based on Ce concludes that any drift in the values in the lower range
would cause misdetection of the starting index. A small distortion in Ce would shift the starting index
resulting in a wrong representation of the transmitted or embedded byte. The range of values that can
cause such wrong representation is 0-11. Therefore, high-contrast host images will provide better
immunity against unwanted attacks.

The value of Ce in each patch remains unchanged during the embedding operation and considering the
change in the LSB bit of every neighborhood byte of the host image due to the secret bit, the perceptual
quality remains unaffected mostly. That is, if 50% LSB of host bytes are modified, the imperceptibility
would be more than 50% adding the no effect of Ce. The following Figure 2 shows how the bits are
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covered in the host image 3x3 patch. The bytes in the neighborhood are represented by Nx. The secret
byte is given by ‘s’.

Table 1 — Value of Cg, starting index, and separating distance.

Ce Starting Index | Cluster members

0-2 1 3

3-5 2 3

6-11 3 S

12-22 4 11

23-45 5 23

46-90 6 45

91-181 7 91

182-255 8 74
[\ N> N3

- N, when 2V = X, Start Embedding here

N | pier | Na
N; Ns Ns

Cover Image Neighbourhood

| B7 ‘ B6 ‘ B5 B4 | B3 ‘ B2 ‘ B1 LSB

Binary of N3 H

Bit of s (Dn)

Embedding Sequence — N3 — Do, Na-Dy, N5 — D2, Ng — D3, N; — Da, Ng — Ds, Ny — Dg, N2 — D;

Figure 2 — The LM-CEB-S Embedding scheme

The computational complexity of the embedding mechanism is low since the process involves a
division operation followed by a round-off operation. However, converting bytes from decimal to
binary and back consumes time. The flowchart for the LM-CEB-S scheme is shown in Figure 3. It
shows the covering mechanism of a byte in the 3x3 host patch. Figures 4 and 5 show the results of the
LM-CEB-S scheme on images obtained from the IndoorCVPR_09 dataset [22]. Figure 4 depicts the
host image, the secret image, and the stego image using the proposed LM-CEB-S embedding scheme.
The peak signal-to-noise ratio (PSNR) between host image C and secret image S is 51.6630. The value
of PSNR will always be greater than 50 as discussed earlier. Figure 6 shows the recovered image by
de-embedding the secret image from the cover image. The PSNR is infinite, which means that the
recovered secret image and the original secret image are similar. The complete time required from
resizing operation to de-embedding is 0.381 seconds. The original dimensions of both images are 198
x 280 x 3. All the secret frames (RGB) are embedded in the respective frames of the modulating
image.
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MNo

Figure 3 — The LM-CEB-S Embedding scheme

Cover Image Secret Image Stego Image

Figure 4 — Cover image, secret image, and stego image (IndoorCVPR_09 dataset). PSNR (C-S) = 51.6630.
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Secret Image Stego Image Recovered Secret Image

Figure 5 — The recovered secret image. PSNR (S-Stego) = Inf. Time Elapsed = 0.381 seconds)

Visual perception of the cover image and the stego image in Figure 4 shows that the imperceptibility
is high. The stego image shows no perceptible distortion concerning the modulating image.

The robustness of the LM-CEB-S scheme is verified by transmitting the stego image over AWGN
constituted wireless channel. The work uses the 802.11a WLAN model [23] and was designed in
MATLAB 2021b. The model was designed with 24-bit binary input, BPSK modulation, 48 to 53-bit
OFDM including 5 pilots, 16 guard band symbols, and an 80-bit transmission signal. Table 2 shows
the parameters related to the OFDM-based WLAN system. The stego image is partitioned in 3-byte
blocks and passed to the wireless system. The signal-to-noise ratio (SNR) parameter of the AWGN
block in Simulink is varied from 0 to 15dB and PSNR and structural similarity (Ssim) are computed
over the complete secret and recovered secret image. Figure 6 depicts the process of transmitting stego
bytes over the communication system. The values of xx and yy in Figure 6 are compared to compute
the PSNR and Ssim parameters.

Table 2 — Wireless System Model Parameters

Description Value
Wireless Model 802.11a WLAN
Convolutional Encoder poly2trellis(7, [171 133])
Code Rate 0.5
Puncture Vector [111111]
Matrix Interleaver Rows=6, columns=8
Gain 1/sqrt(10)
Pilots (bits) 4
Zero Padding (bits) 11
Cvelic Prefix (bits) 16
Input 24 bits
Input signal power, referenced to 1 ohm (watts) (AWGN) 0.01
Data Rate 6 Mbps

The MATLAB Simulink block schematic diagram for Figure 6 is shown in Figure 7. The embedding
and de-embedding processes are developed using MATLAB scripts. After the stego image generation,
the 3-byte binary input to the Simulink is obtained in the workspace. The Simulink model is then called
the value of xx. The SNR parameter is passed from the workspace and the corresponding bit error rate
(BER) is saved to the workspace from the error rate calculation block.
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Cover Image Secret Image

mbeddne

Pilots

Convolutional Matrix & General
Encoder Block Interleaver

-~ OFDM Zero
Block Padding

A 4
Bit Error Rate
b

Zero in the Middle Add Cyclic
Prefix

AWGN Channel

Remove
Cyclic Prefix

Viterbi De- Matrix & General
Decoder Puncture Block De-Interleaver i

Remove Zero
Padding

Remove pilots and zero

Figure 6 — Transmission of stego image over a wireless system with AWGN attack.

MODULATOR

PILOTS

OFDM TRANSMITTER

1 1

DEMODULATOR

OFDM RECIEVER

Figure 7 — Actual implementation of Wireless Model in Simulink.

4, Results & Discussion

The proposed LM-CEB-S scheme was tested using different sets of images from various benchmark
datasets. The datasets include images from Places365 [24], BDD100k [25], LabelMe [26], and KITTI
[27]. We have used the cover image from the Places365 dataset and secret images from all four
datasets. Figures 8 and 9 show the results obtained when the stego was passed over the channel. To
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reduce the complexity of the time, we have reduced the dimensions of the modulating image and the
secret image. A dimension of 150x210 was considered for the carrier image, and the secret image was
adjusted to 50x70. The illumination and contents of the host and secret image showed no effect on the
PSNR value. In all the cases, the value of PSNR was above 50. The scheme showed better robustness
in higher values of Ce. The values of PSNR for different host and secret images are shown in Table 3.

Original Cover Image Resized Cover Image

Stego Image

Original Secret Image Resized Secret Image

Ready to be transmitted...

Figure 8 — The carrier image and its resized version. Secret image and its reduced version. Resultant stego image using
LM-CEB-S.

Received Stego Image Recovered Secret Image

Figure 9 — Received Stego image at SNR=12. Extracted secret image without loss.

Table 3 — PSNR values for different host images and secret images.

Cover/SI KITTI BDD100K | LabelMe Places3635 Places3635
Places365 51.6324 51.6437 51.6348 51.3245 51.6488
Places365 51.6561 51.6803 51.6618 51.6606 51.6309
Places365 51.6314 51.6930 51.6440 51.6802 51.6525
Places365 51.6553 51.6534 51.6554 51.6477 51.6737
Places365 51.6591 51.6669 51.6646 51.6339 51.6702

The influence of SNR values on the stego is shown in Figures 10 to 13. The quality of the recovered
image depends on the level of distortion added to the stego image. At lower values of SNR, the
distortion is high, which significantly affects the center element; therefore, the received stego image
is highly distorted. At higher SNR values, the noise added is low, only the low-illuminated center
pixels are affected thereby causing minimum harm. As the SNR value approaches 12, the stego can be
recovered without any distortion as seen from Figures 10 to 13 and Figure 9.

https://internationalpubls.com 267



Communications on Applied Nonlinear Analysis
ISSN: 1074-133X
Vol 32 No. 3 (2025)

Received Stego Image

Figure 10 - Secret image at SNR=10

Recovered Secret Image
S ey i :

Received Stego Image

Figure 13 — Secret image at SNR=4

Table 4 lists the values of MSE, PSNR, and Ssim for cover and secret images (considered in Figure
10-13). At 10 dB, the value of MSE=0, PSNR=infinite, and the Ssim=1. The stego image is recovered
at the receiver without loss. The performance is not shown for SNR values below 4 dB since the
recovered stego image is completely deteriorated.

Table 4 — Performance parameters for different cover and secret images

SNR-dB | MSE | PSNR | Ssim
12 0 - 1
10 0 - 1
8 3725 | 22.42 | 0.94298
6 5590.1 | 10.67 | 0.46739
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| 4 [11588.6] 7.50 | 0.06357 |
We evaluated the performance of our proposed system for code rates ¥2 and % using the BPSK
modulation. It was seen that the BER approaches zero value at 12 dB for % and at 15 dB for % code
rate value. The performance of BER versus SNR is shown in Figure 14 for both the configurations
related to code rate. The graph indicates that the BPSK with %2 code rate is superior as compared to
BPSK at ¥ code rate for the stego image.

s Bit Error Rate v/s Signal to Noise ratio for Code rate - 1/2 & 3/4

—#— BPSK-1/2
—@— BPSK-3/4

0.5

0.4

0.3

Bit Error Rate

.
0 5 10 15
Signal to Noise ratio

Figure 14 —Performance of LM-CEB-S using BPSK Modulation at Code Rate — % and .

We compared the performance of our LM-CEB-S scheme with other competing methods relating to
MSE, PSNR, and Ssim. Table 5 shows the comparison between all the seven other methods and the
LM-CEB-S scheme. The MSE and Ssim are better in the case of the method suggested by Hameed et
al. PSNR is better for the technique introduced by Hacimurtazaoglu and Tutuncu. However, there is a
trade-off between the former two values and the PSNR. Also, different researchers used different
approaches regarding capacity, host and secret images, number and position of bits to be replaced in
the host byte, etc. The proposed work maintains a balance between especially the PSNR and Ssim.

Table 5 — Comparison of LM-CEB-S scheme with other competing techniques.

Reference MSE PSNR Ssim
Tebur et al. [28] 3.47 42.75 -
Jebur et al. [28] 2721 29.28 -
Hameed et al. [29] 0.0149 - 1
Eyssa et al. [30] - 40.4615 -
Hacimurtazaoglu H. et al. [31] 0.24 54.76 0.998675
Nilizadeh et al. [32] - 54.00 -
Huang et al. [33] - 36.60 0.94
Proposed LM-CEB-S Embedding 0.44 51.67 0.99956

5. Conclusion

The work introduced in this article proposes an LSB-embedding scheme that relies on the magnitude
of the Ce. The division operation value of Ce determines the starting index of the embedding in the
3x3 neighbourhood of a patch window. The 9:1 embedding scheme produces a stego image with a
higher PSNR value and imperceptibility. The stego image can withstand above 10dB of AWGN when
transmitted over the communication channel with % code rate and 15 dB for % code rate using the
BPSK modulation. The proposed stego approach showed similar performance for cross-dataset images
with higher PSNR and Ssim. The scheme provides a no-key embedding mechanism and higher
security.

The proposed scheme uses a round-off operation for logarithmic division operation to find the starting
index of LSB embedding. The round-off values cover a range of pixel values in the same range. As a
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result, the low-intensity pixel values are finely separated from other clusters. The low distance
separation between two clusters can be affected by noise causing false recovery of the initial starting
index. On the other hand, higher clusters include a wide range of pixel intensities to result in the same
initial starting index.

The future work includes improving the lower range separation distance and increasing clusters in the
higher range. The scheme can be evaluated for other modulations such as QAM.
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