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networks, guides nonlinear prioritization by optimizing the sequence of test case executions.
The model integrates a sliding window strategy for adaptive focus on smaller test subsets and
uses an experience replay buffer for iterative learning. An anomaly detection layer monitors
test outcomes for deviations, triggering retraining when needed to maintain reliability.
Experimental evaluation using the Defects4] dataset demonstrates the model’s superior fault
detection rates, faster time to first fault, and higher computational efficiency compared to
contemporary methods. An ablation study highlights the nonlinear synergy among the key
components—reinforcement learning, sliding windows, and anomaly detection—showing
significant performance gains when combined. This comprehensive framework advances
software testing by providing an adaptive, efficient, and scalable solution, ensuring robust
performance in dynamic CI environments.

Keywords:Test Case Prioritization; Reinforcement Learning; Anomaly Detection;
Continuous Integration; Software Testing Efficiency;

1 Introduction

In the rapidly evolving field of software development, ensuring the reliability and efficiency of
software through effective testing is paramount. Test case prioritization (TCP) is a critical process that
determines the order in which test cases are executed to maximize fault detection while minimizing
testing time and resources. Contemporary TCP methods often struggle to adapt to the dynamic nature
of continuous integration (CI) environments, where software updates are frequent and test suites are
constantly evolving. This research introduces DynamicRL-TCP, a novel approach that leverages
reinforcement learning (RL) and anomaly detection to enhance TCP in such dynamic settings. Previous
studies have explored various machine learning techniques for TCP. For instance, Marijan [1]
conducted a comparative study of different machine learning models for TCP in CI environments,
finding that the performance of these models varies significantly based on the size of test history and
available time. Similarly, Tiutin and Vescan [2] investigated the use of neural networks for test case
classification, showing promising results in improving failure detection rates. Omri and Sinz [3] and
Da Roza et al. [4] explored reinforcement learning for TCP, demonstrating its potential to adapt to
changing CI cycles. However, these studies often focused on individual techniques without integrating
multiple advanced methods to address the diverse challenges of modern software testing.
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The DynamicRL-TCP approach addresses these knowledge gaps by combining reinforcement
learning, sliding window strategies, and anomaly detection into a cohesive framework. The
reinforcement learning agent dynamically prioritizes test cases based on historical data, continuously
learning and improving from an experience replay buffer. The sliding window mechanism ensures the
RL agent focuses on a manageable subset of test cases at any given time, enhancing adaptability.
Anomaly detection monitors test outcomes for irregular patterns, triggering retraining of the RL agent
when necessary to maintain accuracy and reliability.

The primary objective of this study is to develop and evaluate DynamicRL-TCP in improving test case
prioritization's efficiency and effectiveness in CI environments. Specifically, the research aims to
investigate how the integration of reinforcement learning, sliding window strategies, and anomaly
detection can enhance fault detection rates, reduce time to first fault, and maintain high computational
efficiency. The significance of this research lies in its potential to advance the field of software testing
by providing a more adaptive and robust solution for TCP. By effectively prioritizing test cases,
DynamicRL-TCP can help identify critical software faults earlier, reduce testing time, and optimize
resource utilization. This can lead to more reliable software releases and a more efficient development
process, particularly in Cl environments where rapid feedback is crucial.

The remainder of the paper is structured as follows. First, we review the related work in test case
prioritization, highlighting the limitations of current methods. Next, we describe the architecture and
components of DynamicRL-TCP, detailing the data collection layer, reinforcement learning agent
layer, sliding window layer, anomaly detection layer, and execution environment layer. We then
present our experimental setup, including the datasets, evaluation metrics, and comparative methods
used. The results and analysis section follows, where we discuss the performance of DynamicRL-TCP
compared to contemporary methods and the outcomes of our ablation study. Finally, we conclude with
the implications of our findings and potential directions for future research.

2 Related Work

This section presents recent research on how to make software testing more efficient. Many studies
have explored different ways to decide which tests to run first, a process called test case prioritization.
This is important because running all tests can take a lot of time and resources. Researchers have tried
various methods, including machine learning and artificial intelligence, to improve this process. They
aim to find problems in software faster and with less effort. This review covers different approaches,
their strengths, and their limitations. It also highlights how these methods work in real-world situations,
especially in environments where software is updated frequently. By understanding these studies, we
can see how the field of software testing is changing and improving. This review helps set the stage
for new ideas that could make software testing even better in the future.

Many researchers are exploring how different machine learning models can improve the efficiency
and effectiveness of test case prioritization. For instance, Marijan [1] compared various machine
learning models, finding that their performance varies based on the size of test history and available
time. Tiutin et al. [2] and Lachmann et al. [5] investigated the use of neural networks and SVM Rank
algorithms respectively, both showing promising results in improving failure detection rates. In the
context of continuous integration environments, several studies have proposed dynamic prioritization
approaches. Omri et al. [3] and Bagherzadeh et al. [6] explored the use of reinforcement learning to
adapt to changing environments in CI cycles. Da Roza et al. [4] introduced a sliding window method
using Random Forest and LSTM algorithms, while Zhang et al. [7] proposed a dynamic test proportion
selection technique. Prado Lima et al. [8] evaluated Ranking-to-Learn approaches, demonstrating their
ability to produce near-optimal solutions in ClI contexts. Some researchers have focused on specialized
techniques for test case prioritization. Ramirez et al. [9] highlighted the need for explainable test case

https://internationalpubls.com 123



Communications on Applied Nonlinear Analysis
ISSN: 1074-133X
Vol 32 No. 1s (2025)

prioritization techniques. Pan et al. [10] utilized DU-chain coverage for dynamic test prioritization in
regression testing. Pan et al. [11] applied Gini impurity for prioritizing test cases in deep neural
networks. Wang et al. [12] explored multi-objective optimization approaches to balance different
prioritization goals. Chi et al. [13] leveraged function call sequences to enhance fault detection,
especially in larger programs.

Several studies addressed specific challenges in test case prioritization. Mendoza et al. [14]
investigated the use of data balancing techniques to improve the performance of ML-based test case
prioritization. Mamata et al. [15] explored “Test Case Prioritization using Trans Boost (TCP-TB)”
transfer learning as a way to address the challenge of limited data in some testing environments. The
field also sees contributions in comprehensive reviews and data modeling. Pan et al. [16] and Mece et
al. [17] provided systematic literature reviews of machine learning techniques in test case
prioritization, highlighting the variety of approaches but also noting the lack of standardized evaluation
metrics. Saboor Yaraghi et al. [18] developed a “Test Case Prioritization in Continuous Integration
Contexts (TCP-CIC)” comprehensive data model and feature set for Test Case Prioritization in
Continuous Integration environments. Some researchers focused on specific testing contexts. Liu et al.
[19] examined test case prioritization algorithms for black box testing. Khan et al. [20] utilized
unsupervised machine learning to categorize test cases into priority clusters. Emam et al. [21] and
Huang et al. [22] explored model-based approaches using extended digraphs and Extended Finite State
Machines respectively. Zhang et al. [23] introduced a partial attention mechanism to improve both
efficiency and effectiveness of TCP. The field of test case prioritization is actively exploring various
machine learning techniques, with a particular focus on applications in continuous integration
environments. There's a trend towards more dynamic and adaptive approaches, as well as efforts to
address specific challenges like data imbalance and limited data availability. However, there's still a
need for more standardized evaluation metrics and more comprehensive studies comparing different
approaches across various software development contexts.

DynamicRL-TCP combines several advanced ideas that other researchers have explored separately.
Omri et al. [3] and Bagherzadeh et al. [6] used reinforcement learning for test prioritization, which
helps the system learn and adapt over time. Da Roza et al. [4] introduced a sliding window approach,
which DynamicRL-TCP also uses to focus on a smaller set of tests at a time. One unique feature of
DynamicRL-TCP is its anomaly detection layer. This part can spot unusual test results and trigger
retraining, which isn't common in other models. Zh0Oang et al. [7] proposed dynamic test selection, but
didn't include explicit anomaly detection. DynamicRL-TCP also uses an Experience Replay Buffer,
which is similar to techniques used in deep reinforcement learning. This could help the system learn
more efficiently. Pan et al. [16] and Mege et al. [17] noted that there are many different machine
learning approaches being used, but it's hard to compare them. DynamicRL-TCP's comprehensive
approach could help set a standard for comparison. The way DynamicRL-TCP handles data collection
and test execution is similar to what Saboor Yaraghi et al. [18] suggested was needed for better test
prioritization.

Table 1: Comparison of Key Technical Components in Test Case Prioritization Approaches

[°] X X X X X X X
[1] X X X v X X v
[2] X X X X X X X
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[3] v X X v X X v
[4] X v X Y X X v
[5] X X X X X X X
[16] v X X X X X X
[10] X X X X X X v
(8] v X X v X X v
[17] v X X X X X X
[14] X X X X X X X
[11] X X X X X X X
[12] X X X X X v X
[7] v X X v X X v
[19] X X X X X X v
[18] v X X v X X v
[20] X X X X X X X
[13] X X X X X X X
[6] v X X v X X v
[21] v X X X X X X
[22] X X X X X X X
[23] X X X X X X v
[15] v X X v X X v
DynamicR

Crep |V v v v v X v

The table 1 focuses on specific technical aspects of the approaches. It shows which studies use
reinforcement learning, sliding window techniques, anomaly detection, and other advanced methods.
This table highlights that while many studies use individual advanced techniques, DynamicRL-TCP
combines several of these approaches, including reinforcement learning, sliding window, anomaly
detection, and experience replay.

Table 2: Feature and Functionality Comparison of Test Case Prioritization Methods

[9] v X X X X v X X X
[1] v v v v v X X X X
2] v X X v v X X X X
[3] v v v v v X X X X
[4] v v v v Vv X X X X
[5] v X X v v X X v X
[16] v X X v v X X X X
[10] X X v v v X X X X
8] v v v v v X X X X
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[17]
[14]
[11]
[12]
[7]
[19]
[18]
[20]
[13]
[6]
[21]
[22]
[23]
[15]
Dynamic
RL-TCP

The table 2 looks at broader features and functionalities of the approaches. It shows which studies use
machine learning, work in continuous integration environments, offer dynamic adaptation, focus on
fault detection and time efficiency, and other practical aspects. This table demonstrates that most
approaches aim to improve fault detection and time efficiency, with many also offering dynamic
adaptation. DynamicRL-TCP shares these common goals while incorporating machine learning and
continuous integration capabilities.
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Both tables illustrate that while existing approaches often focus on specific aspects of test case
prioritization, DynamicRL-TCP aims to provide a more comprehensive solution by combining
multiple advanced techniques and addressing various practical needs in software testing.

Overall, while other researchers have explored parts of what DynamicRL-TCP does, this model
combines these ideas in a new way. It could potentially handle the challenges of modern software
testing better than existing methods, especially in fast-paced development environments.

3 Methods and Materials

In this section, we delve into the foundational elements and experimental setup that underpin the
DynamicRL-TCP system. We describe the data collection process, the architecture of the
reinforcement learning agent, and the integration of sliding window and anomaly detection
mechanisms. By utilizing the Defects4J dataset, we provide a robust and realistic testing environment
to evaluate the effectiveness of our approach. This section aims to elucidate the methodologies and
materials employed to ensure that DynamicRL-TCP operates efficiently, adapts dynamically to
changes, and consistently improves test case prioritization outcomes.

3.1  Data Collection Layer

The Data Collection Layer serves a fundamental role in the architecture by systematically gathering
information from the test cases. This layer is equipped with a component known as the Data Collector.
Each time a test case is executed, the Data Collector meticulously records essential details about the
test, such as the duration of the test and whether it identified any faults in the software. The
accumulated data is then stored in an Experience Replay Buffer, which functions as a repository of
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recent test runs and their outcomes. This buffer is pivotal for the system's learning process, as it retains
a historical record that the system can use to refine its future decisions and performance. The data
collection process starts by collecting data whenever a test runs. This includes how long the test took
and if it found any problems. This information is stored in two tables: one for the time and one for the
faults. The system uses this data to understand the current situation, called the state, which includes
the test cases and their past results. Actions are the order in which tests are run. The system decides
the best order to find problems quickly and save time, using a reward system to measure success. As
tests are run, the system updates its state with new results, learning and improving its decisions. It
keeps a record of each test's details, including the state before and after, the order of tests, and the
rewards. This record helps the system remember what works best, always using the latest data.

Let T denote the set of all test cases, T = {t;, t,, ..., t,}, where n is the total number of test cases. Let
R denote the set of all test runs, R = {r|, 1, ..., 1, }, Wwhere m is the total number of test runs. Each test
run r; consists of the execution of a subset of test cases from T.

For each test case t; € T, when executed in run r;, we collect the following data:
o e;j. The execution time of ¢; in r;.

o fij A binary variable indicating whether ¢;
detected a fault in r;, where f;; = 1 if a fault is detected and f;; = 0 otherwise.

The collected data for all test runs and test cases can be represented in two matrices:

* Execution Time Matrix E € R™™, where E;; =
eij.
. Fault Detection Matrix F € R™", where F;; = f;;.

Experience Replay Buffer
The Experience Replay Buffer stores recent experiences as tuples (S, A¢, Rt, Se+1), Where:

S;: The state at time t.

A;: The action taken at time ¢.

R;: The reward received at time t.
S¢+1: The state at time t + 1.

The state S; is defined as the current window of test cases and their respective historical data up to
time t. The action A; corresponds to the order of test cases selected for execution within the window.
The reward R; is based on fault detection and execution time metrics.

The following algorithm outlines the steps involved in the Data Collection Layer:
Algorithm 1: Data Collection and Experience Replay
1 Initialize Experience Replay Buffer with capacity B
2 for each testrun r; € R do
3 for each test case t; € T do
4. Execute t; in7;
5. Collect execution time e;; and fault detection f;;
6
7
8
9
1

Store e;; in Execution Time Matrix E
Store f;; in Fault Detection Matrix F
end for
. end for
0. foreachtimestept do
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11. Define state S, = {(t;, e;j, fij)|tj € W, 1; € R}

12. Select action A, = {t;|t; € W,inaspecificorder}

13. Execute test cases according to A;

14. Collect reward R, = thewt (afij — Beij)

15. Observe next state S;; = {(tx, €k, fix) |tk € Wiy, 1; € R}

16. Store experience (S¢, As, Ry, S¢41) In the Experience Replay Buffer
end for

3.2 Reinforcement Learning Agent Layer

At the core of the architecture lies the Reinforcement Learning (RL) Agent, which acts as an intelligent
decision-maker. This agent is composed of two integral parts: the Policy Network and the Value
Network. The Policy Network is tasked with determining the optimal sequence for running the test
cases, relying on its accumulated knowledge to make informed decisions. Concurrently, the Value
Network provides support by estimating the long-term benefits of each possible decision, allowing the
Policy Network to make choices that are likely to yield the most favorable outcomes. Initially, the RL
Agent undergoes training using historical test data to establish a foundational understanding of
effective strategies. As new test data is collected, the RL Agent continues to learn and enhance its
decision-making capabilities by leveraging the information stored in the Experience Replay Buffer.

The model of the Reinforcement Learning Agent Layer helps to choose the best order for running test
cases. It includes a policy network, which decides the sequence of test cases based on the current
situation. It looks at the window of test cases and their past data to make this decision. Another part is
the value network, which estimates how good it is to be in a particular situation, giving a score that
represents the long-term benefit. The reward function guides learning by giving higher scores when
tests find faults quickly. This encourages the system to prioritize test cases likely to find problems.
The system moves from one state to another based on the actions taken and the rewards received, using
a transition function. The model updates its decision-making process using methods that ensure stable
improvements. The policy network is updated to maximize the expected reward, while the value
network is updated to better predict future rewards. An advantage estimate helps measure how good
a particular action is compared to the expected outcome. This helps the policy network improve its
decisions for future test cases.

Let S represent the state space, where each state s, € S is a representation of the current window of
test cases and their historical data at time t.

Let A denote the action space, where each action a, € A is a possible sequence of test cases to be
executed within the current window.

Policy Network: The policy network maps the current state s, to a probability distribution over actions
az:

where 0 are the parameters of the policy network.
Value Network: The value network estimates the expected return from being in a particular state s;:
where w are the parameters of the value network and R, is the reward received at time t.

Reward Function: The reward function R is defined as:
Ry = Yjew, (afyj — Bey) ....(Eq 3)

https://internationalpubls.com 128



Communications on Applied Nonlinear Analysis
ISSN: 1074-133X
Vol 32 No. 1s (2025)

where W, is the set of test cases in the current window at time t, f;; is a binary indicator of fault
detection, ¢;; is the execution time, and o and 3 are weights.

State Transition: The state transition from s, to s, is given by:
Sev1 =T (spap, ) -(EQ 4)
where 7 is the transition function that updates the state based on s, a;, and .

Policy Update: The policy network parameters 6 are updated using the Proximal Policy
Optimization (PPO) algorithm. The objective function is:

HO) = E[min(r,(0)A,, clip(r:(0),1 —€,1 + €)4A,)] ....(EQ 5)

n(a¢|s;0)

s is the probability ratio, A, is the advantage estimate, and ¢ is a clipping
t15tYold

where r,(0) =
parameter.

Value Network Update: The value network parameters w are updated by minimizing the mean
squared error between the predicted value and the actual return:

Pw) =<3, (V(sw) —R)” ...(Eq 6)
where R, is the actual return from state s,, and N is the batch size.
Advantage Estimate: The advantage estimate A, is calculated as:
Ay =R, + YV (see ;W) — V(s w) ...(Eq 7)
where y is the discount factor.
The steps of the Reinforcement Learning Agent Layer are summarized in Algorithm 5.

Algorithm 2: Reinforcement Learning Agent Layer

1 Initialize policy network parameters 8 and value network parameters w

2 for each iteration do

3 Sample a batch of experiences from the replay buffer

4 for each experience do

5. Compute the advantage estimate A,

6 Update policy network parameters 6 using PPO

7 Update value network parameters w by minimizing the mean squared error
8 end for

9 end for

3.3 Sliding Window Layer

The Sliding Window Layer introduces a strategic mechanism that enables the system to concentrate
on a manageable subset of test cases at any given time. Conceptually, this sliding window operates
like a frame that moves sequentially over a list of test cases, examining only a limited number of cases
within its scope. The window has a predetermined size, allowing it to focus on a specific portion of
the test cases without being overwhelmed by the entirety of the data set. As the tests are executed, the
window progresses forward, shifting to encompass the next set of test cases. This approach empowers
the RL Agent to make precise decisions about the order of test cases within the window, facilitating
an adaptive response to changes in the software environment.
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The model starts by looking at a small group of test cases, called a window. Each test case has past
information, like how long it took and if it found any problems. An action means picking the best order
to run these test cases. The model tries different orders to find the best one. A reward is given based
on how many problems the test cases find and how quickly they run. Higher rewards mean better
results. After running the tests in the chosen order, the model updates to a new state. This new state
includes the next group of test cases and their results. The window then moves forward to focus on the
next set of test cases. This way, the model always works with the latest information to improve its
decisions.

Let T denote the set of all test cases, such that T = {t|, t,, ..., t, }, where n is the total number of test
cases. Define a sliding window of size W which contains a subset of test cases from T. At any given
time t, the window W, € T contains w test cases, where w < n.

State Representation: The state at time t, denoted as S;, is represented by the set of test cases within
the window W, and their associated historical data:

Se = {(t hie) [t; € Wi}
where &;; represents the historical data for test case t; up to time t.

Action Representation: An action A; in the context of the sliding window layer is a possible
reordering of the test cases within the window:

Ay = o(Wp)
where o denotes a permutation function that rearranges the test cases in W;.
Reward Function: The reward function R, evaluates the effectiveness of the action A;:
R: = Xeew, (@fic — Beir)

where f;; is a binary indicator of fault detection for test case t;, e;; IS the execution time for test case
t;, and a and B are weights.

State Transition Function: The state transition function J° describes how the state S, changes to S;,:
St+1 =T (St At Re)

Window Update Mechanism: The window update mechanism determines the shift in the window:
Wiy = shift(W;, A)

where A is the number of positions the window moves forward.

The overall process can be summarized in the following algorithmic steps:

Algorithm 3: Sliding Window Layer for Test Case Prioritization

Initialize test case set T = {ty, t5, ..., t}
Initialize window size W
Initialize step size A
Initialize historical data #;; foreach t; € T
for each time step t do
St < {(t hie) |t; € Wi}
A; « o(W,) Determine the order of test cases
Execute test cases in order A;
Collect execution time e;; and fault detection f;;

0. Ry < Yrew, (afic — Beir)

BOoo~NoOR~LDE
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11. Update historical data #;;
12. St+1 < T (St, Av Ry)

13. Wiy < shift (W, A)

14, end for

3.4  Anomaly Detection Layer

The Anomaly Detection Layer functions as a vigilant monitor, continuously scrutinizing the test results
for any irregular patterns or significant deviations. This layer is embodied by the Anomaly Detector,
which is designed to identify unusual occurrences, such as a sudden surge in test failures or a notable
increase in test execution times. Upon detecting such anomalies, the Anomaly Detector can initiate a
retraining process for the RL Agent, ensuring that the agent remains accurate and dependable even in
the face of substantial changes in the software or testing conditions.

The process begins with collecting data from many test runs, noting how long each test takes
and if it finds any problems. This data is stored in two tables: one for the times and one for the fault
results. Next, the system calculates average times and fault rates for each test to know what is normal.
When a new test run happens, it compares the new data to these averages to see if anything is unusual.
If a test's results are much different from the averages, it gets flagged as unusual. The system also
calculates an overall score for the whole test run to see if it is significantly different from normal. If
this overall score is too high, the system triggers a retraining process to update its model, making sure
it stays accurate and reliable. This way, the system continuously checks and adapts to any changes in
test results.

Algorithm 4: Anomaly Detection Layer
1 Input: Set of test cases T = {t;, t5, ..., t,}
2 Input: Set of test runs R = {1, 1, ..., i}
3 Output: Composite Anomaly Score A;
4. Initialize: Execution Time Matrix E €
5. Initialize: Fault Detection Matrix F € R™*"
6
i
7

Rmxn

Calculate mean execution time i, (j) for each test case t;

) 1
() = m = €ij

: Calculate standard deviation of execution time o, (j) for each test case ¢;

a. O'e(j) = \/i ?il (eij _.ue(j))z

8. Calculate mean fault detection rate u,(j) for each test case ¢;
. . 1
() = — S fiy
9. Calculate standard deviation of fault detection rate oy (j) for each test case ¢;

. 1 .
2 ()= (SR (- ()Y
10. For new test run r,, compute anomaly scores for execution time and fault detection

. . exj—te(J)
e ) ==

. , Frj—ur()
i. =
40 ==

11. Define thresholds 6, and 6 for detecting anomalies
12. Determine if test case t; in run 7y, is anomalous
13. if |ag, ()| > 6 0r |ag, ()| > 6 then
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14. Mark t; as anomalous
15.  endif
16.  Compute composite anomaly score A, for test run r;,

a Av=137 (lae, (D] + lay, ()

17. Define threshold 6, for composite anomaly score

18.  Trigger retraining if composite anomaly score exceeds threshold
19. if A, > 6, then

20. Trigger retraining

21. end if

22. Return: Composite Anomaly Score A,

3.5 Execution Environment Layer

The Execution Environment Layer is the operational domain where the actual test cases are executed.
This layer encompasses the Test Cases, representing the individual tests that need to be performed,
and the Test Outcomes, which are the results derived from these tests. The Test Outcomes provide
critical insights, including whether the tests discovered any faults and the time required to complete
them. These outcomes are fed back into the Data Collection Layer, where they are documented and
preserved in the Experience Replay Buffer, thereby contributing to the ongoing learning cycle. The
model begins by listing all the available test cases. Each test case is run in the software environment,
and important details are recorded. These details include how long the test takes, whether it finds any
faults, and how much of the software it covers. Execution time depends on the test case's complexity,
the software's current state, and system resources. Fault detection shows if the test finds any problems,
and coverage indicates how much of the software is tested. This data is stored in matrices for easy
access and analysis. The test cases are then prioritized and ordered to maximize fault detection and
coverage while minimizing execution time. After running the test cases in the chosen order, the total
execution time, faults detected, and coverage are calculated to evaluate performance. The model aims
to improve these outcomes by continually adjusting the order of test cases, ensuring efficient and
effective testing.

Algorithm 5: Execution Environment Layer Model
1. Definitions and Notations

2. T « {t|, t,, ..., t,} /] Set of all test cases

3. E < Execution environment (software and system resources)
4. e; < Execution time of ¢;

5. fj < Fault detection outcome of ¢;

6. ¢; < Coverage metric of ¢;

7. Test Case Execution

8. ej = fexec(tj,S, R) \\ Execution time model

9. fi = fraw(t;, S) \\ Fault detection model

10. C¢; = feoverage(tj,S) \\ Coverage model

11.  State Representation

12. S < {sy,s,, ..., i} State of the software under test

13. Execution Sequence

14, T'< {tj,tp, ..., tjp} Ordered subset of test cases

15. Execution Outcomes

16. O(T’) «— {(ejl,f}'l, Cj]), (ejz,f}'z, Cj2): . (ejp,f}'p, ij)} Execution outcomes
17. Performance Metrics
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18. Eiptar = theT’ e; \\ Total execution time
19.  Fipta = thET’ fj \\ Total faults detected
20.  Crota = Zt].ET' ¢; \\ Total coverage

21.  Optimization Objective
22.  maxp(aFiprar + BCrotar — YErorar) \\ Multi-objective optimization

3.6  DynamicRL-TCP Workflow

The workflow of this architecture is a coherent sequence of interrelated steps that collectively ensure
efficient and effective test case prioritization. Initially, the Data Collector amasses information from
each test execution and deposits it into the Experience Replay Buffer. The RL Agent then utilizes this
data to perpetually refine its decisions regarding the optimal order for running the tests. The Sliding
Window facilitates this process by concentrating the RL Agent's focus on a limited subset of tests at
any given time, enhancing its adaptability to changing conditions. Concurrently, the Anomaly Detector
oversees the test results, and if it discerns any anomalies, it triggers a retraining process for the RL
Agent. Ultimately, the test cases are executed within the Execution Environment in the sequence
determined by the RL Agent. The resulting Test Outcomes are subsequently fed back into the Data
Collection Layer, perpetuating the cycle of learning and improvement.

The process starts by collecting past test data, including how long tests take and whether they find
problems. This data helps set a normal baseline. In each new test run, the system records the time and
results for each test case. It uses this information to decide the best order for running tests within a
specific window. After running the tests, it calculates a reward based on efficiency and problem
detection. The system then checks for unusual behavior by comparing new results with the baseline.
If results are too different, it flags them as anomalies. It also calculates a score to show the overall
level of unusual behavior. If this score is too high, the system updates its learning model to improve
future decisions. This cycle of collecting data, updating states, detecting anomalies, and retraining
ensures the system stays effective and reliable.

Algorithm 6: DynamicRL-TCP Workflow

1. Initialization:

2. Collect historical data for all test cases T across multiple test runs R.

3. Calculate the statistical baselines for execution times (1, and o,) and fault detection rates
(ur and of) for each test case t;.

4. Data Collection:

5. for each new test run r, do

6. Record execution time e, ; and fault detection f ; for each test case t;.

7. end for

8. State Representation:

9 Define the current state S; as the set of test cases within the sliding window W, and their

associated historical data.

10.  Action Selection:

11. Use the policy network m(a;|s;; @) to select an action A;, which is a sequence of test cases
to execute within the window W,.

12.  Test Case Execution:

13. Execute the test cases in the order specified by A;.

14.  Collect the test outcomes, including execution times e, ; and fault detection results f; ;.

15. Reward Calculation:

16. Compute the reward R; for the executed test cases using the formula:
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Re= > (@fiy—fewy)
tiEW;

17. Here, a and g are weights balancing fault detection and execution time.
18.  State Transition:
19. Update the state to S;,; based on the outcomes of the executed test cases:

St+1 =T (St At Re)
20.  Shift the sliding window to the next subset of test cases:

W1 = shift(W,, A)
21.  Anomaly Score Calculation:
22.  Calculate the anomaly scores a., (j) and af, (j) for the new test run:

aek(i) = ekjo_:(l;; W)
afk(i) _ fkja;(l;;)f(l)

23.  Anomaly Detection:

24.  Compare the anomaly scores against the thresholds 6, and 6;:
Ifla,, ()| > Bcor|as, (j)| > 65, markt;jasanomalous

25.  Composite Anomaly Score:

26.  Compute the composite anomaly score A, for the test run:

1 n
Ay = ;Z (I, (DI + la, ()

27. Retraining Decision:
28. Determine if retraining is necessary based on the composite anomaly score:
IfA, > 6,, triggerretraining
29.  Policy and Value Network Update:
30. Update the policy network parameters 6 using the policy gradient method:
H6) = E[min(r,(0)A,, clip(r:(0),1 — €, 1 + €)4,)]
31. Update the value network parameters w by minimizing the mean squared error:

I v R
2wy =5 > (Vsiw) - R)’
t=1

32. Repeat the Cycle:
33.  Continuously repeat steps 2 to 12 for each new test run, ensuring the system dynamically
adapts and improves its test case prioritization strategy.

The workflow starts by collecting historical data and calculating statistical baselines. For each new test
run, the system records execution times and fault detection results. It defines the current state and uses
the policy network to select the sequence of test cases to execute. After executing the tests and
collecting outcomes, it calculates a reward based on the results. The state is then updated, and the
sliding window shifts to the next set of test cases. The system calculates anomaly scores and compares
them against thresholds to identify any anomalies. A composite anomaly score is computed, and if it
exceeds a set threshold, retraining is triggered. The policy and value networks are updated based on
the new data, and the cycle repeats for each new test run.
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Figure 1: Workflow of Anomaly Detection and Test Case Prioritization Algorithm

This comprehensive architecture shown in figure 1 exemplifies a robust system that continuously
evolves and enhances its performance over time. By integrating reinforcement learning with a sliding
window strategy and vigilant anomaly detection, the system adeptly identifies problems early and

adapts to changes efficiently, all while minimizing the need for frequent retraining.
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4 Experimental Study

The Defects4) dataset [24] is used to test and evaluate the DynamicRL-TCP system. This dataset
includes real-world software projects with known bugs and provides detailed data on how these
projects are tested.

The dataset includes several open-source Java projects from various domains, ensuring a broad and
realistic testing environment. It provides historical test case execution data, which includes how long
each test took and whether it passed or failed. This historical data is crucial for training the
Reinforcement Learning (RL) model in DynamicRL-TCP, allowing it to learn from past test
executions. Additionally, the dataset contains detailed information about the bugs, such as their
locations and types. This information helps in measuring how well different testing methods detect
these bugs. The dataset also offers software metrics like code coverage, showing which parts of the
code are being tested and which parts might contain defects.

In the Data Collection Layer, DynamicRL-TCP gathers information from the Defects4J dataset every
time a test case is executed. This information includes the duration of the test and whether any faults
were found. This data is stored in an Experience Replay Buffer, which the RL model uses to improve
its decision-making. The historical data from Defects4J is used by the RL Agent to train its Policy
Network and Value Network. These networks learn effective strategies for test case prioritization based
on the past data. The Sliding Window Mechanism in DynamicRL-TCP allows the RL Agent to focus
on a manageable subset of test cases, making precise decisions without being overwhelmed by the
entire dataset. The Anomaly Detection Layer uses the historical data to establish baselines for normal
test case behavior. It monitors test outcomes for unusual patterns and triggers retraining of the RL
model if significant deviations are detected. This ensures the model remains accurate and reliable.

4.1  Experimental Design

We compared the performance of DynamicRL-TCP against two contemporary test case prioritization
techniques: Continuous Integration Contexts based model TCP-CIC [18] and Transfer learning-based
model TCP-TB [15]. To evaluate the individual contributions of the key components of DynamicRL-
TCP, we conducted an ablation study by selectively disabling the following components: the
Reinforcement Learning (RL) Model, the Sliding Window Mechanism, and the Anomaly Detection
Layer. This study helps in understanding the importance of each component in the overall system
performance. We assessed the ability of DynamicRL-TCP to adapt to changes in the software system
by simulating software evolution scenarios, such as code changes, new features, and evolving test
suites. The system's responsiveness and accuracy were measured in these dynamic environments. The
evaluation metrics included Fault Detection Rate, Average Percentage of Faults Detected (APFD),
Time to First Fault, and Computational Efficiency. Fault Detection Rate measures the rate at which
faults are detected by the prioritized test cases. APFD captures the rate of fault detection over the entire
test suite. Time to First Fault indicates the time or number of test cases executed required to detect the
first fault in the system. Computational Efficiency measures the time and resource requirements of the
DynamicRL-TCP approach, including training and inference times.

The experimental procedure began with data preprocessing, where we cleaned and preprocessed the
dataset, handling missing values and outliers. We then divided the dataset into training and testing sets,
ensuring that the testing set represented the dynamic nature of the software system. The RL model was
trained using the training data, optimizing hyperparameters through cross-validation. We implemented
and integrated the sliding window mechanism and anomaly detection layer with the RL model. The
DynamicRL-TCP approach was then applied to the testing set and performance metrics were
measured. For baseline comparisons, we ran the baseline test case prioritization techniques on the same
testing set and compared the results. In the ablation study, we disabled key components of
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DynamicRL-TCP and measured the impact on performance. Finally, we simulated software evolution
scenarios and evaluated DynamicRL-TCP's adaptation to system changes.

4.2  Results and Analysis

The performance comparison of DynamicRL-TCP with TCP-CIC and TCP-TB techniques is presented
in the following table. DynamicRL-TCP demonstrated superior performance in fault detection rate,
APFD, and time to first fault, highlighting its effectiveness over contemporary methods following
Table 3.

Table 3: Performance Metrics Comparison

Fault Detection Rate (%) 82.5 65.3 70.4
APFD (%) 78.6 62.1 68.7
Time to First Fault (s) 15.2 20.8 18.7
Computational Efficiency High Medium Medium

The following graph visually compares the fault detection rates of the three methods, clearly showing
the advantage of DynamicRL-TCP.

Fault Detection Rate Comparison

Fault Detection Rate (%)

DynamicRL-TCP TCp-cIc TCPTB

Figure 2: Fault Detection Rate Comparison

This graph shown in figure 2 compares the fault detection rates of the DynamicRL-TCP, TCP-CIC and
TCP-TB techniques. DynamicRL-TCP demonstrates a higher fault detection rate compared to the
contemporary methods, illustrating its superior performance in identifying faults efficiently.

Ablation Study: The table 4 ablation study results demonstrate the contributions of each component
to the overall performance of DynamicRL-TCP. The full model with all components enabled showed
the highest performance, indicating the importance of each component.

Table 4: Ablation Study Results

Full Model (DynamicRL-TCP) 82.5 78.6 15.2 High

Without RL Model 71.4 66.2 17.9 Medium
Without Sliding Window 75.8 70.3 | 16.5 Medium
Without Anomaly Detection Layer | 77.2 73.1 16 Medium

The following graph illustrates the impact on fault detection rates when key components of
DynamicRL-TCP are disabled.
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Figure 3: Ablation Study Impact on Fault Detection Rate

This graph shown in figure 3 illustrates the impact on fault detection rates when key components of
DynamicRL-TCP are disabled. The full model with all components enabled shows the highest
performance, indicating the importance of each component to the overall system effectiveness.

Dynamic Adaptation: The table 5 DynamicRL-TCP's ability to adapt to changes was assessed by
simulating software evolution scenarios. The results highlight the system's robustness and adaptability.
Even with minor code changes, new features, and evolving test suites, DynamicRL-TCP maintained
high performance.

Table 5: Dynamic Adaptation Results

Baseline (No Change) 82.5 78.6 15.2 High
Minor Code Changes 81 76.8 15.8 High
Addition of New Features | 79.3 74.5 16.5 High
Evolution of Test Suites | 80.5 75.9 16 High

The following graph shows the fault detection rates of DynamicRL-TCP under different software
evolution scenarios.

o Adaptation to Software Changes

Fault Detection Rate (%)

nnnnnnnn ‘addition of
eeeeeee

Figure 4: Adaptation to Software Changes

New Features Test

This graph shown in figure 4 the fault detection rates of DynamicRL-TCP under different software
evolution scenarios. The system maintains high performance even with minor code changes, new
features, and evolving test suites, demonstrating its adaptability and robustness in dynamic
environments.

4.3  Statistical Analysis

Significance Testing: The table 6 performed t-tests to determine the statistical significance of the
performance differences between DynamicRL-TCP and the baseline approaches. The results indicate
significant improvements with p-values less than 0.05.
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Effect Size Estimation: We calculated Cohen's d to quantify the magnitude of performance
differences. The effect sizes were found to be substantial, indicating a meaningful improvement over
baseline methods.

Table 6: Statistical Analysis Results

DynamicRL-TCP vs TCP-TB [ <0.01 1.25
DynamicRL-TCP vs TCP-CIC | <0.01 1.1

The experimental study demonstrates the superior performance of DynamicRL-TCP in test case
prioritization. The RL-based approach, sliding window mechanism, and anomaly detection layer
significantly enhance fault detection rates, APFD, and time to first fault. The system's adaptability to
dynamic changes in the software environment further underscores its robustness and reliability. The
ablation study confirms the importance of each component, providing valuable insights for future
improvements. Overall, DynamicRL-TCP offers a comprehensive, efficient, and adaptable solution
for test case prioritization in software testing.

By presenting the results in a clear and structured manner, supported by statistical analysis and
visualizations, we provide strong evidence for the effectiveness of DynamicRL-TCP compared to
contemporary approaches. This study paves the way for further research and refinement of RL-based
test case prioritization techniques.

4.4  Consistency Evaluation

This section provide additional insights into the experimental study results, highlighting the variability
and consistency of the DynamicRL-TCP approach compared to TCP-CIC and TCP under different
conditions.

]

“

. =
Figure 5: Fault Detection Rate Comparison

This boxplot shown in figure 5 compares the fault detection rates of DynamicRL-TCP, TCP-CIC and
TCP-TB techniques. The median and variability of the fault detection rates are illustrated, with
DynamicRL-TCP showing a consistently higher performance compared to the contemporary methods.

- Ablation Study Impacl en Fault Delaction Rate

o

Full Madel Withaut RL Madal Withaut Slising 'Window Without Anomaly Detaction

Figure 6: Ablation Study Impact on Fault Detection Rate
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This boxplot shown in figure 6 illustrates the impact on fault detection rates when key components of
DynamicRL-TCP are disabled. The full model with all components enabled shows the highest and
most consistent performance, highlighting the importance of each component.

[

_— _—

Figure 7: Adaptation to Software Changes

This boxplot shown in figure 7 the fault detection rates of DynamicRL-TCP under different software
evolution scenarios. It demonstrates the system's robustness and adaptability, maintaining high
performance even with changes such as minor code modifications, the addition of new features, and
evolving test suites.

5 Conclusion

The main objective of this study was to develop and evaluate DynamicRL-TCP, a new approach for
test case prioritization that uses reinforcement learning and anomaly detection to enhance software
testing efficiency. The results showed that DynamicRL-TCP significantly improves fault detection
rates, average percentage of faults detected, and reduces the time to first fault compared to other
methods. The study also demonstrated that each component of DynamicRL-TCP is crucial, with the
full model showing the highest performance. These findings are important because they show how
integrating reinforcement learning and anomaly detection can make software testing more efficient
and effective. This research advances the current understanding of test case prioritization by providing
a comprehensive method that adapts to changes in the software environment and detects anomalies,
ensuring high performance even in dynamic conditions. Further studies could refine the model and
explore other machine learning techniques to enhance its performance. DynamicRL-TCP represents a
significant advancement in the field of software testing by combining reinforcement learning and
anomaly detection to dynamically prioritize test cases. This approach not only improves fault detection
and testing efficiency but also adapts to changing conditions, making it a valuable tool for modern
software development environments. The findings highlight the potential of machine learning to
transform software testing practices, leading to more reliable and efficient software.
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