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1. Introduction

Elliptic curve cryptography is one of majorly using cryptosystems in the current century which
provides higher security and greater efficiency. It provides considerable security with smaller key size
compared to any other public key cryptosystems. In the context of improving the efficiency of
cryptosystems with elliptic curves, the study of cryptosystems with elliptic curves E (Qp) over p-adic
field @, was consequential and the arithmetic of points in E(Qp) is implemented to points on
E(Qp)(mod p?) over p - adic number field Q,, . In this paper, we obtain all the points in the elliptic
curve E(Q,)(mod p?) over p-adic number field Q,, as lifts of the points in E(F,) then describe the
implementation of the arithmetic of points on E(Q,,) to points on E(Q,)(mod p?) and then give the
algorithms for the computations. For this, In section 2, we describe the p-adic field Q,, and arithmetic
operations on p-adic numbers and In section 3, we describe elliptic curve over p-adic field @, and
obtain the points in elliptic curve E(Q, )(mod p?) over @, by considering the lift of points in E(F,)
to £(Q,) (mod p?). In section 4, we implement the arithmetic of points on E(Q, ) to points on elliptic
curve E(Q,)(mod p?) over p-adic field Q, .

1.1 Elliptic Curves over a field k

Definition 1.1 (Elliptic curve equation over field k with Char k # 2,3). For any field k with
characteristic k # 2,3 the elliptic curve E over k is denoted by E (k) and is given as

E(k) ={(a,B) E kX K/B?=a®+ Aa + B} U {0}
Where {0} is the point at infinity and 4, B € k such that the discriminant 4 = —(443 + 27B%) # 0.

The equation 82 = a® + Aa + B is called Weierstrass equation.
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Definition 1.2 (Elliptic curve equation over field k with Char k = 3). For any field k¥ with
characteristic k = 3 the elliptic curve E over k is denoted by E (k) and is given as

E(k) ={(a,B) €E k XK/B? = a® + Aa® + Ba + C} U {0}

Where {0} is the point at infinity and 4, B, C € k such that the discriminant 4 = —4A43C + A?B? +
18ABC — 4B3 — 27C% # 0.

Definition 1.3 (Elliptic curve equation over field k with Char k = 2). For any field x with
characteristic k = 2 the elliptic curve E over k is denoted by E (x) and is given as

E(k) ={(a,B) Ex XKk/B?>+af = a3+ ay’a? + ag'} U {0}
or

E(k) ={(a,B) Exk XK/B?+a3'B=a®+a,a? + as'} U {0}
Where {0} is the point at infinity and a,’, a;’, a,’, a¢’ € k such that a;" # 0 and ag’ # 0.
Remark 1. The discriminant 4 # 0 assures that the roots of the cubic equation

p?=a®+Aa+B

are distinct as 4 = ((e; — e;)(e, — e3)(e5 — 91))2 for e, e,, e5 are the cube roots and basing on this
point the arithmetic on elliptic curve E (k) is established.

Example 1.1. Find the points on an elliptic curve E:y?2=x3+x+1 over F;.
In finding points on E, we first consider all the possible values of x which are 0,1,2,3,4 and then find
y which is a square of x3 + x + 1(mod5) and the following table represents the points in E (Fs).

x| x3+x%2+1| y | Pointson E(Fg)
0 1 14| (04),(0,1)

1 3 - -

2 1 1,4 (2,1),(2,4)

3 1 1,4 (3,1),(3,4)

0 0 0 0

The points in E(Fs) are {(0,1), (0,4), (2,1), (2,4), (3,1), (3,4)(4,2), (4,3)} U {0}.
1.2 Arithmetic on elliptic curve over a field k

The hidden beauty of ECC lies in adding two points on elliptic curve in such a way that it is completely
different from any other point additions that are generally used. The addition law on elliptic curves is
explained geometrically below. Let us suppose an elliptic curve over a field of characteristic k¥ # 2,3
then the curve equation over the field k is given as

E(k):B?=a®>+Aa+ B
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Let P, =(aq, B;) and P, =(a,, B,) be two points on the given elliptic curve E. Draw a line L through
P; and P,, then L intersects E in a third point P;" as A # 0. Reflect P;" across X-axis to obtain P; .
Now we define the sum of P; and P, as P; and is denoted as P; + P, = P; given as P; = (a3, B3) as
shown in fig. 1.

The set of points on an elliptic curve over a field k forms a group which is also abelian with respect to

point addition defined above.
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Figure 1: Geometric Interpretation of Point Addition on curve of the form % = «® +4a + B

The point addition and doubling formula for points on an elliptic curve on a field x with Charkx = 2
and Chark = 3 and Chark # 2,3 under different conditions at points P; and P, is given in the table

below.
Slope m P,+P,=P,
P #
Field o !
Elliptic curve P, # P, #P, P,
K P,=P, P =P,
P, X F Ky %y
:0(2
Char , , ®g=m?—2 o,
- 302+ A oty =m?— o} —
k #| PP=cP+Ax+p | 2B 2ATH ? o By = m(ec,—c;)
T 2B, Bz = m(x;—x3) — By
2,3 — B
. , , K= m?—A—2 o,
Char | B?=o0®+A®+B | p _p |3 c2+24x +B | Xz=m*—A—x; —x, _
o, | T 0 Bz = m(o¢,—3)
k=3 < +C 2 2By Bz = m(x;—xX3) =By
— B
B+ f =3+ a, «? 2 z=m? +m + _X1+as
i BaP1 “th : ! ) X372
+a - 04 +
Char N ! ’ Bs=< +3
or + a,
K =2 _xi+af
B?+a'sp B2=B1 «2+q, By = m(oc;+0oc3) p 37 a2
oy —Xq
=+ a', A4+ d'y az +o,+ By ys=a; + B
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— 2
X3=m*" +X;+X,

B3 = m(x;+3)

+X3+ aj

Table 1: Table for Arithmetic of Points in E(k)

2. p-adic numbers

Definition 2.1 (p-adic valuation). The p-adic valuation v, (a) is given as for any a € Q* and x =
pp_% with m,n, p € Z, p is a prime, and p + mn. Also, v,(0) = oo.

Remark 2. The p-adic valuation satisfies the following properties:
Forany a,b € Q

1. v,(ab) = v,(a) + v,(b)

2. v,(a + b) = min{v,(a), v,(b)} with v,(a) # v,(b)

3.v,(a) = ifandonly ifx =0

Definition 2.2 (p-adic norm). Let p be a prime and ¢ € Q then p-adic norm is given as

—vp(@) . . .
lal, = {p P it @ # 0, adic norm |x|, is non-archimedean norm of x on Q.

0 if a=0
Definition 2.3 (p-adic numbers). For any fixed prime p. The completion of Q with respect to p-adic
norm ||, is denoted as @, which is called the field of p-adic numbers.
we have Q, as a field of characteristic 0.

Proposition 1. If a € Q, then there exists a unique sequence of integers a;’s with 0 < x; <p — 1
and x; = 0 for i sufficiently negative such that a = 3.2 _, a; p*

Note 1. The partial sums of the series a = Y2 _, a; p* form a Cauchy sequence and x is the limit of
this sequence.

Remark 3. Every x € Q, has unique representation depending on its p-adic valuation |x|, i.e., either
|x|, = 1or|x|, <1

If x € with |x|,, < 1, we can represent x as a sequence given as
14 14

o

X =Xg+ X0+ xX,0% ... +xp_pF = Z X P"

n=0
where x; € 0,1,2,...p — 1.

If x € Q, with |x|, = 1, we can represent x as a sequence given as

[oe]

X=X op 2+ x_p + xg x4 + xp% A x pFT = Z Xp D™

n=—oo

where x; € 0,1,2,...p — 1.
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Remark 4. For every x € Q, withx = Y., x, p™, the canonical expression of a is given as
X =... xn. e xlexo. x_lx_zx_3. . x_m
Definition 2.4 (p-adic integers Z,). A p-adic number x € @, is said to be p-adic integer if its

canonical expression contains only non-negative powers of p. Set of p-adic integers is denoted by Z,,
which is a sub-ring of Q.

Z, = {x € Q, with |x| < 1}
= {x € Q, with v,(x) = 0}

One can also perform arithmetic operations like addition, subtraction, multiplication and division of
any two p-adic numbers.

2.1 Arithmetic operations on p-adic numbers.

Every number a € Q, for p being a prime has its p-adic expansion given as
a=..+ta_,p 2 +a_p7t+ ay+ a;p + ap? + azp3+...

while some are finite expansions including only positive powers of p in its expansion.

Example 2.1.1. 1.320=5+3 X7+ 6 X 72=635inQ,
2.108=3+1x7+2x72=213inQ,

35: 3+2X5+2X52+..=..2223in Qs
Also, negative of x € Q,, is given as —x = x X (—1) with its p-adic expansion given as

“1=(p-D+@-1Dxp+(p-—1) xp?+..
ie,—1=4+4+45+4.5%+...in Qs

Arithmetical operations in Q,, extend ordinary arithmetic operations on Natural numbers N. p-adic

addition and multiplication are performed from right to left with a carry. Also, p-adic division will
be performed from right to left but different from long division as in N.

Example 2.1.2. Addition, Multiplication and Division in 7-adic field Q, are given below for 320
and 108 expanded in Q, in above examples.

320 + 108 = 1151 given as
5+3x7+6x7%
+
3+1xX7+2x72

320 — 108 = 422 given as
5+3x7+6x7?

3+1X7+2%x7?
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24+2X7+4x7?

Also, 320 x 108 = 202521 given as

Also,

54+3X7+6x72%
X 34 1X7+2x%x7?
14+4X7+5%x72+2x73
5Xx7+3%x724+6x%x73
3IX724+0X734+6%X74+1x75

302_ 944

108_----

341X7+2Xx72)5+3x74+6%X72 (4+4Xx7+2%x7?
545X7+1x72+1x73

5X7+4X72+6X73+6x7%+ -

5X74+5Xx724+1x73+1x7*4

6X724+4X734+6XT7*4 -
6X724+2%x73+4x%x74

3. Elliptic curves E(Q,) over p-adic field @, and points in E(Q,)(mod p™) forn > 1

In the context of studying point addition on E(Qp), we have to study the relation between the points
in E(Q,) and the points in E (F, ). We first proceed to study the reduction of points on E(Q,) to modp.
for any element X € Z,,, there is a natural reduction ¥ — x from Z,, — E,. But, such reduction cannot
be extended from @, to E, as reduction is not injection whereas any ring homomorphism from Q,
would always be an injection. Therefore, an elliptic curve over @, in general cannot be reduced to F,
. But, note as for any x € Z,, as x can be reduced to an element in F, naturally, to reduce an elliptic
curve over Q,, we need to consider E(Q,) to be defined over Z,,

For an elliptic curve defined over Z,,, the point P = (&, ) € E(Q,) defined over Z, is such that either
(@.f)ez,xZ, or (&,B)¢Z,xZ, ie, (&F)€eZ,xQ, or (&F)€Q,*xZ, or (&a)c€
Q, X Q,. Note for (&, B)€Z,%xZ, we have & = ay+ a;p + a,p?+... and f =B+ fip +
Bop?+..., Note there is a natural reduction to F,(modp) i.e., (& B) = (ao, B) from E(Q,) - E(E,).

Note for (d,ﬁ) & Z, X Z,, we consider the corresponding projective co-ordinates of

P=[A:B:T|3AB,T €2,

and obtain natural reduction 2 —» P from E(Q,) — E(F,).
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Hence, for an elliptic curve E(Q,,) defined over Z,,, its points can always be reduced to points in E (F,),
the elliptic curve over a finite field F,. However if our elliptic curve E(Q,) is not defined over Z,,,
there is an elliptic curve E'(Q,) such that E' = E where E’ is the elliptic curve defined over Z,, i.e.,
the coefficients of curve E(Q,) are in Z,, under the mapping (a, ) - (v~"2a, v=3p).

Hence for further study, without loss of generality, we consider E(Qp) is always defined over Z,,.

Definition 3.1. (Lift of a point). The set of all lifts of points from F, to Z,, is denoted as L(F,). For
any (xo,¥,) € F, X F, , the point (a, ) = (X,¥) € Z, X Z,, is called a lift of a point (x,,y,) from E,
to Z,, and is defined as

L(Fp) ={(X,y) € Z, X Z,/X = xo + x1p + X,p2+...andy = yo + y1p + yop?+. .. with (x,v,) €
E, X E,}

Definition 3.2. The set of all lifts of points on elliptic curve over finite field F, is given as for any
(a, B) = (x0,¥0) € E(F,) the point (%,7) € E(Q,) is called a lift of a point (x,¥,) from E(F,) to
E(Q,) and is defined as

L (E(Fp)) ={(%,J) €Z, x Z,/X =xg +x1p + x,p* + -+ and J =y, + y1p + yop* + - with
(x0,¥0) € E(E,) and 52 = %3 + A% + B}
Now in the following theorems, we describe the points in E(Q,) defined over Z,, as as lift of each
point (xo,y,) € E(F,).
Theorem 3.1. Let E be an elliptic curve over @, defined over Z,, then each point in E (F, ) is a reduction
of a point in £(Q,).
Proof. By definition,

E(Qp) = {(a,p) € Q, X Qp/B* = a® + Aa + B} U {0}

and
E(E,) ={(a,B) €F, X E,/B* = a® + Aa + B} U {0}

Let P = (x,,,) be a point in E(F,) such that P = O, then for P = (x,, y,) We have yZ = x3 +
Axy + B.
Now to find P lift of P such that P € E(Q,).

Let P = (%,7) € Z, x Z, be a lift of P = (x,,y,), then we have %, 7 are p-adic integers having the
form

X =2x0+ x:p + x,0%+. ..

¥ =Yo + Y10 + y2p*+...
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with xo, Yo, X1, Y1, X2, Y2, ... € E,. Now if P = (%,7) € E(Q,) then 2 = %3 + A% + B, i.e., for P =
(xo + pxy + P?x3+..., V0 + Y1 + P?y,+...) We have

Vo + y1p + ¥op?+...)% = (xg + x1p + x,p%+... )3 + A(xg + x1p + x,p*+...) + B
Y& + yip? + 2yov1p + p?t = x3 + 3xéx1p + 3xoxip? + p3x3 + Axy + Apx; + B + p*k
let P, be the lift of P modulo p? given as P, = (%, ;) with

X1 =xg+x1p

Y1 =Yo +y1p

note P, € E(Q,)(mod p?)
Ve + y2p? + 2y,y1p = x5 + 3xéx1p + 3xoxip? + p3x3 + Axy + Apx, + B

Y6 + 2pyoy1 = x§ + 3x5x1p + Axo + Apx; + B(mod p?)
Now as (xo, o) € E(E,) note ¢ = x§ + Ax, + B, substituting in above equation, we have
2pyoy1 = 3x5x1p + Apx;(mod p?)
As x,,y, are known, we can obtain y, in terms of x, by assigning values for x; in F, , Therefore
y1 = (2pyo) ™' (3x§x;p + Apx;) (mod p?)
Py = (&1, 31) = (xo + 210, y0 + y1P) = (X0 + px1, Y0 + p(2pyo) " (3x§x1p + Apx,)) (mod p?)
Note 2 = %3 + AX; + B(mod p?)

. N _ 2 -
Consider (5,)2 = (yo + p(2pyo) 1 (3x3x1p + Apx;))” = (5)%(mod p?)
But note we have

4+ A%, +B = (xo+ x:p)% + A(xy + x,p) + B
= x3 + x3p + 3p2xox? + 3pxix, + Axy + Apx, + B
= x3 + Axy, + B(mod p?)
= yg(mod p?)
= (§)*(mod p?)
Therefore, 7 = %3 + A%, + B(mod p?).
Hence, (%,,7,) satisfies the given curve B? = a3 + Aa + B(mod p?), Now repeating the above
argument for mod p® and using (%, 7,) € E(Q,)(mod p?). let P, be the lift of P modulo p* given
as P, = (%,, y,) with
X, = xo + x1p + x,p?
Y2 = Yo + 1P + ¥2p°

note P, € E(Q,)(mod p*)
As xg,x1,Y0,y, are known, we can obtain y, in terms of x, by assigning values for x, in F, . Also
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we can see that (¥,, ¥,) satisfies the given curve 2 = a3 + Aa + B modulo p3. Proceeding so on,
let P, be the lift of P modulo pi** given as P = (¥;, 7;) with

% = xo + X0 + x,p%+... +x;pt

¥i = Yo+ y1ip + y2p*+... +yip'
note P, € E(Q,)(mod p'*1)

AS xo,X1,..-Xi—1, Vo, Y1, - -- Yi—1 are known, we can obtain y; in terms of x; by assigning values for
x; in F, . Also we can see that (%;, 7;) satisfies the given curve f = a® + Aa + B modulo p'**.
Hence, (%,9) = (xq + pxy + p?xy+..., Vo + py1 + 0%y, +...) satisfies the curve f2 = a3 + Aa +
B.i.e., the lift P of P isin E(Q,).

Therefore, for P # O € E(F,) there lies alift P in Z, x Z, such that P € E(Q,,), with reduction of P
is P itself.

Hence, for all P € E(F,) such that P # O, P is the reduction of some P € E(Q,) with P in Z, X Z,.

Now for P = 0, the lift of point at infinity O can be obtained by considering the corresponding
elliptic curve involving Z-coordinate is as Y2Z = X3 + AXZ? + BZ3. Now considering the point at
infinity O = [0:1: 0] which is an equivalence class of points (0, k, 0). We have for O as (0, k, 0), the
lift of P = 0 = (0, k,0) is given as

P=[XY,Z] =0+ X;p+ Xop*+...,k + Vip + V,p%+...,.0 + Z1p + Z,p%+...)
such that P satisfies the curve Y2Z = X3 + AXZ? + BZ3. Hence, we have

(k+Yip +Yop2+...)%2(0 + Z1p + Z,p?+...) =
O+ X;p+ Xp2+... )3 + A0+ X;p + Xop?+...)(0+ Z1p + Z,p%+...)2 + B(0 + Z1p + Z,p?+...)3

On reducing modp?, we have
(k +Y1p)*(0 + Z;p) = (0 + X;p)3 + A0 + X;p)(0 + Z;p)* + B(0 + Z;p)*(mod p?)
(k? + Y?p? + 2kYip)Z,p = X3 + AX,Z,p? + BZ,p3(mod p?)
k*Z,p = 0(mod p?)
Zyp = 0(mod p?)
Z, = 0(mod p)

Also, note Z, = 0(mod p) = X; = 0(mod p)
Therefore, substituting in P we have for P(mod p?) = P, say = P, = (0, k + pY;, 0)(mod p?)
Proceeding as above for mod p3, we have

P, = (0,k + Y,p + Y,p?,0)(mod p3)
On continuing so on, we have Z,, = 0(mod p) forn = 0,1,2,... Hence,
P=(0,k+Yp+Y,p*+...,0)
= (0,1 + Y;p + Y,p2+...,0)
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Therefore,
P=[XY,7] =(0,1+Y,p+Y,p*+...,0)

for all Y, €F, are the lifts of point at infinity O € E(F,) and is denoted as O.
Therefore, for P = 0 € E(F,), there exists the lift & € E(Q,) such that O is the reduction of a point
0 € E(Q,).

Therefore, each point in E(F,) is a reduction of a point in E(Q,).

Theorem 3.2. Let E be an elliptic curve over Q, defined over Z, then each point in E(Q,) defined
over Z, is a lift of a point in E(F,).

Proof. By definition

E(Qp) = {(a.p) € @y x Qp/B* = a® + Aa + B} U (0}
and
E(E,) ={(a,B) €F, X E,/B% = a® + Aa + B} U {0}

Now, note for any point P = (%,9) € E(Qp) then we have two cases.
()PeZ,xZ,(i)P¢Z,xZ,
case (i): for P € Z, x Z,,, we have

P =(xg+px;+p®x3+...,V0 + Y. + P?y5+...)

Reduction of P is P(mod p) = (x,,¥,) € E(F,) Hence, P is a lift of (xo,¥,) € E(F,).

case(ii): if P & Z, x Z,, then we have either both %, 7 & Z,, or exactly one of %, 7 is in Z,,.

Now for P = (%,7) with both %, 7 ¢ Z,, P is the lift of point at infinity O € E(F,), follows from [8].
Now for P ¢ Z,, x Z,, with exactly one of %, 7 is in Z,, then we have(%, ) such that either ¥ €

2,5 & Z,00% & Z,,5 € Z,

then, if P is not reduction of point at infinity O € E(F,) then P reduction is of the form [X, Y, Z] with
Z#0=>XY,2) =(xy1)

= P is the lift of (a, B) € E(F,), then note (%, ) is a lift of («, 8) € E(F,). But any lift of (a, B) €
E(E,) are in Z, X Z,,, which is a contradiction.

Hence, there are no P € E(Q,) such that P = (%,9) & Z, x Z, such that exactly one of %, 7 & Z,,.
Hence, for all P € E(Q,), P is a lift of a point P in E(E,).

Remark 5. We can obtain all the points in E(Q,) by starting with points in E(F,) and lifting each
point in E(E, ) to E(Q,) (mod p?) as described in theorem 3.1 and lifting of each point in
E(Q,)(mod p?) to E(Q,)(mod p*) and so on. The lifting of points from E(F,) to obtain points in
E(Q,) is depicted in the following figure 2.
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Pap1ps Papza Papazs s Papaps o0 Papp1, Pappzs s Pappps o Prinn Paiios oo Prvaps Paazn Prazzsen
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P

P Przpps s Prpr1s Papaze oos Prpap Prpz1s Prpzzs s Prpaps s Prpps Prppzs s Pappp

nzpzs e

I Lifting modulo p*

E(Qy) (mod p*) has ‘np? points
P11, Pz, s Praps Prons Praas o Praps s Prpns Prpas e Prpps Poras Porzs oo Poapa Paoas

Paozy s Paops ooy Popas Papzs ooy Papp, P11, Panzy o Paip, Paans Pazas ooy Paopy oo Papas

Pspzsoos Papp oo Prans Prazs oo Praps Praas Prazoe Przp, oo Prpas Prpzs oo Bapp

I Lifting modulo p*

E(Qp)(mod p?) has ‘np’ points

P11y Przs o Prpy Payy Pagy oo Papy Pay, Pagy oo, Papy oo, Py, Prg o By

I Lifting modulo p*

if E(F,) has ‘n’ points

Py, P;, P, ... B, (say)

Figure 2: Flowchart for points in E(Q,,)

The points in E(Q, ) (mod p?) which are obtained by lifting of points in E(F, ) are given in the
following example for p = 5.

Example 3.1. Consider the elliptic curve y2 = x3 + x + 1, then we have
E(Fs) = {(0,1),(0,4),(2,1),(2,4),(3,1),(3,4)(4,2),(4,3)} U {0}
A lift of any point in E(Fs) to a point in Zs x Zs(mod5?2) is given as in the following process:
Let P = (2,1) € E(Fs). Lift P(2,1) to P = (2 + px;,1 + py;)(mod52),0 < x4,y; <5
then P € E(Qs)(mod5?) then as P satisfies y2 = x3 + x + 1, note
1+ py)? = Q2 +pxy)®+ 2 + px; + 1(mod52)
Now expressing y, in terms of x,, we have
y1 = x4 + 4(mod5)

Substituting for y, in P = (2 + px;,1 + py,)(mod52), we have

P = (2 +5x4,21 + 5x,)(mod5?)

Each point in E(Fs) may be lifted in a similar manner to obtain points in E(Qs)(mod52) as given in
the table below.
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Points in E(Fs) | Lifting point in E(Qs5)(mod5?)
P, =(0,1) (5x4,1 + 3x,.5)(mod5%)
P, =(0,4) (5x1,4 + (2x, + 4).5)(mod5?%)
P;=(2,1) (2 +5x4,1+ (4x; + 1).5)(mod52)
P, =(24) (24 5x4,4 + (x; + 3).5)(mod52)
P; = (3,1) (3 +5x4,1+ (3 + 4x,).5)(mod52)
P, = (3,4) (34 5x4,4 + (x4 + 1).5)(mod52)
P, = (4,2) (4 +5x;,2 + 5(2 + x;)) (mod5?)
Py = (4,3) (4 + 5x4,3 + (2 + 4x,).5)(mod52?)

0 0

Lifting of points
to
E£(@y)(mod 5%)

Representation of lifting of points P, P,, ... Pg in

Py

E(Fs) to E(Qs) (mod 5%)

Figure 3: Lifting of Points in E(Fs) to E(Qs5)(mod 52)

Assigning x; = 0,1,2,3,4 in the above table, we have all lifting points in E(Qs)(mod52) in the

following table.

https://internationalpubls.com

Lifting point in

E(Qs5)(mod5?) x,=0 x,=1 X, =2 x;=3 X1 =4
(5x;,1 + 3x,.5)(mod5%) | (0,1) (1.51 (2.51 (3.5,1 (4.5,1

+ 3.5) +1.5) +4.5) + 2.5)
(5x4,4 (0,4 (15,4 (2.5,4 (3.5,4) (4.5,4
+ (2x; + 4).5)(mod5%) | +4.5) + 1.5) + 3.5) + 2.5)
(24 5x,,1 (2,1 (2+15,1) (2+25.1 (2+3.5,1 (2+45.1
+ (4x; + 1).5)(mod5%?) | +1.5) + 4.5) + 3.5) + 2.5)
(24 5x,,4 (2,4 (2+15,4 (2+25,4) (2+35,4 (2+45,4
+ (x; + 3).5)(mod52) +3.5) | +4.5) + 1.5) + 2.5)
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Lifting pointin
E(Qs5)(mod5?) x,=0 x,=1 X, =2 x; =3 X1 =4
(34 5x4,1 (3,1 (3+1.5,1 (3+251 | 3+351) | (3+4.5,1
+ (3 + 4x,).5)(mod5%) | +3.5) | +2.5) + 1.5) + 4.5)
(3+5x4,4 (3,4 (3+154 | 3+254 | 3+354 | (3+45,4)
+ (x4 + 1).5)(mod5?) +1.5) | +2.5) + 3.5) + 4.5)
(4 + 5x,,2 (4,2 (4+152 | (4+252 | (4+352) | (4+452
+5(2 + x1)) (mod52) +2.5) | +3.5) + 4.5) + 1.5)
(44 5x,,3 (4,3 (4+153 | (4+4+253) | (44353 (4+45,3
+ (2 + 4x,).5)(mod5%) | +2.5) | +1.5) + 4.5) + 3.5)
0 0 0 0 0 0

In order to obtain the lift points E(Q5)(mod53), we repeat the above process for considered
point in E(Qs) (mod52) and obtain all lifts in E(Qs) (mod53) . On repeating in such a manner, we can
obtain lift points in E(Qs)(mod5™) for any positive integer n. The lifting of points from E(Fs) to
E(Qs)(mod53) are represented pictorially in fig 4.

Representation of Lifting of points
P, P,....P; from E(F;) to E(Q5)(mod 52)

B Py

i -
o —
Qs)imod 5%) Y |

e 09800 60006 60000 60000 0040 60000 $6000 64000 S0000 S0000

Figure 4: Lifting of Points in E(Fs) to E(Qs)(mod 52)

The table below shows the difference in number of points from E(Fs) to E(Qs)(mod 52) which
provides large key space for cryptographic purpose.

Points in
Points in E d 52
E(F) oints in E(Qs)(mod 52)
(0,1) (0,1) (1.5,1 + 3.5) (25,1 +1.5) (3.5,1 + 4.5) (4.5,1+ 2.5)
0,4
(0,4) 5_ 45) (154 + 1.5) (254 + 3.5) (3.5,4) (4.54 + 2.5)
(2,1 (2+25,1+ (2+35,1 (2+45.1
@1 +15 | @GT1SD 4.5) +35) +2.5)
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P;ig;.:)in Points in E(Qs)(mod 52)
(2,4) Erz,f 5 Erz :5;'5'4 (2 +254) Erz N 55;'5’4 5,2;53}'5'4
3.0) Er3§5) 5—32-'.-5;.5'1 Er3 :;.5,1 (34351) 5,3 L:SL)LSJ
(34) 5‘3’14.5) Erng.rS;SA Er33J.r5§.514 i34f55)’.5,4 B+454)
w2 | Uro | Ve | San T | wrssa | 0¥
(4.3) E:L’Zg_ 5 E:L: 5%'5’3 (4 +253) E:L ;’55))'5'3 i43f5‘;-5'3
0 G G 5 5 5

4. Implementing Arithmetic of points on elliptic curve E(Qp) over p-adic field @, to
E(Qp)(mod p?)

In the context of improvising the efficiency of cryptosystems with elliptic curves, the purpose of

studying arithmetic of points in elliptic curves E(Qp) over p-adic field Q, is necessary. To study

arithmetic of points in E£(Q,), we first study arithmetic of points in £(Q,) (mod p?) by extending

arithmetic of points in E(F,) and then the arithmetic of points in E(Q,) (mod p*) by extending

arithmetic of points in E(Q,) (mod p?) and so on. In this section, we have derived formula for

arithmetic of points in E(Qp)(mod p?) and had given an algorithm along with code in Python
language.

Now, to implement the arithmetic of points on elliptic curve E(Q,) over @, to E(Q,) (mod p?),
ifE (i) is an elliptic curve defined over a field k with Chark # 2,3, given as

E:pB?*=a%+Aa+B
then for P, =(a4, B1) and P, =(a,, B,) in E (k), the point addition of P, and P, denoted as P; + P, and

is given as

(mz_al_az,m(al_a3)_ﬁl) Wlth m:% 1f Pl;tpz
P1+P2: 2 F (1)

2
(mz - 2“1, m(al - a3) - ﬁl) Wlth m= % 1f Pl = PZ
1

Now, In particular for K = Q,, the p-adic field For an elliptic curve E over Q,, defined over Z,,, the
points P, and P, are given as
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P, = (X1, 71) = (X109 + X11P + X120%+.., V1o + V11D + V12D +...)
and

p, = (X2, 72) = (x20 + X21D + Xp2D°+..., Y20 + V21D + Ya2p°+...)
with each coordinate in its p-adic expansion and by the point addition in E(Qp), we have P, + P, =
P; say with P; = (%3, ;) given as

Py = (%3,53) = (x30 + X31P + X3,p°+..., Y30 + Y310 + Y320°+...)
The point P; could be known with the evaluation of x3;’s and y3;’s forall i = 0,1,2,.... Now to obtain
x3;’s and y3;’s for all i = 0,1,2, ..., we implement the arithmetic of points A, and B, in E(Q,) to the
points B,,, and P, in E(Q,)(mod p™*1) and obtain x3;’s and y5;’s for all i = 0,1,2,...n, where the
points P,,, and P,,, are the points obtained by considering P, and P, modulo p™*?.

In particular, on considering 2, , P, to mod p?, we have
1311 = (9711»}711) = (x10 + X11P, Y10 T Y11P)andﬁ21 = (9?21:3721) = (xzo + X21D, Y20 + }’2129)

Now we obtain the arithmetic of points P,; and P,; in E(Q,)(mod p?) by implementing the point
addition in E(Q,) and obtain x50, X31, Y30, ¥31 -

In the following theorem we describe the implementation of the arithmetic of points on elliptic curve
E(Q,) defined over Z,, to E(Q,) (mod p?).
Theorem 4.1. Consider an elliptic curve E(Q,) defined over Z, given as

E(Q,):y*=x3+Ax+B

over Q, defined over Z,. For any points Py, P, in E(Q,), the arithmetic of points P,; = (%;4,7,) =

(x10 + X110, Y10 + Y11P) and Pyy = (21, F21) = (X0 + X21P, Y20 + Y21p) iN E(Qp)(mOd p?) may
be obtained by implementing the point addition of points Py, B, in E(Q,) to the points Py, P,y in
E(Q,)(mod p?) and Ps,is given as

1331 = 1311 + 1521 = (X31,¥31) = (X390 + X31P, Y30 + ¥31P)
such that

{x30 + x3,p is the p-adic expansion of x3," + x3;'p modulo p?
Y30 + V31D is the p-adic expansion of y3," + V3, 'p modulo p?

where x30’, 31", ¥30', V31 given as follows

for B, # P,;

x30" = mg§ + (p — 1) (xq9 + x20)

X317 =2momy + (p — 1) (xq9 + X5 + Xp0 + X21)

Y30 = Mox1o + (p — 1 (Mox30 + ¥10)

V31 = MyX10 + Moxyq + (p — D (Myx30 + Mox3e + MoX3q + Y19 + Y11)
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Where fﬁ,l = % = mo + mlp.
fOI’ F)ll = ﬁ21
X30' =mg + (p — 1)2x4,
X3 = 2(m0m1 + (p — D(xq0 + x11))
V30 = Moxyo + (p — 1) (Moyx30 + ¥10)
V31| = Myxqg + Moxyg + (p — 1) (myx30 + Mox3g + MX31 + Y10 + Y11)
=2
Where ffll = 3962;—1-’“4 = mo + mlp.
11

Proof. Consider P, = (%11, Y11) = (10 + X110, Y10 + ¥11p) and P, = (%21, ¥21) = (xg0 +

az1P, Y20 + Y21P)
For P, # D, :

By the implementation of arithmetic of points Py, P, in E(Q,) as in (1) to the points P;q, P,y in
E(Q,)(mod p?), we have

Py = Py + Pyy = (Mf — X3y — %51, My (F11 — %31) — F11)

The x-coordinate of P;, is given as

x(Pyy) = mf — &3y — %5,
= (m§ + 2memp) + ((p — 1) + (p — Dp) Cryo + x11p) + ((0 = 1 + (0 — Dp) (xz0 + X21p)
=m§ + 2mom;p + (p — Dxgo + (0 — Do + x10))p + (0 — Do + ((p = D0 + x20))p
=m3 + (p — Dayo + (p — Dxgg + 2memyp + ((p — Dy + x11))p + ((p — D (x50 + x21))p
=m3 + (p — 1 (xy0 + x30) + (2memy + (p — D (w30 + x11) + (p — 1) (20 + x21) )P
Therefore,
x30" = m§ + (p — 1) (xq9 + x20)
x31" = 2momy + (p — 1D (xq0 + X151 + X0 + X21)
Now, by considering p-adic expansion of x3," + x3;"p modulo p?, we have
x(ﬁ31) = X30 T X31D
The y-coordinate of P, is given as
Y(ﬁ31) =My (%11 — X31) — Juu
= (my + myp) (x10 +X11p + ((P -D+ (- 1)P)(x3o + x31P)) + (((P -+ (-
1)19)(3’10 + )’1119))
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= (my + m1p)(x10 + (p — Dxg + (xn + (p — D(x3 + x31))P) + (@ - Dy + (®@—1DO1o
+y11))p

=mpx19 + (p — Dmoxzo + (Myx19 + Mexy; + (p — D (Myx30 + Mpx39 + Mox31)p)
+ @ —Dyo+ @—1DW10 + y11)

= mox19 + (p — D (mox3 + Y10)
+ (m1x10 + moxy1 + (p — D (myx30 + Mox30 + MoX31 + Y10 + J’11))P

Therefore,
V30" = MoXx1o + (p — 1 (Mox30 + Y10)
Y31’ = Myx1o + Moxqq + (p — 1) (Myx30 + MoXzg + MoX31 + Y10 + Y11)
Now, by considering p-adic expansion of y5," + y5,'p modulo p?, we have
¥(P31) = 30 + y31p
For B, = P, :
By the implementation of arithmetic of points Py, P, in E(Q,) as in (1) to the points Py, P,; in
E(Q,)(mod p?), we have

P31 = p11 + P21 = (771% - 29?121 - f%p My (Xyy — X31) — F11)

The x-coordinate of P, is given as
x(Py,) = mi? — 2%}

= (m3 + 2myp) + 2((p — 1) + (p — Dp) CGx10 + x11p9)

=m? + 2memyp + 2(p — Dy + 2((p — 1) Cryo + x11))p

=m§ + 2(p — Dxyp + 2memyp + 2((29 — 1D (xq0 + xll))p

=m§+2(p — Dy + (Zmoml +2(p — D(xqo + xll))p
Therefore,

x30' =mg + 2(p — 1y
X371 = 2(mom1 + (@ —D(xqgo + x11))
Now, by considering p-adic expansion of x3," + x3;"p modulo p?, we have
x(ﬁ31) = X30 T X31D

The y-coordinate of P, is given as

Y(P31) = 1y (%11 — X31) — P11

which on repeating above process, we have
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Y30 = MoX19 + (p — 1) (Mox30 + Y10)
Y31 = MyX19 + Moxyy + (p — 1) (Myx30 + MpX30 + MoX31 + Y10 + Y11)
Now, by considering p-adic expansion of y;," + ys;'p modulo p?, we have

Y(ﬁ31) = Y30 t Y31P

Slope m Py1 + Py =P3q
P,
| Eni H
Fi ) =
pti
el c Pi1 | P1q Py
d cur # = | Py #Pyy with Xy; = X3y wi P11 =Py
ve B
X11
X1
C
ha 5 , X
r b T30, i rzno t _(1)(xi§(+ X30" =mf§ + (p — 1)2xy9
. = OC3 }721 — 3%%1 x31, : mm;ml-l:l_( p__l)(rr); 0 X31, = 2(m0m1 + (p - 1)(x10 + xl
+A| X1~ 29 Y30 0%10 TP Y30’ = Moxqo + (p — 1)(Mox30 +y
;é o +1 y31, = M1X10 + MmMoXq11 + (2 y31, = MqyXq9 + mpXq11 + (p - 1)(m
2,
3

Table 2: Arithmetic of Points in E(Q,) (mod p?

Example 4.1. For P;; = (4 + 2.5,2 + 4.5) and B,; = (2 + 1.5,4 + 4.5) then by above formulas,
we have

P, +P,, =@B5+(2+25)54+ 4.5+ (3.5 + 1.52)5)
= (3.5+ 2.5+ 2.5%,4+ 4.5+ 3.5 + 1.53)
= (3.5%,4 + 4.5 + 3.5% + 1.53)
= (0,4 + 4.5)(mod52?)

The step-by-step procedure for point addition on elliptic curve E(Qp)mod p? over p-adic field Q,
defined over Z,, using addition and multiplication process as in Q,, was discussed below. The code
for arithmetic of points in E(Qp)mod p? and arithmetic operations of numbers in Q,, are included
below.

Algorithm: The step-by-step procedure is termed as Algorithm.
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Algorithm for Point Addition in (Q,)(mod p?) : Consider an Elliptic curvef? = a3 + Aa + B
over Q,,. Let P,, P, be two points in E(Q,,) then for P, and P, considered in E(Q,)(mod p?) given

as Py = (%11, 911) = (10 + %110, Y10 + ¥11p) and Py = (x50 + X219, Y20 + Y210) respectively.
The point addition Py; + P,y = P5y = (x30 + X319, Y30 + ¥31P) in E(Q,)(mod p?) is obtained by
the steps in the following algorithm.

Step-1: Compute the slope @, = m, + m,p of P;; and P,, given as

3721 = }711 = =

———— forP;; # P
e T

1 —39?%1 4 for P, = P
2}711 11 21

Step-11: Compute x50, X31', ¥30', V31 Using formulas
For P,; # P,;:

X30" = mf + (p — 1) (x10 + x3),

x31' = 2momy + (p — D (x40 + X151 + X0 + X21),

Y30 = MoXyo + (p — 1)(Mox30 + ¥10),

V31 = MyXqo + Moxyq + (p — D (myx30 + MmoX30 + MoX31 + Y10 + Y11)

For Py = Py;:

x30, = m% + (p - 1)2x10,
X31' = 2(m0m1 + (p— D (xy + x11)):

V30 = Moxq1p + (p — D (Mox30 + Y10),
31 = MyX1o + MoXgq + (p — D (Myxzg + MoX39 + MX31 + Y10 + Vi1)

Step-111: To evaluate x5, and x5, consider the value N = x3," + x3,'p and write the p-adic
expansion of N and consider N (mod p?) to obtain x5, and x3;.

Step-1V: To evaluate y;, and ys;, consider the value M = y5," + y3,'p and write the p-adic
expansion of M and consider M (mod p?) to obtain y3, and ys;.

Step-V: From the values of x5, and x5, in Step-11l and y;, and y5, in Step-1V, the point addition
P,, + P,, is given as:

1531 = (x30 + X31D, Y30 + Y31P)

For an Elliptic curve y? = x3 + x + 1 over Qqg99g3 (mod 9999832), Consider two points P;; =
(371181 + 9738 x 999983, 209555 + 151202 X 999983) and  P,; = (540108 + 4976 X
999983, 254286 + 183355 x 999983) with slope of P, and P, given as ' = 383473 +
214267 x 999983 and P,; + P,; = P, is given as

P;; = (130341 + 144599 x 999983, 997817 + 451277 x 999983)

which is a lift of a point (130341,997817) € E(F,).
The code for addition, subtraction, multiplication and division of p-adic numbers and finding slope
points in E(Q, ) (mod p?) and Arithmetic of Points in E(Q, ) (mod p?) were given below in Python.
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# to initialize run this cell
from sage.all import *
# make same length
def pad with zeros (expansion, length):
return expansion + [0] * (length - len(expansion))
# function to add
def add p adic(expansionl, expansionZ, p):

#ensure both expansions are of same lengh

max length = max(len(expansionl), len(expansion2))
expansionl = pad with zeros(expansionl, max length)
expansion2 = pad with zeros(expansion2, max length)
result = []

carry = 0

for digitl, digit2 in zip(expansionl, expansion2):
total = digitl + digit2 + carry
result.append(total % p)
carry = total // p

if carry > 0:
result.append (carry)

return result

# function to subtract

def subtract p adic(expansionl, expansionZ, p):

# Ensure both expansions are of same length

max length = max(len(expansionl), len (expansion2))

expansionl = pad with zeros(expansionl, max length)

expansion2 = pad with zeros(expansion2, max length)
result = []
borrow = 0

for digitl, digit2 in zip(expansionl, expansion2):
total = digitl - digit2 - borrow
if total < 0:
total +=p
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Il
'_\

borrow
else:

borrow = 0

result.append (total)
# Remove trailing zeros
while result and result[-1] == 0:
result.pop ()
return result
# Function to multiply
def multiply p adic(expansionl, expansionZ, p):

#fensure both expansions are of same length

max length max (len (expansionl), len (expansionZ2))

expansionl = pad with zeros(expansionl, max length)
expansion2 = pad with zeros(expansion2, max length)
result = [0] * (2 * max length)

for 1 in range (max length):
carry = 0
for j in range (max length):

total = expansionl[i] * expansion2[]j] + result[i+]] +
carry

result[i + j] = total % p

carry = total // p

result[i + max length] += carry

# Removing trailing zeros
while len(result) > 1 and result[-1] == 0:
result.pop ()
return result
def divide p adic(expansionl, expansion2, p):
ffensure both expansions are of same length

max length = max(len (expansionl), len(expansion2))

expansionl pad with zeros (expansionl, max length)

expansion2 = pad with zeros (expansionZ, max_ length)
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K = pAdicField(p,max_length)

padic number a = sum(c * K(p**i) for i, c in
enumerate (expansionl))

padic _number b = sum(c * K(p**i) for i, c¢ in
enumerate (expansion?2))

result = padic number a/padic number b
expansion = result.expansion ()

coefficients = [int (coef) for coef in expansion]
return coefficients

def to p adic(n, p, precision):

if p<=1:
raise ValueError ("Base p must be a prime number greater
then 1.™)
if n ==
return [0]
digits = []
while n !'= 0:

digits.append(n % p)
n //=rp

return digits[O:precision]

def print expansion(value, base, coefficients, precision):

print (f"The {base}-adic expansion of {value} is:
for i in range (min(precision, len(coefficients))
print (f"{coefficients[i] }*{base}”{i}", end='
if (i < min(precision, len(coefficients)) -
print (£"+", end=' ")
else:
print (" ")
def calculate p3(x1l, x2, yl, y2, p, A, B):

max length = max(len(x1l), len(x2), len(yl), len(y2))

x1 = pad with zeros(xl, max length)
x2 = pad with zeros(x2, max length)

yl = pad with zeros(yl, max length)
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y2 = pad with zeros(y2, max length)

precision = max length

x10 = x1[0]
y1l0 = y1[0]
x11 = x1[1]
yll = y1[1]
x20 = x2[0]
y20 = y2[0]
x21 = x2[1]
y21 = y2[1]

# Cheking P1=P2

pointEquality = x10 == x20 and x11 == x21 and yl0 == y20 and yll ==

y21
if pointEquality:
print ("P1 == P2")
Kx = pAdicField(p,max length)

x for solpe = sum(c * Kx(p**i) for i,

y for solpe sum(c * Kx(p**i) for i,

enumerate (yl))

c in enumerate (x1))

c in

m out = ((3 * x for solpe”2 ) + A) / (2 * y for solpe)
m exp = m out.expansion ()
m = [int (coef) for coef in m exp]
else:
print ("P1 != P2")
m = divide p adic(subtract p adic(y2, yl, p),
subtract p adic(x2, x1, p), p)
mO0 = m[0]
ml = m[1l]
print (f"mO: {mO}")
print (f"ml: {ml}")
# P1 + P2 = P3
if not pointEquality:
x3 = (m0 ** 2) + (p - 1) * (x10 + x20) + 2 * m0 * ml *
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pt+ (p* (p - 1) * (x10 + x11 + x20 + x21))

print (f"x3 = {x3}")

try:
p_adic expansion x = to p adic(x3, p, precision)
print expansion(x3, p, p adic expansion x, precision)

except ValueError as e:
print (e)

y3 =m0 * x10 + (p - 1) * (m0O * p adic expansion x[0] + y10) +

p * (ml * x10 + mO * x11) + p * (p - 1) * (ml *
p adic _expansion x[0] +

m0 * p adic expansion x[0] + mO * p adic expansion x[1] + y10 +
y11)

print (£"y3 = {y3}")
try:
p adic expansion y = to p adic(y3, p, precision)
print expansion(y3, p, p adic expansion y, precision)
except ValueError as e:
print (e)

return p adic expansion x, p adic expansion y

else:

x3 =m0 ** 2 + (p-1) * 2 *x10+ 2 *p * (ml + (p - 1) * (x10 +
x11))

print (£f"x3 = {x3}")
try:
p adic expansion x = to p adic(x3, p, precision)
print expansion(x3, p, p_adic expansion x, precision)
except ValueError as e:
print (e)
y3 =m0 * x10 + (p - 1) * (m0O * p adic expansion x[0] + y10) +

p* (ml * x10 + m0 * x11) + p * (p - 1) * ( ml *
p_adic expansion x[0] +

mO * p adic expansion x[0] + mO * p adic expansion x[1] + yl10 +
yll)
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print (£"y3 = {y3}")
try:
p_adic expansion y = to p adic(y3, p, precision)
print expansion(y3, p, p adic expansion y, precision)
except ValueError as e:
print (e)
return p adic expansion x, p_ adic expansion y

def take input():

expansionl = [int(x) for x in input ("Enter the first p-adic
expansion (comma-separated): ").split(',"')]

expansion?2 = [int(x) for x in input ("Enter the second p-adic
expansion (comma-separated): ").split(',"')]

p = int(input ("Enter the base (prime number): "))

return expansionl, expansionZ, p
#%%# For addition run this cell
expl, exp2, p = take input()
result = add p adic(expl, exp2, p)
print (f"The sum of the p-adic expansions is: {result}")
#%%# For subtraction run this cell
expl, exp2, p = take input()
result = subtract p adic(expl, exp2, p)
print (f"The sum of the p-adic expansions is: {result}")
#%%# For multiplication run this cell
expl, exp2, p = take input()
result = multiply p adic(expl, exp2, p)
print (£f"The sum of the p-adic expansions is: {result}")
#%%# For division run this cell
expl, exp2, p = take input()
result = divide p adic(expl, exp2, p)
print (£f"The sum of the p-adic expansions is: {result}")
#%%# For calculation of slope run this cell
x1l = [int(x) for x in input ("Enter the x1 p-adic expansion

(comma-separated) : ") .split(',")]
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x2 = [int(x) for x in input ("Enter the x2 p-adic expansion
(comma-separated): ") .split(',")]

yl = [int(x) for x in input ("Enter the yl p-adic expansion
(comma-separated): ") .split(',")]

y2 = [int(x) for x in input ("Enter the y2 p-adic expansion
(comma-separated) : ") .split(',")]

p = int(input ("Enter the base (prime number): "))

max length = max(len(xl), len(x2), len(yl), len(y2))

x1 = pad with zeros(xl, max length)

x2 = pad with zeros(x2, max length)

yl = pad with zeros(yl, max length)

y2 = pad with zeros(y2, max length)

slope result = divide p adic(subtract p adic(y2, yl,p),
subtract p adic(x2, x1, p), p)

print (slope result)

#%%# To calculate P3 run this cell

print ("Calculation of point on curve y"2=x"3 + Ax + B")

x1 = [int(x) for x in input ("Enter the x1 p-adic expansion
(comma-separated) : ") .split(',")]

x2 = [int(x) for x in input ("Enter the x2 p-adic expansion
(comma-separated) : ") .split(',")]

vyl = [int(x) for x in input ("Enter the yl p-adic expansion
(comma-separated) : ") .split(',")]

y2 = [int(x) for x in input ("Enter the y2 p-adic expansion
(comma-separated) : ") .split(',")]

p = int(input ("Enter the base (prime number): "))

A = int (input ("Enter the wvalue of A: "))

B = int (input ("Enter the wvalue of B: "))

p3_x, p3_ y = calculate p3(x1, x2, yl, y2, p, A, B)
print (f"P3: (x: {p3 _x}, y:{p3 y}) ")

#%%

5. Conclusions
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In this paper, the focus is on the points on elliptic curve E(Qp) over p-adic field @, and its arithmetic.
All the points in elliptic curve E(Q,) are obtained by starting with points in E(F,) and lifting to
E(Q,)(mod p?) and then lifting each point in E(Q,)(mod p?) to E(Q,)(mod p*) and so on. The
arithmetic of points on E(Q,) may be evaluated by implementing arithmetic of points in E£(Q,) to
E(Qp)(mod p?). This study of arithmetic in E (Qp)(mod p?) provides a key space for cryptosystems
with E(Q,) (mod p?) bigger than the key space of cryptosystems with E (F,) with an increase in level

of security.
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