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Introduction

In the modern world where the use of digital technologies is on the rise and cyber threats are
on the rise as well, it is crucial to have security. India has seen a steady increase in its internet
users and has thus witnessed a rising trend of cyber-criminal activities affecting both the
government and private sectors. In 2023, Defence Ministry of India decided to move to a more
secure Maya Os [1] in order to mitigate from attacks. These attacks result in loss of funds, loss
of data and personal information which emphasize the need for strong cybersecurity. To this
end, SentinelOS has been designed as an all-encompassing and flexible cybersecurity solution.
It is designed to offer high levels of protection against the ever-increasing threats while at the
same time being able to integrate with other systems, be easy to use and meet the required
industry standards. SentinelOS helps in meeting the most prominent drivers of cybersecurity
which include the dynamic and complex threat environment, increased GDPR risk and
environment HIPAA. Due it and to avoiding also remote business helps work, disruption in
and which addressing sectoral the are supply requirements costly. increasing chain in In
compliance risks, education, defenses. Some addition, requirements the healthcare, of the such
financial e-commerce, the SentinelOS as impacts and enhanced learning-based is the of
government features intrusion developed breaches, to that detection to match are system audit
meet the incorporated using done global into the SNORT, by efforts the file Lynis. in project
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integrity enhancing include monitoring It cybersecurity a through also custom AIDE, has
firewall, and a a a graphical deep regular user system interface making it easy for individuals
who are not conversant with technical terms to use it. SentinelOS is highly adaptable and can
grow with your business, meaning that organizations can start small and gradually add more
security features as they require. Also, it has strong OS hardening options and security settings
that can be easily configured depending on the organization’s needs.

Fig. 1- Cyber Attacks Over the time
Literature Survey
Following were the papers that we referred as a part of literature survey.

Paper [2] investigates the radiation reliability of two real-time operating systems (RTOS)
designed for dependability: eCos and dOSEK. Both systems were tested under neutron
radiation, demonstrating significant reductions in failure rates with their respective fault
tolerance mechanisms, such as error detection and recovery techniques. In paper [3] describes
a method for creating a hardened Debian Linux virtual machine image for the Azure cloud,
adhering to specific security requirements. The research involved analyzing existing standards,
developing a tailored hardening standard for Debian, and utilizing tools like Packer and Chef
to automate the image creation process, ensuring compliance with security best practices. Paper
[4] analyzes the impact of operating systems on the reliability of safety-critical systems. The
study focuses on identifying and mitigating soft errors in the FreeRTOS operating system,
proposing techniques like redundancy and error correction mechanisms to enhance its
robustness and prevent system failures in critical applications.Paper [5] introduces a system
hardening architecture that integrates multiple security functions into a single module, creating
a layered defense system. This approach aims to increase the difficulty for attackers by
requiring them to breach multiple layers of protection before accessing critical data, thus
enhancing the overall security posture of the system. Book [6] provides a comprehensive guide
to hardening and securing Linux hosts and common applications. It offers practical advice on
enhancing security measures, such as firewall configuration and securing network connections,
while emphasizing the importance of minimizing risks without significantly impacting user
functionality, ensuring a balance between security and usability. Paper [7] proposes an
automated approach to correcting misconfigurations in operating systems. By generating
capability dependency graphs and utilizing MaxSAT solving, the method aims to identify and
address security vulnerabilities while minimizing the impact on system usability, allowing for
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more efficient and effective security policy management. Paper [8] explores the use of secure
enclaves to enhance the security of web servers. By leveraging technologies like Intel SGX,
the study demonstrates how to protect sensitive data, such as private keys, from both the
operating system and the hypervisor, providing a more secure environment for critical web
server operations. Paper [9] examines the implementation of system hardening on Windows
systems using industry-standard Center for Internet Security (CIS) controls. The case study
demonstrates the effectiveness of these controls in improving security posture and provides a
practical approach to applying and assessing the impact of these measures, enabling
organizations to maintain a high level of security across their Windows infrastructure. Paper
[10] challenges the notion that kernel hardening significantly impacts performance. It
introduces the SPLIT KERNEL design, allowing selective runtime enablement of hardening
mechanisms. This approach minimizes performance overhead in normal operation while
providing enhanced security when needed. The study demonstrates the practicality and
effectiveness of this design through real-world workload evaluations. Paper [11] investigates
vulnerabilities in hardened Windows 10 systems, particularly those arising from insufficient
security configurability and misconfiguration. The paper highlights the importance of proper
security measures to protect sensitive data, emphasizing the need for continuous assessment
and improvement of security configurations. Paper [12] proposes a kernel hardening function
to enhance the stability of the Linux kernel. By modifying the panic() function within the kernel
code, the proposed mechanism aims to recover from incorrect address values within the kernel
stack frame, thereby preventing system crashes. Experimental results demonstrate the
effectiveness of this approach in restoring normal system operation after induced panics. Paper
[13] analyzes attacks leveraging Operating System Fingerprinting within a university campus
environment. The paper emphasizes the importance of modifying TCP/IP features to minimize
the information revealed about the host's identity and thwart known fingerprinting tools. It
suggests future developments, such as the design of TCP Wrapper, to enhance security against
these types of attacks. Paper [14] demonstrates the feasibility of automating the process of
hardening a Linux operating system using open-source tools like Anaconda and OpenSCAP.
The study successfully deployed a securely configured CentOS system, providing a valuable
reference for setting up a fully hardened virtualization environment. While some manual
intervention was required, the study highlights the effectiveness of automated tools in
achieving a high level of security. Paper [15] investigates and emphasizes the fundamental
security configurations necessary to strengthen the security stance of a default Linux
installation. The paper highlights the vulnerability of default Linux installations to various
threats and provides industry best practices for hardening Linux servers, including securing
common services like SSH and Apache, and utilizing intrusion detection tools like OSSEC.
Paper [16] presents a design for a kernel hardening module aimed at mitigating recoverable
errors within the Linux operating system. The proposed module integrates into the ASSERT
macro to identify and handle recoverable errors, preventing system halts and improving system
stability. Paper [17] introduces the Amaranth project, which aims to develop a secure UEFI
firmware for virtual machines. The project focuses on implementing security hardening
techniques, including an operating system integrity checking mechanism and firmware size
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reduction, to address contemporary security issues related to UEFI firmware. In paper [18], the
authors have created a deep learning model to analyse moving frames. The algorithm produces
high accuracy. Paper [19], proposes a novel real-time video-based hand gesture recognition
model that uses video normalization, a modified spatiotemporal feature extraction approach,
and soft computing algorithms for recognition. Paper [20], develops a computer vision-based
system for hand gesture recognition to aid communication for individuals with hearing
impairments, comparing image classification algorithms and implementing a real-time video
recognition model for common signs.

Methods

In this section, we will talk about tools and technologies used. Below is the proposed system
architecture:

Ensbie

Fig.2 — System Architecture
3.1 Snort

Snort is an open-source network intrusion detection and prevention system (IDS/IPS) that
provides real-time traffic analysis and packet logging capabilities. The system can be installed
on Ubuntu through a series of steps, including package repository updates, dependency
installation, and configuration of rule sets. Snort operates in promiscuous mode, allowing it to
intercept and analyze all network packets regardless of their destination address. Its core
functionality includes packet sniffing, signature-based detection, anomaly-based detection,
logging and reporting, and real-time alerting capabilities.

Snort utilizes a rule-based system for detecting and responding to network threats. These rules
follow a specific syntax that defines conditions for detection and response, including header
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fields, options, and actions. For example, rules can be created to detect ICMP Echo Requests,
monitor HTTP traffic, or block SSH brute force attempts. When compared to other IDS/IPS
solutions like Suricata and Bro (Zeek), Snort stands out for its widespread adoption, though
Suricata offers better performance through multithreading capabilities.

To improve the effectiveness of Intrusion Detection and Prevention Systems (IDS/IPS), we
implemented Artificial Neural Networks (ANNs). We used the NSL-KDD dataset, which
contains 41 features for each network connection and categorizes traffic into five types:
Normal, Denial of Service (DoS), Remote to Local (R2L), User to Root (U2R), and Probing.
The ANN model has an input layer with 41 neurons, representing the dataset features. It also
includes one or more hidden layers with varying numbers of neurons, using the RelLU
activation function. The output layer has five neurons, using softmax activation for
classification. Before training, we preprocessed the data using normalization and one-hot
encoding. We trained the model using the backpropagation algorithm and evaluated its
performance using metrics such as accuracy, precision, recall, and F1-score. The overall
metrics are 97.5%, 96.7%, 95.9%, and 96.3% respectively.

Network Packet D d
Traffic :> acket Decoder

:> Logging and
P : 5 Alerting System
reprocessor :> Detection Engine [:’>
Output Alert
ﬁ or Log
(3
Output (:>
Modules

Fig. 3- Working of Snort

3.2 AIDE

AIDE (Advanced Intrusion Detection Environment) is a very capable host-based intrusion
detection system for monitoring file and directory changes on UNIX systems. It functions by
creating cryptographic hashes (those of rmd160, md5, tiger, crc32, shal, sha256, sha512) of
file attributes and storing them into a database, which is then to be compared in periodic scans.
Installation is quite simple by installing a package and initializing the database with some very
simple commands. Where it shines is in detecting unauthorized changes as a result of initiating
scans of systems and comparing versus baseline configurations; it has therefore become an
essential tool for monitoring system integrity.

3.3 LUKS
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Linux Unified Key Setup (LUKYS) is the standard for Linux full disk encryption. It works at the
block level using symmetric cryptography with a master-key system to protect data. It formats
partitions with LUKS encryption, generates key slots, and operates on encrypted volumes using
the cryptsetup utility. LUKS is appealing because it is an open standard, offers excellent key
management features with support for various key slots, and does not significantly reduce
performance while still providing strong security using efficient encryption ciphers such as
AES.

3.4 Lynis

Lynis is a complete security auditing tool for Unix-based systems, with advanced system
scanning capabilities to detect security vulnerabilities, configuration problems, and compliance
issues. The software assesses a variety of system facets, including configuration files, installed
packages, user accounts, and network settings, comparing them against security best practices.
It is lightweight, boasts a comprehensive report function, and presents options for customized
testing, ideal for systems administrators who must constantly maintain a rigorous security
stance.

3.5 Firewall

An overview of two major firewall administration tools, UFW (Uncomplicated Firewall) and
iptables. UFW is designed to work as a front-end to the iptables rules that allow users to execute
commands easily and manage firewall rules with application profiles. Iptables has a chain of
rules allowing more refined control over packet filtering and network address translation.
Although both tools allow management of network traffic, they suffice different reported
needs—UFW suited towards users who want something simple, and iptables aimed at advanced
control and detailed traffic manipulation by experienced administrators.

3.6 Summary of Flutter, Dart, and FFI Integration
3.6.1 Overview

Flutter, Google's open-source Ul development Kit, paired with the Dart programming language,
provides a comprehensive framework for cross-platform application development. The
installation process involves downloading the Flutter SDK, which includes Dart, setting up
environment variables, and validating the installation using the flutter doctor command. This
integrated development environment enables developers to create applications that can target
multiple platforms while maintaining a single codebase, significantly reducing development
overhead and time-to-market for applications.

3.6.2 Core Components and Their Integration

The framework's architecture revolves around three primary components working in harmony.
Flutter provides the Ul framework with its reactive approach and rich widget ecosystem,
allowing developers to create sophisticated user interfaces through both pre-built and custom
widgets. The Hot Reload feature significantly enhances the development workflow by enabling
real-time code changes visualization. Dart, as the underlying programming language, brings
strong typing, asynchronous programming capabilities, and efficient compilation through both
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JIT (Just-In-Time) for development and AOT (Ahead-Of-Time) for production builds. The FFI
(Foreign Function Interface) serves as a crucial bridge between Dart code and native C/C++
implementations, enabling seamless integration with platform-specific APIs and existing
native libraries.

3.6.3 Shell Script Management and Language Comparison

In the context of shell script management, the Dart/Flutter ecosystem offers several advantages
over traditional solutions like Python. The strongly typed nature of Dart provides enhanced
code safety and maintainability through compile-time error detection. The language's built-in
asynchronous programming support, utilizing async/await syntax, enables efficient handling
of 1/0-bound operations and compute-intensive tasks. The Flutter Plugin API allows direct
access to platform-specific functionality, while the FFI capability makes it easy to interface
with existing C/C++ code bases, which could be beneficial for systems programming and
performance-critical operations.

3.6.4 FFI Implementation and Benefits

The implementation of FFI in Dart is one of the most sophisticated methods of integrating
native code into Dart programs. The entire process involves defining C functions, creating Dart
FFI bindings, and loading native libraries at runtime. Such an approach brings several benefits
to using the FFI framework over traditional systems:

Performance Optimizations: Direct C function calls minimize overhead and improve
execution speed compared to other interpreted solutions.

Platform Independence: Behavior is platform-independent due to the FFI implementation,
although one can cite specific optimizations where appropriate.

Code Integration: The fact that there is no need to rewrite the entire application allows for a
gradual transition while maximizing the resource.

Development Flexibility: Combining high-level Dart features with low-level C access offers
developers the best of both worlds in terms of development efficiency and system-level control.

Results

Through deep learning-powered Snort, SentinelOS drastically improved cybersecurity
management and introduced an advanced mechanism for intrusion detection. AIDE was
deployed for file integrity monitoring, and Lynis provided a detailed audit of the entire system.
Therefore, the user-friendly GUI developed with Dart/Flutter was able to target users at
different technical levels. Since testing has been done to confirm the scalability capacity of toe-
the-line treatment in normal-play, the performance of the tool has not been degraded just as a
result of loading. All the above create a very strong and versatile security tool in SentinelOS.

Discussion

Implementation of SentinelOS offers the following key benefits: increased security, user
convenience, scope for customizing, and abiding compliance regimes. The tools and interface
of the system can be easily used by both technical and non-technical users in controlling cyber
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security settings. The other advantages include these features being adjustable, offering scale,
and being privacy and compliance friendly for organizations irrespective of their size, catering
to a wide variety of industry use-cases.

Microsoft Windows [Version 10.60.22621.2283]
(c) Microsoft Corporation. All rights reserved.

) Terminal Sep2

C:\Users\vishw>ping 192.168.0.142

archit@archit-VirtualBox: ~ ¢ = =

:-$ sudo snort -q -1 /var/log/snort -i enpes3 -A console -c /etc/snort/snort.conf Pinging 192.168.0.142 with 32 bytes of data:
ord for archit: Reply from 192.168.0.142: 2 time<lms TTL=64
%»? : :1] IcMP ﬁngbemcmd F‘%%qumty: gnmpgmy .0.161 -> 192.168.0. Reply from 192.168.0.142: time<lms TTL=64
09.958787 [**] [1: :1] ICMP Ping Detected [**] [Priority: ICHP} 19 .0.142 - .16 2 % : =
10.961787 [**] [1: :1] ICMP Ping Detected [**] [Priority: 6] {ICMP} 19 .0. > 192.168.0.142 RePly from 192.168.0.142: time<lms TTL=64
10.961812 [**] [1: :1] ICMP Ping Detected [**] [Priority {ICMP} 192.168.6. - .168. Reply from 192.168.0.142: time<lms TTL=64
11.970112 [**] ICHP Ping Detected [**] [Priority {1CHP} 19
ICHP Ping Detected [**] [Priority: @] {ICHP} 19. : S
ICMP Ping Detected [**] [Priority: {ICHP} 19 B Ping statistics for 192'168'_0'1
ICMP Ping Detected [**] [Priority: {1CMP} 19, .0. -> 19 2 Packets: Sent = U4, Received Lost = © (0% loss),
SSH Authentication Attempt [**] [Priority: 0] {TCP} 192.168.0.161: Approximate round trip times in milli-seconds:

SSH Authentication Attempt [**] [Priority: @] {TCP} 192.168.6. Minimum = @ms, Maximum = Oms, Average = Oms

SSH Authentication Attempt [**] [Priority: @] {TCP} 192.168.0.161: C:\Users\vishw>ssh enp0s3@192.168.0.142

SSH Authentication Attempt [**] [Priority: 0] {TCP} 192.168.0. ssh: connect to host 192.168.0.142 port 22: Connection refused
192.168.6. 22 |

09/23-23 P 5 :1] SSH Authentication Attempt [**] [Priority: 6] {TCP} 192.168.6.161: -> I C:\Users\vishw>|

192.168.0.

Fig. 4- Working of Snort as an IPS.

The following additional packages will be installed:
vim-common vim-runtime vim-tiny
Suggested packages:
ctags vim-doc vim-scripts indent
The following NEW packages will be installed:
vim vim-runtime
The following packages will be upgraded:
vim-common vim-tiny
2 upgraded, 2 newly installed, © to remove and 214 not upgraded.
Need to get 8,570 kB/9,361 kB of archives.
After this operation, 37.6 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://in.archive.ubuntu.com/ubuntu jammy-updates/main amd64 vim-runtime all 2:8.2.3995-1ubuntu2.15 [6,835 kB]
Get:2 http://in.archive.ubuntu.com/ubuntu jammy-updates/main amd64 vim amd64 2:8.2.3995-1ubuntu2.15 [1,735 kB]
Fetched 8,570 kB in 3s (2,886 kB/s)
(Reading database ... 200008 files and directories currently installed.)
Preparing to unpack .../vim-tiny_2%3a8.2.3995-1ubuntu2.15_amd64.deb ...
Unpacking vim-tiny (2:8.2.3995-1ubuntu2.15) over (2:8.2.3995-1ubuntu2.10)
Preparing to unpack .../vim-common_2%3a8.2.3995-1ubuntu2.15_all.deb ...
Unpacking vim-common (2:8.2.3995-1ubuntu2.15) over (2:8.2.3995-1ubuntu2.10)
Selecting previously unselected package vim-runtime.
Preparing to unpack .../vim-runtime_2%3a8.2.3995-1ubuntu2.15_all.deb ...
Adding 'diversion of /usr/share/vim/vim82/doc/help.txt to /usr/share/vim/vim82/d
oc/help.txt.vim-tiny by vim-runtime'
Adding 'diversion of /usr/share/vim/vim82/doc/tags to /usr/share/vim/vim82/doc/t
ags.vim-tiny by vim-runtime
Unpacking vim-runtime (2:8.2.3995-1ubuntu2.15)
Selecting previously unselected package vim.
Preparing to unpack .../vim_2%3a8.2.3995-1ubuntu2.15_amd64.deb ...
Unpacking vim (2:8.2.3995-1ubuntu2.15)
Setting up vim-common (2:8.2.3995-1ubuntu2.15)
Setting up vim-runtime (2:8.2.3995-1ubuntu2.
Setting up vim (2:8.2.3995-1ubuntu2.15) ...
update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/vim (vim) in a
uto mode
update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/vimdiff (vimdi
ff) in auto mode
update-alternatives: using /usr/bin/vim.basic provide /usr/bin/rvim (rvim) in
auto mode
update-alternatives: using /usr/bin/vim.basic provide /usr/bin/rview (rview)
in auto mode
update-alternatives: using /usr/bin/vim.basic provide /usr/bin/vi (vi) in aut
o mode
update-alternatives: using /usr/bin/vim.basic provide /usr/bin/view (view) in
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$ cod
SiLs

:-S vim /etc/aide/.conf
Command 'vim' not found, but can be installed wit
apt install vim version 2:8.2.3995-1ubuntu2.13, or
apt install vim-tiny version 2:8.2.3995-1ubuntu2.13
apt install neovim version 0.6.1-3
apt install vim-athena version 2:8.2.3995-1ubuntu2.13
apt install vim-gtk3 version 2:8.2.3995-1ubuntu2.13
apt install vim-nox version 2:8.2.3995-1ubuntu2.13
$ sudo apt install vim
[sudo] password for chinmay:
i i . Done
Done
. Done
The following additional packages will be installed:
vim-common vim-runtime vim-tiny
Suggested packages:
ctags vim-doc vim-scripts indent
The following NEW packages will be installed:
vim vim-runtime
The following packages will be upgraded:
vim-common vim-tiny
2 upgraded, 2 newly installed, © to remove and 214 not upgraded.
Need to get 8,570 kB/9,361 kB of archives.
After this operation, 37.6 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
Get:1 http://in.archive.ubuntu.com/ubuntu jammy-updates/main amd64 vim-runtime all 2:8.2.3995-1ubuntu2.15 [6,835 kB]
Get:2 http://in.archive.ubuntu.com/ubuntu jammy-updates/main amd64 vim amd64 2:8.2.3995-1ubuntu2.15 [1,735 kB]

update-alternatives: using /usr/bin/vim.basic to provide /usr/bin/ex (ex) in aut
o mode
Setting up vim-tiny (2:8.2.3995-1ubuntu2.15) ...
Processing triggers for mailcap (3.70+nmulubuntuil)
Processing triggers for desktop-file-utils (0.26-1ubuntu3) ...
Processing triggers for hicolor-icon-theme (0.17-2)
Processing triggers for gnome-menus (3.36.0-1ubuntu3)
Processing triggers for man-db (2.10.2-1)

$ vim /etc/aide/.conf

$ cat /etc/aide.conf
cat: /etc/aide.conf: such file or directory

5 s

2 S cd root
bash: cd: root: No such file or directory
H $cd/
SELS
fun swapfile

$ s Jetc/
fuse.conf machine-id rpc
adduser.conf magic rsyslog.conf
gai.conf magic.mime
aliases mailcap rygel.conf
aliases.db mailcap.order
mail.rc
manpath.config
anacrontab mime.types sensors3.conf
apg.conf mke2fs.conf
services

modules shadow

shadow-
appstream.conf shells

Fig. 5- Working of AIDE
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[ Lynis 3.0.7 ]

HABHHHBHAH AR AR HBHRRHBH B B H O H AR R R H AH AR AR H AR R B H R B RO H R R R R B A AR H R H R H R R HY
Lynis comes with ABSOLUTELY MO WARRANTY. This is free software, and you ardg
welcome to redistribute it under the terms of the GNU General Public Liceng
See the LICENSE file for details about using this software.

2007-2021, cISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
HEHRHHBH AR R H R R R H AR R A A R H R R AR R A R R R R Y

some tests will be skipped (as they require root permissions)
Some tests might fail silently or give different results

Detecting 0S...
Checking profiles...

Program version:
Operating system:
Operating system name:
Operating system version:
Kernel version:

Hardware platform:
Hostname:

Profile

Log file:

Report file:
Report version:
Plugin directory:

Auditor:
Language:

Test category:
Test group:

- Program update status...

Ubuntu
22.04
6.5.0
x86_64
atharva

Jetc/lynis/default.prf
Jhomefatharva/lynis.log

Jhome fatharva/lynis-report.dat
1.0

Jetc/lynis/plugins

[Not Specified]
en
all

- Scanning available tools...
- Checking system binaries...
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suricata.service:
switcheroo-control.service:
syslog-ng.service:
systemd-ask-password-console.service:
systemd-ask-password-plymouth.service:
systemd-ask-password-wall.service:
systemd-fsckd.service:
systemd-initctl.service:
systemd-journald.service:
systemd-logind.service:
systemd-machined.service: MEDIUM
systemd-networkd.service:
systemd-oomd.service:
systemd-resolved.service:
systemd-rfkill.service:
systemd-udevd.service: MEDIUM
thermald.service:

tuned.service:
ubuntu-advantage.service:
udisks2.service:
unattended-upgrades.service:
upower.service:

user@loen.service:

uuidd.service:

virtlockd.service:

virtlogd.servic

whoopsie.service:
wpa_supplicant.service:

Checking default run level

Checking CPU support (NX/PAE)

CPU support: PAE and/or NoeXecute supported

Checking kernel version and release

Checking kernel type

Checking loaded kernel modules
Found 181 active modules

Checking Linux kernel configuration file

Checking default I/0 kernel scheduler NOT FOUND

Checking for available kernel update ]

Checking core dumps configuration
configuration in systemd conf files DEFAULT
configuration in etc/profile DEFAULT
"hard' configuration in security/limits.conf DEFAULT
"soft' configuration in security/limits.conf DEFAULT
Checking setuid core dumps configuration PROTECTE

Check if reboot is needed 1

Checking /proc/meminfo
Searching for dead/zombie processes
Searching for IO waiting processes
Ssearch prelink tooling

Fig. 6- Working of Lynis Software as it tells which Services are Unsafe, OK
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USB Blocking

Home
3 Firewall
-
IDS/IPS
Disk Encryption

Secure Bootloader

SENTINEL /
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&

€&  User Profile

Hello Archit

This is your profile page. You can see the progress
you've made with your work and manage your projects or assigned tasks

My Account

User Information

Employee Name :- Archit Kothawade
Username :- Archit56ak

EmailID :- abcx*xx@gmail.com

Contact Information Archit K, 20
Pune, Maharashtra
Address:- LVL: 300, Twin Tower, Karvenagar, New York

Software Developer - GDSC
Vishwakarma Institute Of Technology

&

€« IPS/IDS

IPS/IDS :

Source IP Address Destination IP Address Alert Message Type of Protocol

19:39:34 192.168.0.161 192.168.0.142 [1:10001:1] ICMP Ping Detected ICMP

19:39:34 192.168.0.161 192.168.0.142 [1:10001:1] ICMP Ping Detected

19:39:34 192.168.0.142 192.168.0.161 [1:10001:1] ICMP Ping Detected

19:39:35 192.168.0.161 192.168.0.142 [1:10001:1] ICMP Ping Detected

19:39:35 192.168.0.142 192.168.0.161 [1:10001:1] ICMP Ping Detected

19:39:36 192.168.0.161 192.168.0.142 [1:10001:1] ICMP Ping Detected

19:39:36 192.168.0.142 192.168.0.161 [1:10001:1] ICMP Ping Detected

Fig. 7- Different Aspects of GUI
Future Scope

SentinelOS is quite promising for the purposes of advancement, including the integration of
advanced models for machine learning such as Auto Encoders, Deep Belief Networks and more
for improved risk detection, automated risk analysis, and cloud-based scalability to port
technologies like Docker and Kubernetes. Other plans include including more customizable
dashboards, enhancing accessibility, integrating with SIEM systems and third-party APIs, and
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ensuring compliance with regulations such as GDPR and HIPAA. In these developments,
SentinelOS will hope to position itself as a holistic, future-ready cybersecurity solution.

OS Hardening

- Remote Backup
- Secure Boot Settings

Cloud Architecture Services
Private Cloud : : :
- Security Shell Scripts 1
iUserEa_ukup Sturqse w Cloud : : - S stem Audltm :
cﬂ:ESZT;TifE”‘Ce‘ a Engineer E X - AIDE(yAdvance IntrSsion E
: E Detection Environment) '
o : ! - User Login
\i ! 1
="~ N\ ' ! Data Security Layer '
1

! - Data Encryption !
— — Customers :

’\ E : % Application Layer & :
! i < - System Updates |

e : ' |

& ' ! \ Endpoint Layer '

W - -—- : . N

- — ' erimeter .
—- —— ' ! Network Layer :
Admin . ! - Firewall Configuration :
____________________________________________________ ' - IDS Configuration X
E Human Layer E
' - USB Enabling & Disabling X

' - File Permissions

Fig. 8- Proposed Cloud Architecture
Conclusion

SentinelOS offers a comprehensive and scalable cybersecurity framework with features such
as a deep learning-powered intrusion detection system, file integrity monitoring, regular system
auditing, and a user-friendly GUI. It provides organizations with robust tools for managing
cybersecurity, ensuring compliance, and addressing diverse industry requirements. Future
enhancements in machine learning integration, cloud capabilities, and user experience, along
with ongoing compliance updates, will further solidify SentinelOS as an essential tool for
protecting digital assets in an evolving threat landscape.
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