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Abstract:  

The rapid expansion of 5G networks and cloud computing has heightened the risk of 

“Distributed Denial of Service (DDoS)201D attacks, which can severely compromise 

service availability and network performance. Traditional machine-learning techniques 

have shown limitations in accurately detecting these evolving attacks under high-traffic 

conditions, especially in 5G environments. This research proposes an advanced DDoS 

detection framework utilizing a “Quantum Convolutional Neural Network (QCNN)” 

combined with a Bottleneck Attention Mechanism. The QCNN extracts spatial and 

temporal features from network traffic, while the Bottleneck Attention Mechanism 

prioritizes critical patterns, improving accuracy and computational efficiency. The 

framework is evaluated using the 5G Non-IP Data Delivery (NIDD) and CIC-

DDoS2019 datasets to ensure robustness across diverse attack scenarios. Data 

preprocessing techniques, including feature engineering and normalization, are 

employed to prepare the datasets for optimal model performance. The proposed model 

performs better than conventional profound learning models, such as “CNN, LSTM, 

and Bi-LSTM” in terms of accuracy, precision, recall, and F1 score. This study 

demonstrates that integrating quantum-inspired learning with attention mechanisms 

significantly enhances DDoS detection capabilities, making it an effective solution for 

safeguarding 5G-enabled cloud environments. The findings emphasize the importance 

of advanced architectures for real-time, high-precision DDoS detection, essential to 

ensuring future cloud infrastructures' security and reliability. 

Keywords: Distributed Denial of Service (DDoS), machine learning techniques, 

Quantum Convolutional Neural Network (QCNN), Bottleneck Attention Mechanism. 

 

I Introduction 

Flooding, ping of death, teardrop, smurf, and land attacks were among the many simple techniques 

used in denial-of-service (DoS) attacks before the year 2000 [1]. But since then, bad actors have taken 

use of distributed denial of service (DDoS) attacks against DNS routing servers to wreak havoc on 

URLs and IP addresses throughout the web. Companies hurriedly built cyber defenses in response to 

this type of cybercrime; nevertheless, distributed denial of service (DDoS) assaults emerged around 

2005, using many botnets to overwhelm the defensive infrastructure [2].  

Identifying signaling DDoS attacks in 5G requires analyzing data from 5G networks. The peak 

download data speed required for 5G mobile communication technology is 20 Gbps per user, 

according to the International Telecommunication Union (ITU), a well-known international standards 
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group [3]. Even with just fifty users on a standalone network, the 5G network is necessary to handle 

traffic at the terabit per second level. Reports from Ericsson show that mobile data traffic has increased 

by a factor of 300 since 2011. Statistical analytic tools, as opposed to relying on individual network 

packets, are vital for managing the significant traffic volume. The most efficient way to process 

massive amounts of data requires sophisticated analytical tools, especially algorithms based on 

machine learning (ML) [4].  

Many existing studies attempt to detect DDoS attacks in cloud computing using traditional machine 

learning techniques [5]–[8]. However, these approaches often suffer from poor scalability, slow 

response times, and limited accuracy in the dynamic and high-traffic conditions of 5G networks. 

Moreover, conventional methods struggle to efficiently detect complex and evolving DDoS patterns, 

leading to detection rates between 55% and 65% in real-time scenarios. 

 Given these challenges, this study proposes an advanced DDoS detection framework for 5G-enabled 

cloud infrastructures. The framework leverages a Quantum Convolutional Neural Network (QCNN) 

integrated with a Bottleneck Attention Mechanism to enhance feature extraction and focus on crucial 

network anomalies. This study aims to improve detection accuracy and response times by 

incorporating the strengths of quantum-inspired learning and attention-based feature refinement. The 

evaluation of the proposed model will focus on key performance metrics, such as detection rate, 

precision, recall, and latency, under real-world cloud and 5G network traffic conditions. 

II Literature Review 

The original research on signaling DDoS overlooked mobile networks in favor of the more generalized 

wired network setting. To detect generic types of DDoS attacks that target protocols such as ICMP, 

David et al. [9] introduced a technique that is based on the fast entropy method and employs flow-

based analysis. Machine learning (ML) methods for DDoS attack detection were studied by Kati et al. 

[10] within the cloud computing environment. With the utilization of sessions, Jang et al. [11] 

introduced a threshold-based detection method for notifying DoS occurrences in the LTE 

environment's CN. The threshold-based detection technique is designed to prevent attack traffic from 

exceeding the detection threshold set by network administrators. However, it becomes difficult to 

locate trackers when an attacker uses a single legitimate terminal in a subtle attack.  

Using EBA and features signaling DDoS assaults that take advantage of 3G/4G wake-up packets, 

Gupta et al. [12] proposed an SVM-based detection method to circumvent this constraint. The 

detection performance of this machine-learning algorithm was evaluated using datasets consisting of 

a week's worth of TCP, UDP, and ICMP packets generated by 62 separate cell phones. The results of 

the study proved that the performance was unfit for real-world use, with a detection rate of 53.8%. 

Ettiane et al. [13] introduced a randomization-based approach to mitigate the impact of signaling 

DDoS assaults within the framework of 5G MTC, utilizing RRC protocols. In addition, they proposed 

a robust defense mechanism that can reduce false positives independent of anomalous traffic data 

when a signaling DDoS assault misuses the RRC protocol in the 4G/5G MTC setting. A robust, 

randomization-based response mechanism against signal denial of service attacks has been proposed 

by them to tamper with RRC protocols within the framework of 5G MTC. However, the results of the 
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performance validation test for the detection rate showed that the accuracy of the detection was only 

59.8% [14]. 

Recent updates have included detection methods based on deep learning to counter signaling DDoS 

attacks using the RRC protocol, VoLTE Call assaults, and SMS flooding attacks. In their study on 5G 

CPS, Hussain et al. [15] proposed a detection method that utilizes the ResNet and DRC algorithms to 

combat three distinct types of distributed denial of service assaults: volte call attacks, SMS flooding, 

and RRC signaling. The detection approach utilizing the DRC (deep rudimentary CNN) algorithm 

achieved a detection rate of at least 91%, while the technique using the ResNet (Residual Network)-

50 methodology achieved a detection rate of at least 97%. Both methods were deemed extremely 

effective.  

III    Proposed model 

A. Quantum Convolutional Neural Networks (QCNN) 

a) Quantum-to-Classical Parameter Mapping 

First, it constructs a traditional neural network (NN) using the parameter vector. 𝜃 = (𝜃1, 𝜃2, . . . , 𝜃𝑀) 

𝑁 = [𝑙𝑜𝑔2 𝑀]U-bits are used to encode a quantum state |𝜓⟩, resulting in a Hilbert space of length 

2[𝑙𝑜𝑔2 𝑀]To, represent the NN parameters. 

For i ∈ {1,2, . . . , 2N}, the quantum state's measurement probabilities, |⟨𝑖|𝜓⟩|2, Vary from 0 to 1. 

Mapping these probabilities to the NN parameters 𝜃𝑖, Which typically range from −∞ to ∞, It is the 

aim. 

Based on a second NN with parameters 𝛾⃗, a mapping model 𝐺𝛾⃗⃗⃗ is presented. To integrate basis 

information and measurement probabilities requires input vectors 𝑥𝑖⃗⃗⃗⃗ , such as [0, 1, 0, 0, 1, 0, 0, 0.023] 

for a 7-qubit system, as seen in |⟨0100100|𝜓⟩|2 = 0.023. In contrast to earlier models, the mapping 

function 𝐺𝛾⃗⃗⃗(𝑥𝑖⃗⃗⃗⃗ ) = 𝜃𝑖 dynamically determines, allowing sign flexibility. The model's applicability to 

a wider range of machine learning (ML) tasks is increased by this modification[16].  

b) Construction of QNNs 

The Ry gate, which is represented by the following, is one of the parameterized rotational gates used 

to produce the quantum state.⟨𝜓|: 

𝑅𝑦(𝜇) = [
𝑐𝑜𝑠(𝜇/2) − 𝑠 𝑖 𝑛(𝜇/2)

𝑠 𝑖 𝑛(𝜇/2) 𝑐𝑜𝑠(𝜇/2)
]                               (1) 

In a linear arrangement, CNOT gates are used to induce entanglement, guaranteeing parameter 

scalability as 𝑂(𝑝𝑜𝑙𝑦 𝑙𝑜𝑔(𝑀)).With parameters 𝜙⃗⃗ establishing the traditional NN weights via the 

mapping model 𝐺𝛾⃗⃗⃗, This configuration creates the QNN.  

c) Training Procedure for Quantum-Enhanced Learning 

To increase capacity, the QT framework entails building an N-qubit QNN with parameterized Ry gates 

in blocks that may be repeated n-block times. For conventional training, the classical NN employs 

parameters 𝜃produced via quantum-classical mapping, directed by the cross-entropy loss function:  
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ℓ𝐶𝐸 = −
1

𝑁𝑑
∑ [𝑦𝑛 𝑙𝑜𝑔 𝑦̂𝑛 + (1 − 𝑦𝑛) 𝑙𝑜𝑔(1 − 𝑦̂𝑛)]𝑁𝑑

𝑛=1            (2) 

where the real and predicted labels are denoted by 𝑦 𝑛  and 𝑦̂𝑛  respectively. For shot-based 

simulations, gradients for the QNN parameters 𝜙⃗⃗Nd mapping model ⃗γ are calculated analytically or 

via the parameter-shift rule. By directing repeated updates, these gradients help to improve the NN 

parameters.  

B. Bottleneck attention mechanism  

The Bottleneck Attention Mechanism (BAM) enhances QCNN’s ability to focus on key features by 

integrating both channel and spatial attention. Channel attention learns to focus on the most important 

channels (features) by computing a weight vector [17] : 

𝑊𝑐ℎ𝑎𝑛𝑛𝑒𝑙 = 𝜎 (𝑀𝐿𝑃(𝐴𝑣𝑔𝑃𝑜𝑜𝑙(𝐹) + 𝑀𝑎𝑥𝑃𝑜𝑜𝑙(𝐹)))             (3) 

• Here, F is the input feature map, and σ is the sigmoid activation function. 

• The result is a weight vector that highlights relevant feature channels. 

Spatial attention emphasizes important regions in the spatial dimension: 

𝑊𝑠𝑝𝑎𝑡𝑖𝑎𝑙 = 𝜎(𝐶𝑜𝑛𝑣2𝐷([𝐴𝑣𝑔𝑃𝑜𝑜𝑙(𝐹); 𝑀𝑎𝑥𝑃𝑜𝑜𝑙(𝐹)]))               (4) 

The input to the spatial attention module is a concatenation of average and max-pooled features across 

channels. The bottleneck attention mechanism multiplies both channel and spatial attention maps with 

the input features: 

𝐹′ = 𝑊𝑐ℎ𝑎𝑛𝑛𝑒𝑙(𝑊𝑠𝑝𝑎𝑡𝑖𝑎𝑙 ⋅ 𝐹)                                                           (5) 

This produces refined features that are fed into the subsequent layers of the QCNN. 

IV    Methodology 

The technique entails data preprocessing, feature encoding, model creation, training, and assessment 

to identify unusual network activity in diverse cloud environments such as 5G and DDoS attack data. 

Every step is designed to improve model performance and input data quality for precise attack type 

categorization. 

A. Data Collection 

     This study used two datasets: one for DDoS evaluation and the other for 5G Non-IP Data Delivery 

(NIDD). [18],[19] The datasets, including comprehensive network traffic records with identified 

attack types, were obtained from Kaggle. The first phases concentrated on finding common feature 

columns for a smooth merge because the datasets were from different sources. High-cardinality 

categorical fields and uncommon characteristics were eliminated to reduce noise and eliminate 

redundant information during model training. They preserved a consistent structure across datasets by 

concentrating on intersecting columns, which enabled the model to generalize well across various data 

kinds. 
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B. Data Description 

The classification model for intrusion detection in 5G and DDoS traffic was constructed and assessed 

in this work using two main datasets. The following are these datasets: 

• 5G-NIDD Dataset: Created to model 5G Non-IP Data Delivery (NIDD) traffic, this dataset 

classifies network behaviors into several attack and non-attack classifications and contains attributes 

pertinent to 5G network activity. This dataset's properties, which include protocol type, packet flow, 

source and destination IP, timestamps, and more, make it appropriate for identifying malicious or 

unusual activity in a 5G network. 

• CIC-DDoS2019: Dataset This dataset, developed by the Canadian Institute for Cybersecurity, 

replicates distributed denial-of-service (DDoS) assaults using a range of protocols and situations. It is 

perfect for testing the model's resilience to DDoS attacks. It contains comprehensive network flow 

information, such as packet size, flow time, source and destination ports, and features that record 

DDoS patterns. 

 

C. Data Preprocessing 

a)   data cleaning 

Data cleaning was done to fix missing values, guarantee data consistency, and get features ready for 

model feeding. Whereas categorical fields with missing entries were supplied with a placeholder, 

numerical columns with missing values were approximated using column means [20]. Since they don't 

improve model performance and might introduce noise, identifier columns (such as source IP and 

date) were removed [21]. 

b)  Feature Engineering 

To assure compatibility with convolutional neural networks (CNN), categorical features were then 

one-hot encoded using One Hot Encoder, an efficient technique for processing non-numeric input that 

transforms categorical columns into binary vectors [22]. To lessen feature magnitude bias and 

encourage quicker convergence during model training, all numerical features were also normalized 

using Standard Scaler [23]. 

Algorithm 1 Data Preprocessing for 5G-NIDD and DDoS Dataset 

1. Input: Raw datasets D5G and DDoS   

2. Output: Cleaned and merged dataset Dcleaned   

3. Procedure: DATA PREPROCESSING   

4. Step 1. Load the 5G-NIDD dataset as D5G and the CIC-DDoS2019 dataset as DDoS. 

5. Step 2. Standardize Column Names   

6. for each dataset D in {D5G, DDoS} do                                              # Process each dataset.   

7.   Convert all column names to lowercase.                                   # Ensure uniformity in case.   

8. Remove leading/trailing whitespaces from column names.                # Clean column names.   

9. end for   

10. Step 3. Retain Common Columns   
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11. Identify common columns between D5G and DDoS, denoted as Common.               

12. Create merged dataset Dmerged = D5G[Common] ∪ DDoS [Common].  

13. Step 4. Label Standardization   

14. Replace the "BENIGN" label in DDoS with "Benign" for consistency.  # Standardize class 

labels.   

15. Step 5. Handle Missing Values for each column in Dmerged do   # Iterate through each 

column. 

16.   if the column type is numeric then Replace missing values with the column mean.                                                

17. else   

18. Replace missing values with "0" or a suitable placeholder.  # Impute non-numeric missing 

values.   

19. end if   

20. end for   

21. Step 6. Drop Irrelevant Columns   

22. Define columns to drop as Cdrop = {"flow-id", "source ip", "destination ip", "timestamp",   

23. "proto", "attack type", "state", "attack tool"}.                                       # Identify irrelevant 

columns.   

24.  Drop columns in Cdrop from Dmerged.                                               # Remove irrelevant 

data.   

25. Step 7. One-Hot Encode Categorical Features   

26. for each categorical column in Dmerged do                               # Process categorical attributes.   

27. Apply One-Hot Encoding.                                         # Convert categories into binary indicators.   

28. end for   

29. Step 8. Normalize Features   

30. Normalize numeric features using a Standard Scaler to have zero mean and unit variance.  

31. Output: Cleaned and merged dataset Dcleaned. 

c)    Algorithm for Combined Dataset Generation  

Here is an algorithm for the data production process that can manage the standardizing, merging, and 

cleaning procedures to produce a merged dataset from two data sources with distinct structures. This 

will ensure the combined data is ready to train a machine-learning model. 

Algorithm 2 Combined Dataset Generation from 5G NIDD2023 and CICD- DOS2019 

1. Input: 

2. Dataset 1: First dataset file (e.g., 5G NIDD2023). 

3. Dataset2: Second dataset file (e.g., CICD-DOS2019). 

4. Output: 

5. Combined Dataset: A single, clean Data Frame with merged data from both sources. 

6. Procedure: DATASET GENERATION 

7. Step 1. Load Dataset 
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8. Load Dataset1 as data1.                                                                             # Load the first dataset. 

9. Load Dataset2 as data2.                                                                        # Load the second dataset. 

10. Step 2. Standardize Column Na 

11. For each dataset DDD in {data1, data2} do:                                             # Process both datasets. 

12. Convert all column names to lowercase.                                            # Ensure uniformity in 

case. 

13.   Remove whitespaces from column names.                                              # Clean column names. 

14. Step 3. Label Adjustment 

15. Identify the primary label column (e.g., "attack type").                        # Detect key label column. 

16. Rename this column to "label" in both datasets.                                    # Rename for consistency. 

17. Standardize label values (e.g., replace "BENIGN" with "Benign").      # Harmonize label 

values. 

18. Step 4. Identify Common Columns  

19. Identify the intersection of column names between data1 and data2.     # Find shared attributes. 

20. Retain only the common columns in both datasets.                                  # Keep shared columns. 

21. Step 5. Concatenate Datasets 

22. Merge data1 and data2 along rows using only the common columns.         # Combine datasets. 

23. Store the result as combined_data.                                                     # Save the merged dataset. 

24. Step 6. Handle Missing Values 

25. Separate numeric and non-numeric columns in combined_data.          # Distinguish data types. 

26. For numeric columns: Fill missing values with the column mean.          # Impute numeric data. 

27. For non-numeric columns: Fill missing values with a placeholder (e.g., "0") or the mode.  

28. Step 7. Drop Irrelevant Columns 

29. Identify irrelevant columns (e.g., "flow id", "ip addresses").              # Specify irrelevant fields. 

30. Drop these columns from combined_data.  # Remove unnecessary columns. 

31. Step 8. One-Hot Encode Categorical Variables 

32. Identify remaining non-numeric columns.                                           # Locate categorical data. 

33. Apply one-hot encoding to these columns.                                   # Convert to binary indicators. 

34. Step 9. Standardize Features 

35. Scale numeric columns in combined_data for uniformity (e.g., using a standard scaler).  

36. Step 10. Final Output : Return combined_data as the Combined Dataset.  

# Output the final clean dataset. 

d)   Model Building   

The suggested DDoS attack detection approach combines a bottleneck attention mechanism with a 

quantum convolutional neural network (QCNN). This architecture emphasizes key features crucial to 

the classification process while efficiently capturing the dataset's temporal and geographical features.  

a) Quantum Convolutional Neural Network (QCNN) for Feature Extraction 

The input data is processed by several quantum convolutional layers at the start of the model. 

Compared to classical CNNs, these layers enable more sophisticated transformations by utilizing 

quantum computing concepts to improve feature extraction through quantum gates and measurements. 
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To preserve the quantum nature of the data, each QCNN layer processes the input features through 

convolution operations. The objective is to extract patterns and spatial hierarchies essential for 

identifying patterns in DDoS attacks[24]. 

The architecture makes use of: 

1. Using a relu activation function, convolutional layers with 32 and 64 filters are intended to extract 

spatial characteristics. 

2. Max-pooling layers let the model concentrate on the most important features by lowering the 

computational demands and feature space dimensionality. 

3. A softmax layer is used for final classification into discrete assault types after dense layers with 

relu activation 1986 is given by: 

𝑌𝑗,𝑘 = ∑ ∑ 𝑋𝑖=𝑚,𝑗+𝑛. 𝐾𝑚,𝑛

𝑁

𝑛=−𝑁

𝑀

𝑚=−𝑀

 

Where, 

• 𝑌𝑗,𝑘  Is the output feature map at position (j,k)? 

•  Xi,j is the input feature map. 

•  Km, n  is the convolutional kernel of size (2M+1) ×(2N+1). 

b) Bottleneck Attention Mechanism for reducing computational complexity 

     A Bottleneck Attention Mechanism is added after the QCNN layers. This approach seeks to reduce 

computational complexity while concentrating the model's capacity on the most informative aspects. 

The process uses the QCNN layers' output to determine attention scores. By learning a weighted 

representation, these scores establish the significance of every attribute. The QCNN's output 

characteristics are scaled based on their attention scores. The model can prioritize essential features 

for differentiating between malicious and benign traffic thanks to this scaling process[25].  

c) Algorithm for QCNN with QCNN and Bottleneck Attention Mechanism. 

Algorithm 3 DDoS Attack Detection Using QCNN and Bottleneck Attention Mechanism 

1. Require Input data XXX. 

2. Ensure: Classification result YYY. 

3. Step 1. QCNN Layer Processing 

4. For each input sample x in X                                                             # Process each input sample. 

5. For each QCNN layer in the model: # Process through QCNN layers. 

6. Apply quantum convolution operation: 𝑌(𝑗,𝑘) = ∑ ∑ 𝑥(𝑖+𝑚,𝑗+𝑛)
𝑁
𝑛=−𝑁

𝑀
𝑚=−𝑀 𝐾(𝑚,𝑛)                              

7. Apply the ReLU activation function: Y(j,k)=max (0,Y(j,k))                     # Activate using ReLU. 

8. End for.                                                                                                     # End layer processing. 
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9.  End for.                                                                                                 # End sample processing. 

10. Step 2. Max-Pooling 

11. For each output from QCNN layers:                                             # Process outputs from QCNN. 

12. Apply Max-Pooling to reduce dimensionality.                          # Down sample the feature maps. 

13.   End for.                                                                                                # End pooling operation. 

14. Step 3. Dense Layers 

15. Flatten the pooled feature map.                                                   # Prepare data for dense layers. 

16.  For each dense layer in the model:                                             # Process through dense layers. 

17. Apply dense layer with ReLU activation: Y=max(0,Dense Layer(Y))   # Apply ReLU activation. 

18.  End for.                                                                                           # End dense layer processing. 

19. Step 4. Softmax Classification 

20.  Apply softmax layer to output for discrete attack types: Y=Softmax (Y)      

21. Step 5. Bottleneck Attention Mechanism 

22. Calculate attention scores from QCNN output.                                    # Derive attention weights. 

23.  Scale features based on attention scores.                                   # Emphasize significant features. 

24. Prioritize significant features for classification.                                     # Focus on key attributes. 

25. Step 6. Final Output 

26. Return Y (Classification).                                                                 # Output the final prediction. 

D. Performance Metrics 

Accuracy: The simplest way to measure how often the classifier makes correct predictions is by using 

accuracy. This might instead be interpreted as the proportion of all correctly predicted positive 

outcomes divided by the total amount of forecasts made. 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑆
         (1) 

Precision: In contrast to this ratio in addition to one minus from it, i.e., (1 – precision), which presents 

the percentage of false negatives; 1/Precision yields recall. 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
               (2) 

Recall: On the other hand, there are called false negatives about True Negatives. 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
                    (3) 

F1-Score: The harmonic mean of the recall and accuracy scores is used to calculate it. 
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𝐹1 =
2 ∗ 𝑃𝑟 𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 ∗ 𝑅𝑒 𝑐 𝑎𝑙𝑙

𝑃𝑟 𝑒 𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒 𝑐 𝑎𝑙𝑙
              (4) 

 

V Result 

Advanced DDoS detection systems are needed in 5G-enabled cloud computing settings due to network 

traffic complexity and volume. This study compares deep learning architectures to find the best way 

to detect legal and malicious communications. The investigation shows considerable disparities in 

detection skills across the investigated approaches using confusion matrices, ROC curves, and 

important performance measures. The results demonstrate the importance of complex model 

architectures in real-time DDoS detection accuracy and reliability for current cloud infrastructure 

security and integrity. 

A. Confusion Matrix 

 

 

Figure 4: Confusion Matrix of LSTM 

CNN, showing difficulty identifying attack patterns. LSTM can predict traffic patterns over time by 

collecting temporal sequences, however its distribution of off-diagonal values may make it less 

accurate at identifying all  

DDoS occurrences. Figure 4 demonstrates Bi-LSTM Confusion Matrix has the most misclassifications 

in distributed off-diagonal values. While Bi-LSTM can evaluate traffic flows from both directions, 

this complexity  
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Figure 5: Confusion Matrix of QCNN 

 

 

Figure 6: Confusion Matrix of CNN 

Does not appear to improve DDoS detection accuracy in this situation, making it the least successful 

model of the four for this application. In conclusion, QCNN (Figure 6) is the best model for 5G-

enabled cloud DDoS detection, followed by CNN, LSTM, and Bi-LSTM. These findings show that 

cloud-based DDoS security systems in 5G networks need the correct model architecture for high 

accuracy and real-time detection. 
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Figure 7: Confusion Matrix of Bi-LSTM 

This evaluation uses confusion matrices to compare the performance of Quantum Convolutional 

Neural Network (QCNN), CNN, LSTM, and Bi-LSTM deep learning models for DDoS attack 

detection in 5G-enabled cloud computing. The breakdown includes figures: QCNN with Bottleneck 

and Attention Mechanism has a strong diagonal in the Confusion Matrix, indicating few 

misclassifications (Figure 5). In cloud DDoS detection, QCNN can distinguish between regular and 

malicious traffic, which is crucial. QCNN is a top model that can handle 5G network complexity and 

data flow because of its excellent precision and recall metrics. In Figure 6, CNN's Confusion Matrix 

shows solid performance with a concentrated diagonal, but more misclassifications than  

 

Figure 8: ROC Curve of QCNN 
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Figure 9: ROC Curve of CNN 

 

Figure 10: ROC Curve of LSTM 
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Figure 11: ROC Curve of Bi-LSTM 

The picture shows the ROC curves for four neural network models that were tested on a multi-class 

classification task: CNN, LSTM, Bi-LSTM, and QCCNN with Bottleneck. The ROC curves for each 

model, which range from 0 to 9, show how well it can differentiate between classes. Each curve is 

accompanied by an AUC value. Strong performance is demonstrated by the QCNN model, which 

obtains the highest and most reliable AUC scores across all classes. The CNN model comes in second, 

with AUC values that are marginally lower than QCNN's but still generally high. Although the AUC 

ratings of the LSTM and Bi-LSTM models show more fluctuation across classes, indicating less 

consistent performance in differentiating particular classes, they still perform well. While LSTM and 

Bi-LSTM have greater accuracy fluctuations across the various classes, QCNN with Bottleneck 

exhibits the best classification capabilities overall, followed by CNN. 

B   Performance Metrics 

 

Figure 12: Performance Metrics 
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The Bar Graph shows accuracy, precision, recall, and F1-Score for four neural network models: 

QCNN, CNN, LSTM, and Bi-LSTM. With 0.98 accuracy, 0.99 precision, 0.98 recall, and 0.99 F1-

score, QCNN with Bottleneck has the top scores across all criteria. The high F1 score indicates that 

QCNN is effective due to its great precision-recall balance. Results indicate that QCNN classifies with 

high reliability and low error. CNN has 0.9 accuracy, 0.89 precision, 0.9 recall, and 0.9 F1-score. CNN 

has lower metrics than QCNN, but its values are high, indicating a good model. CNN's balanced 

precision and recall show consistent performance, although QCNN may be more generalized and 

robust. LSTM has 0.92 accuracy, 0.93 precision, 0.92 recall, and 0.91 F1-score. Precision and recall 

are better than CNN, demonstrating this model can capture sequential data dependencies. LSTM's 

well-rounded performance and slightly higher precision make it suited for sequence order problems. 

With 0.89 accuracies, 0.9 precision, 0.9 recall, and 0.89 F1-score, Bi-LSTM scores lowest in the table. 

Bi-LSTM has decent precision and recall but lower performance than other models. This may indicate 

that bidirectionality does not improve this task, potentially due to limited future context information 

relevance. The best model for the task is QCNN with Bottleneck, while Bi-LSTM is the least effective 

of the four architectures. This comparison shows that QCNN and LSTM are best for different tasks. 

Table 1: Performance Metrics of Neural Network Models 

Model Accuracy Precision Recall F1-Score 

QCNN with Bottleneck 0.98 0.99 0.98 0.99 

CNN 0.90 0.89 0.90 0.90 

LSTM 0.92 0.93 0.92 0.91 

Bi-LSTM 0.89 0.90 0.90 0.89 

 

Table 1 summarizes the performance metrics for four architectures: QCNN with Bottleneck, CNN, 

LSTM, and Bi-LSTM, and benchmarked with Accuracy, Precision, Recall, and F1-Score. QCNN with 

Bottleneck shows excellent performance than all other designs, which, at an F1-Score of 0.99, signifies 

an excellent balance between precision and recall. After that follows the model LSTM that also shows 

a very good F1-Score of 0.91. The metrics for the CNN and Bi-LSTM models are relatively inferior, 

recording F1 scores of 0.90 and 0.89, respectively. This implies that, although they show satisfactory 

performance, their appropriateness for this particular task is inferior when compared with QCNN and 

LSTM. In summary, the QCNN with Bottleneck emerges as the most reliable model for this particular 

application, whereas Bi-LSTM is found to be the least effective. 

VI Discussion and Conclusion 

Complex DDoS detection in 5G-enabled cloud computing settings requires robust models that can 

manage high-volume, high-speed data in real time. This study compares four architectures—QCNN, 

CNN, LSTM, and Bi-LSTM—to find the best DDoS detection model in advanced frameworks. Due 

to its Bottleneck and Attention mechanism, QCNN has a strong diagonal and low misclassification, 

making it the best model for prioritizing critical characteristics in dynamic 5G network data. CNN had 

good classification accuracy but a slightly higher misclassification rate than QCNN, presumably due 

to its lack of temporal analysis. LSTM and Bi-LSTM were misclassified more, with Bi-LSTM having 

the greatest off-diagonal values, suggesting bidirectionality added complexity without improving 
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DDoS detection curve study showed QCNN's persistent high AUC scores across classes, 

demonstrating its adaptability to varied DDoS attack patterns needed for real-time 5G cloud detection. 

CNN's AUC ratings were slightly lower, reflecting its balanced but less precise classification. LSTM 

and Bi-LSTM have inconsistent AUC ratings across traffic classes, limiting complicated, multi-class 

DDoS detection. According to the performance metrics comparison, QCNN had the highest accuracy, 

precision, recall, and F1-score, indicating a good balance between detection precision and recall. CNN 

followed with lower precision-recall values, while LSTM gained some ground due to sequential data 

handling. Bi-LSTM had the lowest metrics, showing that bidirectionality for DDoS detection is 

restricted. QCNN was the best choice for advanced DDoS detection in 5G-enabled cloud frameworks, 

proving that sophisticated model architectures are essential for high detection accuracy and system 

reliability. 

The study concludes that 5G-enabled cloud settings require strong, high-performing deep learning 

models for DDoS detection due to network traffic volume, speed, and complexity. The Quantum 

Convolutional Neural Network (QCNN) with Bottleneck Attention Mechanism outperformed the 

CNN, LSTM, and Bi-LSTM models in accuracy, precision, recall, and F1-score. QCNN's strong 

diagonal in the confusion matrix, stable high AUC scores, and few misclassifications allow it to 

accurately distinguish between regular and malicious traffic in real time, making it ideal for 5G DDoS 

detection. CNN was also reliable; however, it had more misclassifications and less temporal handling 

than QCNN with the Bottleneck Attention Mechanism. LSTM and Bi-LSTM models use sequential 

data learning; however, Bi-LSTM had the highest off-diagonal values, demonstrating that 

bidirectionality did not improve detection accuracy. Advanced architectures like QCNN with 

integrated spatial-temporal feature extraction are essential for effective DDoS detection in cloud-based 

5G networks, highlighting the need for specialized model architectures to quickly and accurately 

identify threats, which are essential for cloud computing integrity and security. Future research could 

optimize QCNNs with the Bottleneck Attention Mechanism by hybridizing with other temporal 

models to improve DDoS detection accuracy increasingly. 
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