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1. Introduction

The fusion of the digital payment age with artificial intelligence (Al) and deep learning technologies
has triggered a significant revolution in the financial domain. The collaboration has greatly improved
the effectiveness, safety, and customization of online transactions. Artificial intelligence systems,
driven by deep learning, have a crucial function in detecting and preventing fraud. They employ
sophisticated analytics to detect anomalies and verify users based on biometric characteristics.
Furthermore, chatbots and virtual assistants powered by artificial intelligence optimize consumer
interactions, offering immediate assistance and improving the overall user experience on digital
payment platforms. Machine learning models process extensive datasets derived from digital
transactions, resulting in significant insights into customer behavior and expenditure trends. Financial
institutions utilize these insights for focused marketing and personalized services. The introduction of
5G technology is set to revolutionize the digital payment industry, working in harmony with the current
advancements in digital payments, artificial intelligence (Al), and deep learning. The future of digital
payments will be significantly impacted by the fast and responsive nature of 5G networks [20, 21, 22].

Al integration in digital payments enhances security measures and streamlines operational operations,
resulting in a smooth and intelligent financial environment. The ongoing development of these
technologies will reshape the future of banking by combining the digital payment era with Al and deep
learning [17, 18, 19]. This convergence will provide unparalleled convenience, innovation, and data-
driven intelligence. Every payment method we use on a regular basis—cash, checks, debit cards, credit
cards, etc.—has the difficulty of identifying the authorised person. When making a payment, our
attention is mostly focused on the issue with the e-payment system, which relies on traditional features
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such a user name, password, or security PIN. What happens if something goes wrong? is a significant
question. We put forth a very user-friendly model called the “One Touch Pay” that is very easy to use.
The goal of this endeavour is to create an electronic payment system based on one-touch biometric
user authentication that completes payments quickly. We came to the conclusion that the Password is
the weakest link in our payment system as a result. We must therefore consider the next-generation
payment mechanism. i.e., a biometric system, in which they prefer not to wait if the password is
incorrect. Human physiological and occasionally behavioural features are used in biometrics. In order
to uniquely identify a person, fingerprint authentication uses capture-in to analyse and compare certain
biological traits present on the surface of a human finger. Since fingerprints do not change over the
course of a person’s lifetime, authorities use them to link biometric information (for instance, passport
information and a social security number). We utilise a four-digit passcode to improve privacy. A user-
friendly user interface is offered by the system. This technology offers fingerprint payment as a more
convenient and safer alternative to cash or IC card payments.

2. Related Works

The paperback submits appropriate identity and bank account details to register for a biometric
payment card programme at a retail pavilion. The paperback uses the pavilion’s cutlet check-up
anthology to scan their indication cutlet. The cutlet check-up anthology of the store encrypts several
point-to-point measures of the point and keeps a central database of the client’s biometric data and
banking information. At the POS register, the paperback provides the option of biometric payment. If
they opt biometric payment, they enter their Leg law instead of their cutlet at the checkout register
using the store’s electronic anthology. The electronic anthology either accepts or rejects payment
verification by comparing the data from the fresh cheque up to the translated data in the database.
Nevertheless, if accepted, the money is electronically sent from the paperback’s account to the
trafficker. This procedure looks for ways to account for differences in lighting, discrepancies, and other
irregularities that the detector introduces during the accession process. There are a variety of similar
methods for creating a picture, but some of the more well-known and common ones right now are
Gaussian blurring, sliding window discrepancy adaptation, and histogram-based intensity adaptation.
In order to extract meaningful information from the input image, point recognition algorithms differ
and are based on several approaches. The availability of the system increases with an increase in image
concurrency. The smallest unit of print spots, or “pixels,” make up an image detector. The amount of
light that each pixel of an image detector is exposed to is recorded and divided into smaller units of
cells. The improved quantum of pixel is formed application increases with light strength.

3. Proposed Model

The science of fingerprint identification uses a person’s physiological and behavioural traits to identify
them. In this model, we’re going to suggest that instead of using credit cards or debit cards to make
purchases in stores, consumers should instead use finger print scanners. To complete the transaction,
all a customer needs to do is touch a single item on the screen. We built a system that does not require
the use of any passwords or OTPs. It is incredibly simple to use and only accessible to users who have
been authenticated. The model’s conclusion is that the card-less payment system needs to be replaced
with a simpler, more trustworthy, secure, cash-free, and stress-free payment system, such as a
biometric payment system, so that no one has to carry around dozens of cards for shopping, travel
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passes in offices, universities, or banks, or use them as door locks. Hardware components are
mentioned in Table I, which are required to build the prototype.

Table 1: Hardware Component Required

Regulator

SL. List of Hardwares with Quantity

No. Compaornert SpecHncauon udritty

1 Power supply 12V/I1Amp DC 1

2 Voltage Regulator FC7805 1

3 LCD Display 16x2 display 1

4 Keypad 4x3 keypad 1

5 Fingerprint Sensor AS608 Optical Scanner 1
e =
I Power Supply I l ace

Arduino , !
UNO

I Payment I
Indication LED

Figure 1: Block Diagram
4. Block Diagram

This block diagram represents an Arduino UNO-based system integrating multiple components for
user interaction and control. At the center of the system is the Arduino UNO, a microcontroller that
serves as the brain of the project, processing inputs from sensors and peripherals while controlling
outputs accordingly. The power supply provides the necessary electrical energy to run the entire
system, ensuring stable operation. Connected to it is a voltage regulator, which helps maintain a
consistent voltage level, protecting the components from potential fluctuations that could cause
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damage or malfunction. For user authentication, a fingerprint scanner is included, allowing biometric
verification. This scanner captures and processes fingerprint data, which is then compared to stored
records for authentication. If the fingerprint matches, the Arduino UNO processes the next steps
accordingly. To provide audible feedback, a buzzer is included, which can generate sounds to indicate
successful authentication, errors, or other system notifications. A Liquid Crystal Display (LCD) screen
is connected to the Arduino to display messages, prompts, and system status updates to the user. It
enhances user interaction by showing real-time feedback, such as authentication results or transaction
details. Alongside the LCD screen, a keypad is included, enabling manual input for tasks like entering
a PIN, selecting options, or confirming actions. For visual feedback, the system includes a payment
indication LED, which lights up to confirm successful authentication or payment completion. This
provides an intuitive way for users to understand the system’s status without needing to check the
display. Overall, this setup appears to be designed for a biometric-based authentication system,
possibly for secure transactions or access control. The Arduino UNO acts as the central processing
unit, managing inputs from the fingerprint scanner and keypad while controlling outputs such as the
LCD screen, buzzer, and LED to ensure a smooth and secure user experience.

5. Algorithm

The algorithm of the proposed system is explained below and the flowchart is shown in figure:2.

Start —{ Shopkeeper HCustomer

e . P -
/' Scan Fingerprint & - e
Find Data J (Not Verified )

:"/Transaction : \
Failed  /

¢ Verified >

0 N
/ h
(Enter 4 Digit Pin

~— - &

Successful } ‘

END l

Tr ion
(take Receipt) ‘ ‘

Figure 2: Algorithm Flowchart
All the algorithm steps are mentioned below:

1) The first step starts with the entering the amount by the shopkeeper.

2) Then the customer needs to scan their fingerprint and find customer data.

3) If the customer scan fingerprint verified then they need to enter four-digit pin.
4) If there is a mismatch in the fingerprint then it will generate the error message.
5) After entering the four digits pin the transaction get successful.

6) Finally, it will generate a receipt after successful transaction.
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Figure 3: Circuit Diagram

6. Result and Performance Analysis

Therefore, biometric payment operation got designed, developed and enforced successfully. Also, a
new fashion of material less payment got introduced to society. It reduces the pressure of people
securing their wallets, cash, cards etc. The operation uses point and Leg for security which is simple
and causes lower confusion for the guests, unlike OTP and two- step authentications. The sale gets
completed with lower number of inputs. It saves druggies from entering long account integers and pets
up the process. The use of fingerprints makes it accessible to help unauthorized use as it’s unique for
every stoner. The sensitive data similar as fingerprints are converted into bytes and stored as a byte
array. In terms of data security, the operation is safe to use. No sensitive data gets lost. Eventually,
the payment sale is done seamlessly and snappily without involving any mediators similar as payment
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gateways. Also, it’s a good volition rather of a card swiping machine which requires a periodic
subscription. All test cases were successfully tested. The system developed is user friendly, there is no
special training is required to use the one touch payment system. The implementation of the biometric
payment system brings about numerous benefits to both users and businesses. With the elimination of
physical wallets and the need to remember complex passwords, individuals can experience a hassle-
free and secure payment experience. The system’s user-friendly design ensures that individuals of all
backgrounds can easily adapt to and use the one-touch payment method without requiring any special
training. Furthermore, businesses can benefit from the system’s efficiency and speed, as transactions
can be completed swiftly, reducing waiting times and increasing customer satisfaction. The removal
of mediators such as payment gateways simplifies the payment process and minimizes transaction
costs for businesses. Overall, the biometric payment system offers a convenient, secure, and efficient
alternative to traditional payment methods, transforming the way transactions are conducted in society.

7. Conclusion

The model’s conclusion is that the card-less payment system needs to be replaced with a simpler, more
trustworthy, secure, cash-free, and stress-free payment system, such as a biometric payment system,
so that no one has to carry around dozens of cards for shopping, travel passes in offices, universities,
or banks, or use them as door locks. The independent third parties who developed the technology are
the ones who pay for fingerprinting, though. Market expansion is being slowed down by a lack of
credibility, coordination, funds, and other resources. The primary issue in the fingerprint payment
sector is credibility. Second, as the market becomes more appealing, more consumers will be willing
to accept some technological difficulties, therefore the banks are the ones who need to deal with this
issue. Union pays interventions with fingerprint payments priorities fingerprint payments.
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