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Abstract:  

The increase in the volume of the unrequired emails which can be termed as the spam has 

started an issue for the development or implementation of the model for detecting the spam 

emails and named as the anti-spam filters. The various Machine learning models or the 

algorithms can be used for the success full detection of the spam emails. In this paper we will 

present the systematic approach of some of the best machine learning model based email 

spam filtering techniques. After implementing these models we will propose a bet model for 

the spam filtering as per the accuracy of the algorithm. We first discuss about the importance 

of the machine learning algorithms and various models suitable for the spam filtering. Then 

with the help of the dataset we will implement all the algorithms and finally proposed the best 

algorithm according to the results like high accuracy. Finally the results of all the suitable 

algorithms are presented in the paper. Then conclude and propose the best algorithm. 
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1. Introduction 

In our daily life due to the high usage of the technology and dependency on the network the chance 

of growing cyber-crimes can be considered as the borderless crimes. The different types of users 

over the internet like the government applications, different organizations, and the individuals are 

affected rigorously by this [1]. One of the problems faced was regarding the emailusers who receives 

different types of mails, which also includes the spam mails flooded into the inboxes.All the 

organizations and the individuals communicate through the electronic mails for various requirements 

and business communications. Now a days, the spam email became an issue for the email users and 

also attacks the system with the malicious links and data. Spam mails will be attractive and make the 

users to click on them to attack the systems,these may also include the commercial links of the 

famous websites [2]. Now the trend is only with the Machine learning as it plays an important role 

for avoiding the cybercrimes and provides the cyber security [3].It is one of the worldwide services 

linked problem connected to the email services. It consists of the unnecessary emails and does not 

have the required receiver, and generated due to many reasons, starting from the marketing to the 

scams which leads to the fraud [4,5]. As per the analysis in the year 2009, approximately 97% of the 

received and the sent emails have been categorized as spam mails. Therefore, in these modern era, 

the concentration have to be provided in this identification of the spam mails or emails have to be 

classified into the ham mails and spam mails.  
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Spam can be defined as the junk mail or the unwanted mail which has been sent to the user’s inbox. 

This became the threat which has to be considered as the severe over the society and the internet [6]. 

These spam mails will cause the internet and the mail users to face various security problems and the 

improper, illegal issues. In additional to these issues, the valuable resources like productivity, 

network bandwidth, also the storage was wasted due to the spam mails [8]. Hence, there exists 

demand for the application of spam filtering model [7]. All the researchers are working for the 

generation of the accurate results for the spam detection but there was not an appropriate model for 

the spam detection. The spammers are sending many varieties of the messages without any costforthe 

specific botnets, malware which are harmful, and the various campaigns on spam mails [8,9]. 

Hence,the model for the detection is used for the identification of the fraudulent messages and the 

unsolicited mails which are affectingthe various benefits provided by the various emails. 

The model for the Spam detection will consists of the comparison of the non-spam mails and the 

malicious spam mails, to stop receiving of the spam mails into the inbox of the email users which 

helps tostop theflow of the spam mail which are received by the user’sinbox [10,11]. The first 

phaseof this model is the filtering process in which the spam mails are detected to prevent the junk 

and unwanted mails from the inbox. These spam filters will recognize the spam emails by analysing 

the content of the data with the additional information about the mail [12]. In early stage, the spam 

filters will be implemented on the result of the blacklists which are recognized as the spammers, then 

the keyword filtering is implemented and the user-defined rules are grouped together to form the 

model which is based on the blacklists of the recognizedspammers, keyword-based filtering, and also 

with the user-defined rules of the group [13,14]. Furthermore, these specific methods have to be 

continuously updated and regular maintenance have to be monitored as these suffers from the 

ineffective and time-consuming problems.2.Proposed Model: 

In the proposed model we will detect the mails with the help of different machine learning 

approaches and finally we will propose the machine algorithm whose accuracy is high and the 

detection of the spam mails are more. We will start the model by collecting the appropriate dataset 

for the spam detection and them we will implement the feature extraction through which we can 

remove the unwanted data like not related to the spam or ham mails. Then we can use different 

machine learning models for classifying the mails into spam mails or ham mails. Before that we will 

implement the label encoding for the mails with zero and one to train and test the dataset. 

3.Related Work 

Classification: 

The important part of our proposed work is the Classification module. In this module we will use the 

four different classifiers likeNaïve Bayes Algorithm [15], Random Forest Algorithm [16], Decision 

Tress Classifier and the K-Nearest Neighbour algorithm which are used to classify all the available 

emails into the spam mails or the ham mails. The selected dataset will be split into two parts like 

80% for training which can be named as thetraining dataset and the another 20% for testing which 

can be named as the testing dataset. The Classification algorithms likeNaïve Bayes Algorithm, 

Random Forest Algorithm, Decision Tress Classifier and K-Nearest Neighbour algorithmare built for 

the dataset training.  
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4. Implementation and Experimental Study 

The basic performance of all the above mentioned classification algorithms will be computed with 

the various parameters and metrics like precision value, recall value, F-score value and the support. 

Finally, the Confusion matrix will be used for compute all the required measures. The four values 

likethe True Positive value, the True Negative value, the False Negative value and the False Positive 

value can be defined as below which can be helpful to generate the Confusion matrix. 

TN (True Negative) will specifythe count of the specified ham emails which have beencorrectly 

classified as the ham mails. 

TP (True Positive) will specify thecount of the specified spam emails which have beencorrectly 

classified as the spam mails. 

FN (False Negative) will specify thecount of the specified spam emails which have been classified as 

the ham mails. 

FP (False Positive) will specifythe count of the specified ham emails which have beenclassified as 

the spam mails. 

Precision value will specify the relationship among the true positivesvalue,the predicted 

positivesvalue whereas the recall valuewill define the ratio calculated from the derived true positive 

values over the completepositive values. The value for Precision will determines the 

accuratepercentage value of the spam emails which are actually predicted as the spam mails among 

all the predicted positive values. Recall valuewill determine the percentage of the spam emails which 

are actually predicted as the spam mails among the total number of the spam emails which are 

predicted as the ham and the spam. 

Precision value = count of spam emails which are classified as spam / total count of positive 

predictions. 

Recall value = count of spam emails which are classified as spam / sum of True Positive and The 

False Negative. 

Precision value and the Recall value are the important measure for the classification algorithm. But 

the Accuracy value may not be always suitable for measuring the email dataset when the dataset 

belongs to skewed.[16] 

The dataset was taken from the email which consists of 3002 emails with four attributes. Then the 

Unnecessary columns were removed. Thenall the labels of the “spam” and the “ham” are named as 

1,0 respectively. The Pre-processing methods are implemented to remove the special characters, the 

stop words, the numerals. Then the classification algorithms are implemented.[18] 

5. Results and Discussions 

In the first experiment we have used the Naive Bayes Classifier for the spam detection and calculated 

the accuracy, then we implemented with Random forest classifier algorithm which resulted in the 

better performance compared to the Naïve Bayes Classifier, and also implemented with the other 

algorithms like K-Nearest Neighbour algorithm and Decision Tree Classifier . 

The results are depicted in the below table: 

 

 



Communications on Applied Nonlinear Analysis 

ISSN: 1074-133X 

Vol 32 No. 9s (2025) 

  

2613 
https://internationalpubls.com 

S.No Name of the Algorithm Accuracy Value 

1 Naive Bayes Model 0.941 

2 Decision Tree Classifier Algorithm 0.705 

3 Random Forest Classifier Algorithm 0.911 

4 K-Nearest Neighbour Algorithm 0.735 

 

According to the above table we can conclude that the Naïve Bayes algorithm will be better model 

for the spam detection as the accuracy of this algorithm is high compared to the other implemented 

algorithms. 

 

 
 

The above results can be represented as the graph which depicts that the accuracy of the Naïve Bayes 

Model was optimum. 

6.Conclusion and Future Scope 

After analysing the results we can conclude the best machine learning algorithm for the spam 

detection was Naïve Bayes Classification algorithm. The further research can be implementation of 

the spam detection within the images, as there may be the images in the spam mails. This will be 

useful for providing the security for the mail users by detecting any type of the messages which are 

harmful to the user. 
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