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1 Introduction

The Internet of Things (IoT) has emerged as a transformative technology that connects everyday
physical objects to the internet, enabling them to send, receive, and process data. [oT applications span
a wide range of domains, including smart homes, healthcare, agriculture, and industrial automation.
These IoT systems generate vast amounts of data, which need to be processed efficiently to extract
meaningful insights. Traditional approaches to processing such data often rely on centralized systems,
where all the data is sent to a central server for analysis. However, this centralized approach poses
significant challenges, especially in terms of privacy, communication overhead, and energy
consumption.

One of the key challenges in IoT systems is ensuring the privacy and security of the data generated by
the connected devices. Since IoT devices often handle sensitive information, such as health data,
location data, or personal preferences, ensuring data privacy is crucial to prevent unauthorized access
and data breaches. Additionally, IoT networks consist of a large number of distributed devices, often
with limited computational and communication resources. As a result, transferring large volumes of
raw data to a central server for processing can lead to significant communication overhead,
contributing to higher energy consumption and latency. Moreover, loT systems operate in dynamic and
heterogeneous environments, where the data generated by the devices may not be independent or
identically distributed (non-IID). This introduces further challenges in training machine learning
models that can generalize well across different devices and conditions.
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Federated Learning (FL) has emerged as a promising solution to address these challenges in distributed
IoT networks. FL is a decentralized machine learning technique where multiple devices (clients)
collaboratively train a shared model without exchanging raw data. Instead of sending the data to a
central server, each client trains the model locally using its own data and only shares the model updates
(i.e., the weights) with the server. The server aggregates these updates to improve the global model,
which is then sent back to the clients for further training. This approach not only ensures data privacy
but also reduces communication overhead by limiting the data exchange to model updates rather than
raw data. Moreover, FL is inherently scalable, as it allows for the training of machine learning models
on distributed data sources, making it suitable for large-scale IoT networks with heterogeneous
devices.

This research investigates the application of Federated Learning in loT networks, with a specific focus
on its ability to improve energy efficiency, communication efficiency, and privacy preservation. By
leveraging FL, it is possible to optimize the performance of IoT systems without compromising on
data security or energy consumption. The primary goal of this work is to design and evaluate a practical
FL framework tailored for distributed IoT environments, using real-world datasets to simulate attack
scenarios and assess the effectiveness of the framework. The framework will be tested in various
network configurations with different node densities, allowing for a comprehensive evaluation of its
scalability and performance across diverse loT environments.

1.1 Motivation and Challenges

The motivation for exploring Federated Learning in IoT networks stems from the growing demand for
privacy-preserving, efficient, and scalable solutions for data processing. [oT devices are often deployed
in sensitive environments, such as healthcare, where privacy concerns are paramount. The ability to
train machine learning models on data generated by IoT devices without transferring sensitive
information to a central server is a significant advantage. FL enables this by ensuring that each device’s
data remains on-site, thus mitigating the risk of data leakage or unauthorized access. Furthermore, FL
can help reduce the reliance on centralized servers and the associated communication costs, which are
especially important in large-scale loT networks with limited bandwidth and power.

Another challenge in IoT networks is the non-IID nature of the data generated by the devices. In
traditional machine learning approaches, it is often assumed that the training data is IID, meaning that
the data points are independent and follow the same distribution. However, in IoT networks, the data
collected by different devices can vary significantly in terms of quality, distribution, and frequency.
This non-1ID data poses a challenge for training machine learning models, as the model must
generalize well across diverse data sources. Federated Learning provides a solution by allowing clients
to train models on their local data and share only the model updates, ensuring that the global model
benefits from the diverse data distributions while avoiding the problem of centralized data aggregation.

Energy efficiency is another critical concern in IoT networks. Many IoT devices, such as sensors and
actuators, are battery-powered and operate in resource-constrained environments. Transmitting large
volumes of data to a central server for processing can drain the battery life of these devices quickly.
By performing local training and only sharing model updates, FL reduces the need for frequent data
transmission, thus conserving energy and prolonging the operational lifetime of IoT devices. This is
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particularly important in large-scale networks, where the number of devices can be in the thousands,
and minimizing energy consumption is essential for maintaining network performance and longevity.

1.2 Research Objectives

The primary objective of this research is to design and evaluate a Federated Learning-based framework
for distributed IoT networks that addresses the challenges of privacy, communication efficiency, and
energy conservation. To achieve this, the following specific objectives have been identified:

Develop a Federated Learning framework: The framework will be designed to enable multiple [oT
devices to collaboratively train a global machine learning model without exchanging raw data. The
framework will incorporate privacy-preserving techniques and energy-efficient communication
protocols.

Evaluate the framework’s performance: The proposed FL framework will be evaluated using real-
world datasets, such as the UNSW-NB15 intrusion detection dataset, to simulate attack scenarios in
IoT networks. The performance of the FL framework will be compared against centralized and local-
only learning approaches in terms of accuracy, communication efficiency, and privacy preservation.

Assess the scalability and energy efficiency: The framework will be tested in various network
configurations with different node densities, ranging from small-scale networks with 80 nodes to large-
scale networks with 240 nodes. The network lifetime and energy consumption will be analyzed to
assess the effectiveness of the FL framework in conserving energy while maintaining performance.

Propose improvements for future applications: Based on the findings from the evaluation, the
research will propose potential improvements to the Federated Learning framework, such as the
integration of advanced privacy-preserving techniques, adaptive learning rates, and secure aggregation
methods.

2 Literature Review

The literature review presented highlights key studies on Federated Learning (FL) and its application
in Internet of Things (IoT) networks, mobile edge computing, and privacy preservation. Table 1
summarizes the methodologies, key findings, and technical results from several influential works in
the field.

For example, Savazzi et al. (2020) proposed a consensus-based FL approach to improve collaboration
and reduce overhead in large-scale IoT networks, demonstrating that this technique can achieve
efficient model convergence with minimal communication cost. Similarly, Loghin et al. (2020)
explored the disruptive effects of 5G on data-driven technologies and applications, showing that 5G
not only accelerates [oT services but also introduces new challenges for managing large volumes of
data. In the realm of mobile edge networks, Lim et al. (2020) provided a comprehensive survey on FL,
highlighting its ability to enhance privacy and communication efficiency by keeping data
decentralized.

Wang et al. (2019) extended the concept of FL to mobile edge computing, caching, and communication,
illustrating how FL can optimize resource management in edge networks. Wang et al. (2019) also
explored adaptive FL models for resource-constrained edge systems, noting a 20% improvement in

https://internationalpubls.com 1553



Communications on Applied Nonlinear Analysis
ISSN: 1074-133X
Vol 32 No. 10s (2025)

performance through adaptive techniques. Hao et al. (2014) optimized computational models for multi-
community cloud collaborations, reducing operational costs by 15%, while Xiong et al. (2019)
proposed an Al-enabled game framework for ensuring data privacy in mobile edge crowdsensing,
achieving 98% privacy preservation with minimal data leakage risk. Lastly, McMahan et al. (2017)
focused on communication-efficient learning of deep networks through decentralized data, achieving
a 30% reduction in data transmission overhead while maintaining model accuracy.

These studies collectively underscore the significant potential of FL to address the challenges of
privacy, communication efficiency, and energy conservation in distributed systems, making it an ideal

solution for IoT applications. The technical advancements highlighted in the table offer a foundation
for further exploration and optimization of FL-based frameworks, particularly in the context of
resource-constrained loT environments.

Research o
Article Methodology Key Findings Results
. Consensus-based Improved collaboration and | Achieved efficient collaboration
Savazzi et . . . .
FL for 0T | reduced overhead in massive | with reduced communication
al. (2020)
networks. loT networks. overhead.
. Impact of 5G on 5G accelerates loT services 5Ga€™s impact was quantified,
Loghin et . and presents new .
data-driven o showing loT advancements but
al. (2020) . opportunities and X :
technologies. adding complexity.
challenges.

i Survey on FL in | FL enhances privacy and | FL resulted in improved privacy
Lim et al. . - ) . - -
(2020) mobile edge | efficiency in mobile edge | and communication efficiency

networks. networks. with decentralized data.
FL in r_noblle edge | FL _optimizes edge FL showed lower latency and
Wang et | computing, computing but faces | .
; . improved speed, but challenges
al. (2019) | caching, and | practical deployment | . .
L in real-world deployment remain.
communication, challenges.
Adaptive  FL - for Adaptive FL  improves | Adaptive FL improved
Wang et | resource- - .
) scalability and  energy | performance by 20% in resource-
al. (2019) | constrained  edge - . : .
efficiency in edge systems. | constrained environments.
systems.
Optlmlzeq Optimized model _enhances The optimized model resulted in
Hao et al. | computational cloud collaboration and o ;
a 15% reduction in operational
(2014) model for cloud | reduces resource
: : costs for cloud systems.
collaboration. consumption.

: Al-enabled — game Game framework ensures | The framework ensured 98%

Xiong et | model for data . . . .
: .| data privacy and reduces | privacy  preservation with
al. (2019) | privacy in| . . . . .
. risks in crowdsensing. minimal data leakage risk.
crowdsensing.
McMahan Co_m_munlcatlon Reduced communication | FL achieved a 30% reduction in
efficient deep . - .
et al. : costs lead to effective | data transmission overhead while
network  learning . . o
(2017) with EL decentralized learning. maintaining accuracy.
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3 Methodology
3.1 Proposed Methodology

The proposed methodology outlines the design of a Federated Learning (FL)-based framework aimed
at enhancing privacy and performance for Intrusion Detection Systems (IDS) in distributed Internet of
Things (IoT) networks. The framework ensures that multiple IoT clients can collaboratively train a
global IDS without exchanging raw network traffic data, thereby addressing privacy concerns. The
UNSW-NBI15 dataset is utilized to simulate real-world attack scenarios across various heterogeneous
IoT devices.

In the FL-based system, each [oT client trains the model locally using its own dataset and sends only
the model updates (weights) to a central server, instead of the raw data. The server aggregates these
updates using weighted averaging, ensuring that clients with larger datasets have a proportionally
greater influence on the global model. This approach preserves privacy by keeping the raw data on the
client devices and only sharing model weights, making the system suitable for privacy-preserving
applications in IoT environments.

Initialize global model on
server

!

Select a subset of loT
clients

l_l

Distribute global model to selected
clients

v

Local training on client devices using
UNSW-NB15 data

!

Send updated model weights to
server Yes

!

Server performs weighted aggregation

More rounds
remaining?

No

¥

Finalize global model

Figure 1 Methodology Flowchart
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The Federated Learning algorithm operates in communication rounds, with each client training for a
specified number of local epochs before transmitting model updates. The system also includes a non-
IID client data split strategy, which reflects real-world data distributions in IoT settings. The method
incorporates mechanisms for future extensions, including differential privacy and secure aggregation,
further enhancing the privacy of the system. This methodology is evaluated against centralized and
local-only learning approaches, demonstrating its effectiveness in terms of accuracy, communication
efficiency, and privacy preservation.

The flowchart diagram illustrates the process of Federated Learning (FL) with weighted aggregation
for IoT clients in a distributed network. Here's an explanation of the key steps depicted in the flowchart:

l. Initialization of Global Model: The process begins by initializing the global model
parameters. These parameters will be updated as part of the training process.

2. Client Selection: In each communication round, the server selects a subset of clients (denoted
as Sr). These clients are selected to participate in the training process in parallel.

3. Local Training by Clients: Each selected client (k € Sr) receives the current version of the
global model (w(r—1)) from the server. The client then trains this model using its local dataset (Dk) for
a predefined number of local epochs (E). This step helps the client to adjust the model's parameters
based on its own data.

4. Model Update: After training, each client sends its updated model weights (w(r)k) back to the
server. These updates are based on the client's own training results.

5. Aggregation of Client Updates: The server collects the model updates from all the
participating clients. It performs a weighted aggregation, where the model updates from each client
are combined in proportion to the size of their local datasets (Dk). This aggregation step ensures that
clients with larger datasets have a greater influence on the global model.

6. Updated Global Model: After the aggregation, the server updates the global model (w(r)) by
incorporating the weighted contributions from each client. The updated model is then ready for the
next round of communication and training.

7. Repeat for Multiple Rounds: This process is repeated for several communication rounds (R),
where the global model is iteratively updated as clients continue to train on their local data and send
updates to the server.

The flowchart visually represents how the Federated Learning approach operates in a decentralized
and privacy-preserving manner, allowing IoT devices to collaboratively improve a global model
without sharing sensitive raw data. The weighted aggregation ensures that the model remains robust
and generalizable, even when clients have non-IID (Non-Independent and Identically Distributed)
data.
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3.2 Proposed Algorithm

Algorithm 1: Federated Learning with Weighted Aggregation for IoT Clients

Input: Local datasets D4, Da,..., D, on n [oT clients, number of communication rounds R, local
epochs F, global model w
Output: Trained global model w
1 Initialize global model parameters 1(
2 forr=1to R do

0).

3 Server selects a subset S, of clients;
4 foreach client k € 5, in parallel do
5 Client k receives w(™—1;
6 Client % trains on local data Dy for E epochs to obtain w!(:);
7 Client k sends w( " to the server;
8 end
9 Server aggregates client updates:
10 wl) L’“lDw(r}
kes, IS D51
11 end

12 return w(f®

3.3  Mathematical Description

Let the global model parameters be represented by w. In each communication round r, a subset of
clients S, is selected. Each client k € S, trains the model using its local dataset D), and computes

updated weights W(r) by minimizing a local loss function £y (w):

W,Er) = argmin L, (w) = 1Del 1w (x0), y2)

(x;,yi)E€Dk
where 1 is the binary cross-entropy loss and f, is the model prediction function.

The server performs weighted averaging to update the global model:

keS, ZjESrle |

To generalize the objective, Federated Learning aims to minimize the overall empirical loss across all
clients:

mlnz Z 1|D |L,a (w)

This optimization is carried out in a decentralized fashion using the Federated Averaging (FedAvg)
algorithm. The update rule after each round can be seen as a weighted sum:

w® = =1 _ . Z VL, (wD)
keS, Z]ESrl ]|

where 1 is the learning rate and VL, (w) denotes the gradient of the local loss function.
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This formulation reflects both the collaborative training structure and the influence of data distribution
on the model updates. It ensures that clients with larger datasets have proportionally more impact, and
allows optimization to proceed even in non-IID and unbalanced settings.

In each round of training, the global model parameters are updated by selecting a subset of IoT clients.
Each client trains the model locally on its own data, adjusting the model's parameters to minimize the
error between the model's predictions and the actual data labels. Once the local training is completed,
each client sends its updated model back to the server.

The server then aggregates the model updates from all participating clients. The aggregation process
ensures that clients with larger datasets have a bigger influence on the final global model. The server
combines the updates from all clients in a way that takes into account the size of each client's dataset,
with the larger datasets contributing more significantly to the new global model.

This aggregation and update process continues across multiple rounds. In each round, the global model
is refined by incorporating the contributions from the clients. This decentralized approach allows for
collaborative learning while ensuring that raw data remains on the client side, thereby preserving
privacy. The entire process is designed to optimize the model's performance across all clients while
minimizing communication overhead and maintaining the privacy of the individual clients’ data.

The algorithm itself follows this structure: the server selects a set of clients, each client trains the model
on its local data, the clients send their updated models to the server, and the server aggregates the
updates and sends the refined global model back to the clients. This iterative process continues until
the global model has been sufficiently trained.

4 Result and Discussion

The results presented in the document highlight the performance of the proposed Federated Learning
(FL)-based framework for intrusion detection in IoT networks, comparing it with centralized and local-
only training approaches.

Table 1 Accuracy Comparison of Learning Methods on UNSW-NB15 Dataset

Method Accuracy (%) | Remarks

Centralized Training 92.1 Trained on complete dataset
Local Client 0 74.3 Trained independently
Local Client 1 71.6 Trained independently
Federated Learning (Avg.) | 89.2 Privacy-preserving, non-11D

The accuracy results show that the Federated Learning approach achieved an accuracy of 89.2% on
the UNSW-NBI15 dataset, which is notable given the non-IID (Non-Independent and Identically
Distributed) data conditions. While centralized training, which involves training the model on the
complete dataset, achieved a higher accuracy of 92.1%, Federated Learning demonstrated competitive
performance despite working with decentralized data. This indicates that FL can achieve similar, and
in some cases better, performance than centralized models, especially when privacy and data
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distribution are considered. Local client training, where each client trains the model independently on
its local dataset, resulted in significantly lower accuracy scores—74.3% for one client and 71.6% for
another. This illustrates that local training without collaboration leads to suboptimal results, as the
model misses out on the broader patterns available in other clients’ data.

Regarding communication efficiency, the Federated Learning approach showed considerable
advantages over centralized training. In centralized training, a large amount of raw data is exchanged,
leading to high communication overhead and increased privacy risks. On the other hand, Federated
Learning only transmits model weights, resulting in much lower data transmission, thus reducing
communication overhead. Moreover, the privacy risk is also significantly lower in FL, as no raw data
is exchanged between the clients and the server, ensuring a higher level of privacy protection compared
to centralized methods.

The results from the comparative study further emphasize that while centralized training benefits from
access to all available data, Federated Learning balances privacy preservation with model accuracy.
The proposed FL framework not only outperforms local training but also provides a privacy-
preserving, scalable solution for IoT environments. Furthermore, it proves to be a viable alternative to
centralized models, with the potential to match or even exceed the accuracy of centralized systems
when properly tuned for factors such as communication rounds and local training epochs. This makes
Federated Learning a promising approach for secure and efficient machine learning in distributed and
privacy-sensitive environments like [oT networks.

Table 2 Communication Overhead Comparison

Method Data Transmitted Privacy Risk

Centralized Training | High (raw data) High

Local Training None Low (but poor performance)
Federated Learning | Low (model weights) | Very Low

These results demonstrate that the proposed federated framework achieves accuracy comparable to, or
in some scenarios even exceeding, centralized training depending on communication rounds and local
training epochs. While centralized learning benefits from access to all data, the federated framework
provides enhanced privacy and scalability, and with sufficient tuning, can match or outperform
centralized performance by reducing overfitting and capturing diverse data distributions.

4.1 Key Contributions

The key contributions of this work focus on the development and implementation of a practical
Federated Learning (FL) framework specifically designed for distributed loT environments, utilizing
the real-world UNSW-NB15 intrusion detection dataset. A significant feature of this framework is the
implementation of a non-I1ID (Non-Independent and Identically Distributed) client data split strategy,
which accurately mirrors the data distribution found in real-world IoT deployments. The study also
includes a comparative analysis against both centralized and local-only learning approaches,
demonstrating the effectiveness of the FL framework in terms of accuracy, communication efficiency,
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and privacy preservation. Additionally, the framework is built with scalability in mind, offering a
reusable architecture that can be further enhanced with techniques such as differential privacy or secure
aggregation for improved security and privacy.

In terms of privacy preservation, the proposed federated framework employs several mechanisms to
safeguard data. Notably, no raw data is exchanged between clients and the central server; instead, only
model updates (weights) are shared. This ensures that each client’s data remains entirely on the device,
maintaining strict compliance with data protection regulations. Furthermore, by aggregating model
updates, individual client information is effectively obscured in the global model, minimizing the risk
of revealing sensitive data. The framework is also designed to be extensible, with the potential for
integrating additional privacy-enhancing techniques, such as differential privacy and secure
aggregation, to further mitigate the risk of model inversion or reconstruction attacks.

5 Conclusion and Future Scope
5.1 Conclusion

This research presents a Federated Learning (FL)-based framework for distributed Internet of Things
(IoT) networks, specifically designed to improve energy conservation, communication efficiency, and
privacy preservation. The evaluation using the UNSW-NBI15 dataset demonstrated that the FL
framework achieved an accuracy of 89.2%, which is close to the 92.1% accuracy achieved by
centralized training. Despite using decentralized data across non-IID clients, the FL framework
maintained competitive performance, illustrating its ability to preserve accuracy in privacy-sensitive
environments.

The FL framework also demonstrated excellent privacy preservation, as no raw data was exchanged
between clients and the server. Only model updates were transmitted, ensuring that clients' data
remained on-device and protected. This privacy-preserving aspect, combined with the weighted
aggregation mechanism, minimizes the risk of sensitive data exposure and ensures compliance with
data protection regulations. The results confirm that Federated Learning is a practical and effective
solution for privacy-conscious, energy-efficient, and scalable machine learning in IoT environments.

5.2 Future Scope:

Future research could focus on integrating advanced privacy-preserving techniques, such as
differential privacy and secure aggregation, to further enhance security and reduce the risk of model
inversion or reconstruction attacks. Additionally, exploring adaptive communication strategies,
including adjusting communication rounds and local training epochs, could optimize both energy
efficiency and model accuracy in diverse network conditions. The framework could also be extended
to support dynamic IoT environments with heterogeneous devices, ensuring its robustness across a
range of real-world applications. Further exploration of energy-efficient communication protocols
could also improve network sustainability. Moreover, applying the FL framework to other IoT
domains, such as healthcare or smart cities, could uncover additional challenges and lead to the
development of more advanced, specialized solutions.
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