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1. Introduction

Networks are deployed to achieve communication, data transfer and collecting sensitive information
crucial to many applications. Networks can be implemented in various flavours like Mobile ad-hoc
networks, peer to peer networks, wireless sensor networks etc. depending upon their mode of
deployment, nature of nodes and network links, presence of central authority etc. Irrespective of their
nature of implementation, all networks are vulnerable to attacks from internal entities and external
unauthorised users that can ultimately subvert the system. Security is the major concern which not only
involves activating the counteract measures to identify the malicious users present inside and outside
the network but also protecting the critical data on a timely basis. Of all the networks, wireless sensor
networks (WSNSs) have been employed in critical applications like military testing [1], environmental
monitoring [2] and targeting applications [3]. These networks consist of nodes randomly deployed in
a particular area, which collaboratively sense and aggregate the data from their neighbouring nodes
through dynamic self-organizing and then relay it to the base station. Base Station is also called sink
which collects the information and then processed it according to the specific application domain [4].
The network can become prone to various security threats [5] in case of unattended and harsh
deployment of nodes. There is always an aggravating risk of the security of the wireless sensor nodes
being compromised. Once security breach occurs even in a single node in the network, the integrity
and availability of whole network is at stake. The adversaries who compromise the node security may
acquire the encryption keys and pose as the regular nodes in the network eventually rupturing the entire
network. Asymmetric cryptographic techniques [6] are widely used to ensure security in the networks
like ad-hoc networks, peer to peer networks etc. But in case of wireless networks, these techniques are
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futile because it can protect the network only from external attacks [7]. The wireless networks suffer
from the serious consequences of the internal authenticated nodes which are constrained by the energy
consumption, computing capability of the embedded processor etc and deny the service to the service
requester on the grounds of limited energy resource. On the other hand, Peer-to-peer networks have
their own share of challenges. The open and anonymous nature of these networks devoid of any central
authority to regulate the data opens the door to malevolent users to circulate the inauthentic and
malicious files ultimately succumbing the whole network to halt. Clearly, there is a dire need to adopt
some security mechanisms to address these problems.

Trust and reputation management system is a concept to attain a minimum level of security between
the two interacting entities in a system. Trust is basically a confidence that one node has in the other
node that it will provide the level of service it has expected. Trust is a probability that the node will
perform the required action while reputation is a quantity to measure accountability and credibility of
anode in a network based on its past behaviour of transactions. The basic idea behind this is to quantify
the rapport and competence, a node has in the network subjectively in order to achieve the secure
interactions in the network. Several state-of-the-art trust and reputation models have been developed
so far. Undoubtedly, these models have contributed tremendously in ensuring the security of the
network. But still they suffer several shortcomings that need to be addressed like subjective evaluation
of trust values, failure to distinguish between the reputed nodes in the system and novice nodes while
calculating trust values etc. This paper attempts to discuss several trust and reputation models, their
striking features as well as the shortcomings in detail. Apart from these, their applications in networks
like WSNs, P2P networks are also discussed.

2. Related Work
Model

Application Advantages Drawbacks

Eigen Trust [8] Calculates global trust values by
considering the entire system’s

history with each single peer

Peer-to-peer
network

A priori notions of trust
Inactive peers
Malicious Collectives

Prevents downloading of
inauthentic files

Calculates direct and indirect
trust values

Wireless Sensor
Networks

Bayesian —based
trust management
scheme (BTMS) [9]

Increased energy
consumption

Recommendations from highly
reputed nodes are given more
weights

Prevents from Bad mouthing
attack and Ballot stuffing attack

Enhanced Bio-
Inspired trust and
reputation
model(EBTRM)
[10]

Wireless Sensor
Networks

Combines Bio-inspired trust and
reputation model(BTRM) and
Peer Trust System to find
trustworthy sensors

It is not accurate when the
percentage of malicious
sensors is not high

Consumes considerable
amount of energy under
highly secured
environment
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Beta-based trust
and reputation

Wireless Sensor
Networks

Performs better than BRSN

Defends against Slander attack

Increased energy
consumption

routing model [18]

multimedia sensor
networks

values identifies malicious nodes.

Direct and indirect trust values
ensure security check of the
nodes

evaluation and Selective Forwarding
system(BTRES)
[13]
Work-based Wireless Sensor Sink recognition mechanism Increases energy
reputation Networks helps in capturing real time node | consumption
evaltgatlon secure data Fail to tackle other attacks
rou |r1g Effective in tackling selective like SYBIL attack
algorithm(Work- . .
forwarding and data tempering
based GEAR) [17]
Trust based secure | Wireless Complex way of assigning trust Packet loss parameter to

identify malicious nodes
leads to the loss of data

No real time capturing of
node data

A Trust and
Reputation
management
system for cloud
and sensor
networks
integration [19]

Cloud
Computing(CC) and
Wireless Sensor
Networks(WSNs)
Integration

Novel system for CC and WSNs
integration networks

Helps Cloud service users(CSU)
choose CSP(cloud service
provider) and assist CSP in
choosing SNP(sensor network
provider)

Complex

Increased cost

GoNe(Good
Network) [20]

Wireless Sensor
Network(WSNs)

Machine learning technique
SOM(self-organizing maps)
makes it faster and inexpensive

Suited for hostile environments
which present a huge amount of
data

Multiple attacks detection
Periodic assessment of nodes

Power consumption of nodes
and packet’s arrival delay
reduced

Not suitable for real
network scenarios

Doesn’t work with the
communication
technologies other than
WSNs

3. Trust and Reputation Models
A trust and reputation management system comprises of five components:

(a) Collecting information: Information about the node is collected prior to the transaction. There
are various sources of information [22]. It can be based on direct experience or can also be collected
from the other peer nodes.
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(b) Scoring and ranking: After accumulating all the information, score is assigned called
reputation to the node using some algorithm. The basic idea is to provide a measurable quantity to
establish the trustworthiness of the node and to decide whether to communicate or not.

(©) Choosing entities: After computing the reputation score, the node with the highest score is
chosen for interaction.

(d) Performing Transaction: After ensuring the node’s trustworthiness, the actual transaction
occurs.

(e) Giving Rewards or punishment: If the transaction is successful and the receiving node is
satisfied with the service, the node which provides the service achieves high reputation in the network.
If the transaction was unsuccessful, its reputation score will drop considerably.

Collecting Information

y

Scoring and ranking

Choosing entities

v

Performing Transaction

v

Rewards or punishment

Figure 1: Basic components of a Trust and Reputation model

4. Research Gap
Insufficient protection against novel WSN-specific attacks
Traditional cryptographic techniques are not enough in environments where nodes can be
physically compromised. Trust models often lack robustness against WSN-specific attacks such
as on-the-fly key exposure, collusion, and node capture [1], [3], [19].

2. Most models still focus only on binary events

Many models evaluate node behavior only in terms of success/failure routing decisions, ignoring
continuous sensing data, which is critical in WSN applications like environmental monitoring [4],

[5], [13].
3. High energy consumption and communication overhead

Trust and reputation computation often leads to significant energy and bandwidth overhead,
limiting their scalability in dense or mobile networks [10], [14], [18].

4. Limited resilience to collusion and insider attacks
Existing trust systems perform poorly when multiple malicious nodes coordinate. Many models
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assume nodes are mostly honest, leading to inaccurate or delayed misbehavior detection [2], [6],
[11].

5. Lack of modular or adaptable trust frameworks
Trust and reputation models are often tailored to specific WSN configurations, lacking modularity
for reuse or adaptation to different topologies or threat conditions [7], [16], [20].

6. No standardized evaluation metrics or datasets comparative studies reveal inconsistent methods
for evaluating trust models, making it hard to validate or benchmark new designs under common
threat models and scenarios [3], [12], [17].

7. Delayed integration of trust in routing protocol decisions
Many models compute trust separately and do not embed trust in routing decisions dynamically,
resulting in weaker real-time response to threats [6], [9], [15].

5. Methodology Trust-Based Routing
i. Authentication-Driven Network Access Control

The initial step of the suggested approach introduces a strong authentication procedure for blocking
unauthorized or malicious nodes from joining the network. In contrast with most previous models that
depend only on trust thresholds [2], [4], [6] or behavioral analysis post-node entry, the HAMTR model
applies a three-factor authentication procedure based on a node's MAC address, a defined user
password, and a pre-assigned unique key. The node must, therefore, pass all three validations for entry
into the network. This guarantees only authenticated nodes are involved in network activities,
providing a powerful first line of defense against external manipulation, e.g., Sybil and blackhole
entries, often targeting weak or delayed trust establishment processes [3], [10].

The access control is proactive as well as deterministic, removing the threat of trust exploitation at an
early stage. Further, incorporating the MAC address—a hardware-bound identifier—allows the model
to add a layer of non-replicable identity, limiting impersonation risks. The authentication layer is
synchronized with the trust module such that only the authenticated nodes advance to being assessed
for trustworthiness based on their actions, comprising a two-stage defense model.

i. Multi-Dimensional Trust Evaluation and Secure Routing

After being verified, each node continues to engage in continuous trust assessments over three
fundamental axes: communication trust (for example, forwarding packets properly), data trust (for
example, accuracy and consistency of the passed data), as well as energy trust (reporting one's own
battery state truthfully). It monitors these indicators continuously through direct observation as well as
indirect feedback from neighboring nodes. In contrast to previously proposed systems that used solely
packet delivery or one-shot success probabilities [5], [11], HAMTR computes a weighted aggregate
trust value through a normalized scoring scheme that adjusts itself according to current network
behavior.

This trust rating is used for routing decisions. These nodes are deemed qualified for inclusion in routes
when their rating is above a chosen threshold, whereas nodes consistently registering low ratings are
isolated or relegated in the routing hierarchy. For additional reliability, HAMTR provides a mechanism
for trust recovery, enabling temporarily deviating nodes (as a consequence of link failure, for example,
or excessive load) gradually to reestablish their trust through appropriate action. This is different from
past models that tend to permanently blacklist nodes for transient, low-weight, or spurious detections

[1], [13].
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6. Conclusion

Routing choices are thus not made only on the minimum energy, shortest path, but rather on a hybrid
model based on trust, energy stability, and packet history. This considerably improves the model's
resistance to internal misbehavior as well as its adaptability to the evolving dynamics of ad hoc, as
well as 10T, environments, particularly where mobile nodes are integrated [14], [15].

The HAMTR model presented in this work is a novel, proposed framework aimed at strengthening the
security of wireless sensor networks through hybrid authentication and multi-dimensional trust
evaluation. By integrating MAC-layer control with trust-based routing and behavior analysis, the
method is designed to proactively identify and isolate malicious nodes. It emphasizes adaptability,
energy efficiency, and resilience against both external and internal threats. Although this is a
conceptual framework at this stage, its layered architecture and comprehensive trust metrics indicate
strong potential for real-time, secure, and efficient communication in IoT and wireless sensor
environments. Future implementation and evaluation are expected to validate its practical
effectiveness.
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