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Abstract:  

Hiding of patient data in medical image along with image encryption is a growing 

research area. The use of chaos in image watermarking and image encryption 

algorithms has seen tremendous advantages. In this paper a chaos-based image 

watermarking to provide authentication and chaos based watermarked image 

encryption algorithm to provide security is presented. The performance of the image 

watermarking and encryption is mainly based on the chaotic logistic map equation. 

In order for a complex imaging system to cope with these concerns, a cryptography 

algorithm able to manage the vast amounts of data involved in image processing is 

required. This paper proposes a new image watermarked encryption method using 

one-dimensional chaotic map namely Logistic map equation. Using this algorithm, 

the key space is enlarged to 2212 to improve the security against exhaustive attacks, 

and also a good encryption speed can be achieved. The results of the proposed method 

show that it is more efficient interms of key space, entropy and key sensitivity 

properties. 
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1. Introduction 

The growth of the digital technology and the associated need for information integrity, authenticity 

and secrecy encourages the development of secure image encryption systems. After the advent of the 

Internet and especially nowadays, security of data and protection of privacy has become a major 

concern for everyone’s life. Combining the properties of cryptography and chaos theory it is possible 

to design an image encryption algorithm that provides security, authentication and privacy in image 

and video applications. Cryptography deals with watermarking techniques to provide authentication 

and encryption techniques to provide security. Chaos theory provides the suitable non-linear binary 

sequences that can be applied to watermarking and encryption algorithm.  

Chaos is a deterministic, random like process found in non-linear, dynamical system which is non-

periodic, non-converging and bounded. Chaotic signals are random like but they are produced by 

deterministic systems and can be reproduced. Chaotic systems are sensitive to initial conditions and 

thus even with a small difference in initial conditions will lead to the generation of very different 

signals from the same dynamical system. The inherent properties of chaotic functions are suitable for 
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generating key stream for watermark and encryption algorithm. Chaotic sequences are non-repeatable, 

if only part of the sequence is recovered then it is nearly impossible to regenerate the whole sequence. 

This implies that any inadvertent receiver exposed to these sequences will see waveforms that resemble 

noise and lack any characteristics that could be used to intercept signals.  

The chaos-based image watermarking and encryption is discussed in [1] – [15].  A watermarking 

procedure for digital image in the Complex Wavelet Domain is discussed in [1]. The proposed 

watermark algorithm needs three keys: a sub image, a random location matrix and spread spectrum 

watermark. The first and the second ones ensure the security of watermarking procedure and the third 

one guarantees its robustness.  

A watermarking method using chaotic function and a correlation is discussed in [2]. This method is 

compared with existing methods and found to be better.  

Paper [3] discusses a digital watermarking technique based on chaos theory and DWT. DWT is used 

to extract the low frequency signals and then the sequences are generated using Chaotic function are 

used for encryption of watermark. 

An efficient, secure colour image coder incorporating Colour-SPIHT (C-SPIHT) compression and 

encryption (partial) is presented in [4]. By encrypting only the LSB of each individual wavelet 

coefficient for K iterations of the C-SPIHT method, it is demonstrated here that the image data is 

secure. By varying K, the level of confidentiality vs. processing overhead can be controlled.  

An image security method using chaotic logistic maps for transfer of image securely is discussed in 

[5]. Here an 80bit key with two logistic maps are utilised.  

An image encryption method using four chaotic array is discussed in [6] and uses chaotic maps to 

generate four valued chaotic array whose size as big as image.  

An image encryption cryptosystem by combining two chaotic maps is presented in [7]. The 

permutation is done using cat map and the substitution is performed using one-way coupled map lattice 

(OCML).  

In paper [8], using chaotic functions namely Chen hyper-chaotic map, logistic map and Arnold map 

are used for encryption for applications in cellular automata.  

A two-phase encryption method using two-chaotic functions namely Logistic map and Arnold map for 

protecting grey scale images is discussed in [9]. 

In paper [10], the encryption of colour images using chaotic map and block scrambling is discussed. 

Image encryption of colour images using hash function and chaotic Lorenz map is presented in [11].  

In paper [12], a method for securing image using hyper-chaos is discussed and found to be more secure 

as it uses permutation in pixel and bit level.  

The concept of bijective function using substitution box derived from Chen system for encryption of 

colour image is presented in [13].   

In [14], an encryption technique for colour images is introduced using Global Bit Scrambling (GBS) 

and Integer Wavelet Transform (IWT) techniques.  
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In paper [15], it is demonstrated that using arrangement of pixel and random permutation to secure 

medical images improves security while enabling fast encryption. 

Organization of the paper is as follows. Section 2 discusses the objectives of proposed work. Section 

3 presents architecture of proposed method. Experimental results are discussed in Section 4. Finally, 

the discussion on the advantages of proposed algorithm is highlighted in Section 5. 

2. Objectives 

This paper proposes a new watermarked image encryption technique based on chaos. The first stage 

involves embedding patient data (a watermark) into the cover image. Two additional procedures are 

then used to encrypt the image. The image is first position permuted and each pixel is then XORed to 

complete the substitution. The chaotic logistic map equation is used to determine the necessary keys.. 

3. Architecture of Proposed Method 

Figure 1 displays the schematic of the suggested non-linear image encryption technique with an 

incorporated watermark. Fig. 1 is divided into two halves. In the first section, use LSB insertion to 

embed the watermark in the plain image. In the second portion, use the chaotic logistic map equation 

to encrypt the watermarked image. The LSB keystream is obtained using the non-linear chaotic logistic 

map equation and LSB insertion is carried out at random.  

All the keys are generated on DSP Embedded Evaluation Board TMS320C6748 Series. Code 

Composer Studio (CCS), version 12.0, and Visual Studio C++, version 6.0, were the software tools 

utilized during development. After being created in Visual Studio, the chaotic generator's C code was 

transferred to CCS, built, and optimized before being downloaded to the TMS320C6748 DSP. 

Using LSB insertion method a large watermark can be embedded when compared with other methods. 

In the watermarked image encryption, mainly two steps are involved. In order to create an encrypted 

image, the image is first position permuted and then each pixel is bitwise XORed with Key 3. The Key 

1 is utilised for row permutation and Key 2 is utilised for column permutation. 

 

 

Figure 1. Proposed Encryption Scheme 

 

Figure 2 shows the patient data extraction from the medical image. Here the decryption of the patient 

data embedded in medical image is exactly the reverse process and the same Key streams are used. 
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The patient data is also extracted with the same LSB Key stream. By comparing the retrieved patient 

data with the reference patient data, it is also feasible to determine whether the patient data has been 

altered or tampered with. As a result, the suggested algorithm offers both the authentication and the 

necessary security. 

 

Figure 2. Watermark Detection 

2.1. Key stream generator 

Figure 3 shows the bock diagram for deriving key sequences. Using Logistic map [16] given in 

Equation (1), discrete sequences are derived first by considering an initial value. 

 

Figure 3. Key Stream Generation 

 

x k+1 = r * x k * (1- x k),  0 < x < 1      (1) 

where initial value is x0 and bifurcation parameter is r. By varying these two values x0 and r, it possible 

to generate different non-linear sequences of any length. It is observed that, for 3.57 < r ≤ 4, the 

sequences exhibit chaotic behaviour [17]. To convert these sequences which are discrete to binary, a 

simple threshold function is used as shown in Equation (2). 

            bi = 0 for xk  <  0.5 

     and bi = 1 for xk  ≥  0.5                 (2) 

where 0 < i < n and n is the sequence length. 
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Three sub-keys make up Key = {key1, key2, key3}, where sub-key1 serves as the starting value for 

key 1 generation, sub-key2 serves as the starting value for key 2 generation, and sub-key3 serves as 

the starting value for key 3 generation. 

2.2. Key Stream Mapping 

Figure 4 displays the key stream mapping used to generate keys 1, 2, and 3. 

 

Figure 4.  Key Stream Mapping 

 

For each stream, the decimal numbers B1, B2,..., etc., are the result of mixing k-binary numbers. The 

length of key 1 (used for row permutation) must be 2M with a range of [0, 2M-1], key 2 (used for column 

permutation) must be 2N with a range of [0, 2N-1], and key 3 (used for bitwise XORring) must be 2M X 

2N X 8 with a range of [0, 255], assuming that the cover image is of size 2M X 2N. 

Duplicate elements in the two streams, if any, will be eliminated during the creation of keys 1 and 2, 

meaning that the repetitive sequence is eliminated. 

Like key 3, the LSB key stream mostly relies on the watermark's size. 

4. Results 

In order to test this algorithm a standard 512 X 512 medical image is considered. In this medical image 

the patient data is embedded. The initial values are randomly selected as key = {key1, key2, key3} = 

{0.32414432, 0.59874561, 0.86524416}, with the value of "r" being set at 3.99. The seed value for 

creating the LSB key stream is 0.62343242.  

Figure 5 shows the 512 X 512 patient medical image and patient data of 362 characters which is to be 

embedded.  Each character is represented by 8 bits which results in 2896 bits and is embedded 

randomly in the medical image. It is possible to embed about 262144 bits which is almost equal to 

32768 characters of patient data. 
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Figure 5. Patient Medical Image and Patient Data to be Embedded 

The histograms of the input medical image, encrypted image, encrypted image histogram, and 

decrypted image are displayed in Figures 6 through 9, respectively.  

 

Figure 6. Input Medical Image Histogram 

 

Figure 7. Encrypted Image 
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Figure 8. Encrypted Image Histogram 

 

 

Figure 9. Decrypted Image 

 

The encryption and Decryption time in Matlab for a 512 X 512 BMP medical image was found to be 

0.015625 seconds. 

5. Discussion 

A strong encryption method should withstand all known assaults, including brute force attacks, 

ciphertext-only attacks, known/chosen plain text attacks, and statistical attacks. This section presents 

the security analysis of the suggested encryption system. 

5.1. Key Space Analysis 

The most popular PC platform, for instance, has a computation precision of 16 decimal digits. As a 

result, a chaos-based cryptosystem can only offer a key space of 1016≈253 [18], which is significantly 

smaller than AES (2128) and somewhat smaller than DES (256). Because key = {key1, key2, key3} 

and LSB key, which is composed of four sub-keys, the key space size is (1016)4 ≈ 2212, which is 

larger than the most secure AES algorithm. Additionally, because the method uses both permutation 

and substitution operations, it is safe from known/chosen-plaintext attacks. 
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5.2. Information Entropy  

For an image, each pixel is of 8-bit, the ideal value of entropy is eight [19]. The input medical image's 

entropy is 2.030734, while the encrypted image's entropy is 7.93041, which is quite close to the 

theoretical value of 8. The suggested scheme's encrypted image's entropy is quite near to the optimal 

value. Additionally, the watermarked image's entropy is 2.040747, nearly identical to the input images. 

5.3. Key Sensitivity  

A decent cryptosystem should be sensitive enough to even slight changes in key. The image cannot be 

decrypted in the suggested scheme with a slight alteration to the key. This was observed by choosing 

the key = {0.32414432001, 0.59874561, 0.86524416} and using the incorrect key to decrypt the image. 

Only key1 is slightly changed to 0.32414432001 instead of the correct key1=0.32414432, and it is 

observed that decryption is totally impossible. Figure 10 shows the decrypted image with the wrong 

key along with the corresponding histogram. The medical image that was decoded with the wrong key 

has an entropy of 7.931566.             

 

 

Figure 10. Decrypted Medical image and its histogram with a wrong key 

Additionally, it has been noted that using the incorrect key to retrieve patient data produces some trash 

characters, as seen in Figure 11. 

 

Figure 11. Extracted Patient Data with a Wrong Key 
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This research proposes an excellent performance chaos-based method for encrypting and embedding 

patient data for medical images. This study suggests an algorithm that provides both security and 

authenticity. This technique has the advantage of having a larger key space (2212), which increases 

security against exhaustive attacks. It also has a good encryption speed, which improves performance 

when the image size is huge. The histogram of the encrypted image shows that the entropy is very 

close to the ideal one, which makes the image appear to be quite random. Based on simulation results, 

the proposed method delivers good security for medical images and has outstanding key sensitivity. 

Additionally, this approach can be expanded to secure other multimedia data, including messages, 

audio and video. 
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