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object detection, motion tracking, and suspicious activity recognition. By leveraging
these technologies, the system improves situational awareness and enables proactive
threat detection. The proposed system advances conventional surveillance by
reducing reliance on human intervention while enhancing accuracy in detecting
abnormal and potentially dangerous activities. Experimental evaluations
demonstrate the effectiveness of the system in identifying suspicious behaviors,
improving response times, and minimizing false alarms. This work contributes to
the development of cost-effective and scalable intelligent surveillance solutions,
offering significant benefits for public safety, critical infrastructure protection, and
smart city security initiatives.
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1. Introduction

In today’s rapidly urbanizing and security-conscious world, the need for efficient surveillance systems has grown
significantly. Traditional Closed-Circuit Television (CCTV) systems, while widely deployed, largely depend on
manual monitoring by security personnel [11-12]. This approach is labor-intensive, prone to human error, and
often fails to ensure real-time detection of suspicious or anomalous activities. With the increasing complexity of
human behavior and the rising number of public and private spaces requiring constant monitoring, conventional
surveillance methods have become insufficient to meet modern security demands. This has led to the integration
of Artificial Intelligence (AI) and computer vision technologies into video surveillance systems [13], enabling
intelligent, automated monitoring that can analyze vast amounts of video data in real-time with high accuracy.

Automated suspicious activity detection leverages advanced deep learning models [14-15] and machine learning
algorithms [16-19] to identify unusual or potentially dangerous behaviors in videos. These systems go beyond
mere recording and playback, allowing real-time analysis of actions such as loitering, running in restricted areas,
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trespassing, theft, or fights. The use of Convolutional Neural Networks (CNNs) [12] for spatial feature extraction
and Recurrent Neural Networks (RNNs) [14] or Long Short-Term Memory (LSTM) [15] networks for temporal
sequence modeling enables the system to capture both the appearance and motion patterns of objects or individuals
across video frames. This dual capability significantly improves the accuracy and reliability of anomaly detection
compared to traditional video analytics techniques.

The deployment of Al-based surveillance systems offers multiple advantages. Firstly, it reduces human workload
by automating the process of video analysis, allowing security personnel to focus on critical decision-making
rather than continuous monitoring. Secondly, it improves situational awareness and ensures timely alerts in
response to suspicious activities, which is crucial for mitigating risks in sensitive areas such as airports, banks,
hospitals, and public gatherings [9]. Additionally, the scalability of Al-driven surveillance allows monitoring of
large areas with multiple cameras, providing a unified system capable of handling high-resolution video streams
and complex scenarios efficiently.

The primary objective of this research is to design and develop an Al-based automated suspicious activity
detection system for smart surveillance that overcomes these challenges. By integrating state-of-the-art deep
learning techniques for both spatial and temporal analysis, the system aims to enhance real-time monitoring
capabilities, improve detection accuracy, and reduce human intervention. This work contributes to the growing
field of intelligent surveillance, offering potential solutions for public safety, critical infrastructure protection, and
smart city security, thereby addressing the evolving demands of modern security landscapes.

2. Review Of Literature

Recent advancements in video surveillance have increasingly leveraged deep learning and artificial intelligence
techniques (Table 1) to enhance automated monitoring and anomaly detection [1][2][3]. Studies highlight the
effectiveness of CNNs, RNNs, and LSTM networks for extracting spatial and temporal features from video
streams, enabling accurate recognition of normal and abnormal behaviors in diverse environments [1][2][7].
Research on anomaly detection demonstrates that deep models can identify unusual activities in real time,
improving situational awareness and security [2][10]. Traditional human motion analysis and object detection
techniques provide foundational approaches for tracking and activity recognition but often face limitations in
handling occlusions, crowded scenes, and complex movements [4][5][6]. Modern machine learning and deep
learning frameworks have shown significant potential for intelligent surveillance systems, offering high accuracy,
real-time processing, and proactive threat detection [7][8][10]. Despite these advancements, challenges remain,
including the need for large and diverse datasets, computational efficiency, and adaptability to dynamic real-world
conditions, emphasizing the importance of developing robust and scalable automated surveillance solutions [9].

Table 1. Review of literature on video surveillance using deep learning and Al-based techniques.

Ref. Algorithm Dataset Features Weakness
[1] Deep learning methods | Various benchmark | Survey of CNN, Lacks experimental
for video surveillance datasets RNN, LSTM, and comparison; mostly

hybrid models for theoretical review

surveillance tasks

[2] Anomaly detection UCSD Pedestrian, | Detects unusual Limited evaluation on
using deep learning Avenue Dataset behavior and complex multi-camera
anomalies in crowded | setups
scenes
[3] Al-based video Public surveillance | Real-time Scalability and privacy
surveillance footage monitoring, concerns not fully
addressed
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automated threat
detection, smart alerts
[4] Human motion analysis | PETS, KTH, Motion tracking, Computationally
Weizmann activity recognition, intensive; struggles with
background occlusions
subtraction
[5] Object detection and Surveillance Tracking moving Performance decreases in
tracking camera datasets objects, real-time crowded or dynamic
object detection environments
[6] Object detection Multiple Focus on detection Limited discussion on
methods surveillance accuracy, bounding temporal context and
datasets box prediction, anomaly detection
feature extraction
[7] Machine learning-based | Custom and Feature-based ML Cannot fully capture
surveillance standard datasets approaches (SVM, complex temporal
Random Forest, patterns compared to
KNN) for event deep learning
detection
[8] Real-time video Custom CCTV Real-time detection, Limited generalization
surveillance with deep feeds end-to-end learning, across diverse
learning high accuracy for environments
specific tasks
[9] Survey of video N/A Discusses challenges, | Mainly descriptive; lacks
surveillance systems trends, practical implementation
hardware/software results
integration
[10] Deep learning-based UCF101, Human activity High computational cost;
video analysis HMDBS51, Custom | recognition, feature needs large annotated
datasets learning, anomaly datasets
detection
3. Proposed System Model

The system processes a video dataset through a series of modules including preprocessing, feature extraction, and
classification. Initially, the video input is pre-processed to eliminate blur and other image imperfections, ensuring
high-quality frames for analysis. Key features are then extracted from the processed videos to capture relevant
spatial and temporal information. Finally, a Convolutional Neural Network (CNN) is employed in the
classification module to accurately detect and identify suspicious activities within the video streams.

Suspicious activity detection in videos is a highly specialized domain that leverages Convolutional Neural
Networks (CNNs) to automatically extract meaningful features from visual data. The process begins with data
collection and preparation, where video footage is gathered from surveillance cameras or other relevant sources.
The video is then divided into individual frames or clips, which are pre-processed by resizing, normalizing, and
removing noise to ensure consistency and improve model performance. Feature extraction is performed using pre-
trained CNN models such as VGG, ResNet, or Inception, which are capable of capturing both spatial and
contextual information from each frame. To capture motion and temporal dynamics, sequences of frames are
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analyzed together, allowing the system to understand patterns of movement over time rather than just individual
frames.

The next stage involves model training, where the pre-trained CNN is fine-tuned on an annotated dataset
containing examples of normal and suspicious activities. A detection threshold is defined based on model
confidence scores or domain-specific criteria to differentiate between typical and anomalous behavior. During
inference, the model evaluates video frames or sequences, computing the likelihood of suspicious activity. Post-
processing techniques are then applied to reduce false positives and enhance detection accuracy, ensuring that
alerts are both precise and actionable. When a suspicious activity is detected beyond the set threshold, the system
generates notifications or real-time alerts to security personnel. The methodology also emphasizes continuous
evaluation and fine-tuning, ensuring that the model adapts to new scenarios, maintains high reliability, and can be
effectively deployed at scale in real-world surveillance systems.
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Figure 1. Proposed system model for detecting suspicious activities in video surveillance

Video Input & Frame Segmentation: The system begins by capturing either real-time video streams or pre-
recorded footage, as illustrated in Fig. 1. The videos are segmented into individual frames at a chosen rate,
typically 10-15 frames per second (FPS). For higher-level temporal analysis, these frames are grouped into
segments—for example, 3 seconds of footage corresponds to 30 frames. This segmentation allows the system to
process manageable chunks of video data while retaining sufficient temporal information for detecting activities
and anomalies.

Background Modeling & Subtraction: To isolate moving objects from the static scene, a background model is
created using techniques such as Gaussian Mixture Models (GMM), ViBe, or the Teknomo—Fernandez algorithm.
Pixel-wise subtraction between the current frames and the background model produces foreground masks
representing dynamic elements in the scene. Additionally, segmentation can be enhanced by integrating CNN-
based semantic segmentation with classical background subtraction, yielding more precise and refined masks for
subsequent analysis, as shown in Fig. 2.

Foreground Extraction & Object Segmentation: Foreground masks are further refined using morphological
operations to remove noise and improve the quality of detected object blobs. Connected-component analysis is
applied to identify individual moving objects within the scene. Optionally, a lightweight CNN can be employed
to differentiate human objects from non-human elements, such as luggage or animals. Once objects are identified,
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they are tracked across consecutive frames to build continuous trajectories, forming the foundation for temporal
feature extraction and activity analysis.

Feature Extraction & Sequence Encoding: For each detected object or frame segment, spatial and temporal
features are extracted. Spatial features are captured using CNN-based deep learning models such as ResNet or
Inception, while temporal dynamics are measured using motion trajectories, optical flow, and histograms of flow
(HOF). These features are aggregated across grouped frames to form sequences that capture both the spatial and
temporal characteristics of object movement. This sequence encoding is essential for training models to recognize
patterns indicative of suspicious behavior.

Suspicious Activity Detection: The final stage involves detecting and classifying activities as “normal” or
“suspicious” based on the extracted features. Classification models are trained on labeled datasets containing
various abnormal events such as running, loitering, fighting, trespassing, and theft. To improve reliability and
minimize false alarms, ensemble learning techniques or rule-based filtering can be incorporated. This stage
enables the system to provide real-time alerts, enhancing security by proactively identifying potential threats and
abnormal behaviors.

4. Performance Evaluation Metrics

Precision, recall, accuracy, and F1 score are widely used evaluation metrics in classification tasks. Each metric
provides a different aspect of model performance. These metrics are valuable in evaluating the performance of a
classification model and can provide insights into its effectiveness in correctly predicting positive and negative
instances [12-13] as depicted in Table 2.

Accuracy measures the overall correctness of the model by calculating the ratio of correctly predicted samples
(both positive and negative) to the total number of samples.

Precision quantifies the proportion of positive predictions that are actually correct, highlighting how reliable the
model’s positive predictions are.

Fl-score provides a harmonic mean of precision and recall, offering a single measure that balances both false
positives and false negatives.

These metrics provide a comprehensive understanding of the model’s predictive capability and its ability to
correctly identify cervical abnormalities. Specifically, the metrics calculated include accuracy, specificity,
sensitivity, precision, recall, and Fl-score. Each of these metrics quantifies a different aspect of the model’s
performance and is defined based on four key components of the confusion matrix: True Positive (TP), True
Negative (TN), False Positive (FP), and False Negative (FN).

Table 2: Performance evaluation metrics

Metric Definition Formulas
Precision Positive predictive value Precision = TP / (TP + FP)
Recall True positive rate Recall = TP / (TP + FN)
Accuracy Overall accuracy Accuracy = (TP + TN) / (TP + TN + FP + FN)
F1 score Harmonic mean of precision and | F1 Score =2 * (Precision * Recall) / (Precision
recall + Recall)
5. Result And Analysis

The performance evaluation of various deep learning models for suspicious activity detection demonstrates that
the proposed CNN-based model outperforms other established architectures in terms of accuracy, precision, and
sensitivity. With an accuracy of 96.82%, it surpasses all the benchmark models, indicating its superior ability to
correctly classify both normal and suspicious activities. The model also achieves the highest precision of 92.45%,
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reflecting its effectiveness in minimizing false positives and accurately identifying true suspicious events.
Sensitivity, a measure of the model’s capability to detect actual suspicious activities, is also highest for the
proposed model at 93.78%, suggesting robust detection performance across diverse scenarios. These results
emphasize the effectiveness of the proposed CNN architecture in capturing spatial and temporal features from
video sequences, making it a reliable tool for real-time surveillance applications.

Table 3. Performance comparison of the proposed CNN-based model with benchmark deep learning models for
suspicious activity detection.

Model / Approach Accuracy (%) Precision Sensitivity
(%) (%)

Proposed CNN-Based 96.82 92.45 93.78
Model

VGG16 95.34 90.12 91.56
ResNet50 95.87 91.05 92.18
InceptionV3 94.76 89.23 90.45
DenseNet121 96.10 91.78 92.85

Among the benchmark deep learning models, DenseNetl21 demonstrates competitive performance with an
accuracy of 96.10%, precision of 91.78%, and sensitivity of 92.85%, closely following the proposed model.
ResNet50 and VGG16 also perform well, achieving accuracies of 95.87% and 95.34%, respectively, with slightly
lower precision and sensitivity values. InceptionV3, while still effective, records the lowest metrics among the
compared models with an accuracy of 94.76%, precision of 89.23%, and sensitivity of 90.45%. Overall, the table
illustrates that while existing deep learning models offer strong performance, the proposed CNN-based approach
provides enhanced reliability and efficiency in detecting suspicious activities, validating its application for
intelligent video surveillance systems.

Performance Evaluation

Proposed CNN- VGG16 ResNet50 InceptionV3 DenseNet121
Based Model
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9
9

o oo O
AN X O N b

84

H Accuracy (%) ™ Precision (%) Sensitivity (%)

Figure 2. Performance evaluation of the proposed Al-based suspicious activity detection system across multiple
deep learning models.

The figure 2 illustrates the comparative performance of the proposed Al-based system against popular deep
learning models such as VGG16, ResNet50, InceptionV3, and DenseNetl21. Metrics including accuracy,
precision, and sensitivity are analyzed to assess the reliability and effectiveness of the proposed system in
detecting suspicious activities. It is evident from the results that the proposed CNN-based approach outperforms
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other models, demonstrating higher accuracy and better sensitivity, thereby highlighting its capability for robust
and real-time surveillance applications.

6. Conclusion

The study demonstrates that the proposed CNN-based model for suspicious activity detection in video surveillance
achieves superior performance compared to existing deep learning architectures. With an accuracy of 96.82%,
precision of 92.45%, and sensitivity of 93.78%, the model effectively distinguishes between normal and
suspicious activities, reducing false positives and enhancing real-time detection reliability. The integration of
spatial and temporal feature extraction enables the model to capture complex motion patterns, making it highly
suitable for dynamic surveillance environments. The results highlight the robustness and efficiency of the
proposed system, confirming its potential for deployment in public safety, critical infrastructure, and other
security-sensitive applications. Furthermore, the research underscores the importance of leveraging advanced
CNN architectures over conventional methods for automated surveillance. Comparative analysis with models such
as VGG16, ResNet50, InceptionV3, and DenseNetl21 illustrates that the proposed approach consistently
outperforms these benchmarks, providing a more accurate and sensitive solution for detecting anomalous
behaviors. By addressing challenges in feature extraction, temporal sequence encoding, and real-time processing,
this work contributes to the advancement of intelligent surveillance systems. The findings pave the way for future
enhancements, including multi-camera integration, scalability for large surveillance networks, and adaptive
learning for evolving behavioral patterns.
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