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Abstract:

The recent scenarios expressing live digital forensics and its applications in security domain
with multiple constraint-based analysis. Many digital forensic tools available in the market
helps to make a good analysis of various digital forensic situations but the awareness of the
situation-based decision making is still an unsolvable issue in many critical forensic cases.
As the digital forensic domain increases its scope to various business and computer related
industries, leading market investors and the employees are much aware about the digital
crimes and its prevention. Here in this article, we proposed a new protocol which can help
the decision making of sensitive digital forensic cases by the involvement of various
constraint-based evaluation. A multi constraint operational system proposed here for live
digital forensic and the decision support system takes an object parameter while the
decision-making procedure is implemented. Thus, the protocol introduced here may carry a
set of rules where the object formation and decision support constraints bind together and it
may reply on the digital forensic tool integration. The characteristics of this protocol is
mainly distributed for situation awareness criterion evaluation and modelled to limit the
amount of data retrieval and its acquisition. categorical acquisition of digital evidences
through time, duration, devices involved, wings of affect, cause of the target,
hacker/attacker/affected user, kind of attack are the constraints to be solved through this
prototype. The focus of this prototype is for dynamic digital forensics instead classic
forensics conducted on switched off devices. This protocol supports the standard
organizational formats to follow the forensic procedures in which a detailed
recommendations and documentation from various organizations. The standardized formats
of National Institute of Standards and Technology (NIST), International Standards
Organization (1SO), Global Professional Information Community (AlIM) and American
Society for Testing and Materials (how ASTM International) into considered while
developing this protocol.

Categories and Subject Descriptors

[Digital Forensic Investigation and Decision support model]: Decision support
protocol- Object modelling.

General terms: Digital Forensics, decision support, digital evidence
Index Terms: Investigation Analysis, Protocol

Keywords: Protocol, Object modelling, Decision support, Constraint evaluation.
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1. Introduction

This Article formulated a protocol where a detailed and sustainable form of decision making during
computer based forensic analysis and an object based criterion evaluation for the digital evidences to
be handled better. A rule set which can always makes use of the available digital evidences and its
importance with the prediction of future knowledge regarding the threats or attacks at a particular
time, network flows and the theft of sensitive data regardless of its owner priority. During a sensitive
and time prioritized forensic analysis, the evidences retrieved from digital devices, networks and big
data in the cloud to be examined and analyzed by the help of quality software which must be
equipped with proper conditions/criteria where the workload of forensic experts can be decreased. A
successful analysis returns the sensitive evidence objects falls under positive modulation can be
determined and sent for the decision-making purpose and thus the negative evidence object
elimination done with critical time settings. This time-oriented process done through the protocol
model where the evidence acquisitions and the categorical constraints sandwiched [3][5] with the
rule constraints. The constraint model includes categorical acquisition of digital evidences through
time, duration, devices involved, wings of affect, cause of the target, hacker/attacker/affected user,
kind of attacks. The increased cost of single constraint evaluation mostly omits the less prioritized
digital evidences which may then considered to be the top data content to solve the case strategy or
decision making. The protocol modelled based on the evidence categorical group, considered as
objects and each object model passed through the quantitative analysis thus forms the examination
phase of decision making. This model capable of handling communications network-based junk data,
cloud-based fog data model, also single system evidence categories.

A situation-based knowledge acquisition system adapted with his protocol always remains the time
sensitive data retrieval from Internet of Things (10T) [7][9][12]and other infrastructures like cyber
physical systems [7][9][13]. Some complex network structure prevents the data retrieval process due
to its vulnerability or due the manufactures restrictions. The restrictions must be cleared with proper
logical analysis and domain law enforcement where a number of analysis take place in a fraction of
seconds. To find the goal of the attack and its technical aspects depends on the affected systems and
the sensitivity of the data, the protocol used a time awareness model where a fuzzy correlation and a
machine learning approach used.
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Figure 1: Digital investigation processing components
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1.1 Problem Definition

The proposed model tries to make an object construction based on the categorical labels produced in
a certain amount of time under restricted conditions. After finding the expert opinion and the most
suitable evidence object, a further detailed examination is carried out to fulfill the evidence holes for
then particular case. Most of the decision-making models failed to produce the categorical labels
which are highly suitable for the specified case scenario. Situation awareness [7][4][2][8] plays a
vital role to modify the category and this leads to a complicated model driven approach. Thus, the
time sensitivity lost in most of the cases and the system failed to produce a time bounded result in a
critical environment. This doesn’t work due to the sensitivity nature of digital forensics and may
change the awareness criteria also. The system can produce most critical evidence format within the
time limit and carried out no lost critical constrains. Evidence pieces collected through the system
analysis has no doubt on the creation or collection medium where the protocols used to extract it.

A typical classification resultant model expressed here used various classification structures and its
accuracy based on then precision-recall mechanism. Each classification technique may show its
accuracy level in various conditions and based on the evidence strength. Most of the file transfer
mechanisms and corresponding protocols takes number of system logs to identify the precision time
bound where a large volume of data transfer occurred. Multinomial neural network [2][5][10[11]
reached with 95% accuracy in time critical applications and decision tree models supports 92% under
the same conditions.

Decision Trees SVM Multinomial
Classifiers S-NN ) i _ _ MeanDiff
(CART) (Radial Kernel) | Neural Network
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FTP 100 | 100 100 [ 98 100 o8 100 98 31 | 100
B0% 92% 81% 95% 0%
HITPS 78 | B 82 | 88 83 83 01 29 0 0
POP3 98 | 95 96 | 100 97 97 49 100 0 0

Table 1: Protocol accuracy chart of decision-making classification
1.2 Purpose of the Model

e Develop a semantic model specification for digital forensic decision making where detailed
examination is needed.

o A well-known categorical label specification for decision making [2][3][11[19] through situation
awareness evidence objects.

e Identify and analyze various protocol model specification used for data transfer and obtain some
relevant standards for the decision-making strategy.

e Develop a model to describe the actions or decisions made on the object constraints and
incorporate any additional variables identified later in the investigation process.

e Perform a detailed examination on the most relevant evidence bunch or objects and generate a
categorical label for the effective classification strategy.
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e Analyze common computer or handheld device configuration properties and group into relevant
associated object category.

e Analyze the crime scene situation awareness [11][12][14][16] objects where it plays critical roles
under time bound.

The model exposed a categorical modulation of various time bounded situations according to the
trends of the current scene. It includes a hardware device to be reexamined while the device having
some operational parts during the investigation. Any persistent data storage examination can be fixed
in case the device or software component has been crashed. But most of the live digital forensic
situation may lead to the reexamination of specific changes on the device or software module instead
a static mode of investigation strategy. After identifying a certain number of forensic indicators
[5][8] affected for a threat or attack, it must be applied to the entire evidence bunch collected in a
fixed time bound. The domain experts can take necessary measurements to modulate the constraints
needed for the deep analysis and may correlate the specific changes on the evidence bunch by the
help of protocol stack. In a live system it is most important to develop this protocol stack as it must
be applicable to the various evidence bunch collected using forensic tools. The visual representation
of these constraints, evidence bunch, live changes, and reexamination results are the core module of
this proposal and how it can be visualized in a time bound manner.

This model gives an effective study scope of the evidence representation and its analysis through a
visualized module and can be reused in various forensic tools as a supporting outcome. However, the
target device during the investigation is highly sensitive on time bound and if the decision making is
slow, it poses high risk due to the reason of evidence corruption or malware affection. Hence the live
environment of an investigation leads to the evidence volume to be high as the tools cannot be
determined in a specific period of time. The framework can be a good solution for this execution
handling and may take risk assessed data to be filtered within the time frame for decision making
purpose. The framework must minimize the evidence corruption score or the evidence destroying
possibilities during the evidence fetching execution from the data store. During a static investigation
process, the target device must be switched off while retrieving it and must reduce the possibility of
malware injection [22][26] and considered as one of the most sensitive operation during the evidence
collection.

During this framework execution, the system anticipates to generate a design model specification for
decision making process and this design can be formulated with predefined constraint evaluation and
thus the evidence and its measurements factors can be visualized using the plotting bags. It suggests
a forensic tool to be used for evaluation and results of the sensitive factors in an evidence bunch with
its resultant variants. These variants might be the useful decision-making hands and would no longer
available in ten evidence collection records.

2.Related Works

A wide variety of forensic decision tools are available in the market with various specifications and
most of them are based on static evidence retrieval without prompting any time bound specifications.
Some tools are specific in dynamic retrieval with visualization module but the time constraints are
limited in number as it expands according to the time. Here this article reviews short selection of
recent approached related to the framework strategy.
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F. Bohm, M. Vielberth, and G. Pernul. Bridging Knowledge Gaps in Security Analytics presented in
2021 [25] gives the immense security concerns while a live forensic situation deviates from its time
critical evidences. The privacy beaches during the evidence selection and its preservation makes a
new section criterion where deep scans and analysis plays a vital role in sensitive data modules. This
might be the serious concerns in a digital forensic scene where multiple criterion to be considered as
time gap, knowledge of the scene, expertness of the investigator etc. The framework proposed in this
article used some critical and vital security breach concerns based on this.

F. Sommer, J. Durrwang, and R. Kriesten, “Survey and classification of automotive security attacks,”
[26] made available various survey results based on the automotive attacks on evidence bunch. These
automatic but sensitive and critical attacks on the evidence bunch is highly affected once the model
is rescheduled for examination. This model pulled out various analysis results which may take
additional categorization but take longer than usual while investigating. Additional bounds added to
the existing static data but took extra time period to complete a single execution cycle may lead to
the destroying of evidence bunch parts and would no longer available for the decision-making
process.

M. N. Kurt, Y. Yilmaz, and X. Wang, “Real-time detection of hybrid and stealthy cyber-attacks in
smart grid,” in 2019 [27] proposed a smart detection mechanism for smart grid cyber-attacks. Smart
grids are always deviating to the modelled architecture format and it can take dynamic data in nature.
A data exist in a smart grid can be formulated and pushed to the next cycle tunnel where a detailed
excavation is expecting. But to complete a single investigation cycle and to generate an intermediate
result, a smart grid is always not a good option in sensitive data evaluation. Hence the evidence
bunch from a digital forensic investigation scene is critical, a smart grid may take additional
parameters while considering the data.

MalViz [21] is a specialized tool developed for analyzing the behavioral characteristics of malware.
Its main function is to investigate the correlation between processes within a system and an active
malware. By leveraging MalViz, digital forensics specialists can promptly detect irregular patterns in
process activities.

The unveiling of Event pad brought forth a novel approach to forensic malware analysis [4]. Event
pad offers the advantage of streamlining network traffic samples, thereby enhancing the
understanding of malware samples' networking activities. Despite its effectiveness in analyzing
network data, Event pad is not suitable for detecting internal indicators for subject matter experts.

Additionally, creative methods for deciphering network packet captures (PCAPs) have been put forth
[25]. Their web-based visualization design is intended to assist administrators and malware analysts
in their jobs, which often entail PCAP studies. Network traffic analysis is essential for live forensics
even if this technology isn't specifically made for forensic studies; nonetheless, it must be
supplemented with knowledge of a device's internal communications.

Currently, the majority of visual designs used in forensic analysis focus on static analysis, a single
data source, or a specific type of data like volume or network traffic statistics. Unfortunately, there is
no efficient method to obtain a quick summary of a system's operations during an LDF inquiry,
leaving live forensics domain experts without guidance on selecting the appropriate forensic
technology. The design proposal underscores the need for a unique visual tool in the cybersecurity
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field, serving as a basis for further investigation. However, there are notable limitations in the
existing architecture, including being purely theoretical without evidence of practicality, particularly
in terms of data accessibility. Our previous research was confined to the proposed design, rendering
it non-generalizable. Defining clear requirements to direct the design and development of visual tools
is not only achievable but also essential.

HOLMES [14], an innovation by Milajerdi et al., combines MITRE's ATT&CK framework with the
traditional APT life cycle to create comprehensive visual representations of potential threats for
analysts. To mitigate false positives, the authors have designed a TTP specification that links audit
log patterns to TTPs and incorporates various noise reduction techniques.

According to references [15] and [16], they have incorporated tag propagation and policies to
conduct backward and forward analysis in order to identify and construct audit log flows. However,
it is important to note that the underlying assumption of the graph's formation, which assumes that
every APT step can be retrieved successfully, is not supported by evidence.

The tag-propagation graph construction, as outlined by Hossain et al. [17], aims to support analysts
in effectively managing the extensive amount of data. To create a concise scenario graph that
accurately represents malicious activity and minimizes false positives, the authors have proposed two
innovative tag propagation approaches: tag attenuation and tag decay. These approaches are based on
the typical behaviors exhibited by benign Unix processes. In the field of digital forensics, graphs
have been applied in a distinct manner for attribution, as demonstrated in [18] and [19]. The
suggested prototype of a network forensics tool incorporates a fuzzy reasoning module that utilizes
evidence graphs to establish correlations between hosts involved in the same attack.

The prototype relies on host logs as secondary evidence, with IDS alarms serving as primary
evidence. In a study conducted by Studiawan et al. [20], graph-based clustering was employed to
identify anomalies in access control logs. The proposed method utilizes a dynamic threshold and an
enhanced MajorClust algorithm on graph structures generated from access logs to detect possible
breaches, which can then be analyzed by an analyst.

Rather than directly assisting and guiding the investigator through the technical aspects of the
inquiry, such as incident analysis, the mentioned methodologies aim to identify or automatically
correlate specific parts of the assaults [21]. The validity of a forensic inquiry can have a profound
impact on its outcome, as mishandling evidence could lead to tampering, and its applicability in
supporting legal actions in a court of law. The research process must meet specific criteria, being
dependable, repeatable, and well-documented. The provided resources are designed to assist
investigators in effectively conducting forensic procedures in various scenarios.

Horsman [22] introduced the DERDS framework, which aids investigators in evaluating the validity
of their assumptions, findings, and inferences at each stage of the investigation. Beebe et al. [23]
proposed a multi-tier goal framework for digital studies that follows a similar path. Although the
subsequent tiers are more complex and tailored to the investigator's decisions, the initial tier provides
more general assistance. Both frameworks rely on a set of criteria given to the investigator, while our
method combines cybersecurity classification with data-driven methodology. Our approach, like the
one in [23], focuses on deriving future recommendations from the examination findings collected
thus far.
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Reasoning [24] is crucial for forensic investigators to establish logical connections between facts. A
strong and clear-thinking process is essential to avoid errors in interpretations and findings. Different
frameworks emphasize various aspects of investigation, with some focusing on technical analysis
and others on abstraction. Case-based reasoning is a popular category that utilizes past solutions to
similar issues.

SPARQLer, a forward chain rule-based reasoning system introduced by Turnbull et al. (26), is
designed to assist investigators in moving from computer-specific knowledge to a more abstract
level. Additionally, they presented a multi-ontology framework for digital forensics. Likewise, the
authors of (27) provided a framework that enables investigators to determine whether a particular
reasoning hypothesis can be applied to a system by representing the system's initial and current states
as transition systems.

In their work, Nassif et al. proposed clustering strategies in [24] to tackle the task of managing a vast
number of unstructured documents in forensic inquiries. Through a thorough examination of
clustering algorithms, the researchers found that hierarchical methods proved to be the most optimal
in terms of efficiency and outcomes.

In line with our research, De Braekt et al. [28] have introduced a model aimed at enhancing the
efficiency of forensic investigations. While focuses on guiding investigators on workflow
optimization and resource utilization, DISCLOSE leverages existing data and established TTPs to
guide investigators through the investigation process.

3.Materials and Method

A DSS [2][4][5][11] is a model-based system for supporting and automating decision-making
activities. It is composed of a model-base and a user-interface. The model-base is a set of integrated
models and is the core of the system. It aids decision-makers in generating and evaluating alternative
solutions to a problem (Sauter, 1997). Model-based DSS are built with model-driven development
methods. This approach has several benefits to developers and may improve the acceptance of the
resulting system by its users compared to classical DSS development methods. Model-based DSS
development includes an explicit phase of model design, demonstrated to be advantageous for
communication between developers and users, and for the overall system quality (Power, 2002). The
Decisional DNA method [17[19[24] is an example of an explicit model and model-driven
development process.

Decision support systems (DSS) are computer-based systems that support decision-making activities.
DSS is decision-centric in nature and helps in decision-making processes. Decision support system is
not a single specific system but a conceptual framework for management support systems. DSS is an
interactive computer-based system that helps managers to gain insights in solving problems and take
the right decision. DSS systems might serve a specific manager or a group. DSS is capable of
responding to ad hoc queries and requests for data and to model it in real time. Dividing DSS
[2][3][7] into components will create more understanding about DSS.

This is an obvious problem with the data file, which was evidence, due to the high rate of evidence
corruption. When the case involved is an investigation regarding a company and its malpractice in
computing devices, the retrieval of evidence and analysis often takes a very long time with different
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phases of evidence, and some have to be done in a different period when the company is not aware.
Usually, the investigation itself is done phase by phase during part-time and often changes with
different cases. This type of investigation needs a systematic solution to preserve and organize
evidence for easy retrieval and analysis at any time.

At present, evidence collected using certain tools can often only be analyzed using the same tool it
was collected with. Should an investigation require evidence to be sent to another analyst or an
analyst overseas, the tool that the second analyst can use may often be different from the tool
available to the first analyst. This can lead to the evidence being converted into an alternative format
to allow analysis by another tool, but often than not, covert the evidence and result in corruption. The
problem becomes worse if the secondary analyst is required to testify in a case involving evidence
housed in another digital forensic investigation tool.

The design of the current research is based on the selection of an object-based decision support for a
multi-constraint inclusive digital forensic investigation approach to enhance the investigation process
of agility in digital forensics [22][26][28]. This type of research is chosen with the aim to enhance
understanding and bring valuable contributions to the entire digital forensic investigation process in
both software and hardware phases. It is an effort to ensure development in designing a digital
forensic investigation system with a higher criminal resolution rate, helpful to investigation agencies,
and an easier approach to provide evidence in court.
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Figure 2: Protocol enforcement of IP, DNS and entropy

The methods followed as per the execution approach attached once the protocol enforcement is
characterized.

Motivational search

Our primary objective is to swiftly carry out a forensic examination in order to ascertain the
methodologies employed by the malicious individuals involved in the ongoing investigation. By
comprehending the means through which these threat actors managed to circumvent security
measures, we can gain valuable insights to prevent or minimize the occurrence of similar incidents in
the future. We designate A as the comprehensive collection of potential techniques (including spear
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phishing attachment, DLL search order hijacking, and drive-by intrusion) [5][6] that could have been
utilized by the threat actors in this particular incident.

Occurrence Loop

To shed light on the tactics employed by threat actors in incident I, we define 1Y as a subset of A.
For simplicity, we define IN = A \ IY as the collection of methods not utilized in incident I. The
initial unknown nature of I'Y poses a critical challenge in cyber-forensic investigations. While certain
details of I'Y may be known to specialists at the investigation's onset, such as the methods that
initiated an intrusion detection system forwards to the breach's detection, the primary objective
remains the identification of set I'Y. We represent the set of procedures 1Y as a random variable,
which realization is uncertain at the beginning of the inquiry, capturing the uncertainty faced by
forensic professionals. The distribution of this random variable signifies the strategies employed by
threat actors, indicating the likelihood of utilizing specific subsets of tactics in a cyberattack

Past occurrences

We can establish the distribution of Y. It is important to highlight that we have access to a public
repository of past occurrences, such as the MITRE Cyber Threat Intelligence Repository from
MITRE Corporation. This repository includes incidents carried out by various threat actors against
different targets [4][6][7][8]. Despite variations in their operational approaches, most threat actors
employ similar strategies. Hence, it is plausible that certain methods frequently utilized in previous
instances were also employed in the current incident. The collection of previous events is represented
by the letter I. We assume that for every prior incident "I € I, we possess knowledge of the set "IY S
A, and that "TY was chosen from the same distribution as IY.

State of the loop

Throughout the course of an incident investigation, forensic experts have already reviewed certain
tactics, while other approaches are yet to be scrutinized. Additionally, the specialists have evaluated
if the threat actors employed each method being considered during the incident. To formalize the
investigation procedure, we establish Yt € A as the collection of techniques examined by step t and
utilized by the threat actors, and Nt < A as the collection of techniques investigated by step t but not
utilized by the threat actors.

State action step

It is necessary for the forensic experts to select and analyze a technique in every phase that has not
been previously investigated. To formalize this decision, we define the set of potential actions in a
state as the unexplored methods: in state (Yt,Nt), the set of potential actions is equal to the
techniques in set A\ (Yt U Nt).

Probability of evidence movement

The strategies used by threat actors are unknown to forensic professionals, causing them to treat 1Y
as a variable with an undisclosed value at the beginning of an investigation. They evaluate whether a
specific technique, a, was utilized in achieving 1Y. The probabilities of these transitions are then
calculated.
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With the state being (Yt,Nt), Pr[a | Yt,Nt] is used to show the initial probability of the threat actors
using a specific method. These conditional probabilities should be estimated based on the collection
of past incidents I.

4.System Framework

The decision-support system is depicted in this article as a policy &, which links a a new action step
at € A\ (Yt U Nt) at each time step t with a state (Yt, Nt). To computationally address the decision
making module based on the objective in Equation (2), we suggest employing the k-NN and Object
Based Constraint Model (OBCM) methods. In particular, K-NN is used to estimate transition
probabilities, and the policy = is implemented as an OBCM algorithm.

The close monitoring of deep reinforcement learning (DRL) algorithms [13] by researchers is driven
by their potential to support cybersecurity decision-making. DRL algorithms frequently encounter
sample inefficiencies, demanding multiple training sessions to establish an effective policy. This
poses a considerable challenge as gathering enough information from extensive datasets of past
episodes is problematic. Nevertheless, rather than training a parametric machine-learning model,
decisions can be made solely relying on the dataset's modest size. By directly engaging by the help
of dataset, decisions would harness all the information it contains.

The Object Based Constraint Model (OBCM) tree search algorithm serves to simulate the
progression of actions from a given state. It identifies the action that typically yields the highest
rewards and randomly samples event sequences to determine the optimal course of action in that
state. By making use of Equations (1) and (2), we can effectively utilize state-transition probabilities
to replicate the cyber-forensic investigation process from any initial state.

Accurately assessing these probabilities requires an analysis of past occurrences, considering the
unknown nature of the underlying probability distribution. The probability of empirical level, Pr[a |
Yt,Nt], is instrumental in estimating state-transition probabilities.

Prla|V;, N¢e]=Prla e Iyv|Y: C Iy AN NIy =]
{f = I-:'}'!..\'L,': ‘H = I}}‘

(3)
iy, Ny |
where
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The result is a compilation of historical events that are in line with the current status of the
investigation, specifically those instances where threat actors utilized tactics from Yt but not Nt. The
probability Pr[a | Yt,Nt] is calculated by equation (5) as the ratio of occurrences in 1(Yt,Nt) where
tactic a was used by threat actors.

This estimation is constrained by the size of the set 1(Yt,Nt); as the Yt and Nt sets grow in the course
of the cyber-forensic investigation, the set I(Yt,Nt) diminishes. Due to the limited number of past
events, it is conceivable that none of them correspond to the current state of the investigation,
resulting in the inability to calculate the estimations. To resolve this issue, we broaden the collection
I(Yt,Nt) to encompass earlier incidents that closely resemble the real time investigation phase but do
not precisely match it.

d({Y;, Ny, 1) =Y, NIy Ny nly
e Vi) |r ".+|f }| 5)
The count of techniques utilized in incident I but not in the preceding incident "I is represented by the
initial term on the right-hand side, while the subsequent term signifies the count of techniques
employed in the prior incident "I but not in incident I. Another approach involves establishing a
measure known as the similarity measure, denoted as s((Yt,Nt), ") = Yt N "TY Nt N "IN, which
quantifies the instances where the current state aligns with the previous incident.
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Figure 3: OBCM object flow

The system organizes the object flows in multilayer model where each layer represents the input to
the next immediate layer and the intermediate results progression might be recorded with exploration
decision support. The constraints like character encode and pixel variation can be exploited with
fixed parameter encoding where it can vary the measurements in a fixed range. A package sensitivity
is recorded with the number of dropped packages with threshold value. The payload and header
values might be reconstructed after very delayed examinations. The IP detect is the coding scheme
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where the location and Virtual Private Network (VPN) [13][16][19] enabled status to be encountered
as it must not fall under the category of delayed examination bunch. The time frame of the captured
time sequence is restricted with 5 Ns and the encoding scheme of UTF [7] is active in each session.
Every session is marked under configuration file status and any changes may react with fast response
time.

The exploration decision pseudocode as follows.

Algorithm 1 Exploration Decision
Function ExplorationDecision(Y, N M, F:
MP 4— argmax 1 avy N, 2ogeqr Prla| Y, N]-B,/C,
A'|=F
n[Y,N] ¥ ocayvony Y. N, a]

return argmax, ., p F[Y, N, a] + M ,H“—]['{i‘-;}—{i

al+1

In Equation (5), the set of k prior events closest to metric d is compared with the group of "similar"
prior incidents I{Yt,Nt), breaking ties arbitrarily. The probability measurement Pr[a | Yt,Nt] is the
neighbor regression represented as K nearest, with the dataset comprising previous incidents I, the
distance metric being d, and the output feature indicating whether procedure a was used in an event.
While k can be fixed, our research indicates that varying k throughout the study period enhances
performance. Therefore, we define k as f1 + B2 - t, with B1 and B2 as hyper-parameters determined
through experimentation.

Algorithm 2 OBCM decision making Pseudocode

Input: state {¥;, N}, constantis A, B, C.+, K, D, M, F
Output: action a;

Initialization:

VY, N.a) :n[YN,a| « 0

V¥, N,a): R[¥,N,a| « 0

V{¥,N) : R[Y,N] +
— LAV UN) -1 Jl’ru‘.l MN-BofC,
L ANYUN)Y Zag=0 ALY UN ||

for K times do
i+t
while Y; UN; # Aand i < ¢t + D do
ay +— ExplorationDecision(Y;, Ny, M F)
n[¥i, Ny, aq] + nf¥y, Nijag] + 1
if random (0, 1) < 0.5 then
| Yi + Y, u{a}
Neyt < N,
else
| Yipr + ¥
Nipr + Ny U {ay}
end
ii—i4+1

end
i+—i—1
while i = ¢ do
R[Y:, Ny a4 +
Pl.rhlir Ni| - (Ba, /Ca }?[L U{a;}, ;]
+ | l—Pl[arL r,l ry }?ﬁ N ll{ar}
R[Y;, Ni| & maxge 4\ viuw; ,}?[1 "lf al
ie—1—1
end
end
ag +— argmaxge 4 v,un,) B[¥:. Ve, al
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Throughout the investigation process, we utilize OBCM Algorithm 2. This algorithm selects an
action at that is projected to yield the highest possible occurrences. By running multiple iterations,
the algorithm estimates the expected number of occurrences for each action by simulating a series of
states and actions from the current state, representing a random sample of potential investigation
outcomes based on specific actions. In the reverse propagation phase of each iteration, the algorithm
enhances its predictions of expected rewards using the information gathered from the sampled
sequence. Our algorithm established the mechanism of shared exploration decision concepts.

High speed Communication Channel

Rule centric
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Bunch " constraints rules 4| matching / board VR !
V/ ] y 3
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Figure 4: OBCM decision making framework

The main objective of the proposed OBCM model is to streamline the process of gathering digital
evidence, reduce the amount of data extracted from an electronic machines or device parts for
examination, and prioritize the investigation level of the digital forensic investigation process. The
examination and analysis procedure begin with a copy of the confiscated device, which serves as the
starting point. This model utilizes appropriate forensic tools and established protocols to uncover
digital evidence. In this context, we demonstrate the utilization of our model during the inspection
and analysis phase, which represents the fourth stage of a forensic inquiry.

The forensic specialist was aware of the cogenerated energy information system (CEIS)
[22][23][25], which was implemented on the confiscated HDD [25][27][29]. The primary purpose of
the installed CEIS is to monitor and control the quantity of cogenerated energy produced. However,
for some reason, the system failed to provide accurate data or function properly, potentially
indicating fraudulent activity aimed at concealing the actual amount of cogenerated energy produced.
This theory was proposed by the specialist. Consequently, a deliberate act of suspicion was carried
out against the CEIS, resulting in the manipulation of log data and potentially OS traces as well.

Operating on a high-speed communication channel and an active database with a multi-constraint
rule-centric optimization channel, the OBCM decision-making framework ensures efficient
performance. Throughout the evaluation process, a series of evidence bundles with time constraints
are transmitted, potentially resulting in optimized rules. The historical evidence bundles are
compared with the evaluation intermediate level result, and a control board actively monitors this
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activity. Each evaluation is subject to a time-restricted threshold value, enabling the corresponding
classifier mode to apply a range of rules. The criterion group encompasses metadata from various
evidence bundles, reference history, negative narratives, threshold-based information, incident spot
characters, forensic expertise, and cognitive possibilities. The framework then applies these rules to
device configuration and determines the counts of positive/negative objects. Unforeseen evidence is
consolidated and progresses towards detailed decision optimization, guided by a threshold value.

5.Results and Discussions

After conducting a numerical evaluation of this proposed method using publicly available datasets of
actual cyber incidents. We model how our method would have prioritized the investigation for each
cyber incident and depict the value of discovery as a function of effort expended.

0.1000
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3000 ,/ ~
o/ 00100 F
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= 2000 - v =)
£ s 4 g
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1000 k=5 2 8
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Figure 5: Cumulative benefit obtained as a Figure 6: Evidence bunch processed in a time
function of cumulative Effort cost frame

Duration of Operation:

The OBCM method produces an average 5 seconds response time to complete for a single decision
when running on a 2.4GHz Intel Core i9 CPU with a single core, and less than a second when
running on many cores. These running times are small in comparison to the number of minutes that
forensic analysts require to investigate the chosen technique.

A cumulative benefit validation results obtained here with actual and predicted evidence bunch and
according to the accuracy measurement it provides a drastic accuracy improvement while increasing
the precited and actual bunch number. Figure 6 provides the evidence element processed in a time
frame and it deviates from log scale values ranges from 0.0001 up to 1.000. as the bits per element
show cases the values range from 20 to 6 and it leads the coefficient values to be varied from 4 to 8.
The results show the bits per element processed is inversely proportional to the coefficient values as
it directs evidence processing speed up to be maximum.

While check the probability measurements a content ranking has been formulated in the results of
figure 7 and it sates ten probability ranges from 0 to 0.9. Content ranking can be varied based on the
evidence bunch to be processed and it gives highest probabilistic options while increasing the content
ranking as its directly proportional.
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Figure 7: Highest probabilistic evidence bunches Figure 8: Node level decision making
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Then decision making process engages the layer mode options in the framework and it designates
various longitudinal and latitudinal measurement considerations. This could be the highest number of
evidence bunch alterations and the number of input layer as depends on the time frame. A hidden
layer with multiple constraint node produces the intermediate executions with optimized decision
level nodes. The crime is sealed with the hidden layer node maximizations and it may lead to the
possibility channels. As shown in the figure 8, the decision making process can be considered as an
iterative one and it shows a single evidence bunch formulation with various measurement
constraints.

6.Conclusion

To guarantee the proper application of the analysis techniques and, thus, to provide greater weight to
the conclusions that may be drawn from the analysis, a tool to support the decision-making process
during the forensic analysis must be developed. This is particularly important when a case calls for
specialized knowledge that needs to be presented before a court. The forensic analyst and the
methods employed are always being updated due to the rapid advancements in technology. In this
way, it becomes clear that using flexible tools and standardized processes to support the decision-
making process is essential to ensuring that this ongoing updating process is carried out
appropriately.

A forensic analysis team's resources are frequently restricted, making it difficult for them to look into
accidents and quickly and efficiently reduce the damage to the organization's assets.
To handle the complexity resulting from the introduction of new hostile strategies and technologies,
analysts must continuously improve their abilities and broaden their knowledge and methodology.
To assist the analyst in overcoming these obstacles, a novel decision support model was proposed in
this article. Our model is built on the development of an attack action space using forensic
techniques and resources, as well as publicly available knowledge bases of Mitre ATT&CK TTPs.

We proposed an OBCM k-NN regression based computational technique, and modeled cyber-
forensic inquiry as object based decision processes of cyber incidents, in order to solve the
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shortcomings of methods like DISCLOSE. Our suggested approach has the important benefit of
working directly with the data, rather than building a parametric machine-learning model. This
means that probabilities are computed at each step and iteration based on the dataset of all previous
instances. Our goal is to extract as much "mileage” as possible from the data by using non-
parametric machine-learning models, which is both made possible and required by the paucity of
publicly available information regarding cyber attacks. The tree search's ability to approximate best
estimates and, consequently, optimal decisions based on the dataset (as the number of iterations
increases) is another important benefit of our suggested methodology. Although these benefits
allowed our method to surpass benchmarks, such as DISCLOSE, we discovered that the
prioritization issue was extremely difficult.
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