
 
 

 

 
 

 

 
Open Access License Notice 
 

This article is © its author(s) and is licensed under the Creative 
Commons Attribution 4.0 International License (CC BY 4.0). This 
license applies regardless of any copyright or pricing statements 
appearing later in this PDF. Those statements reflect formatting 
from the print edition and do not represent the current open access 
licensing policy. 
 
License details: https://creativecommons.org/licenses/by/4.0/ 
 

 
 
 
The Colloquium for Information Systems Security Education (CISSE) 

 
 

 

https://creativecommons.org/licenses/by/4.0/


Running Head: CYBER THREATS SUPPLY CHAIN 1 
 

 

 
 

 

 
 
 

Cyber Threats to the Supply Chain: How Cyber Intelligence Informs 

Best Practices for Operational Security 

 
 
 
 
 
 

Cherine S. Abdalla 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



                                                                        CYBER THREATS SUPPLY CHAIN

   

 

2 

Cyber threats to the supply chain of commercial Information, Communication and 

Technology (ICT) products, as well as, espionage activities targeting defense 

manufacturing facilities necessitates a multidisciplinary approach to be used. The 

integration of cyber intelligence can assist in building a framework for best practices to 

mitigate activities of Advanced Persistent Threat (APT) groups at the point of origin.  

Lower tier suppliers and vendors who provide raw materials and commercial off the shelf 

(COTS) component parts comprise the exposed soft underbelly most vulnerable to 

compromise.  These lower tiers in the supply chain are the source of greatest disruption 

and vulnerability due to the opacity of security oversight upstream and are the key to 

building supply chain resilience.  

 

Threat actors focused on both cyber and real world exploits have both the active 

support of cybercrime syndicates and the passive support of governments and legitimate 

corporations. Resources, skilled personnel, funding and even limited partnerships are 

forged where their interests may temporarily align, however different their core goals 

may be. Cyber intelligence can act as a critical component to supply chain security on 

strategic, operational and tactical levels. 

 

Supply chain risk management is a formal process acting to ensure the integrity, 

safety and security of the supply chain as the interdependence on  foreign technology, 

scarcity of resources and addressing the threat of malicious intent within US based or 

foreign products. It addresses implementing rigorous standards and security practices that 

ultimately would reduce risks that cyber threats and espionage pose to the supply chain.  
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Supply chain risk governance best practices demands that policies are in place to 

define the roles and responsibilities for implementing supply chain risk mitigation 

activities. International standard agencies can be called upon to develop and encourage a 

better strategy around complex environments, in order for leadership to make strategic 

level judgments the inclusion of actionable cyber intelligence in the calculus is necessary 

to more fully understand the threats that may deter them from fulfilling their objectives 1 

through operational and tactical decisions. 

 

A technically rigorous and analytic discipline, cyber intelligence gathers 

information collected from traditional intelligence sources to inform leadership on 

concerns affecting processes at all levels in the cyber domain.2  It can be a powerful 

predictive and analytical tool that adds value at strategic, operational and tactical stages, 

as well as, helps to inform and guide the approach and response to real threats in both the 

physical and digital world. The cyber landscape is truly the new Wild West. The cyber 

world has few enforceable parameters, and internationally, there are few or outdated 

regulatory policies for international cyber security. Cyber intelligence is uniquely poised 

as an additional tool in the arsenal to aid risk management and cyber security measures 

within the international supply chain. 

 

                                                        
1 “Operational Levels of Cyber Intelligence.” Intelligence and National Security Alliance, Cyber 

Intelligence Taskforce. (2013, September). 
2  “Cyber Intelligence: Setting the Landscape for an Emerging Discipline.” Intelligence and 

National Security Alliance, Cyber Intelligence Taskforce. (2011, September). 
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The threat is an asymmetric one.  The imbalance of power, capital, assets, 

capabilities, strategy and tactics differs significantly between attacker and defender. 

Despite the battery of resources governments and corporations may have at their disposal 

slow response time due to lack of agility caused by the sheer breadth, scope and 

interconnectedness of the global supply chain severely hampers efforts on the defenders 

side. The supply chain is, by its very nature, highly fragmented. Defensive measures aim 

to provide and maintain successful and constant end to end security at a high cost, 

whereas threat actors have a much lower threshold to meet in order to achieve success. 

Highlighting the difficulties of mitigating asymmetric threats is the attackers anonymity, 

the ability to procure cyber black market exploit kits, the skills and coordination of like 

minded comrades from around the globe and the technical ability to create or purchase 

customized exploits targeted at specific persons, companies or government entities either 

individually or in combination.  The challenges posed by these prolific multi-national 

cyber criminals is the talent to create innovative, cutting edge attacks and developing 

threat vectors beyond the technology of most security systems.   The temporal, spatial 

and funding prerequisites from exploit generation to execution is minimal relative to the 

resultant damage caused. 

 

The globalization of technology, its development and manufacture has led to an 

increased demand and has created a high level of competition throughout the supply 

chain. The drive to maintain competitive by keeping costs low fuels dynamic innovation, 

however, the great need for raw materials and the limited oversight and visibility of 
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procurement at third and fourth tier supplier levels can make determining the complete 

security of an end product speculative. The degradation of confidentiality, integrity and  

availability is the resulting byproduct of an expansive global supply chain offering a 

multitude of possible access sites vulnerable to exploits at any point in product lifecycle. 

These points of access, whether due to technological based vulnerabilities or purposeful 

malware or spyware insertion are caused primarily by the following three variables. 

Inherent upstream vulnerabilities include being based 3 and 4 degrees of separation from 

main suppliers, also vendors providing key mined resources and component parts are 

typically geographically far removed. Lastly, suppliers and vendors neither contractually 

nor culturally carry the obligation to guarantee such overarching security measures for 

quality assurance. Further, the advancement and intensity of cyber threat activity has 

increased exponentially caused by the general belief that these threats are primarily 

technical and tactical in nature not accounting for other threat vectors. Vendor threat 

information culled from strategic cyber intelligence sources would help to create 

informed risk based decisions driven by a focused effort on operational security further 

down the supply chain. 

 

The increasing dependence on commercial off the shelf (COTS) products, 

particularly by Department of Defense (DOD), in order to increase speed, efficiency and  

as a cost saving measure for a global multi-tiered supply chain has had the singular 

undesired consequence of being inadequately secured due to global outsourcing.  Because 

of their many component parts there is a great risk of taint and counterfeit that may fail at 

significantly and possibly dangerously higher rates as well as poor quality as they are 
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being sourced from lower tier suppliers and vendors. An inferior quality product may not 

have been produced by malicious intent but rather the desire to make or save money 

through a lower cost substitution. However, that material substitution may create 

vulnerabilities that can be later exploited for malicious insertion further down the supply 

chain or allow unauthorized users access to sensitive systems. 

 

The Asian market, specifically China, has been the prime location for global 

outsourcing of ICT commercial off the shelf (COTS) products and their components from 

lower tier supplier and vendors. China is an interesting case study in its near virtual 

government dominance of its telecommunications manufacturing industry. The Chinese 

have built this monopoly by nearly eliminating every other foreign mining operation  

with their ability to more cheaply extract rare earth metals and materials found in limited 

quantities around the globe and necessary for modern electronic and metallurgical 

applications. The Chinese control in this supply chain sector of  ICT and COTS products 

has produced a lengthy history of sizeable amounts counterfeit and tainted components in 

U.S. products. A United States Senate special investigation in 2012 revealed that 70% of 

counterfeit parts found during the course of a single year originated from China. Since 

2007 numerous high profile espionage activities have been exposed dealing with critical 

U.S. infrastructure and military weapons systems . This has highlighted the adversarial 

stance China is using to not only severely compromise and hamper U.S.  private sector 

infrastructure and national defenses but to advance and secure their own weapons system 

foregoing the output of funding for research and development enabled by the very supply 

chain business the U.S. is providing.   These incidents illustrate the vulnerability not only 



                                                                        CYBER THREATS SUPPLY CHAIN

   

 

7 

of  U.S. supply chain security with lower tier Asian suppliers but of United States 

national security, global strategic relations and the possibility of an entirely new kind of 

warfare on the horizon. In order to understand the aspects of this new dimension to the 

U.S. ICT supply chain cyber intelligence should be leveraged as part of an 

interdisciplinary methodology necessary to develop a holistic approach to meet this 

challenge.  

 

 Intelligence is a product that meets a specialized objective. By merging cyber 

intelligence as part of the supply chain security apparatus the collection and analysis of 

intelligence informs capabilities at an operational level. Gathered information given 

context and direction has strategic relevance and  provides support by creating a window 

of time for building capabilities as well as assessing the technical direction, vector 

approaches, focus and vulnerabilities of adversaries. As neither supply chain nor cyber 

security professionals are trained in the requisite skill set for cyber intelligence that is not 

fully in line with their scope of responsibilities a new corps of experts needs to be 

developed as intelligence support for them. By provisioning a distinct appointment 

dedicated to cyber intelligence it maintains secure, effective and efficient operations and 

prevents the erosion of  performance and capability of supply chain risk managers and 

cyber security personnel. By focusing the spotlight on lower tier suppliers providing ICT 

COT’s component parts and raw materials cyber intelligence is uniquely qualified to help 

close the security gap on cyber threats to the supply chain. 
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