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Introduction 

Passwords continue to be one of the most common forms of user authentication. However, despite 

the significant advancements in password management tools and increased awareness of best 

practices, weak passwords and credential reuse remain prevalent vulnerabilities in cybersecurity. 

Research shows that these insecure behaviors—such as using easily guessable passwords or 

reusing credentials across multiple platforms—are key contributors to successful cyberattacks, 

including credential stuffing and brute-force attacks [1][5][7]. 

This paradox, where users are aware of the risks but still choose weak passwords, raises important 

questions about the psychological and practical barriers that prevent strong password adoption. 

Cognitive biases, such as the tendency to prioritize convenience over security and the perceived 

difficulty of managing numerous strong passwords, lead many users to resort to insecure practices 

[2][13]. Even when equipped with tools like password managers, users exhibit inconsistent 

adoption patterns, complicating the situation further [3][15]. 

Prior research has highlighted various reasons for weak password choices, including cognitive load 

(the mental effort required to remember multiple strong passwords) and convenience biases (the 

preference for simplicity over security) [14]. Users often opt for less secure passwords because 

they perceive it as easier or faster to use familiar, simple passwords across different accounts [13]. 

These patterns are not only influenced by individual decisions but are also shaped by the broader 

design of password management systems, which often fail to align with users’ cognitive abilities 

and security needs [14][3]. 
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In this paper, we examine the complex interplay between psychological, technological, and 

behavioral factors that influence password-related decisions. Drawing on prior research, we 

introduce a causal loop diagram that illustrates the cyclical nature of weak password usage. This 

diagram reveals how user behavior, cognitive load, and the tools available to users (e.g., password 

managers) interact to perpetuate weak password practices. We argue that the solution lies in 

designing user-centric systems that take these psychological factors into account, ultimately 

helping users make more secure password choices. 

Related Work 

The challenge of balancing password security and user convenience has been a longstanding issue 

in cybersecurity research. Numerous studies have investigated the factors contributing to poor 

password hygiene and explored solutions to mitigate associated risks. Let us now review the key 

insights from existing literature, focusing on password generation, password managers, and user 

behavior. 

1. Weak Password Usage and Reuse 

Weak passwords often arise due to user tendencies such as choosing memorable phrases, personal 

identifiers, or simple patterns. Umejiaku et al. highlighted the "human factor problem," where 

users prioritize convenience over security, leading to the reuse of passwords and insecure storage 

practices. These behaviors, while reducing cognitive load, increase vulnerability to attacks such as 

credential stuffing and dictionary-based guessing[1][7][8]. 

2. Password Managers: Potential and Limitations 
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Password managers have been proposed as a solution to the growing demand for strong and unique 

passwords[3][15]. Studies show that password managers can improve security hygiene, with 

features like autofill and synchronization across devices enhancing usability[11][16]. However, 

they are not without flaws. A weak master password or a breach on the service provider's side 

could compromise the entire vault of stored credentials[9]. Additionally, as noted by Alkaldi and 

Renaud, mistrust and usability concerns deter widespread adoption, with 31% of users unlikely to 

use such tools even in the future[3]. 

3. Password Generation Techniques 

Advancements in password generation strategies aim to strike a balance between security and 

usability. Umejiaku et al. proposed leveraging AI models, such as ChatGPT, to create strong and 

memorable passwords[1]. However, these models also introduce risks, as they can predict 

passwords based on minimal data, potentially aiding attackers[14]. Enhancements like mnemonic-

based modifications and semantic transformations have been explored to strengthen passwords 

while improving memorability[16][2]. 

4. Human-Centric Password Policies 

Human-computer interaction (HCI) research has emphasized the importance of designing 

password systems that align with user behavior[2][4]. Studies by Yıldırım and Mackie recommend 

focusing on usability by encouraging passphrase adoption and reducing complexity 

requirements[6][7]. The National Institute of Standards and Technology (NIST) has similarly 

revised guidelines, dropping frequent password changes in favor of length-based policies[10]. 

5. Psychological Factors in Password Decision-Making 
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Behavioral psychology provides valuable insights into why users knowingly choose weak 

passwords[13]. Factors such as perceived effort, fear of forgetting, and skepticism toward new 

tools like password managers contribute to suboptimal practices[3][8]. Research highlights the 

need for educational interventions that address these psychological barriers, encouraging stronger 

password habits[11]. 

System Dynamics and Causal Loop Diagrams 

System dynamics is a methodology used to understand and model complex systems by analyzing 

their feedback loops. It helps identify how different elements within a system influence one another 

over time. A Causal Loop Diagram (CLD) represents these interactions using nodes (variables), 

directional arrows (causal relationships), and polarities (+/-) indicating whether a change in one 

variable reinforces (+) or counteracts (-) another. Unlike Stock and Flow Diagrams, which focus 

on quantifiable accumulations and rates of change, CLDs are better suited for conceptualizing 

behavioral and psychological dynamics. For this study, a CLD was chosen because it effectively 

captures the reinforcing behaviors and feedback mechanisms influencing password choices. The 

CLD in this paper represents psychological, cognitive, and technological factors contributing to 

poor password hygiene, demonstrating how different influences interact over time. 
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Methodology 

I employed a system dynamics model to analyze the cyclic nature of weak password behaviors. 

The causal loop diagram (CLD)[] served as the primary tool for visualizing these dynamics. Each 

loop in the diagram represents a psychological or behavioral factor influencing password choices. 

System Dynamics Model - Causal Loop Diagram: 

 

The causal loop diagram illustrates five major feedback loops influencing password security: 

• Cognitive Load Loop (+): The mental effort required to remember complex passwords 

often leads users to favor simpler, insecure ones. 



The Psychology Behind Password Choices: A System Dynamics Approach to Enhancing Security Hygiene  

 

6 
 

• Trust and Skepticism Loop (-): Mistrust of password management tools discourages 

adoption, reinforcing manual password practices. 

• Convenience Loop (+): Users prioritize easy-to-remember passwords over security due 

to perceived effort. 

• Manual Password Management Loop (+): Inefficient strategies, such as writing down 

passwords, increase security risks. 

• Risk Awareness and Behavior Change Loop (-): Although awareness of risks can 

encourage behavior change, convenience often overrides security considerations. 

Each loop highlights key factors influencing password-related decisions. The direction and 

polarity of each arrow show how changes in one factor affect others, reinforcing (or 

counteracting) security behaviors. Understanding these interactions allows for targeted 

interventions to disrupt negative feedback cycles and promote better password hygiene. 

Findings and Implications 

1. Persistent Weaknesses in Password Practices 

Users continue to engage in weak password behaviors despite awareness of risks. This 

contradiction stems from cognitive biases and usability concerns surrounding password security 

measures. 

2. Addressing Trust and Usability with Customization 

A personalized password management approach can increase adoption: 

• User-Driven Password Generation: A questionnaire-based tool can generate strong, 

memorable passphrases based on user preferences and cognitive strengths. 
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• Psychological Alignment: Aligning with memory techniques (mnemonics, semantic 

transformations) can improve usability and security. 

• Reducing Perceived Effort: Automating password creation and aligning suggestions 

with user behaviors can minimize friction in adoption. 

3. Disrupting Reinforcing Loops 

• Building Trust in Tools: Personalization can increase confidence in password managers. 

• Countering Predictive Attacks: AI-driven password generation can resist brute force 

and dictionary attacks. 

• Encouraging Length-Based Security: Adopting NIST-compliant policies that 

emphasize passphrase length over complexity can enhance security without burdening 

users. 
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1. Cognitive Load Loop: The mental effort required to remember complex passwords often 

leads users to choose simpler ones. Users struggle to balance security and memorability, often 

resorting to insecure practices. 

 

The reinforcing loop (R1) suggests that cognitive effort discourages strong password selection, 

making it a self-reinforcing cycle. Solutions involve improving usability and reducing perceived 

difficulty. 

• Weak password selection: Leads to security breaches, increasing awareness of risks. 

• Awareness of risks: Enhances motivation to improve, leading to the adoption of strong 

passwords. 

• Cognitive load of coming up with strong passwords: Increases the perceived effort of 

difficulty remembering and frustration, reinforcing weak password selection. 

• Adoption of strong passwords: Can be influenced by customized, easy-to-use password 

management tools to reduce cognitive load.  
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2. Trust and Skepticism Loop: Mistrust of password management tools, whether due to 

perceived vulnerabilities or usability concerns, discourages their adoption. Many users view 

password managers as a single point of failure, undermining trust and adoption. 

 

This balancing loop suggests that increasing trust through better usability and security awareness 

can gradually reduce skepticism, leading to a more secure password ecosystem. 

• As trust in password management tools increases, users are more likely to adopt strong 

passwords. 

• However, skepticism to use password management tools counteracts this, preventing full 

adoption. 

• The system seeks equilibrium between skepticism and trust, preventing extreme outcomes. 
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3. Convenience Loop: Users frequently prioritize convenience over security, opting for easy-to-

remember passwords that can be reused. The perceived effort of creating and managing strong 

passwords drives reliance on simpler, less secure options. 

 

This balancing loop demonstrates how improving convenience can positively influence password 

security. 

• Weak password selection leads to security breaches. 

• Security breaches increase awareness of risks, motivating users to adopt stronger 

passwords. 

• Adoption of strong passwords is supported by improved convenience via tools that simplify 

password management. 

• Enhanced convenience reinforces stronger password habits, improving security over time. 
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4. Manual Password Management Loop: Reliance on manual strategies increases cognitive 

strain and perpetuates weak habits. Inefficient strategies like using paper notes or reusing 

passwords exacerbate cognitive strain. 

 

This balancing loop highlights the challenge users face when manually managing complex 

passwords, often reverting to unsafe practices. 

• Awareness of risks drives motivation to improve password security. 

• Users attempt manual password management, which often leads to the fear of forgetting 

due to password complexity or multiple accounts. 

• This fear encourages password reuse, weakening security. 

• Resulting security breaches increase awareness of risks, reinforcing the cycle. 
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5. Risk Awareness and Behavior Change Loop:  

While awareness of risks can encourage behavior change, its impact is often insufficient to 

override convenience-driven habits. While users recognize the risks of weak passwords, 

convenience often takes precedence. 

 

This balancing loop emphasizes the role of awareness and motivation in fostering positive 

behavioral changes. 

• Weak password selection leads to security breaches. 

• Security breaches raise awareness of risks, encouraging users to improve password habits. 

• Increased awareness drives motivation to improve, prompting the adoption of strong 

passwords. 

• This improved behavior reduces the frequency of weak password selection and security 

breaches, gradually stabilizing password security.  
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Findings 

To address the impact of the above factors influencing bad password practices we can use a 

password management tool that leverages user inputs via a questionnaire to generate strong, 

memorable passwords or passphrases. The findings integrate insights from existing literature to 

contextualize the proposed tool’s potential in disrupting the reinforcing cycles of poor password 

hygiene. 

1. Persistent Weaknesses in Password Practices 

Weak password behaviors—such as reusing credentials, choosing simple patterns, or storing 

passwords insecurely—persist despite widespread awareness of their risks. Research highlights 

how cognitive biases and the burden of remembering multiple passwords drive users to prioritize 

convenience over security. Even with tools like password managers, mistrust and perceived 

usability barriers contribute to inconsistent adoption. 

2. Psychological Barriers and Behavioral Loops 

A key barrier to stronger password practices is the effort required to balance memorability with 

complexity. As noted by Umejiaku et al., users often resort to insecure coping strategies due to the 

cognitive strain of managing multiple accounts. These behaviors create reinforcing loops where 

poor practices undermine trust in security outcomes, perpetuating weak habits. 

3. Addressing Trust and Usability with Customization 

The proposed password management tool directly addresses user skepticism and usability concerns 

by leveraging a customized approach: 
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• Personalized Questionnaire: Users answer questions about their preferences, behaviors, 

and memory strengths. 

• Tailored Suggestions: Based on responses, the tool generates strong and easy-to-

remember passwords or passphrases. Techniques may include mnemonic-based 

modifications, semantic transformations, or length-based adjustments, as suggested in 

previous research. 

• Psychological Alignment: By considering user-specific factors, the tool reduces cognitive 

load and increases trust, enhancing adoption and security outcomes. 

4. Disrupting Reinforcing Loops 

The innovation disrupts key reinforcing cycles of poor password hygiene: 

• Reducing Perceived Effort: By automating password generation and aligning outputs 

with user preferences, the tool minimizes the effort required to adopt stronger practices. 

• Building Trust in Tools: Customization fosters user confidence in the tool’s relevance 

and security, addressing mistrust highlighted by studies like Alkaldi and Renaud. 

• Improving Memorability: Tailored passphrases align with psychological principles of 

repetition and association, making secure practices easier to sustain. 

5. Addressing Broader Security Challenges 

In addition to disrupting insecure behavioral cycles, the tool mitigates specific security risks: 

• Countering Predictive Attacks: By generating unique passwords not derived from 

predictable patterns, the tool resists brute force and dictionary attacks. 
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• Encouraging Length-Based Security: Building on NIST guidelines, the tool emphasizes 

passphrase length over complexity, aligning with findings by Yıldırım and Mackie. 

6. Implications for Design and Policy 

The proposed solution has significant implications for cybersecurity practices: 

• User-Centric Design: By integrating behavioral and psychological insights, the tool 

prioritizes usability without compromising security. 

• Scalability: The tool can be extended to organizations, tailoring password policies to 

diverse user bases while maintaining compliance with best practices. 

• Future Research: Studies should evaluate the tool’s effectiveness in real-world scenarios, 

focusing on adoption rates, usability feedback, and measurable improvements in password 

security. 

Conclusion 

The persistence of weak and reused passwords underscores the need for innovative solutions that 

address the psychological and practical barriers to strong password adoption. Our proposed 

password management tool, by aligning with user preferences and cognitive strengths, offers a 

promising approach to enhance security without compromising usability. By fostering a more user-

friendly and psychologically aligned approach to password management, this tool can play a 

pivotal role in enhancing cybersecurity while improving the user experience. Future work will 

focus on real-world implementation and evaluation of the tool, exploring its effectiveness in 

reducing cybersecurity risks while enhancing user experience. 
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