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ABSTRACT 

This article introduces a new solution to enhance the security of the digital signature system. First, a new 

type of hard problem is proposed, which is then used to construct a digital signature scheme. The core 

difficulty lies in the Discrete Logarithm Problem (DLP) modulo, a composite number which extends the 

DLP over a finite field by replacing the prime modulus with a composite one. This change leads to a digital 

signature scheme built on the DLP modulo, a composite number having the same level of security as the 

schemes constructed simultaneously on two hard problems: the DLP and the Integer Factorization 

Problem (IFP). This can be seen as a new direction in using two hard problems concurrently to construct a 

digital signature scheme. The current study also demonstrates that the digital signature scheme built upon 

a newly proposed problem, achieves a higher security level of 128 bits while minimizing the signature size 

to 512 bits. That is, although the schemes are built on a single hard problem, a possible attacker must solve 

two hard problems simultaneously in order to break them. Furthermore, the proposed hard problem can 

be used to construct both single-signer and multi-signer digital signature schemes, demonstrating the 

security and applicability of the new hard problem, introduced in this paper. 

Keywords-prime modulus; composite modulus; Schnorr’s digital signature; collective digital signature 

I. INTRODUCTION  

Enhancing the security of digital signature schemes is an 
issue of great interest to many scientists and researchers in 
cryptography and information security, both domestically and 
internationally. Numerous solutions to this issue have been 
researched and published. The simplest solution that can be 
applied is to increase the size of the prime numbers in the IFP 
and increase the size of the modulus in the discrete logarithm 
problem. However, this size increase will result in slower 
processing speeds and larger digital signature sizes. 
Consequently, a common approach involves combining two 
difficult mathematical problems to construct a digital signature 
scheme [1-3]. The underlying idea is that to break such a 
scheme, a possible attacker would need to simultaneously solve 
both problems. Naturally, solving one difficult problem is hard 
enough, but solving two simultaneously is even harder. Two 
commonly used problems in this context are the IFP and the 
DLP over a finite field, modulo a prime number [4, 5]. 

However, practical experience has shown that this approach is 
not entirely foolproof. 

Authors in [6] proposed a digital signature scheme based on 
the hardness of both IFP and the DLP. However, in [7], it was 
demonstrated that an attacker could break the previous study 
scheme by solving only the IFP. Meanwhile, authors in [8] 
argued that solving the DLP alone was sufficient to break the 
scheme. Authors in [9] further claimed that any attacker could 
forge signatures generated by the scheme proposed in [6] 
without solving either problem. Authors in [10] demonstrated 
that the digital signature scheme presented in [8] and which 
relied on the hardness of both the IFP and DLP was insecure 
and contained vulnerabilities. Also, in [10], a new signature 
scheme was proposed to address these shortcomings. However, 
in [8] it was shown that the scheme of [10] was also insecure, 
since an attacker could forge signatures generated by its 
scheme by solving only the DLP, regardless of the message 
[11]. 



Engineering, Technology & Applied Science Research Vol. 15, No. 3, 2025, 23613-23621 23614  
 

www.etasr.com Nguyen et al.: A New Security Enhancing Solution when Building Digital Signature Schemes 

 

Meanwhile, authors in [12] demonstrated that their digital 
signature scheme, a variant of DSA, is based on the hardness of 
both IFP and DLP. They showed that an attacker must solve 
both problems simultaneously to break their scheme. Also they 
proved that their scheme is resistant to common attacks, such 
as key-only attacks, chosen-message attacks, and known partial 
key attacks. 

Thus, the problem at hand is how to simultaneously use two 
hard-to-solve problems (hereinafter called hard problems), 
among familiar ones, such as IFP, DLP, or the root extraction 
problem over a finite field, to construct a digital signature 
scheme while ensuring the fundamental requirement that an 
attacker must solve both hard problems used in the scheme's 
construction in order to break it. A new type of hard problem to 
address this issue is proposed: The DLP modulo, a composite 
number n. 

This new hard problem is used as the basis for constructing 
both single-signer and collective digital signature schemes. The 
proposed schemes are built on a single hard problem but 
breaking these schemes requires an attacker to solve both hard 
problems simultaneously, namely IFP and the DLP. This shows 
that the security level of digital signature schemes based on the 
DLP modulo a composite number is equivalent to that of 
schemes built on both hard problems previously mentioned. 
Moreover, if the system parameters of the proposed schemes 
are chosen appropriately, the size of the signatures can be 
significantly reduced. The proposed schemes are based on the 
Schnorr digital signature standard, so their security and 
resistance to attacks have been validated. 

In the context of quantum computing advancements, 
adopting post-quantum cryptographic algorithms is an optimal 
solution to enhance the security of digital signature schemes. 
These schemes rely on mathematically hard problems, such as 
lattices, code-based, or hash-based cryptography. A notable 
example includes the CRYSTALS-Dilithium and Falcon 
schemes [13], which integrate secure key generation 
mechanisms with zero-knowledge proof techniques to ensure 
correctness without revealing sensitive information. 
Additionally, incorporating "side-channel protection" and 
"code obfuscation" mechanisms mitigates practical attacks, 
such as timing analysis or information leakage through side 
channels. Combining post-quantum algorithms with 
supplementary security layers not only safeguards against 
quantum-based attacks, but also facilitates the transition to the 
new era of cryptography. The post-quantum approach is not 
addressed in this paper. 

II. THE PROPOSED HARD PROBLEM 

The new type of hard problem presented in this work is the 
DLP modulo, a composite number n, while the values for the 
problem's parameters are also selected. 

The problem is defined as follows: Find the number x given 
the numbers α and y, such that x, α and y are related by (1): 

modxy a n=     (1) 

where n is the product of two large prime numbers p and q: 

n p q= ⋅  

The element α serves a similar role to the generator g in the 
DLP modulo a prime number. Specifically, α is a generator of 
the multiplicative group of order γ. Therefore, in this composite 
modulo discrete logarithm problem, α must be chosen such that 
its order γ modulo n satisfies one of the following four 
conditions: 

   
   
   

a.  is a prime number such that | 1 , | 1 .

b.  is a prime number such that | 1 , | 1 .

c.  is a prime number such that | 1 , | 1 .

d.  is a composite number and can be expressed as:

   ,

p q

p q

p q

  

  

  



  

 

 

 

        
 

 where: | 1 , | 1 , | 1 ,

   | 1 .

p q p

q

  



    

 

 

The order γ of a positive integer α modulo n, denoted as 
γ=ordn(a), is the smallest positive integer γ that satisfies: 

1 (mod )a n      (2) 

For the proposed hard problem, the selection of values for α 
and γ is crucial, since they must not only satisfy the above 
constraints, but also ensure the necessary security level for the 
digital signature scheme built upon it. These values are selected 
based on the following three lemmas: 

Lemma 1: Suppose that p, q are strong primes, n p q  , γ 

be/is the order of a generator of a group satisfying the two 

conditions:    | 1 , | 1p q   , a be/is a generator of the 

multiplicative group of order  ( that is mod )a n  , then 

(Greatest Common Divisor)  GCD 1,a n p  . 

Proof: By applying Euler's theorem, we get: 

   *    : , 1,    : 1 (  ),  |na Z GCD a n a mod n n       , 

where  n  is the Euler's totient function of n: 

     1 1n p q    . 

  ( )

( )
( )

 : , 1 1(mod )

1(mod )   : 1(mod ).
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GCD n n
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        
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Considering that    | 1 , | 1p q   , a becomes: 

   1 /
1

).(
q

p
a modn




  So if n is set to be p (n=p), then: 

     1 /
1 1

) and 1 (  ).(
q

p p
a modp mod p


 

   So: 
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 

 

1 /
1  ) 1(mod ) 1 0(mod )

| 1 ( 1, ) .

(
q

a mod p a p a p

p a GCD a n p

      

    
 

There is a similar proof when    | 1 , | 1 .p q    Thus, in 

both cases, the composite number n can be easily factored 
using the extended Euclidean algorithm by computing

 GCD 1,a n . 

Lemma 2: Suppose that p, q are strong primes such that
q p , n p q  , γ is a prime order of a generator fulfilling the 

conditions:        2 2| 1 , | 1 , | 1 ,  and | 1p q p q        , a is 

a generator of the multiplicative group of order (that is: 

1moda n  ), then ( 1, ) 1GCD a n  . 

Proof: Applying Euler's theorem, we get: 

   *    : , 1,    : 1 (  ),  |na Z GCD a n a mod n n        

where  n  is the Euler's totient function of n, as before. 

Since    | 1 , | 1p q   , and  | n  , it is concluded 

that: 

  ( ) : , 1 1(mod )L nGCD n n         

and  2 | n  . 

where ( )L n is the generalized Euler's totient function of n, 

( ) ( 1)( 1)L n LCM p q   . 

So: ( ) ( ) 1(mod ).n L n n          

2

( 1)( 1)

, : (mod ) 1,  1(mod )

p q

n n    
 

         

Moreover: ) (mod )     : ( i
na i Z a a n     

So: 
2 2

( 1)( 1) ( 1)( 1)

(mod ) (mod )

i p q p q

n n   
   

    

2

( 1)( 1)
|

p q




 
  . And since    2 2| 1 ,  | 1p q    , it is 

concluded that:  
2 2

( 1)( 1) ( )

1(mod )

p q L n

n   
 

     

1(mod ) and 1(mod ) ( 1, ) 1.a p a q GCD a n       

Lemma 3: Suppose that p, q are two strong primes with
 

q p , n p q  ,      is the order of generator  , where 

 and    are distinct primes satisfying:  | 1 ,p    

     | 1 , | 1 ,  | 1q q p        , then ( 1, ) 1.GCD a n   

Proof: Applying Euler's theorem, we get: 

   *    : , 1,    : 1 (  ),  |na Z GCD a n a mod n n       . 

   
( )
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: ( , ) 1 1(mod ).L n
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So: ( ) ( ) 1(mod )n L n n          

( 1)( 1)

, : (mod ) 1,  1(mod )

p q
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 
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And since    | 1 ,  | 1q p     , it is concluded that: 

( 1)( 1) ( )

1(mod )

1(mod ) and 1(mod ) ( 1, ) 1.

p q L n

n

a p a q GCD a n

   
 

   

     
 

Based on these lemmas, two possible choices for  are 
determined: 

   is selected to be an element with prime order (mod )n , 

where    ,  | 1 ,  | 1n pq p q    , given that p and q are 

primes. 

In this case, the value of γ cannot be kept secret because it 
can be easily computed using: 

21 ( 1)( 1) 1n u v uv u v              

( )uv u v        (3) 

where u and v are factors. 

   is selected to be an element of composite order 

(mod )n    where ,n pq  | 1 ,p    | 1 ,q    

   | 1 ,  and | 1 .q p      

In this case, the value of γ can be kept secret because it is 
computed by (3): 

1 ( 1)( 1) 1n u v u v u v                   (4) 

However, all three values for ,  ,      must be kept secret 

because the expressions: 

( 1, ) ,  ( 1, )GCD n p GCD n q       , exist. 

Thus, to construct digital signature schemes with a 128-bit 
security level, the values ,  ,  and      should be chosen as 

follows: 

| | 256 bits,  | | 128 bits,  | | 128 bits.        

Additionally, the composite modulus n must be the product 
of two strong primes p and q, with corresponding sizes: 
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| | 2464  bits and | | 1532  bitsp q  . 

With this parameter set, the difficulty of IFP for n and DLP 

modulo p are equivalent and equal to 128(2 )O  multiplications. 

The ability to solve DLP modulo n can lead to solving a 
combination of two hard problems: IFP (factoring n into its 
prime factors) and DLP modulo each of the prime factors of n, 
namely p and q. 

Indeed, since modxy a n=  and n p q  , we have: 

mod

mod

x

x

y a p

y a q

 =

 =

    (5) 

These are clearly two instances of DLP modulo, the prime 
numbers p and q. 

When solving these two problems, it is possible that the 
values of x obtained from the problem modulo p and the 
problem modulo q are not equal. That is: 

1

2

mod

mod

x

x

y a p

y a q

 =

 =

    (6) 

In this case, the specific cases of the order of the positive 
integer modulo n are considered: 

 If element  has prime order  satisfying the conditions: 

   | 1 ,  | 1p q   , then: 

1mod
1mod

1mod

a p
a n

a q






 
  


    

1

2

mod
mod

mod

x
x

x

y a p
y a n

y a q

 
   


  (7) 

So, it is getting clear that the values of 1x and 2x obtained 

from solving the DLP modulo p and q, respectively, are 
identical 1 2x x . 

This result shows that solving DLP modulo n requires 
solving two sub-problems simultaneously: (i) IFP of the 
composite number n and (ii) DLP modulo, a prime factor of n, 
preferably the smaller one. It is not necessary to solve both 
DLP modulo p and q simultaneously. 

Thus, the problem of finding the discrete logarithm modulo 
n is actually the same as factoring the number n and solving 
DLP modulo q (where q p and n p q  ). Because of this, the 

choice of p and q must be in a way that makes it very difficult 
to solve DLP modulo q. 

 If element  has prime order     , which is a 

composite number satisfying the conditions  | 1 ,p  

 | 1 ,q      | 1 ,  and | 1q p     , then: 

1mod
1mod

1mod

a p
a n

a q




 

  
  


 

1

2

mod
mod

mod

x
x

x

y a p
y a n

y a q

 
   


 

So, the solutions 1x and 2x obtained from solving the DLP 

for p and q will not be the same. To find the secret value x , the 
following system of equations has to be solved: 

1

2

mod

mod

x x

x x






 

    (8) 

Using the Chinese Remainder Theorem, the value of x is 
gained: 

 1 1 2 21 1 modx x c x c         (9) 

where: 

 
 

1

2

1 mod

1 mod

c

c

  

  

  


      (10) 

This result demonstrates that solving DLP modulo a 
composite number n where n p q  , requires simultaneously 

solving three sub-problems: (i) IFP of n, (ii) DLP modulo p, 
and (iii) DLP modulo q. 

III. THE PROPOSED HARD PROBLEM-BASED  
DIGITAL SIGNATURE SCHEMES 

The proposed DLP modulo a composite number n is 
utilized as a foundation for constructing two digital signature 
schemes: (i) a single-signer digital signature scheme (DSS-
0824) and (ii) a multi-signer digital signature scheme (CDS-
0824). This demonstrates the versatility and applicability of the 
proposed problem. 

A. Proposed Digital Signature Scheme (DSS-0824) 

1) System Parameters and Keys 

To generate the system parameters (p, q, n, α, γ) and keys 
for the scheme, the following steps should be performed: 

 Select two strong prime numbers p and q, and compute 
their product n p q  . 

 Generate a generator  of the prime order subgroup of 

order γ modulo n satisfying the conditions:  | 1p  , 

 | 1q  , and | | 256   bits. 

 Generate the secret and public key pair as follows: Choose 
a secret key x with length of 256 bits. The public key y is 

computed using the formula modxy a n= . 

Thus, the public parameters are (n, α, γ), the private 
parameters are (p, q), the public key is y, and the secret key is 
x. 
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2) Signature generation algorithm for message M 

The Schnorr digital signature scheme [14] is utilized as a 
foundation to develop the proposed scheme on. 

The signer follows these steps to generate a digital 
signature for message M: 

 Generate a random number k, which acts as a pseudo-
random secret key, of 256 bits size and then compute R 
using: 

modkR a n=     (11) 

 Use a collision-resistant hash function HF  with a 256 bit 

output size to compute the first part of the signature, 
component E, using: 

( || )HE F R M     (12) 

where || is the concatenation operator and HF  is a secure 

hash function (for example SHA-1). 

 Compute the second part S of the signature using: 

modS k xE       (13) 

Thus, the digital signature generated for the message M is 

the pair  , .E S The signature size is 512 bits 

(| | | | 256 256 512 bits).E S     

3) Signature Verification Algorithm for Message M 

The signature verifier follows these steps to verify the 

signature  ,E S on message M: 

 Compute the value Rɶ  using:  

modE SR y a nɶ     (14) 

 Compute the value Eɶ  using:  

( || )HE F R Mɶ ɶ     (15) 

 Compare E and Eɶ . If E E ɶ , then the signature is valid and 
the integrity of M is assured. Otherwise, the signature is 
invalid. 

4) Proof of Correctness of the DSS-0824 Scheme 

The correctness of this scheme can be proven considering 
the following: 

modE SR y a nɶ  

mod mod modxE k xE kR a a n a n R n R    ɶ  

Therefore: .R R ɶ  

Since ( || )HE F R Mɶ ɶ  and R R ɶ , it is concluded that: 

( || )HE F R M E ɶ . So, E Eɶ , which confirms the 

correctness of the verified scheme. 

B. Proposed Collective Digital Signature Scheme (CDS-
0824) 

A collective/group digital signature scheme is a specific 
type of multi-signature scheme. It allows a group of m signers 
to collaborate and generate a single signature on a document M. 
The signature generated by this scheme is called a collective 
digital signature. The verification of the signature and the 
subsequent authentication of the signers are performed only 
once on this signature. 

1) System Parameters and Keys 

The system parameters of this digital signature scheme are 
chosen as in the previous DSS-0824 scheme. 

In this scheme, the signer group is fixed and consists of m 
signers, who are responsible for generating a collective 
signature on a message M. Each signer in the group has a 256 
bit number private key ix  with 1, 2,3,..., .i m The 

corresponding public key iy  of each signer is computed as

modix
iy n . 

The public key Y of the signer group, which is used for 
signature verification and subsequent authentication of the 
signer group, is computed by: 

1 2 ...  mY y y y modn     (16) 

To prevent forgery in the formation of the collective public 
key, the public keys iy  of each signer, must be made public 

within the signer group, and all members of this group must 
participate in the calculation of the collective public key Y. 
Only when Y is confirmed by all members of the signer group, 
can it be published as the public key of the signer group. 

2) The Algorithm for Generating a Collective Digital 
Signature on Message M 

The process of generating a group signature on message M, 
involving a group of m signers, consists of the following steps: 

 Each signer in the group randomly selects a 256-bit number 

ik  with 1, 2,3,...,i m , which acts as a temporary secret 

key, and then calculates iR  according to: 

modik
iR n     (17) 

Then, the i signer transmits iR to all members of the signing 

group. 

 Any member of the signing group, representing the group, 
computes a common random value R for the entire group, 
calculated using:  

1 2 ....  mR R R R modn     (18) 

Next, the first component E of the group signature is 
calculated according to: 

( || || )HE F M R Y     (19) 

Then, E is sent to all members of the signing group. 
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 Each signer in the signing group computes their individual 
share iS  using: 

( ) modi i iS k x E       (20) 

Then, iS  is sent to all members of the signing group. 

The iS  provided by each member of the signing group, 

serve as the second shares, which will be combined to form the 
second component of the group signature. 

The pair ( , )i iR S is considered the individual signature of 

the i-th signer on the message M. 

 After receiving the individual signatures ( , )i iR S from all 

members of the signing group, a designated verifier, 
representing the group, will validate these signatures by 
calculating all iR  using: 

,  for  1,2,....,iSE
i iR y i m      (21) 

Then, R' is computed using: 

1

mod
m

i

i

R R n


      (22) 

Next, R is compared with R. If R R  , the validity of all 
individual signatures is confirmed, and the second 
component of the group signature is computed as described 
in the next step. 

 Any member of the signing group, representing the group, 
computes the value of the second component S of the 
signature using: 

1 2( ... ) modmS S S S        (23) 

The group signature of the signing group consisting of m 
members on the message M is the pair ( , )E S . 

It is evident that the size of this signature is independent of 
the number of signers participating in generating the signature 
on message M and it is exactly equal to the sum of the lengths 
of γ and E. If a hash function HF with a 256 bits output is 

chosen, then the size of the group signature is 512 bits 
(| | | | 256 256 512 bits).E S     

To prevent forgery in the computation of R, the values of 

iR must be publicly known within the signing group, and all 

members of the group must participate in the computation of R. 
Only when all members of the signing group have confirmed 
the value of R can it serve to compute the component E of the 
group signature. 

3) Signature Verification Algorithm on Message M 

The process of verifying a group signature on message M, 
generated by a signing group of m members, is performed by 
the verifier as follows: 

 Compute the group public key Y using: 

1 2 ...  mY y y y modn   

where iy  is the public key of each member in the signing 

group. 

 Compute the value R using:  

modS ER Y n       (24) 

 Compute the value E   using: 

( || || )HE F M R Y      (25) 

 Compare E  with E. If E E  , then the group signature is 
valid and all members of the signing group have 
contributed to its creation. Otherwise, the group signature is 
invalid. 

4) Proof of Correctness of the CDS-0824 Scheme 

The correctness of the CDS-0824 group signature scheme is 
established through the correctness of the individual signature 
verification procedure ( , )i iR S and the group signature 

verification procedure ( , )E S . 

The correctness of the individual signature verification 
procedure for each member of the signing group is evident. The 
proof of the correctness of the group signature verification 
procedure goes as follows: 

1

1 1

1

( )

1

1

1 2

mod

mod

mod

mod

mod

....  mod

m

i i

i

m m

i i

i i

m

i

i i

S E

k x E
E

k x E
E

E

m x
k E

i

m
E E

i

i

m

R Y n

R Y n

R Y n

R Y n

R R Y Y n

R R R R n

R R





 

 



 











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



  
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  

 
    
 
 

  

  

 



 






  (26) 

Since ( || || )HE F M R Y  and R R  , it follows that: 

( || || ) ( || || )H HE F M R Y F M R Y E     (27) 

Therefore, E E  . This proves the correctness of the group 
signature verification procedure and confirms the correctness 
of the proposed CDS-0824 group signature scheme. 

IV. EVALUATION OF THE SECURITY LEVEL AND 
PERFORMANCE OF THE HARD PROBLEM AND THE 

PROPOSED SCHEME 

A. On the Hardness of the Proposed Problem 

It is crucial to note that if the computational complexity of 
factoring a composite number n is sufficiently high, the 
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security of the proposed digital signature schemes relies on the 
difficulty of both IFP and DLP modulo a prime number. 

The difficulty of factoring a composite number n p q  , 

depends on the strength of the prime factors p and q and is 
primarily determined by the size of the smaller prime 
(assuming | | | |q p , where | |,  | |q p denotes the bit-length of 

q and p, respectively). The difficulty of DLP modulo a prime p 
is approximately equivalent to the difficulty of factoring n. 
Therefore, assuming n p q  , where | | 2 | |p q , the difficulty 

of DLP modulo n, the difficulty of DLP modulo p, and the 
difficulty of factoring the composite number n are all 
approximately equal. 

As a result, the security of the proposed cryptosystems 
based on DLP remains unaffected even if an algorithm exists 
that can solve either (i) the DLP or (ii) the IFP. Since the 
probability of both (i) and (ii) occurring simultaneously is 
extremely low, the chances of successfully breaking the 
cryptosystems based on DLP modulo composite numbers are 
also minimal. This demonstrates the computational difficulty 
and security of DLP modulo composite numbers, thereby 
ensuring the security of the digital signature schemes relying 
on this hard problem. 

B. Resistance of the CDS-0824 Scheme to Attacks 

The proposed single digital signature scheme (DSS-0824) 
not only achieves a high level of security due to its foundation 
on the proposed DLP modulo composite numbers, but also 
inherits the security advantages and resistance to attacks of the 
Schnorr signature scheme, upon which it is based. Therefore, 
only the resistance to attacks of the proposed group digital 
signature scheme (CDS-0824) will be discussed. 

The security of a group signature scheme is evaluated based 
on its resistance to two common types of attacks: key exposure 
attacks and forgery attacks. In the context of group signatures, 
members of the group are more likely to launch attacks against 
the scheme they participate in than external adversaries. 
Therefore, the current study will focus on the two types of 
attacks on group signatures that originate from within the 
group. 

1) First Type of attack: Forging the thm Signer's Signature 

Suppose that 1m  signers in a group of m members want 
to create a group signature on a document M. In other words, 
this group of 1m  individuals aims to forge the signature of 

the remaining signer, referred to as the thm signer, within the 
signing group. 

The group's public key can be rewritten as: 

 modmY Y Y n      (28) 

where 
1

mod
m

i

i

Y Y n



 and mY  is the public key of the thm  

signer. 

To successfully forge the signature, the group of 1m   

signers must generate a pair of values * *( , )E S , corresponding 

to a valid group signature and satisfying the verification 
equations: 

* ** * *mod  and ( || )E S
HR Y a n E F M R   (29) 

Suppose that a group of 1m  signers can 'compute' a valid 

collective signature * *( , )E S , corresponding to the public key 

of the collective signer:
1

mod
m

i

i

Y Y n


 . This means that the 

pair * *( , )E S  satisfies the verification expression *R . So: 

 
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* * *

*
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(30) 

where: 

1
** * *

1

m

i

i

S S E x




       (31) 

Thus, the group of 1m  signers, referred to as the forgery 

group, has successfully computed a valid signature * **( , )E S   

on document M for the thm signer, since * *( || )HE F M R  and 

the pair * **( , )E S  passes the signature verification procedure 

of the DSS-0824 scheme, which is the underlying scheme of 
the group signature scheme CDS-0824. 

Since the DSS-0824 scheme is based on the Schnorr 
signature scheme, compromising the security of this group 
signature scheme would inherently compromise the Schnorr 
signature scheme. However, given that the Schnorr signature 
scheme has been proven secure, this group signature scheme is 
also regarded as secure against forgery attacks. 

2) Second Type of Attack: Recovering the Secret Key of the 
thm  Signer 

Suppose that a group of 1m  signers, within a group of m 

members, shares a group signature ( , )R S  with the thm  signer 

and is attempting to compute the private key of this signer. 
Let's refer to this group of 1m   signers as the attacking group. 

The attacking group is aware of the values mR and mS  

generated by the thm signer. These values satisfy the 

verification equation   mSE
m mR Y mod n . Notably, the 

values mR and E are beyond the attackers' control (since mR  is 

computed as   mk
mR mod n , where mk is a randomly 
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generated value by the thm signer, and E is the output of a hash 
function). 

Assuming that the hash function used in the protocol is 
sufficiently secure, the attacking group cannot select a value R 
that would allow them to generate a specific chosen value of E. 
This implies that, similar to the Schnorr signature scheme, to 

compute the private key of the thm signer, the attackers would 
need to solve the discrete logarithm problem, either: i) by 
finding   m mk log R , and then computing 

 1   m m mx E S k mod   , or ii) by computing  m mx logY . 

However, it is well-known that the DLP is computationally 
intractable. 

In conclusion, the attacking group cannot compute the 

private key of the thm signer due to the computational 
difficulty of the discrete logarithm problem. As a result, the 
group signature scheme remains secure against attacks aimed at 
obtaining the private key of an individual signer. 

C. Performance of the Proposed Signature Scheme CDS-0824 

The evaluation of the performance of the proposed 
signature schemes was performed by calculating the 
computational cost in terms of the time needed for generating a 
signature (the signature generation procedure) and verifying the 
validity of a signature (the signature verification procedure). 

The underlying scheme DSS-0824 is designed in a way that 
closely mirrors the Schnorr signature scheme, which is known 
for its security and computational efficiency. Consequently, the 
computational cost of the underlying scheme is not addressed 
in this discussion. 

Some conventions used in the formula for calculating the 
time cost of operations in the two processes of the collective 
digital signature system are: 

 hT : Time cost of the hashing operation on pZ . 

 invT : Time cost of the inversion operation on pZ . 

  eT : Time cost of the exponentiation operation on pZ . 

 mT : Time cost of the multiplication operation on pZ . 

The conversions are: h mT T  , 240inv mT T 240e mT T . 

The data displayed in Table I show that the time cost of the 
proposed scheme, CDS-0824, is only slightly reduced 
compared to the LD 1.02 scheme, as both are built based on the 
Schnorr signature standard. Thus, while the time cost of the 
CDS-0824 scheme does not increase, the security level and the 
signature size have been significantly improved. This, once 
again, highlights the advantages of the proposed DLP modulo 
composite numbers and the schemes built on its basis. 

 

 

 

TABLE I.  TIME COST OF THE CDS-0824 SCHEME 
COMPARED TO THE LD 1.02 SCHEME. 

Scheme 

Time cost of procedure 

Signature 

generation 

Signature 

verification 

CDS-0824 
Compute E: (241m+1)Tm 

Compute R': 482mTm 

Compute S:2mTm 
241mTm+482mTm 

LD 1.02 
Compute E: (242m+1)Tm 

Compute R': 482mTm 

Compute S:2mTm 
241mTm+482mTm 

 

V. CONCLUSION 

In this paper, it is demonstrated that the proposed solution 
for enhancing the security of the new digital signature scheme 
is feasible and meets expectations, with improvements being 
noted in both security level (128 bits) and signature length (512 
bits). This solution is based on the Discrete Logarithm Problem 
(DLP) modulo a composite number. Thus, only one proposed 
hard problem is utilized to construct the digital signature 
scheme. Breaking these schemes, though, requires an attacker 
to solve two, or even three, hard problems simultaneously: the 
DLP modulo a prime number and the Integer Factorization 
Problem (IFP). The proposed single-signer digital signature 
scheme (DSS-0824) is constructed based on the Schnorr digital 
signature standard, thereby benefiting from the security 
advantages of this standard. 

The proposed signature scheme (CDS-0824) is built on the 
DSS01 scheme, providing a strong guarantee of security and 
safety. The paper also highlights that the size of the system 
parameters is crucial to the security level of the scheme. For the 
scheme to achieve 128-bit security, the values of the 
parameters ,  ,  ,  ,  and p q    must be chosen as follows: 

| | 256 bits,  | | 128 bits,  | | 128 bits       

| | 2464  bits and | | 1532  bitsp q   

This is considered a new aspect of the discrete logarithm 
modulo, a complex number problem that has been proposed. 

The proposed hard problem was successfully used to 
construct digital signatures and collective digital signatures. 
This DLP modulo a composite number could help in building 
blind digital signature schemes, blind collective digital 
signature schemes, and representative collective digital 
signature schemes in the future. The quantum resistance issue 
of the proposed scheme will also be considered in the future 
[15]. If this succeeds, once again, the feasibility and practicality 
of the newly proposed hard problem will be validated. 
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