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ABSTRACT 

Obfuscated malware poses a significant threat to personal and IoT devices, and traditional detection 

methods often face significant challenges and weaknesses in their capabilities and performance. This study 

proposes a malware detection approach using Machine Learning (ML) algorithms and a soft voting 

ensemble technique, enhanced by the Pearson's correlation coefficient for feature selection on the CIC-

MalMem-2022 dataset. It addresses data imbalances with the Synthetic Minority Oversampling Technique 

(SMOTE) method and employs various ML classifiers. The results demonstrate improved accuracy, 

precision, and recall in malware detection compared to single classifiers and traditional methods. The 
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research model is evaluated using a confusion matrix and evaluation metrics, and achieves 99.99% 

accuracy rate, 99.99% classification rate, 99.99% precision rate, 99.99% recall rate and 99.99% F1 score, 

surpassing the results of previous studies. These results indicate that the combination of feature selection 

and ensemble learning can significantly improve the efficiency and security of high-performance malware 

prediction systems, paving the way for advanced threat mitigation strategies. 

Keywords-machine learning; malware detection; SMOTE; IoT; feature selection 

I. INTRODUCTION  

The Internet of Things (IoT) is a vast ecosystem in which 
everyday objects ranging from smartphones, vehicles, watches, 
refrigerators, and ovens to cameras, heart monitors, smart 
assistants, and even buildings, such as hospitals, homes, and 
stores are integrated with electronics and software that are 
equipped to connect, communicate, and exchange data [1]. To 
date, billions of devices and sensors make up the vast IoT 
ecosystem, and as this number continues to grow, so do the 
attack vectors [2]. A wide range of vulnerabilities expose more 
devices to the Internet, increasing the risk of compromising 
systems in this environment [3, 4]. Unlike previous network 
environments, physical networks have resource-constrained 
capabilities and cannot run the resource-intensive algorithms 
required for security [5, 6]. Malware can operate in multiple 
forms and functions, such as a weapon in cyberattacks, a 
delivery mechanism that enables long-term cyberattacks, and 
an enabler of attacks, including the development of advanced 
cyberattacks and ransomware campaigns [7]. As a result, it 
serves as a core tool for executing cyberattacks, helping 
attackers infiltrate systems, compromise data, and disrupt 
operations, and is well integrated into cybercriminals' strategies 
and objectives [8]. As the frequency of intrusions increases, 
there is an urgent need for security measures to protect these 
devices from such attacks [9]. This emerging paradigm of IoT 
networks is primarily built on resource-constrained and low-
power devices, which makes debugging and providing security 
cumbersome [10, 11]. As malware attacks have increased over 
the past few years, traditional methods have repeatedly failed to 
detect the latest growing threats and new forms of malware 
[12]. As a result, specialized security mechanisms such as 
robust Machine Learning (ML) algorithms are required [13], 
which have recently gained attention as advanced and powerful 
techniques for distinguishing between malware and benign files 
[14]. ML is an increasingly popular and effective tool for 
enhancing cyber defense and digital forensics [15]. Α critical 
area of focus is malware detection, which is essential to address 
potential harms, including privacy violations and risks to 
human safety [16]. Current security measures have been 
inadequate in addressing these issues. Although ML algorithms 
can detect malware, they require further analysis of specific 
datasets [17], which often contain a larger number of features 
than required for optimal classification [18]. The large number 
of features imposes a burden on the system, resulting in 
increased processing time and diminished overall performance 
[19]. This highlights the need for further research to develop 
effective and innovative methods for detecting sophisticated 
and adaptive malware. However, little work has been done on 
discovering the best features for malware detection [20]. 
Extraneous features need to be removed from the feature set 
before being fed into the ML algorithm for further processing 
[21, 22]. Feature selection is a critical process because it can 

significantly affect the performance of the model, either 
negatively or positively [23]. 

This study investigates the application of ML algorithms 
for malware classification, aiming to enhance their accuracy, 
convergence, and robustness. The CIC-MalMem-2022 dataset 
is utilized to identify relevant features and refine them for 
comprehensive analysis. This study makes fundamental 
contributions to the field of malware detection by:  

1. Employing a combined soft voting mechanism by 
integrating five ML classifiers: Decision Tree (DT), 
Random Forest (RF), Support Vector Machine (SVM), 
Gradient Boosting (GB), and Logistic Regression (LR) to 
mitigate individual model bias and improve generalization. 

2. Implementing Synthetic Minority Oversampling 
Technique (SMOTE)-based class balancing to address 
dataset imbalance by intentionally oversampling minority 
classes to ensure effective identification of 
underrepresented malware types.  

3. Introducing the Pearson correlation coefficient into the 
feature selection process, which minimizes the 
computational burden by eliminating redundant 
information and preserving only 18 out of 55 features.  

4. Evaluating current contributions and methodologies, 
emphasizing the application of ML techniques in malware 
detection and the development of sophisticated systems. 

II. RELATED WORKS 

ML has been essential in improving the identification of 
obfuscated malware in cybersecurity systems [24]. This section 
examines the significant studies that employ ML approaches to 
address the problems posed by advanced malware variants. 
Authors in [25] proposed malware detection and classification 
methods using memory information from the CIC-MalMem-
2022 dataset, which contains both benign and malicious 
samples. First, they conducted optimization tests on classic ML 
approaches and then developed an extended Convolutional 
Neural Network (CNN). After memory analysis, the extended 
Deep CNN (DCNN) was able to detect obfuscated malware 
with an accuracy of 0.99. The RF model was the most accurate. 
However, the proposed neural network architecture classified 
malware families the best with 0.83 accuracy. This result 
suggests that the model cannot distinguish specific malware 
variants in complicated classification tasks. Due to its 
complicated architecture with numerous neurons and 
convolutional layers, the DCNN is computationally intensive 
and difficult to run on low-resource hardware. 

Authors in [26] developed a deep stack model by 
combining the prediction outputs of weak learners, i.e., CNNs, 
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and feeding them as learning inputs to a meta-learner, i.e., 
Multilayer Perceptron (MLP). An interpretable AI-based 
approach was used to interpret and validate the final results. 
The proposed approach achieved 99.8% accuracy in analysing 
obfuscated Windows malware memory dump files. However, 
this approach cannot detect advanced polymorphic malware 
using the models applied. Authors in [27] introduced an 
improved 1D-CNN model, which can quickly sort IoT security 
data into groups. The suggested design has input, 
convolutional, self-tuning, and output layers. It uses Gaussian 
error linear unit activation, sealing, and normalization 
techniques to improve performance and reduce overfitting. The 
model was rigorously assessed using three benchmark datasets: 
CIC IoT 2023, CIC-MalMem-2022, and-CIC-IDS2017. It 
achieved exceptional performance metrics on the CIC-
MalMem-2022 dataset, with 99.90% accuracy, 99.98% 
precision, 99.97% recall and 99.96% F1 score, highlighting its 
effectiveness in detecting and classifying diverse IoT-related 
attacks and malware. Despite these promising results, the 
model's reliance on a static training process limits its 
applicability, restricting its adaptability to new attack vectors 
and the dynamic evolution of threat landscapes. This drawback 
highlights a crucial area for additional research to enhance the 
model's robustness in real-world, dynamic security 
environments. 

Despite previous efforts to improve malware classification, 
several obstacles persist, including the influence of irregular 
data balance on model accuracy, the absence of efficient 
feature selection methods, and the high computational 
complexity. This paper presents an approach that reduces 
computational dimensionality and enhances classification 
performance by selecting the most influential features using the 
Pearson correlation coefficient. In addition, the SMOTE 
technique is used to address the imbalance between classes, 
which reduces the possibility of model bias towards the 
dominant class. Finally, the application of the soft voting 
classifier improves the stability and accuracy of the results 
compared to the single-factor approaches used in some 
previous studies. 

III. METHODOLOGY 

The malware detection problem in this study is structured 
as a binary classification problem, where benign applications 
are class 0, and malicious programs are class 1. This section 
describes the proposed methodology, which uses a voting 
classification technique and several models to achieve a high 
level of accuracy in the classification results of benign and 
malicious programs. The proposed methodology is divided into 
three stages: stage A considers the preprocessing of the dataset, 
stage B considers the feature selection, stage C considers the 
splitting of the dataset, and stage D includes the classifier and 
prediction, as shown in Figure 1. 

A. Data Preprocessing 

The data preprocessing stage includes the management of 
missing values and the use of binary label datasets and several 
data preprocessing techniques to improve the dataset quality 
and ensure efficient classification with minimal operations. The 

main tasks of this stage include cleaning the data and encoding 
the labels. 

 

 
Fig. 1.  Diagram of the proposed approach. 

1) Data Cleaning 

Data cleaning is a fundamental and necessary step before 
starting any data analysis process, as the data quality directly 
affects the results. After obtaining the CIC-MalMem-2022 
dataset, which consists of 58,596 rows and 57 features, we use 
data preprocessing techniques, including strategies for handling 
missing values and removing duplicates, to properly prepare 
the data and analyze their impact on model performance. 
Initially, only 55 features are used because 2 of the 57 features 
in the dataset are considered insignificant. The "Category" 
feature is used for identification only, and the "Class" feature is 
a target value column that is used for labeling and then 
eliminated from the dataset. In addition, if a significant number 
of values are missing in any row or column, that specific row 
or column is removed to maintain data integrity and accuracy. 
If certain values are missing in a column or row, the average is 
calculated to impute the data. Moreover, 534 completely 
duplicate rows were removed, resulting in a final total of 
58,062 rows. The dataset remains accurate and clear, 
eliminating the need for noise reduction or further 
preprocessing. 

2) Label Encoder 

After cleaning the data, the next step in preprocessing is to 
convert the category data into numerical values so that the 
computational models can process them. The target "Class" 
record was encoded by assigning a value of 1 to "malware" and 
a value of 0 to "benign", as shown in the Figure 2. Qualitative 
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attributes and variables scored on a ratio scale typically 
influence the dependent variable in classification analysis. 
Therefore, these types of variables were converted to numeric 
values using encoding techniques, since ML algorithms only 
accept numeric inputs. 

 

 
Fig. 2.  Label encoder on the dataset. 

B. Feature Selection 

After the data preprocessing stage, the feature selection 
process is performed to extract the most important and relevant 
features from the dataset. The identified features must have a 
high correlation with the "Class" and a low correlation with 
each other to enable the model to achieve better training 
results. Feature selection enriches the data or features and 
provides the learning procedure with rich and homogeneous 
information to improve the overall performance. In the 
proposed dataset, we select the most important features and 
then feed these features to train and evaluate the ML model 
[28]. 

C. Data Splitting 

Data splitting produces three parts: a testing set, a 
validation set, and a training set. The training set instructs the 
model to determine whether an application is benign or 
malicious based on the input data. The testing set allows the 
model to be evaluated using standard evaluation metrics. The 
results of the evaluation metrics allow us to adjust or improve 
the approaches employed in the data preprocessing and 
partitioning phases, thus improving the model's performance. 
The implemented measures allow comparisons with ongoing 
investigations. 

Cross-validation is a replication technique that divides a 
dataset into subsamples that are systematically alternated in 
their application. This methodology includes an outer loop for 
the training and testing datasets and an inner loop for the 
training and validation datasets. The outer loop evaluates the 
generalization error by computing the mean test set scores 
across all dataset partitions. The inner loop aims to implement 
the ideal model for each training set and determines 
hyperparameters using the validation set to improve the results 
[29]. 

D. Classification and Prediction 

This section provides a concise overview of the classifiers 
employed in this research. 

1) Voting Classifier 

An ensemble classifier is a type of classifier that utilizes AI 
models. It combines a set of distinct models into a single 
system that integrates the advantages of each model to yield the 
most accurate predictions [30]. The proposed methodology 
uses five conventional ML models in modern research. RF is 
an ensemble method that integrates the outputs of numerous 
decision trees to yield a single result. SVM categorizes data 
points by transforming them into a high-dimensional feature 
space. Even if the classes are not linearly separable, the data 
are transformed to facilitate hyperplane delineation that 
optimally divides the data into two classes. GB classification is 
an ensemble method that integrates several weak learning 
models to improve prediction accuracy. This model addresses 
both regression and classification issues by developing a 
predictive model from a collection of weak models. LR is the 
most effective technique for predicting the occurrence of a 
binary outcome based on one or more independent variables. 
The classifier operates within a probabilistic framework, 
producing a probability value for each input model. It identifies 
the input model with the greatest likelihood as the definitive 
result. The methodology begins with fundamental 
preprocessing techniques to enhance the dataset, followed by 
feature selection for a voting classifier that precisely 
categorizes detection types as benign or malicious [31]. 

IV. EXPERIMENTAL EVALUATION 

The experimental evaluation process was conducted 
utilizing Python and ML libraries within the Anaconda 
environment on a computer with the following specifications: 
13th generation Intel(R) Core (TM) i7-1355U CPU @ 1.70 
GHz, 16.0 GB RAM, 2 GB graphics card, and Windows 11 Pro 
operating system. 

A. Dataset Description 

The CIC-MalMem-2022 is an academic dataset, published 
by the Canadian Cybersecurity Institute for research in 
malware classification, especially obfuscated malware [32]. It 
was created by extracting features from memory dumps to 
address memory-based obfuscation attacks, and consists of 
malware from recent actual cyber incidents. It contains 58,596 
entries, evenly split between 50% benign and 50% malicious 
instances. The malicious dumps come from three types of 
malwares: trojan horses, spyware and ransomware. It contains 
57 features with two categories of labels: one indicating 
whether the samples malicious and the other indicating their 
malware family. Among the malicious samples, 16.19052% are 
trojan horse malware, 17.10014% are spyware, and 16.70933% 
are ransomware, as shown in Figure 3. 

 

 
Fig. 3.  Distribution of malware categories. 
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B. Experimental Results: Baseline 

Initial experiments focused on taxonomic features and 
missing and duplicate values, which some classifiers cannot 
handle. The label encoding converted all taxonomic features 
into numbers, and missing or duplicate values were excluded. 
In addition, the initial experiments did not use validation sets or 
hyperparameter tuning, and the data were split into 80% 
training and 20% testing from a random sample. Figure 4 
presents a summary of the results obtained for all classifiers, 
focusing on accuracy. Table I shows the experimental results 
obtained for each classifier, demonstrating consistently good 
performance of all models with minimal variation. 

 

 
Fig. 4.  Achieved accuracy of each classifier. 

TABLE I.  BASELINE CLASSIFIER RESULTS 

Classifier 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1 score 

(%) 

DT 99.97 99.97 99.97 99.97 
RF 99.97 99.97 99.97 99.97 

SVM 99.83 99.83 99.83 99.83 
GBC 99.92 99.92 99.92 99.92 
LR 99.70 99.70 99.70 99.70 

 
Despite the impressive performance of the classifiers, a soft 

voting classifier was used to improve model performance by 
combining their advantages. This approach reduces bias and 
increases robustness and generalization. Each classifier may 
show strong performance, but consolidating their outputs 
reduces individual errors and improves prediction reliability. 
The voting classifier is an effective tool for improving the 
stability and precision of classification models. 

C. Experimental Results: Feature Selection and Voting 
Classifier  

A feature selection was initially performed to find the most 
useful and important features out of 55 features using Pearson 
correlation analysis. As an indicator, the Pearson correlation 
matrix was calculated to analyze the relationships in the dataset 
and identify the most important features that are strongly 
associated with the target. Pearson correlation studies measure 
the strength of an association between multiple features using a 
correlation coefficient ranging from 1 to -1. After applying 
Pearson's correlation coefficient, the features with the highest 

importance relative to the target are as follows: 
'pslist.avg_threads', 'dlllist.ndlls', 'dlllist.avg_dlls_per_proc', 
'handles.nevent', 'handles.nkey', 'handles.nthread', 'handles. 
nsemaphore', 'handles.ntimer', 'handles.nmutant', 'ldrmodules. 
not_in_load', 'ldrmodules.not_in_init', 'ldrmodules.not_in_ 
mem', 'svcscan.nservices', 'svcscan.kernel_drivers', 'svcscan. 
process_services', 'svcscan.shared_process_services', 'svcscan. 
nactive', 'callbacks.ncallbacks'. 

Classification tasks can be affected by category imbalance 
because ML algorithms select samples from the dominant class 
to improve accuracy. If one class (the minority) has 
significantly fewer samples than the other (the majority), the 
model may favor the majority. As a result, the learning model 
will underpredict the minority class samples. To address this 
problem, we use SMOTE to correct for imbalances in the data 
between classes. The goal is to generate new instances of the 
minority class by interpolating between surrounding instances. 
SMOTE randomly selects surrounding instances from a given 

minority class sample iZ  and generates a new instance using 

(1): 

new i j iZ Z Z Z        (1) 

where jZ  is the randomly selected neighbor and   is a 

random value from the range [0,1].  

The balanced dataset, improved by the previously outlined 
steps, including feature selection and the application of a 
training and testing partition, is then fed into the soft voting 
classifier to classify benign and malicious data. The soft voting 
classifier demonstrates excellent performance, achieving 
99.99% for accuracy, precision, recall and F1 score, as shown 
in Figure 5. These results, summarized in Table II, show how 
robust and effective the model is in distinguishing between 
benign and malicious samples.  

 

 
Fig. 5.  Voting classifier performance results. 

TABLE II.  EXPERIMENTAL RESULTS OBTAINED FOR THE 
PERFORMANCE OF THE VOTING CLASSIFIER. 

Model 
Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1 score 

(%) 

Voting 
classifier 

99.99% 99.99% 99.99% 99.99% 
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The effectiveness of the voting classifier was evaluated 
using the LR, SVM, GB, RF, and DT models, and the results 
were compared with previous studies that used the CIC-
MalMem-2022 dataset and a train-test-split dataset 
methodology, as shown in Table III. Despite the slight 
variation in the results, the proposed method outperforms the 
previous methods by integrating the strengths of different 
models into the soft voting framework, improving its ability to 
handle different data patterns and reducing errors. Although the 
proposed method in [27] achieved 99.9% accuracy using 1D-
CNN, our approach outperforms it by its dynamic adaptability. 
Unlike static deep learning architectures, the soft voting 
classifier combines diverse classifiers, allowing it to adapt to 
evolving malware patterns. By reducing the number of features 
from 55 to 18, it reduces training time and computational 
efficiency. In addition, SMOTE integration ensures balanced 
learning by mitigating class imbalance. 

TABLE III.  COMPARISON OF THE PROPOSED METHOD 
WITH PREVIOUS METHODS. 

Reference Method Dataset 
Accuracy 

(%) 

[25] DCNN CIC-MalMem-2022 99 
[26] CNNs and MLP CIC-MalMem-2022 99.8 
[27] 1D-CNN CIC-MalMem-2022 99.9 

Proposed 
method 

Soft voting classifier 
(DT, RF, SVM, GB, 

LR) 
CIC-MalMem-2022 99.99 

 
The proposed method achieves an impressive accuracy rate 

of 99.99%, however, this result may raise concerns about 
possible overfitting, indicating that the model may have been 
over-adapted to the training data, thus undermining its 
performance on new data. Several procedures were used to 
mitigate this effect, including cross-validation, removal of 
extraneous features using Pearson correlation, and application 
of SMOTE to preserve data balance. Future investigations 
could explore approaches such as deep learning using 
convolutional networks to enhance generalization and improve 
model performance on new inputs. 

V. CONCLUSION 

This paper presents a methodology for malware 
identification using machine learning (ML) models, and 
explores the complex correlations between multiple parameters 
of malware datasets through comprehensive data analysis and 
ML methods. Through correlation analysis, we identify critical 
feature pairs that reveal essential relationships and provide key 
insights for improving malware detection systems. The 
combined soft voting mechanism that integrates five ML 
classifiers: Decision Tree (DT), Random Forest (RF), Support 
Vector Machine (SVM), Gradient Boosting (GB), and Logistic 
Regression (LR) demonstrates effective performance in 
distinguishing benign from malicious cases. The proposed 
strategy achieves 99.99% accuracy, F1 score, recall, and 
precision, outperforming many traditional and state-of-the-art 
malware detection techniques. This paper introduces an 
innovative classification approach that reduces computational 
complexity while maintaining performance. In addition, the 
data imbalance problem is addressed using the Synthetic 

Minority Oversampling Technique (SMOTE), which enhances 
the model's ability to classify rare malware more efficiently 
than previous studies. Although the proposed approach 
achieved high performance, there are several aspects that can 
be improved in future research, including testing the model in 
real operating environments to ensure its compatibility with 
modern security systems and improving its speed and real-time 
performance. In addition to SMOTE, other techniques such as 
dynamic data augmentation can be explored to improve the 
balance of training samples and increase the effectiveness of 
the detection system in combating cyber threats. 
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