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ABSTRACT

The rapid expansion of smart city applications has led to an increased demand for real-time data
processing and optimal resource utilization. However, traditional static bandwidth allocation techniques
often fail to meet the changing needs of these services. This research aims to provide an alternative solution
through adaptive dynamic bandwidth allocation based on Software-Defined Networking (SDN) to enhance
bandwidth distribution in smart cities. The proposed system utilizes POX software to dynamically allocate
bandwidth based on real-time network conditions and service requirements, leveraging SDN's
programmability and central control capabilities. The system prioritizes network allocation according to
device priority and bandwidth needs to improve overall network efficiency. The findings of the simulation
demonstrate that adaptive dynamic bandwidth allocation using SDN significantly improves network
performance compared to conventional static techniques, reducing latency and enhancing Quality of
Service (QoS) for critical smart city applications, such as traffic control and public safety. This approach

presents a promising alternative for future smart city network infrastructure.
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I.  INTRODUCTION

Smart cities address the challenges of urbanization by
integrating technology to improve quality of life, enhance
security, and optimize resource management [1].
Communication networks play a vital role in supporting
applications such as Closed-Circuit Television (CCTV),
sensors, traffic systems, and emergency services. However,
traditional network management struggles with dynamic
bandwidth demands, causing congestion during simultaneous
use [2]. Software-Defined Networking (SDN) enables
dynamic, adaptive bandwidth allocation to meet real-time
demands, enhancing efficiency and preventing congestion. As
smart cities grow, reliable real-time data processing and
efficient utilization of resources are crucial to maintaining low

operational costs. Increasing demand for services like public
internet, emergency communication, and CCTV surveillance
highlights the limitations of traditional static bandwidth
allocation, which often leads to inefficient resource use and
poor service quality [3]. SDN addresses these issues by
separating control and data delivery functions, centralizing
management, and enabling flexible resource allocation [4].
Virtualization further enhances scalability and adaptability by
replacing dedicated network hardware with general-purpose
devices, reducing costs and improving efficiency [5-7]. In
video surveillance, a critical component of smart city
infrastructure, SDN enables flexible, scalable systems. Authors
in [8] demonstrate how SDN facilitates large-scale Internet
Protocol (IP) camera deployment, dynamic video feed routing,
and configurable services like motion detection and encryption.
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Existing research has extensively explored the integration
of SDN in enhancing smart city applications [9, 10]. Authors in
[11] investigate middlebox virtualization, emphasizing
programmability and scalability in modern surveillance.
Authors in [12] propose adaptive video coding for wireless
networks, introducing an intelligent algorithm that dynamically
adjusts video quality based on available bandwidth, ensuring
reliable video transmission in smart city surveillance [13].
Other studies [14, 15] examine SDN-based network
virtualization, highlighting its benefits in terms of energy
efficiency, cost reduction, and service agility. While these
approaches focus on scalability, energy optimization, or video
quality, they lack an emphasis on real-time bandwidth
allocation tailored to dynamic service demands. The present
study aims to address this gap by proposing a system that
prioritizes bandwidth allocation based on service urgency,
ensuring reduced latency, improved Quality of Service (QoS),
and efficient network resource management for smart city
applications [16-22].

The objective of this study is to propose a system that
focuses on optimizing bandwidth allocation for smart city
services by prioritizing three service categories: high priority
for CCTV surveillance to maintain real-time video feeds,
medium priority for emergency services requiring stable
communication, and low priority for public internet access with
flexible bandwidth allocation. By leveraging the POX SDN
controller, the system dynamically adjusts bandwidth based on
application urgency and relevance, ensuring optimal resource
utilization. This approach enhances network efficiency,
minimizes latency, and improves QoS. Designed to be scalable
and adaptive, the system effectively addresses the increasing
complexity of smart city infrastructures, providing real-time
bandwidth management tailored to diverse service demands.

II. PROPOSED APPROACH

The proposed project involves the creation and
implementation of an adaptive dynamic bandwidth allocation
system based on SDN, with a particular emphasis on
prioritizing key smart city services. Starting with the
configuration of a simulation environment, the project
approach consists of various stages, first including the use of
dynamic bandwidth allocation strategies. The system will
simulate bandwidth allocation mainly in three primary
categories:

e Low priority: Public internet.
e Medium priority: Emergency communication.
e High priority: CCTV monitoring.

A. Simulation Environment

Mininet is a network emulator that supports SDN that will
be used to model the smart city network. The numerous
components of smart cities, including CCTV cameras,
emergency communication tools, and public internet nodes,
will be modeled on Mininet. This environment allows for the
evaluation of bandwidth allocation strategies under real-time
traffic flow in a controlled environment.

B. SDN Controller Configuration

The smart city network will be managed by the POX SDN
controller. POX offers a versatile framework for creating
bespoke network control programs. POX will be set up in this
project to monitor network traffic, pinpoint bandwidth needs
for various services, and dynamically distribute bandwidth
depending on the importance of every service.

C. Equations and Rules

The model dynamically adjusts bandwidth based on usage
and priority, ensuring efficient resource utilization and QoS
compliance. The objective function and constraints are derived
from a real-world scenario using SDN principles. The
mathematical model for adaptive bandwidth allocation in fog
computing environments is described below.

Let:

e By, By,, Bys: Allocated bandwidth for hosts h1, h2, h3 (in
Mbps).

o Uy, Uy,, Ups: Bandwidth usage for h1, h2, h3 (in Mbps).
e Py, Py, Pys: Priority weights for h1, h2, h3 respectively.
e Boefault: Defaylt bandwidth for each host.

e (: Total available bandwidth capacity (in Mbps).

The objective function is to maximize the total effective
bandwidth allocation, weighted by priority:

Maximize e (n1 n2,n3y P - Bi )]
The system is subject to the following constraints:

e Foreach hosth € {h1,h2, h3}:
U, < B, 2

e Bandwidth adjustment is triggered if usage exceeds 95% of
the allocated bandwidth:

Uh>0'95.Bh_)Bh=Bh+2 (3)

e If bandwidth usage is under control, reset to default
bandwidth:

U, < 0.95- B, = B, = B}?Efault @)
where the default bandwidth is:
10 ifh=h1
Bdefault =15 ifh=h2 (5)
h
2 if h = h3

e The total allocated bandwidth must not exceed network
capacity:

Dicfnihznzy Bi < C (6)

Equation (5) defines the default bandwidth Bgefault
assigned to each host h. The values 10, 5, and 2 Mbps represent
the minimum guaranteed bandwidth, based on the priority or
requirements of each host. These values are predetermined
based on empirical analysis of network demands. Equation (6)
ensures that the total allocated bandwidth does not exceed the
network's maximum capacity C . Here, B; represents the
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allocated bandwidth for each host i, whereas C is the available
network bandwidth. This constraint prevents overallocation and
ensures efficient bandwidth distribution. These policies will be
enforced by the SDN controller in real time, allowing for
flexible bandwidth reallocation as network conditions change.
These rules will distribute bandwidth depending on the
following priorities:

e CCTV monitoring: Top priority to ensure a solid and
continuous video feed, thus guaranteeing public safety.

¢ Emergency communication: Medium priority to guarantee
consistent communication for police, ambulances, and fire
departments in critical circumstances.

e Public internet: Lowest priority, allowing for some
bandwidth reduction. Bandwidth for public internet will be
dynamically adjusted based on resource availability after
high- and medium-priority services are fulfilled.

D. Network Topology

The network topology is depicted in Figure 1. The network
comprises three hosts (hl, h2, h3) connected to a central
switch, each with an assigned IP address:

e Host h1: Designated for high-priority traffic (IP: 10.0.0.1),
and it is utilized for critical services such as surveillance
systems.

e Host h2: Handles medium-priority traffic (IP: 10.0.0.2),
which includes emergency data transmission.

e Host h3: Manages low-priority traffic (IP: 10.0.0.3), such
as general internet browsing.

—

s e |
== Fog Computing
H1 (high priority) 10.0.0.4
10.0.0.1
Eseses
* 1\

e

H2 (medium priority)

et e

10.0.0.2 H3 (low priority)
10003
Fig. 1. Network topology with three priority levels.

The three hosts communicate with a fog computing server
(IP: 10.0.0.4), which processes data at the edge of the network,
ensuring efficient bandwidth allocation based on priority.

Furthermore, the three host devices are coupled to an SDN-
controlled switch, with each host device representing a separate
service with changing bandwidth priority:

e Host h1 (high priority): Represents CCTV monitoring; the
network gives this maximum priority to guarantee
continuous video streaming.

e Host h2 (medium priority): Represents emergency
communication services, which are designed to maintain
dependable connections during crises.

e Host h3 (low priority): Represents public internet
connections, which have the lowest priority. The system
allocates less bandwidth to lower-priority services when
higher-priority services require more resources.

E. Adaptive Dynamic Bandwidth Allocation Algorithm

The algorithm presented in Algorithm 1 dynamically
allocates network bandwidth in SDN based on traffic priority in
an adaptive approach. Traffic is classified into high priority
(e.g., CCTV monitoring), medium priority (e.g., emergency
services), and low priority (e.g., internet browsing). This
dynamic allocation of bandwidth is critical for ensuring optimal
network performance during events, as it can adjust in real time
to accommodate varying demands.

Algorithm 1: Adaptive dynamic bandwidth
allocation
Data: Cy, IP;,, Prtys, Pry, Py, P1y, P
Result:VBw € {P = Pr, |P = Pr,, | P = Pr;}
Initialization:
C,, Hb « {(hostl,, = 10,Pr,), (host2,, =
5,Pr,,), (host3,, = 2,Pr)}, T « 5,
monitor_traffic, Rec < True
forC, € C,do
monitor_traf fic(hostl,,,, host2,,,, host3,,,)
end for
for stat € event.stats do
if Prtyg, = 5001 then
if hostl,,.now > hostl,, X 0.95 then
host1,,, += 2,apply new_rule
else
bandwidth_under_control, resety,, (hostly,,)
end if
else if Prty, = 5002 then
if host2y,.now > host2,, X 0.95 then
host2,,, += 2,apply new_rule
else
bandwidth_under_control, resety,, (host2,,,)
end if
else if Prty, = 5003 then
if host3,,.now > host3,, X 0.95 then
host3,,, += 2,apply_new_rule
else
bandwidth_under_control, resety,, (host3,,,)
end if
end if
end for
forC, € C,do
Pr, < OFm
if Pry = (IP,, ="10.0.0.1" A Prty, = 5001) then
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C, (Pr, = 100)
log.info ("High — Priority Bandwidth")
end if
Pr,, « OFm
if Pr, = (IP,.="10.0.0.2" A Prt;,, = 5002) then
C, (Pr,, = 50)
log.info ("Medium — Priority Bandwidth")
end if

Pr; « OFm
if Pr, = (IP,.="10.0.0.3"APrt;, = 5003) then
C, (Pr; = 10)

log.info ("Low — Priority Bandwidth")

end if
end for

During the initialization process, the algorithm starts
listening for connections from the OpenFlow component on the
SDN controller and sets a timer to trigger bandwidth allocation
every 10 s. It enforces rules for high priority traffic (e.g.,
CCTV with IP 10.0.0.1 on port 5001), allocating 100%
bandwidth. Medium priority traffic (e.g., emergency services
with IP 10.0.0.2 on port 5002) is allocated 50%, whereas low
priority traffic (e.g., browsing with IP 10.0.0.3 on port 5003)
receives 10%. The OpenFlow controller applies these rules to
respective connections. The launch() function registers the
AdaptiveFogManagement class, enabling automatic execution.
Bandwidth usage is monitored at every event. If usage exceeds
95% of the allocated bandwidth (host_bandwidth_allocated *
0.95), the bandwidth is increased by 2 Mbps. If usage is lower,
the bandwidth is reset to the original allocation. This approach
prioritizes critical traffic, such as CCTV and emergency
services, dynamically adapting bandwidth allocation to
optimize traffic flow and resource utilization.

F. Performance Evaluation

A comparative evaluation of the adaptive dynamic
bandwidth allocation system with conventional static allocation
methods will facilitate a determination of its performance. The
main assessment benchmarks are as follows:

e Bandwidth adaptive testing: The system must be able to
dynamically adjust bandwidth allocation across various
priority levels without compromising network stability or
performance.

e QoS: Emphasizing dependability and efficiency of
bandwidth distribution for every service, QoS demonstrates
the overall performance of the network, including metrics
such as latency, packet lost, jitter.

e Network efficiency: The speed of data transmission within
the network is crucial, especially for high-priority services
like CCTV, ensuring real-time video runs smoothly without
disruptions.

The evaluation will compare network performance before
and after implementing adaptive dynamic bandwidth
allocation. This comparison will highlight improvements in
latency, QoS, and bandwidth utilization.

III. RESULTS AND DISCUSSION

A. Bandwidth Adaptive Testing

The objective of this study is to examine the protocol's
ability to manage traffic based on predefined rules, with the
flexibility to adapt these rules, when necessary, as opposed to
the conventional protocols. To evaluate the system's
adaptability in managing network load, testing is conducted in
four rounds, as shown in Table I. Figure 2 illustrates the
dynamic changes in bandwidth allocation over several
iterations. The high-priority host (h1) experiences a significant
increase in bandwidth at certain iterations, whereas the low-
priority host ( h3) experiences a decrease in bandwidth,
reflecting an adaptive mechanism to support QoS based on
priority.

TABLE 1. ADAPTIVE BANDWIDTH ALLOCATION PER
ROUND
Round h1 bandwidth | h2 bandwidth | h3 bandwidth
(Mbps) (Mbps) (Mbps)
Round 1 12 17 6
Round 2 32 19 2
Round 3 24 11 2
Round 4 10 21 8

Adaptive Bandwidth Allocation Over Iterations

hi
30 1 —o— h2
3 —o— h3
Qo 251
£
c
$ 20 N‘
©
v
s
(151
=
3
3 10
=4
]
[+2]
5 \—/

1.0 15 2.0 2.5 3.0 3.5 4.0

lterations
Fig. 2. Plot of adaptive bandwidth allocation per round.

B. Quality of Service

The following evaluation metrics assess network latency,
defined as the duration of data transmission from its source to
its destination. Figure 3 illustrates the average latency between
the host and server across a ping sequence. The high-priority
host (h1l) achieves the lowest average latency (0.148 ms),
demonstrating efficient bandwidth allocation for critical
applications like CCTV surveillance. This evaluation highlights
the ability of the adaptive bandwidth allocation system to
prioritize traffic dynamically, ensuring low latency for high-
priority hosts while maintaining sufficient response times for
lower-priority hosts. The results confirm that the proposed
adaptive bandwidth allocation method efficiently manages
latency compared to traditional methods. This approach
ensures optimal performance for critical applications without
compromising overall network efficiency, facilitating the
allocation of resources according to priority and necessity.
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Figure 4 shows each host's packet transmission success
status (h1, h2, h3) that is obtained from the command line.
Each host exhibited a consistent packet transmission success
rate, with a value of "1" indicating no packet loss. This
outcome suggests that no packet loss occurred during any of
the sequences, demonstrating the network's stability and the
efficacy of the adaptive bandwidth allocation method in
maintaining uninterrupted data transmission, especially for
high-priority services such as CCTV (h1). Figure 5 presents a
comparison of throughput (Mbps) and jitter (ms) for each host.
The results indicate that h1 has the highest throughput (8.82
Mbps) and the lowest jitter (4.958 ms), thereby supporting real-
time applications. In contrast, h3 exhibits lower throughput
(1.94 Mbps) and higher jitter (51.646 ms), indicating its lower
priority for general internet applications.

Ping Latency Measurements

0.45 1 hl - 10.0.0.4
—4&— h2 - 10.0.0.4
0.40 1 —=— h3-10.0.0.4
-== hlavg: 0.148 ms
0.35 4
_ h2 avg: 0.194 ms
E 0.30 4 --- h3avg: 0.184 ms
>
1%
c
S 0.25
o
-
0.20 1
0.15 4
0.10 4
0.0 0.5 1.0 15 2.0 2.5 3.0
Ping Sequence
Fig. 3. Latency comparison showing minimal delay for high-priority
traffic.

Packet Transmission Status for Each Host (Success = 1)
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Fig. 4. Packet delivery across hosts with no data loss.

C. Network Efficiency

The objective of the test illustrated in Figure 6 is to
demonstrate the superior efficiency of the proposed network
model. The performance of the network is evaluated using iperf
in a Mininet environment with three hosts (h1, h2, h3) sending

data to the server on IP 10.0.0.4 through different ports (5001,
5002, and 5003). This scenario was tested several times to
ensure the data were transferred correctly. The results indicate
significant variations in bandwidth among the three hosts. A
more thorough examination reveals that host h1 exhibits the
best performance, with a total data transfer of 34.6 MB for 30 s
and an average bandwidth of 9.65 Mbps. This result indicates
that port 5001 has a higher capacity or priority than other ports,
in accordance with the established regulations.

Throughput and Jitter Comparison

511646 ms

1.94 Mbits/sec

h3 - 10.0.0.4

1 9.587 ms
|

h2 - 10.0.0.4 -
4.86 Mbits/sec

1 4958 ms

hl - 10.0.0.4 mmm Throughput (Mbits/sec)
8.82 Mbits/sec | acine] Jitter (ms)
(') lb 2'0 3'0 4'0 5'0
Values
Fig. 5. Analysis of jitter and throughput illustrating the impact of traffic
priority on QoS.

Fig. 6.

Bandwidth allocation results for network efficiency testing.

Meanwhile, host h2, utilizing port 5002, recorded a total
data transfer of 17.5 MB with an average bandwidth of 4.88
Mbps. Its performance decreased by almost half of the host h1,
which could be attributed to resource sharing or lower priority
settings on port 5002. Conversely, host h3, connected via port
5003, exhibited the lowest performance, with a total data
transfer of only 7.12 MB and an average bandwidth of 1.96
Mbps. These results indicate significant limitations, or what we
call a New York efficiency, both in terms of bandwidth
allocation and potential bottlenecks in the network. Several
factors, including suboptimal priority scheduling or limited
resource allocation on the relevant port, could result in a
substantial performance decrease in this port. To address this
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challenge, we have proposed an adaptive network capable of
adjusting its rules in accordance with the specific
circumstances. These results also reveal uneven network
performance, depending on the port used. This finding suggests
that all ports adhere to the established rule.

IV. CONCLUSION

This research demonstrates the effectiveness of adaptive
dynamic bandwidth allocation using Software-Defined
Networking (SDN) within smart city environments. The
proposed system leverages the benefits of SDN's centralized
control and programmability to prioritize bandwidth allocation
for high-demand services, ensuring optimal network
performance when necessary. The experimental results validate
the system's ability to dynamically adjust bandwidth based on
real-time traffic conditions and service priorities. It has been
demonstrated that high-priority services, such as Closed-Circuit
Television (CCTV) surveillance, consistently achieved low
latency, high throughput, and minimal jitter, ensuring reliability
for critical applications. Conversely, lower-priority services,
such as public internet access, maintained sufficient bandwidth
without  compromising overall network efficiency.
Furthermore, the proposed algorithm effectively maintained
stability in real-time testing by dynamically reallocating
bandwidth during times of heavy traffic demand, thus reducing
packet loss and improving Quality of Service (QoS).

The proposed approach demonstrates significant
advancements in latency, throughput, and resource utilization
compared to conventional static allocation techniques. These
results emphasize the scalability and efficiency of SDN-based
adaptive bandwidth distribution as a solution for the dynamic
and complex demands of smart city networks. Future research
could extend this methodology by incorporating machine
learning techniques to increase flexibility and enable predictive
traffic management.
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