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ABSTRACT 

This paper proposes an efficient and simplified method of secret message steganography. The proposed 

method is characterized by its simplicity, efficiency, and security, which are achieved by utilizing a Square 

Wave (SW) signal as a carrying media. This signal can be readily generated, and its size can be controlled 

by the generation time and the sampling frequency. The SW signal can be efficiently processed; the 

samples can be readily converted from decimal fractions to binary, and from binary to decimal fractions. 

The 64-bit binary representation is employed to represent the sample values. This allows for the utilization 

of more Least Significant Bits (LSBs) for message hiding. The proposed method utilizes a set of LSBs for 

message hiding, with the length of this set ranging from 1 to 32 LSBs. The Private Key (PK) is used to 

determine the length of the set of LSBs and the sequence of LSBs employed for message hiding-extracting. 

The proposed method exhibits a high degree of sensitivity to the selected values of the PK. To ensure the 

efficacy of the hiding and extracting processes, it is imperative that these processes utilize precisely the 

same PK. The proposed method is implemented through the utilization of a variety of messages and PKs, 

and its efficacy in preserving the integrity of the stego SW is demonstrated. Furthermore, the sensitivity 

and the speed of the method are assessed to ensure that the proposed method meets the requirements of a 

effective stego method. 

Keywords-carrying square wave; noise; stego square wave; secret message; Private Key (PK); Least 

Significant Bits (LSBs) 

I. INTRODUCTION  

Square Waves (SWs) are non-sinusoidal waveforms [1-4], 
distinguished by sudden transitions between minimum and 
maximum voltage levels, resulting in a series of square pulses. 
They find extensive use in digital systems, 
telecommunications, and switching power supplies due to their 
simplicity and suitability for digital applications. However, 
SWs can generate higher harmonic content, which may lead to 
issues such as Electromagnetic Interference (EMI) and 
distortion in sensitive analog circuits [3,4]. 

The SW samples have double data type values, and these 
values are fixed for a period of time, so we can add a noise to 
the SW to make the values different, as shown in Figures 1 and 
2.  

The generation of SW is a relatively straightforward 
process. The wave frequency (F), sampling frequency (SF), 
generation time (GT) and duty cycle (DC) can be selected to 
produce the desired SW. Figure 3 provides an example of 
generating a SW, and Figures 4 and 5 illustrate the plots of the 
generated SWs [3].

 

The number of generated samples can be controlled by 
adjusting the values of GT and SF. Increasing GT results in a 
longer SW, whereas increasing SF increases the total number 

of samples [5-9]. Each sample value is represented as a 64-bit 
binary number. Figure 6 illustrates an example of a SW sample 
representation [10-14]. 

 

 

Fig. 1.  SW with added noise. 
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Fig. 2.  First 10 samples of the SW. 

 
Fig. 3.  An example of generating a SW. 

 

Fig. 4.  The generated SW example. 

 

Fig. 5.  The noisy generated SW example. 

 

Fig. 6.  Binary representation of a SW sample. 

The 64-bit representation [15-18] of the SW sample is an 
excellent media for the utilization of the Least Significant Bits 
(LSBs) of the sample values to store the bits of other secret 
data, such as secret messages [19-23]. Changing one or more 
LSBs does not affect the sample value significantly, and the 
modified value must be close to the old value. The Mean 
Square Error (MSE) [24-26] between the two values must be 
low, whereas the Peak Signal to Noise Ratio (PSNR) must be 
high [27-34]. Based on this, we need to study the effect of 
changing any LSB of the sample value. To achieve this, the 
sample value shown in Figure 7 was selected and various LSBs 
of the binary version were changed from 0 to 1 or from 1 to 0. 
Table I shows the obtained new values of the sample [35-38]. 

 

 

Fig. 7.  Selected sample value. 
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TABLE I.  EFFECTS OF CHANGING LSBS 

LSB to be 

changed 

New sample 

value 
MSE PSNR Remarks 

10 0.0600 0.8088 1.2908 Not close 

11 0.2398 0.5176 5.7536 Not close 

12 1.9186 0.9203 13.8629 Not close 

13 0.7093 0.0625 26.8949 Not close 

14 0.8343 0.0156 40.7578 Not close 

15 0.8968 0.0039 54.6207 Not close 

16 0.9906 9.7656e-004 69.1248 Not close 

17 0.9437 2.4414e-004 82.3466 Close 

18 0.9671 6.1035e-005 96.3718 Close 

19 0.9554 1.5259e-005 110.0725 Close 

20 0.9573 3.8147e-006 123.9355 Close 

25 0.9592 3.7253e-009 193.2502 Close 

33 0.9593 5.6843e-014 304.1537 Very close 

 
As indicated in Table I, by changing LSB33, the new value 

of the sample will be close to the old one, the value of MSE 
between them will be very low, whereas the value of PSNR 
will be high [39-43].

 
Increasing the position of the used LSB 

will decrease the value of MSE and will increase the value of 
PSNR, so the set of LSBs between LSB33 and LSB64 can be 
used to hold the bits of other secret data without significant 
effect on the values of the SW samples. Numerous methods are 
used for data steganography by hiding the secret message in a 
covering media such as SW to create a stego media, which 
must be close to the covering media. A lot of the existing 
methods of data steganography are based on LSB and LSB2 
methods [44-50]. These methods share certain characteristics 
that can be regarded as vulnerabilities. The novelty of the 
proposed method is to address these vulnerabilities as follows 
[51-60]: 

 Existing methods provide insufficient security. Knowing 
that the stego media contains a message and with good 
programming experience it is possible to hack the message. 
The proposed method addresses this vulnerability by using 
a Private Key (PK). The PK contains information about the 
LSBs used for data hiding, such as how many LSBs are 
used, and what is the sequence of these LSBs. The 
proposed method is able to use 1 LSB, 2 LSBs, 4 LSBs, 8 
LSBs, 16 LSBs, and 32 LSBs for message hiding. 

 Existing methods mostly utilize digital color images as a 
covering media. The proposed method uses a SW with 
noise, as this signal can be easily generated and saved. The 
size of this signal can be easily controlled by the GT and SF 
values. 

 The capacity hiding (the maximum message length that can 
be hidden) of the LSB based-method is equal to the 
covering media size divided by 8, whereas the capacity 
hiding of the LSB2-based method is equal to the covering 
media size divided by 4. The capacity hiding of the 
proposed method depends on the selected number of LSBs, 
and it ranges from the SW size divided by 8 to the SW size 
multiplied by 4. 

 LSB-based method provides a moderate speed of data 
hiding and data extracting. The proposed method has the 
ability to increase the speed by using more LSBs for data 
hiding. 

 LSB based methods hide the message characters in 
consecutive cover bytes, thus some arithmetic and logical 
operation are required. The proposed method applies data 
hiding/extracting by using simple replacement operation 
based on the reshaped required binary matrices; the 
characters are hidden in different inconsecutive samples. 

II. PROPOSED METHOD 

The proposed method uses a SW signal, which is generated 
with a size capable of holding the required secret message to be 
hidden. The SW size is controlled by the GT and the SF of the 
signal. The generated samples are converted to binary using 
64_binary representation and the LSBs from LSB33 to LSB64 
can be used for message hiding. Furthermore, a PK is utilized, 
that indicates the number of LSBs used for message hiding and 
the sequence of the LSBs used. Table II shows the PK structure 
and Table III shows some PK samples. 

TABLE II.  PK STRUCTURE 

PK 

Number of used LSBs Sequence of LSBs 

 Starting LSB Last LSB 

TABLE III.  PK SAMPLES 

PK 

sample 
Meaning 

1 64:64 1 LSB used, LSB64 is to be used 

1 35:35 1 LSB used, LSB35 is to be used 

2 63:64 2 LSBs used , LSB63 and LSB64 are to be used 

4 33:36 4 LSBs used, LSBs from 33 to 36 are to be used 

32 33:64 32 LSBs used, LSBs from 33 to 64 are to be used 

32 64:33 32 LSBs used, LSBs from 64 to 33 are to be used 

8 40:47 8 LSBs used, LSBs from 40 to 47 are to be used 

 
The proposed method allows the user to select the required 

LSBs and their sequence; the following are the user's choices: 

 1 LSB, which can be any bit from LSB33 to LSB64. Here, 
the SW capacity hiding is equal to the SW size divided by 
8. 

 2 LSBs from the range LSB33 to LSB64 Here, the SW 
capacity hiding is equal to the SW divided by 4. 

 4 LSBs from the range LSB33 to LSB64 Here, the capacity 
hiding of the SW is equal to the SW size divided by 2. 

 8 LSBs from the range LSB33 to LSB64. Here, the capacity 
hiding of the SW is equal to the SW size. 

 16 LSBs from the range LSB33 to LSB64. Here, the 
capacity hiding of the SW is equal to the SW size 
multiplied by 2. 

 32 LSBs from the range LSB33 to LSB64. Here, the 
capacity hiding of the SW is equal to the SW size 
multiplied by 4. 

Both LSB and LSB2 based methods provide a stego media 
with good quality, the MSE between the covering media and 
the stego media is low, whereas the PSNR is high. The 
proposed method will decrease the value of MSE and will 
increase the value of PSNR. The selected number of LSBs for 
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message hiding will affect the quality of the stego SW and the 
speed of message hiding/extraction. Decreasing the number of 
LSBs will enhance the quality of the stego SW, whereas 
increasing the number of LSBs will increase the speed of 
message steganography by decreasing both the hiding and 
extracting times. 

III. HIDING ALGORITHM 

Hiding algorithm is implemented by applying the following 
steps: 

 Step 1: Covering SW preparations: 

1. Get the GT, the SF. 

2. Generate the signal of SW. 

3. Add Gaussian noise to the generated SW. 

 Step 2: PK preparation: 

1. Select the number of LSBs to be used for message 

hiding. 

2. Select the sequence of the LSBs. 

 Step 3: Message preparation: 

1. Get the message. 

2. Get the message length (L). 

3. Convert the message to binary. 

 Step 4: Message hiding: 

1. Get the cover samples from the covering SW based 

on the number of used LSBs. 

2. Convert the cover samples to binary using 64-bit 

binary representation. 

3. Reshape the message binary matrix to the number of 

columns to match the selected number of LSBs. 

4. Let the selected sequence of binary samples equal to 

the reshaped message binary matrix. 

5. Convert the cover samples back to decimal. 

6. Return the cover samples back to SW to get the stego 

SW. 

7. Save the stego SW. 

8. Save the message length L. 

IV. EXTRACTING ALGORITHM 

Extracting algorithm is implemented by applying the 
following steps: 

 Step 1: Stego SW preparation: 

1. Load the stego SW. 

2. Load the message length L. 

 Step 2: PK preparation: 

1. Select the number of LSBs used for message hiding. 

2. Select the sequence of the LSBs. 

 Step 3: Message extraction: 

1. Get the stego samples based on the number of 

selected LSBs. 

2. Convert the stego sample to binary. 

3. Get the columns from stego binary values based on 

the selected sequence of LSBs. 

4. Reshape the results into an 8-column matrix to get the 

message binary matrix. 

5. Convert the message binary matrix to decimal and 

then to characters to get the secret message. 

V. IMPLEMENTATION AND RESULTS DISCUSSION 

A message of 1,500 characters was selected and 
implemented using the proposed method Variant PKs were 
used, and the MSE and PSNR values were calculated between 
each of the covering SW and the associated stego SW. Table 
IV presents the obtained quality results. 

TABLE IV.  QUALITY RESULTS 

No of used 

LSBs 
Used LSBs MSE PSNR 

1 64 9.2076e-033 743.4428 

1 40 2.5468e-018 411.8457 

1 33 4.2957e-014 313.8111 

2 63:64 2.3354e-032 734.2927 

2 40:41 1.6298e-018 416.2234 

2 33:34 2.5710e-014 319.6490 

4 61:64 2.1491e-031 712.3769 

4 40:43 8.3558e-019 422.1088 

4 33:36 1.3973e-014 325.2118 

8 57:64 2.4566e-029 664.9445 

8 40:47 4.0462e-019 429.5867 

8 33:40 6.7331e-015 332.4974 

16 49:64 7.8536e-025 561.1285 

16 40:55 2.1675e-019 436.3069 

16 33:48 3.2467e-015 339.8422 

32 33:64 1.6492e-015 347.7325 

 
From Table IV, it can be observed that using any PK, the 

stego SW is always close to the covering SW. The MSE 
remains low in all cases, whereas PSNR remains high. 
Increasing the number of LSBs used decreases the PSNR, but 
the quality of the stego SW remains excellent. Figure 8 shows 
the covering and stego SW, holding 1500 characters and using 
32 LSBs for message hiding. The proposed method is very 
sensitive to the selected values of the PK; the extracting 
processes must use the same PK that was used in the hiding 
process. Any minor changes in the PK in the extracting process 
will be considered as a hacking attempt by producing a 
corrupted extracted message. To demonstrate this fact, the 
message "Using square wave as an efficient carrying media" 
was hidden using PK1, the hidden message was extracted by 
each of the following PKs shown in Figure 9, and the obtained 
results shown in Table V prove the sensitivity of the proposed 
method. 
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TABLE V.  PROPOSED METHOD SENSITIVITY 

Used PK in the extracting process Extracted message 

PK1 Using square wave as an efficient carrying media 

PK2 
 

PK3 
 

PK4 
 

PK5 
 

PK6 
 

 

 
Fig. 8.  Stego SW holding 1500 characters. 

 
Fig. 9.  The set of PKs used to extract the hidden message. 

The speed of the proposed method was also examined and 
it was found that the selected PK affects the speed. 
Furthermore, increasing the number of LSBs used for message 
hiding decreases both the hiding and extracting times, thus 
increasing the speed of message steganography. To 
demonstrate this, a message of 1500 characters was hidden in a 
covering SW using various PKs, and Table VI shows the 
obtained speed results. 

The proposed method provided satisfactory speed results. 
The average hiding throughput was equal to 6.6 KB/s, whereas 
the average extracting throughput was equal to 20.01 KB/s. 

The speed of the proposed method can be increased by 
increasing the number of LSBs used for message hiding; when 
32 LSBs are used for message hiding the speed increases to 
20.6316 KB/s, whereas the extracting speed increases to 
45.7764 KB/s. 

TABLE VI.  SPEED RESULTS 

No of 

used LSBs 
PK 

Hiding time 

(s) 

Extracting time 

(s) 

1 1 40:40 0.5340 0.1600 

2 2 63:64 0.3440 0.1000 

4 4 61:64 0.1750 0.0640 

8 8 57:64 0.1170 0.0450 

16 16 49:64 0.0870 0.0380 

32 32 33:64 0.0710 0.0320 

Average 0.2213 0.0732 

Average throughput 

(KB/s)  
6.6193 20.0115 

 

VI. CONCLUSION 

In this study, a method is proposed for the utilization of a 
Square Wave (SW) signal as a carrying media. This media can 
be readily generated, saved and loaded, and its size can be 
readily controlled by adjusting the generation time and the 
sampling frequency. A simple noise was incorporated into the 
SW signal to vary the samples values, and the samples values 
were represented using 64-bits binary representation. It was 
demonstrated that changing the bits from LSB33 to LSB64 had 
a negligible impact on the sample values. The proposed method 
utilizes a set of Least Significant Bits (LSBs) to contain the 
secret message bits, with the set length and the sequence of 
used LSBs determined by a secret Private Key (PK). This PK 
provides a satisfactory level of message security. The hiding 
and extracting processes use the same PK as the method is 
highly sensitive to the selected values of the PK. Furthermore, 
the proposed method provides variable hiding capacity. The 
SW signal has the capacity to contain a message of any length, 
ranging from the SW signal size divided by 8 to signal the size 
multiplied by 4, depending on the selected PK. 

The proposed method has the potential to effectively 
replace the LSB and LSB2 methods of message steganography. 
Additionally, it can be expanded to utilize any set of LSBs for 
message hiding, while maintaining a high signal quality and a 
high speed for both message hiding and extraction. 
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The proposed method yielded satisfactory results in terms 
of speed. The average hiding throughput was equal to 6.6 KB/s, 
whereas the average extraction throughput was equal to 20.01 
KB/s. Moreover, the speed of the proposed method can be 
increased by increasing the number of LSBs utilized for 
message bits hiding. When utilizing 32 LSBs for message 
hiding the speed of message hiding increases to 20.6316 KB/s, 
whereas the extraction speed increases to 45.7764 KB/s. 

The proposed method was tested and implemented using 
various messages and various PKs and it was shown that the 
method was efficient when using any PK, satisfying the 
quality, speed, and security requirements of an effective stego 
method. 
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