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ABSTRACT

Intrusion Detection Systems (IDSs) are essential for identifying unauthorized access and malicious
activities in network environments. The current study presents the development of an IDS utilizing a
voting-based ensemble Machine Learning (ML) approach. Utilizing the advantages of individual ML
models, the voting classifier is a well-known ML model that may enhance overall prediction performance.
This study provides a unique classification method that combines the benefits of the Naive Bayes (NB), K-
Nearest Neighbors (KNN), and Adaptive Boosting (AdaBoost) algorithms into a voting ensemble approach.
This ensemble voting classifier greatly improves network IDS accuracy. The experiments were conducted
using the KDD99 dataset. The findings reveal that the voting ensemble technique outperforms individual

classifiers, achieving a higher accuracy of 99.79%.
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I.  INTRODUCTION

The rise in internet and computer system usage due to the
digital transformation of data has created issues with the
security, privacy, and confidentiality of information. Efforts to
protect the privacy of computer systems have merely shifted
the problem elsewhere, and no existing systems are entirely
secure. The range of network-based attacks has also expanded,
and more sophisticated abnormal behavior patterns are being
added to the attack databases for automatic engagement.
Therefore, various systems have been designed and
implemented for different networks to address these emerging
problems. One such system is the IDS, which is vital in the
field of cybersecurity because it tracks the misuse of hardware
and software resources of the network [1]. However, the
primary challenge is that a considerable portion of IDSs
produce excessive false positives (labeling non-threatening
events as possible risks), which not only creates a significant
workload for security analysts, but also allows real risks to be
overlooked [2, 3].

The primary function of an IDS is to assist in protecting a
digital infrastructure by detecting security breaches and
attempting to counter them. These systems are broadly
classified based on their detection approaches, implementation
locations, and specific objectives. Each category has specific
benefits and drawbacks for using the system in various
circumstances [4]. The most common classification is based on
the detection method, involving signature-based, anomaly-
based, and hybrid approaches. Signature-based intrusion
detection entails comparing incoming data against a database of

known attack signatures. This approach is very effective at
recognizing threats and has low false positive rates; however,
it is unable to identify new or evolving threats, such as zero-
day attacks, since signatures must be updated regularly [4, 5].
On the other hand, anomaly-based intrusion detection
emphasizes identifying deviations from normal behavior
patterns. By establishing a foundation for routine activities, this
method can detect unexpected or unusual behaviors that may
indicate a potential threat. Anomaly-based systems are ideal for
dynamic environments where attack patterns are unpredictable
and have the clear advantage of identifying unknown emerging
threats. But there are challenges in accurately defining
"normal" behavior, which lacks a clear standard that can lead to
higher rates of false positives when surveillance systems are
frequently changed [6].

Hybrid intrusion detection represents a complex
combination of signature and anomaly-based detection
methods. This establishes a comprehensive security
framework, and the integrated approach utilizes predefined
attack signatures. At the same time, it employs advanced
heuristics to identify deviations from the established baseline
by implementing a system of components. Improved detection
capabilities are realized through their complementary nature.
Signature-based detection provides accurate identification of
known threats, while anomaly-based detection provides
adaptive capabilities to recognize new attack vectors. This
collaborative combination helps organizations to maintain
strong security postures against established and emerging
threats [7]. IDSs can also be classified based on their areas of
use, including network-based, hosted, and cloud-based.
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Network Intrusion Detection Systems (NIDS) monitor network
traffic and analyze data packets to identify malicious activity.
They are particularly effective at identifying threats that target
network infrastructure, offering a comprehensive view of the
network activity. However, they encounter the challenge of
encrypted traffic and may overlook host-specific attacks [8].

In contrast, Host-based Intrusion Detection Systems (HIDS)
[9] monitor a single device, such as a server or workstation,
Examining changes to mainframe files and resource activity.
HIDS detect patterns of unauthorized activity or insider threats
that were missed by NIDS, since they possess a remarkable
ability to detect. However, these are limited to the devices that
they observe. Cloud-based Intrusion Detection Systems (CIDS)
are a vital network protection solution for cloud environments
in modern time cybersecurity. CIDS are used to monitor the
flow of traffic between the cloud and the hosted resources or
devices that are hosted on cloud services more. While they can
scale and adapt to dynamic cloud environments, they depend
on the capabilities and security measures offered by third-party
providers. Concerns have been raised regarding data privacy
and reliance on external tools [10]. Finally, IDSs may be
classified according to their mode of operation. Passive IDSs
[11] primarily monitor and alert the administrator to any
intrusion without taking any action. An active IDS is
sometimes referred to as an Intrusion Prevention System (IPS).
It takes action to prevent further intrusion. For example, it
blocks suspicious traffic or isolates compromised systems.
Organizations can  pursue tailored and  effective
implementations of security strategies after understanding the
different types and applications. It also ensures robust security
against ever-evolving safety threats [12].

The application of ML-based classification algorithms in
developing IDSs has significantly increased. Researchers have
proposed various ML-based models and evaluated their
effectiveness using different available public datasets [13].
These models are trained and assessed using multiple
performance metrics [9, 14]. The evaluation process focuses on
critical metrics, such as accuracy, recall, Fl-score, and
precision. This study introduces the proposed methodologies,
thoroughly examined using the KDD99 datasets across these
key metrics. Traditionally, classification models have been
predominantly utilized a single classifier. An enhanced Support
Vector Machine (SVM)-based intrusion detection technique,
using feature-based training, is introduced in [15], leveraging
Kullback-Leibler (KL) divergence and cross-correlation to
improve accuracy, achieving a 99.47% detection rate. In [16], a
random forest method combined with feature selection
techniques from data mining is applied to the NSLKDD
dataset, enhancing classification accuracy and processing speed
with 98.88% accuracy in web attack detection. Authors in [17]
present an IDS that utilizes random forest classification and
Principal Component Analysis (PCA), yielding an accuracy of
96.78% on the KDCup99 dataset and outperforming methods,
such as SVM and NB. In [18], a CNN model is introduced,
achieving over 99% accuracy for DoS attack detection on the
KDD dataset, outperforming RNNs, and obtaining 91.5%
accuracy on the CSE-CIC-IDS2018 dataset. Modified
parameters for DoS detection enhance the CNN model's
performance. A multi-layer perception Deep Neural Network

(DNN) is proposed in [19], demonstrating 98.98% and 98.99%
accuracy for multi-class and binary classifications,
respectively, on the KDDCup 1999 dataset, although it requires
substantial training data. The model proposed in [20] employs a
CNN with a regularized multi-layer perception and semi-
dynamic hyperparameter tuning, achieving 95.6% multi-class
classification accuracy. However, its performance on "Zero-
Day" exploits is limited, and it does not account for dimension
reduction or data balancing. The IE-DBN model described in
[21], built on information entropy, outperforms others on the
KDD CUP 99 dataset by increasing detection accuracy,
reducing false alarms, minimizing convergence time, and
mitigating overfitting, while also incorporating the SMOTE
technique to address data imbalance.

However, in recent years, there has been a shift toward
using multiple classifiers, indicating progress in the ML field.
This change is a highlight of the growing understanding of the
benefits of combining the strengths of different classifiers to
improve predictive performance. By combining different
algorithms—NB, KNN, and AdaBoost—in a voting classifier,
the advantages of each model may enhance predicted accuracy,
particularly when the models have distinct biases. The primary
contributions of the present research are:

e It provides an ensemble classifier that enhances
classification performance through the voting classifier
approach. This group combines AdaBoost, KNN, and NB
models.

e The performance of the proposed ensemble classifier is
assessed using KDD99 datasets.

o Key evaluation metrics, such as precision, recall, F1-score,
and accuracy are used to evaluate the effectiveness of the
proposed approach.

e The experimental results indicate that the proposed
methodology enhances performance.

II. PROPOSED APPROACH

The targeted strategy aims to improve an existing IDS by
employing an ensemble learning technique. The essence of this
approach is to fuse the functionality of different classifiers to
obtain accurate classifications, thereby increasing the detection
of intrusions within the network traffic. The proposed model is
illustrated in Figure 1. Each model step is described below:

A. Dataset Description

The KDD-99 dataset [22] is widely recognized as one of
the most frequently used datasets for training ML algorithms.
The KDD-99 dataset is diverse and includes a total of 4.8
million instances. The dataset contains primarily categorical
and integer-based attributes, totaling forty-two in number. The
KDDCup99 dataset contains one class labeled as "normal" and
22 different attack types, which are categorized into four major
groups, as displayed in Figure 1. These categories include:

1. Denial of Service (DoS): This involves attacks, such as
mail bombs, where the goal is to disrupt the target system's
ability to handle legitimate requests.
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2. Remote-to-Local (R2L): This category refers to
unauthorized access from a remote machine, such as
through exploits, like sending mail vulnerability.

3. User-to-Root (U2R): In this category, attackers escalate
their privileges from a normal user to superuser or root,
often through attacks, such as buffer overflow.

4. Probing: These attacks involve activities, such as
surveillance or scanning for vulnerabilities, including port
scanning.

Each record in the KDDCup99 training dataset consists of
41 fixed feature attributes and a class identifier. Of these 41
attributes, nine are discrete, while the rest are continuous. To
make the data suitable for intrusion detection, preprocessing
operations are required. The dataset was converted for only two
classes: "normal" and "attack,” to be suitable for binary
classification. It was then divided into two parts: training data
(70%) and testing data (30%).
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Fig. 1. Proposed ML-based IDS.

B. Preprocessing Step

Preprocessing is a crucial step in the data science pipeline,
especially for ML tasks, as it directly affects the quality and
performance of the data model. The first step in this technique
is to collect and clean the data, which encompasses a few steps.
Initially, the dataset is free of any duplicate entries to protect

the quality of the data. Moving forward, the features are
standardized to a common scale, enhancing the effectiveness of
ML models that rely on feature magnitude. Moreover,
categorical features, such as protocol type, service, and flag are
converted into numeric values using label encoding to facilitate
the processing of these variables by the models. The target
feature, which depicts a network’s traffic as normal or
abnormal, is also adjusted for binary classification. Zero is
assigned for all occurrences of normal traffic, and one is given
to all other types of traffic, thus modifying the dataset to fit the
requirements for binary classification. One-hot encoding has
been applied to categorical features, while MinMax scaling has
been utilized for numerical ones’ attributes.

C. Machine Learning Algorithms

After preprocessing the data, the next stage involves
training the ML models, as portrayed in Figure 1. The method
employs three classifiers: NB, AdaBoost, and KNN. Each of
these classifiers has its own unique characteristics: NB is
regarded as simple and probabilistic, AdaBoost is recognized
for boosting weak models, and KNN is popular for being
instance-based. However, true creativity lies in the ensemble
architecture’s integration of classifiers through the voting
classifier schema. In this type of ensemble, every classifier
‘votes’ for the class they believe the sample belongs to, and the
final class is derived through a simple majority. The ensemble
model consists of combinations of two classifiers, such as NB
with AdaBoost, NB with KNN, and Naive/NB AdaBoost with
KNN, as well as a voting classifier that incorporates all three
models along with the other ones.

The KNN classifier evaluates text -classification by
comparing the similarity and variance between a given text and
its trained documents. Each of the "n" nearest neighbor data
points to the new case receives a label based on their similarity
level to the new point [23]. As an iterative ensemble boosting
classifier known as AdaBoost, this technique serves as a
fundamental method for addressing binary classification issues.
The ensemble method, known as boosting, creates a strong
classifier by combining the outputs of multiple weaker
classifiers [24]. The NB algorithm is an ML model that uses
Bayes' Theorem to perform probabilistic predictions. The NB
algorithm is widely utilized in classification problems due to its
simple design and effective performance in various domains,
such as spam detection and sentiment analysis [25].

Voting classifier is an ensemble learning method that
combines multiple ML models to improve classification
performance and reduce individual model weaknesses. It
operates by aggregating the predictions from multiple
classifiers and selecting the final output based on a majority
voting mechanism (hard voting) or the average of predicted
probabilities (soft voting). Mathematically, for a given input
sample x, let C;,C,,...,C, be the classifiers used in the
ensemble. The final class prediction Cripnq; () is determined as
[26]:

e Hard Voting (Majority Rule):
Crina1(x) = argmax ¥ 1 1[C(x) = c]
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where ¢ is a class label, C;(x) is the prediction of the ith
classifier, and 1[-] is an indicator function that equals 1 if the
condition is true and O otherwise. The class that receives the
highest number of votes is selected as the final prediction.

e Soft Voting (Probability Averaging):
Crinai (x) = argmax iy wiP[C; = c|x]

where P[C; = c|x] represents the predicted probability of class
¢ from classifier C;, and w; is the weight assigned to each
classifier.

In this study, a hard voting classifier was utilized to
integrate three different algorithms: KNN, AdaBoost, and NB.
Each of these models contributes to the overall classification
decision, ensuring that the final prediction benefits from their
individual strengths.

D. Performance Evaluation Metrics

The evaluation of the models involves training the
classifiers on part of the dataset and testing them on another
portion to assess their ability to generalize. Performance is
measured using several metrics, including accuracy, precision,
recall, and Fl-score, as presented in Figure 1. These metrics
provide a comprehensive view of the classifiers' effectiveness,
balancing between correctly identifying intrusions and
minimizing false alarms [27, 28].

TP+TN
TP+FP+TN+FN

TP
TP+FP
TP
TP+FN

ACC =

Precision =

Recall =

Precisionsrecall
Fl score =2 ——————
Precision+recall

II. EXPERIMENTAL RESULTS

The experiments in this study were conducted on a personal
computer equipped with an Intel Core i7 processor running at
2.8 GHz, 16 GB of RAM, and operating on Windows 10 (64-
bit). The implementation of the proposed models was
performed using the Python programming language, version
3.9. The results clearly highlight that while individual models
perform well, the true strength lies in combining them through
a Voting Classifier, which leverages the advantages of each
algorithm to achieve the most reliable and robust outcome
predictions. The Grid Search technique was employed to
optimize the classifiers' key hyperparameters. For KNN, the
number of neighbors (n_neighbors) was optimized; for
AdaBoost, both the number of estimators (n_estimators) and
learning rate (learning_rate) were tuned; and for NB, the
smoothing parameter (var_smoothing) was optimized. The
final selected values of these parameters are presented in Table
1. Starting with NB, it demonstrates strong performance with
97.60% accuracy, showing its effectiveness in handling
probabilistic relationships within the data. However, its
reliance on the assumption of feature independence may limit
its ability to capture complex patterns, which is evident in its
slightly lower recall and Fl-score compared to other models.
AdaBoost improves upon this by achieving 98.71% accuracy,

thanks to its ability to iteratively correct misclassifications and
concentrate on difficult cases. Despite its strengths, AdaBoost
can be sensitive to noisy data and outliers, which may impact
its performance generalizability. KNN stands out with an
almost perfect accuracy of 99.11%, which may appear to be the
ideal choice. However, KNN is heavily dependent on the
choice of k and can be computationally expensive when
dealing with large datasets. It is also susceptible to overfitting,
particularly when the dataset is highly structured. This means
that while it performs exceptionally well in this context, its
real-world performance may not always be as effective and
reliable.

TABLE L. CLASSIFIER PARAMETER VALUES
Classifier Parameter Value
priors uniform prior
NB -

var_smoothing le-9

AdaBoost nfest.lmators 50

learning_rate 0.1

KNN nfnel.ghbors . 5
weights uniform

Voting Classifier voting hard

When combining classifiers, a noticeable improvement in
accuracy and overall performance is observed. The ensemble of
NB and AdaBoost achieves 97.67%, which is slightly better
than NB alone, but still not as strong as other method
combinations. Adding KNN to NB results in 98.29% accuracy,
a further improvement, demonstrating the benefit of hybrid
models. The combination of AdaBoost and KNN achieves an
even higher accuracy of 98.89%, benefiting from both the
adaptability of AdaBoost and the instance-based learning of
KNN. However, the real breakthrough occurs when all three
classifiers are combined into a Voting Classifier, achieving
99.79% accuracy. This approach leverages the strengths of
each model: NB provides a solid probabilistic foundation,
AdaBoost enhances decision-making through boosting, and
KNN contributes instance-based learning. Together, they create
a classifier that is not only highly accurate, but also more
robust, balanced, and reliable than any single one model. The
results presented in Table II showcase the performance of the
proposed model, demonstrating its effectiveness in intrusion
detection. The values for recall, precision, and Fl-score have
been rounded to the nearest whole number to improve clarity.

TABLE II. PERFORMANCE COMPARISON IN ALL CASES
Model Accuracy Precision Recall F1-score
NB 97.60% 98% 97% 97%
KNN 99.11% 99% 99% 99%
AdaBoost 98.71% 99% 98% 99%
NB+KNN 98.29% 99% 98% 98%
NB+ AdaBoost 97.67% 98% 97% 98%
KNN+ AdaBoost 98.89% 99% 99% 99%
KNN+NB+
AdaBoost 99.79% 100% 100% 100%

Unlike KNN, which may suffer from computational
inefficiency, and AdaBoost, which is prone to overfitting on
certain datasets, the Voting Classifier effectively balances
precision, recall, and F1-score across all classes. This makes it
the optimal choice for real-world applications, where reliability
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and consistency are crucial. By leveraging the strengths of
multiple classifiers, the Voting Classifier ensures that errors
made by one model are corrected by the others, resulting in a
highly generalized and stable predictive system. A performance
comparison of the proposed approach and previous related
works is illustrated in Table III. Table III offers a
comprehensive evaluation of various intrusion detection
techniques, comparing their effectiveness based on accuracy.
Each approach, developed by different researchers, utilizes
distinct methodologies and models to detect network
intrusions. However, the proposed model stands out as the most
effective one, achieving superior accuracy and demonstrating
its robustness and reliability in intrusion detection.

TABLE IIL. PERFORMANCE COMPARISON WITH RELATED
WORKS
Reference Method Accuracy
[15] SVM with KL divergence 99.47%
[16] RF with Gini translation 98.88%
[17] RF with PCA translation 96.78%
[18] CNN 99%
[19] Multi-layer perceptron 98.99%
[20] CNN 95.4%.
[31] CNN and Deep Watershed Auto- 98.05%
encoder
Grey Wolf Optimization algorithm
[32] and Quantum Binary Bat algorithm 98.50%
with RF
Proposed Voting Classifier 99.79%

IV. DISCUSSION

The proposed ensemble-based IDS demonstrates superior
performance, combining high accuracy with low false positive
rates, highlighting its suitability for real-world cybersecurity
environments. By integrating NB, KNN, and AdaBoost within
a voting classifier framework, the system effectively achieves a
balanced trade-off between sensitivity (detection rate) and
specificity (false positive control), which reduces the
operational burden on security analysts.

Despite the enhanced detection capabilities, it is important
to acknowledge certain limitations. Specifically, the ensemble
approach introduces additional computational overhead
compared to using individual classifiers. However, this trade-
off is considered acceptable in high-security environments,
where prediction precision and reliability are critical.

Furthermore, hard voting was selected over soft voting due
to its superior stability and resilience to overfitting, particularly
in high-dimensional datasets that are often encountered in
network intrusion scenarios. The comparative analysis further
confirms that the proposed ensemble model outperforms
traditional IDS techniques, such as SVM and Random Forest,
by providing a more generalized and robust prediction
capability across diverse attack types and varying data
distributions.

V. CONCLUSION

This study shows the tremendous power of ensemble
learning in classification tasks in terms of accuracy and
robustness. Although Naive Bayes (NB), Adaptive Boosting

(AdaBoost), and K-Nearest Neighbors (KNN) perform well,
they all have certain limitations. Some of these include
probabilistic ~ assumptions, sensitivity to noise, and
computational inefficiency. Their performance in real-life
applications is always a question. Predictive performance has
improved; it has been shown that using more than one classifier
yields better results. Combining classifiers outperformed any
hybrid models, particularly NB with AdaBoost or KNN, which
tend to provide a distinct advantage over single models.
However, the most outstanding improvement is provided by the
Voting Classifier that combines all three, achieving 99.79%
accuracy, which is higher than any single hybrid model. This
demonstrates the strength of ensemble learning in utilizing
varied algorithms to build a more robust and generalized
predictive model.

Overall, the findings of this study emphasize that ensemble
methods, specifically Voting Classifiers, offer the most reliable
and efficient approach to complex classification tasks. Future
research will extend evaluation to modern datasets, like NSL-
KDD [29] and CIC-IDS2017 [30], integrate additional
Machine Larning (ML) models, explore feature selection
techniques, and investigate adaptive voting strategies to further
enhance performance. These refinements will ensure the
Intrusion Detection System (IDS) remains effective in
addressing sophisticated cyber threats.
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