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ABSTRACT 

Numerous Machine Learning (ML) algorithms require pairwise Euclidean distance computations between 

all data points in horizontally partitioned datasets. To ensure data privacy, most existing solutions 

incorporate encryption or cryptographic techniques, allowing secure sharing and computation of data 

points. In this study, we propose two methodologies for generating Euclidean distance matrices: the 

Federated Euclidean Distance Matrix (FEDM) and the Predicted Euclidean Distance Matrix (PEDM), 

derived from the pairwise Euclidean distances of horizontally partitioned data to ensure privacy by design. 

The proposed approach has significant potential to transform the execution of ML algorithms that rely on 

Euclidean distance calculations and to eliminate the need for separate encryption methods, thereby 

potentially reducing communication and computation costs in a Federated Learning (FL) environment. 

The proposed methods achieve high accuracy and exhibit strong similarity to the actual Euclidean distance 

matrix. FL has gained prominence as a privacy-preserving ML solution that encapsulates data while 

appropriately sharing model parameters. To this end, we utilize artificial spike points for the creation of 

FEDM. We also elucidate the foundational workflows of the method and matrix construction and 

demonstrate their efficacy through comprehensive experimentation. 

Keywords-Federated Learning (FL); Machine Learning (ML); Federated Euclidean Distance Matrix 

(FEDM); Predicted Euclidean Distance Matrix (PEDM); pairwise Euclidean distance 
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I. INTRODUCTION  

To ensure data privacy, many privacy-preserving 
techniques have been introduced. Broadly, these techniques can 
be viewed as a trade-off between data accuracy and privacy, 
where a system relying on such a technique must sacrifice 
privacy for higher accuracy and vice versa. In traditional 
Machine Learning (ML) [1], data from different sites need to 
be sent and aggregated in a centralized location for model 
training, which is highly vulnerable to data breaches and 
leakage.  

Federated Learning (FL) addresses these vulnerabilities by 
allowing personal data to remain on local sites, thereby 
reducing the risk of data breaches while enabling personalized 
solutions by preserving data privacy. FL trains ML algorithms 
using multiple local datasets to create a shared global model 
without exchanging the raw training data in a central location. 
This approach is particularly effective for large datasets, where 
the trade-off of adding noise to ensure privacy against accuracy 
can be sustainable.  

Nevertheless, even FL and other privacy-preserving ML 
techniques face challenges. They often introduce significant 
communication, computational, and network overhead while 
sacrificing some accuracy, which can hinder the practical 
deployment of ML solutions across diverse sectors [2-10]. 
Nevertheless, all these above-mentioned privacy-preserving 
techniques create communication, computational and network 
overhead while losing a considerable amount of accuracy, 
which can be a major challenge for useful ML implementation. 
At the same time, ML techniques have demonstrated practical 
value across all aspects of life, making it essential to develop 
privacy-preserving solutions that maintain efficiency and 
accuracy. 

II. BACKGROUND 

FL, also referred to as collaborative learning, enables 
multiple participants to train a robust shared model without 
sharing raw data, addressing critical challenges such as privacy, 
accessibility, and heterogeneous datasets. FL revolutionizes 
ML by decentralizing model training across multiple devices 
without exposing individual device data. Additionally, FL 
frameworks, including horizontal, vertical, and federated 
transfer learning, cater to diverse data distribution scenarios, 
ensuring privacy and collaboration across different entities. 
This approach allows collaborative model training while 
preserving data privacy across different feature domains.  

Unlike traditional methods that centralize data on a server, 
FL preserves privacy and mitigates communication overhead 
by allowing devices to independently train models with their 
respective data. In horizontal FL, entities share identical sets of 
features while training a centralized model without data 
sharing. Data partitioning by user or device IDs further 
enhances privacy and preserves a horizontal data partitioning 
structure. Research emphasizes on-device FL, optimizing 
communication costs, enhancing device data security, and 
addressing data distribution imbalances to improve overall 
model performance. In contrast, vertical FL involves dissimilar 

feature sets among entities, necessitating secure alignment of 
data through techniques such as private set interaction [11]. 

III. RELATED WORKS 

Privacy-preserving techniques and dataset transformations 
are essential in both FL and non-FL environments to safeguard 
the privacy of data points. These approaches typically involve 
using actual or noise data points to calculate aggregated 
Euclidean distance matrices. However, many existing methods 
entail direct or indirect sharing of datasets among multiple 
owners, posing privacy risks. Authors in [12] proposed a 
method for calculating Euclidean distances in vertically 
partitioned data, highlighting the difficulty of integrating 
overall distances without the use of encryption techniques. In 
[13], the authors proposed using Fourier transforms to maintain 
the distance between points while ensuring data privacy. 
However, setting a distance difference threshold for non-
uniform or unknown dataset distributions remains challenging. 
Although various algorithms exist for calculating Euclidean 
distance matrices for single datasets, they are not applicable to 
multiple datasets, and privacy concerns are often overlooked, 
which this study aims to address. Overall, existing studies 
focus on improving computational or memory efficiency for 
large-scale Euclidean distance matrix calculations. 

IV. METHODS 

The Federated Euclidean Distance Matrix (FEDM) is 
initially constructed by adding random points, referred to in 
this paper as spike points, to each participant's dataset. Then, 
pairwise distance matrices, called Local Spike Distance 
Matrices (LSDMs), are generated between the spike points and 
the data points at each participant's end. These LSDMs are 
concatenated locally and shared with the coordinator, where the 
pairwise Euclidean distances across the datasets of � 
participants are aggregated to form the final FEDM and the 
Predicted Euclidean Distance Matrix (PEDM). Both FEDM 
and PEDM are � × � matrices, where � is the total number of 
samples across all participants. Each LSDM is a � × � matrix, 
where � is the total number of spike points and � is the total 
number of data samples for that participant.  

To improve the correlation of the FEDM with respect to the 
true Aggregated Distance Matrix (ADM), the PEDM is 
calculated using regression models such Linear, Huber, and 
Theil-Sen [14]. The regression coefficients and intercepts 
derived locally for each participant are shared with the 
coordinator, which then applies them to adjust the FEDM. 
Overall, both FEDM and PEDM are constructed at the 
coordinator's end, minimizing computational and network 
communication overhead for the participants.  

A. Assumptions 

The study assumes that both participants and the 
coordinator act as computational resources, meaning they have 
the computing capabilities required to perform tasks within the 
system. It accommodates the possibility of multiple participants 
(denoted by � ) and a single coordinator. Additionally, the 
coordinator can also fulfill the role of a participant if required, 
ensuring flexibility in the system's operation. Each participant 
contributes data from a single dataset for every operation 
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involving distance matrices, implying a controlled sharing 
mechanism that maintains data privacy and integrity. All data 
points within the participant's datasets are treated as vectors 
and possess the same number of dimensions. This assumption 
ensures uniformity in data representation and simplifies the 
computational process. This study assumes that the number of 
spike points in the datasets provided by participants does not 
exceed the number of dimensions. This assumption helps 
maintain the scalability and feasibility of the distance matrix 
calculations, preventing potential computational issues. 

B. Spike Points Generation Methods 

Whether adjusting the number of spike points for 
compression or expansion, the underlying methods aim to 
optimize the dataset for subsequent analysis and interpretation. 
These methods interpolate additional spike points between 
existing data points, effectively densifying the dataset. 
Conversely, reducing the number of spike points can streamline 
the dataset but may increase the risk of oversimplification and 
information loss. For instance, in scenarios where the dataset 
exhibits a high degree of variability or complexity, generating a 
larger number of spike points may be warranted.  

1) Overview 

Spike points serve as artificial data points, acting as 
centroids or uniformly distributed random samples, common 
across all participants' datasets. In a federated setting, where 
each participant has their own dataset (denoted as �  for 
participant ��  and �� . . . �	  for participant �
 ), the FEDM 
emerges as a meta-distance metric. FEDM is represented as 
��
������_����(��
������_����(��. . . �	 , ��. . . �	) , 
��
������_����(��. . . �	 , ��. . . �	)) , providing an 
approximation of the true Euclidean distance between datasets. 
The privacy of data points is ensured, as the total number of 
spike points is always less than the dimension of the data 
points. The PEDM utilizes derived coefficients and intercepts 
for each value of FEDM, serving as a distance matrix.  

Several critical considerations govern the selection of spike 
locations, ensuring utility and replicability. These include the 
unpredictability of the underlying data distribution, the dataset's 
dimensionality (which limits the maximum number of spike 
points), and the trade-off between compression and expansion 
based on local data properties. Furthermore, participants can 
customize the number of spike points based on their 
computational resources and privacy needs, allowing flexible 
and consistent deployment across varied circumstances. 

2) Centroid-Based Spike Points 

In this method, the coordinator aggregates all centroids 
received from participants to form the final array of spike 
points. In this innovative approach for generating spike points, 
each participant's dataset's centroids are considered as the spike 
points. The process begins with participants employing 
clustering algorithms such as K-means or affinity propagation 
on their respective datasets to identify centroids. Once 
centroids are identified, each participant shares their centroids 
with the coordinator (refer to Algorithm 1). 

Algorithm 1: Generate spike points based 

on centroid(s) of each participants 

dataset 

START 

Data: number_of_participants, 

number_of_cluster (optional) 

Result: spike_point (Array) 

Initialize spike_point []; 

For each participant_index from 1 to 

number_of_participants do 

Perform K-means clustering with k = 

number_of_cluster on participant_index's 

data 

Return the cluster centers to the 

coordinator 

Append the returned cluster centers to 

spike_point (Array) 

Return spike_point (Array) 

Output : spike_point (Array): Array 

containing cluster centers 

END 

3) Uniformly-Based Spike Points 

In this method, each participant performs Principal 
Component Analysis (PCA) on their dataset independently. 
Subsequently, random spike points are uniformly distributed 
across a half-open interval. This interval spans from the lowest 
value of all features across all samples to the highest value 
across all samples, serving as the local spike points. These 
spike points are then transformed back to their original feature 
magnitudes before being transmitted to the coordinator. Upon 
receiving spike points from all participants, the coordinator 
aggregates and broadcasts them to create the FEDM model 
(refer to Algorithms 2 and 3). 

Algorithm 2: Generate spike points from 

each participant using PCA covering 

desired variance 

START 

Input: variance (desired variance for 

PCA), dataset (input dataset), 

no_of_spikes (number of spike points 

to generate), reduce (flag indicating 

whether to reduce dimensionality 

using PCA, default = 1), induce (flag 

indicating whether to induce variance 

or not, default = 1) 

Initialize generated_spikes as an empty 

array 

Perform PCA on dataset with desired 

variance: 

dataset_pca = perform_PCA(variance, 

dataset) 

Generate spike points uniformly along each 

principal component: 

Determine the minimum and maximum values 

along each principal component: 

min_values = min(dataset_pca) 

max_values = max(dataset_pca) 
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Generate spike points uniformly within 

the range defined by min_values and 

max_values: 

generated_spikes = 

get_uniform_samples(low=min_values, 

high=max_values, size=(no_of_spikes, 

dimension_of_dataset_pca)) 

If reduce flag is set to 1, reduce the 

dimensionality of generated_spikes using 

inverse_transform() function: 

generated_spikes = 

inverse_transform(generated_spikes) 

Return generated_spikes (Array) 

Output: generated_spikes (Array): Array 

containing spike points 

END 

 

Algorithm 3: Generate spike points based 

on uniform random samples 

START 

Input: number_of_participants (the total 

number of participants), 

generated_spikes_of_each_participant 

(array containing the generated 

spikes of each participant) 

Initialize generated_spikes as an empty 

array 

For each participant_index from 1 to 

number_of_participants do: 

Perform Algorithm 2 on the dataset of 

the current participant 

Get the uniformly distributed random 

samples from the coordinator 

Append the random samples to the 

generated_spikes array 

Return generated_spikes (Array) 

Output: generated_spikes (Array): Array 

containing all the generated spikes 

END 

4) Random Samples Spike Points with Centroid 

In this method, participant generates consistent random 
spike positions according to Algorithm 2, alongside centroids 
determined by Algorithm 1. Subsequently, each participant 
merges all random samples and centroids as spike positions 
before transmitting them to the coordinator. Upon receiving 
submissions from all participants, the coordinator has the 
option to either return a predetermined number of points or all 
spike positions, as appropriate (refer to Algorithms 4 and 5). 

Algorithm 4: Generate spike points from 

each participant using PCA covering the 

desired variance along with its 

centroid(s) 

START 

Input: variance (desired variance to cover 

in PCA), dataset (original dataset), 

centroids (centroids of the 

clusters), no_of_spikes (number of 

spikes to generate), reduce (boolean 

indicating whether to perform 

dimensionality reduction), induce 

(boolean indicating whether to induce 

new spikes or not) 

Initialize generated_spikes_with_centroids 

as an empty array 

Perform PCA on the dataset with the 

desired variance: 

dataset_pca = perform_PCA(variance, 

dataset) 

Generate uniformly distributed random 

samples in the PCA space: 

generated_spikes = 

get_uniform_samples(low=min(dataset_p

ca), high=max(dataset_pca), 

size=(no_of_spikes, 

dimension_of_dataset_pca)) 

Inverse transform the generated spikes to 

the original dataset space: 

inverse_transform(generated_spikes) 

Save the random samples in 

generated_spikes_with_centroids 

Concatenate the centroids with 

generated_spikes_with_centroids 

Return generated_spikes_with_centroids 

(Array) 

Output: generated_spikes_with_centroids 

(Array): Array containing generated spikes 

along with centroids 

END 

 

Algorithm 5: Generate spike points based 

on uniform random samples using each 

participant’s dataset and its centroid(s) 

START 

Data: number_of_participants, 

generated_spikes_of_each_participant 

Initialize 

generated_spikes_for_all_participants as 

an empty array 

For each participant_index from 1 to 

number_of_participants do: 

Retrieve the dataset and centroid(s) of 

the current participant 

Perform Algorithm 4 (algorithm for 

generating spike points based on dataset 

and centroids) 

Get uniformly distributed random samples 

to coordinator 

Append the generated random samples to 

generated_spikes_for_all_participants 

array 

Return 

generated_spikes_for_all_participants 

(Array) 

Output: 

generated_spikes_for_all_participants 
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(Array): Array containing generated spike 

points for all participants 

END 

C. Federated Euclidean Distance Matrix 

One of the compiled distance matrices obtained through 
Euclidean distance calculations provided by various 
participants is the FEDM. It represents the aggregated 
Euclidean distances of pairwise distances between all data 
points and spike points from each participant. The steps 
involved in constructing the FEDM are outlined as follows:  

1. Each participant generates spike points from their 
dataset(s) using any chosen methods; participants may 
opt for different methods. 

2. Participants share the generated spike points along with 
their respective dataset sizes with the coordinator.  

3. The coordinator consolidates all received spike points 
from participants and broadcasts them to all participants.  

4. Each participant constructs a pairwise distance matrix, 
referred to as LSDM, between their data points and the 
spike points.  

5. The coordinator concatenates all LSDMs from each 
participant.  

6. The coordinator constructs the FEDM by computing the 
pairwise Euclidean distances between every point within 
the concatenated LSDMs shared by all participants. 

D. Predicted Euclidean Distance Matrix 

To evaluate the efficiency of the regression models used in 
PEDM creation, conventional measures such as the coefficient 
of determination (R²), Mean Absolute Error (MAE), and Root 
Mean Squared Error (RMSE) are computed between predicted 
and actual distance values. These evaluations are carried out 
locally by each participant during model training to ensure that 
the learnt regression parameters (�, �) appropriately describe 
the relationship between LSDM and Local Distance Matrix 
(LDM), which represents the true pairwise Euclidean distances 
within the participant’s dataset. The choice of regression model 
has a considerable impact on the accuracy and robustness of the 
PEDM. While linear regression provides a simple and 
understandable mapping between LSDM and LDM, Huber 
regression enhances robustness to outliers, which is especially 
beneficial when participant datasets are noisy or contain 
abnormalities. Our tests show that using Huber regression 
improves PEDM stability and reduces reconstruction error, 
particularly in heterogeneous and imbalanced data scenarios. 

V. DATASETS 

Two types of datasets are used for experimental and 
evaluation purposes: artificial blobs of data points and a gene 
expression dataset. To handle circumstances with imbalanced 
participant datasets, our suggested approaches use class-
weighted loss functions and data augmentation strategies 
during training. These strategies reduce bias toward majority 
classes and increase model robustness for minority participant 

groups. Furthermore, performance is evaluated using class-
specific criteria to ensure a fair assessment across all classes. 

A. Artificial Datasets 

Two distinct categories were employed in artificial datasets: 
isotropic Gaussian blobs with non-uniformly distributed 
random samples [15] and uniformly distributed random data 
points [16]. The Gaussian blobs simulate structured clusters, 
allowing evaluation of algorithm performance on data with 
inherent grouping, whereas the uniformly distributed data 
provide a baseline representation of randomness, enabling 
assessment of robustness and scalability when handling 
unstructured or evenly distributed datasets. 

B. Gene Expression Datasets 

In this context, PCA is conducted on the datasets to the first 
two or three principal components, condensing them while 
retaining maximum variance for visualization purposes. The 
first dataset comprises gene expression profiles from 
gastrectomy samples of 76 gastric cancer patients. The second 
dataset consists of gene expression profiles from 357 
gastrectomy samples. Both datasets were analyzed using the 
HumanHT-12 v3.0 Expression BeadChip array (Illumina), 
denoted as GSE84426 and GSE84433, respectively. Total 
Ribonucleic Acid (RNA) was extracted from fresh-frozen 
gastrectomy specimens at Yonsei University Severance 
Hospital (South Korea) between 2000 and 2010 [17]. The gene 
expression profiles from both datasets are subsequently used to 
compute the FEDM and PEDM matrices. 

VI. IMPLEMENTATION 

To emulate a centralized federated setting during 
experimentation, each dataset underwent random shuffling and 
subsequent division into two distinct, non-overlapping subsets. 
The distribution of samples within each subset was deliberately 
uneven. Each subset represented a collection of distinct data 
entries from two separate participants yet sharing identical 
feature spaces. These participants exchanged intermediate 
results, namely LSDMs, to facilitate coordinator-based 
computation.  

Throughout the simulation of the FL environment and the 
computation of FEDM and PEDM, network dependencies and 
communication overhead were not considered. In accordance 
with the fundamental principles outlined in [18], the FL 
environment for computing FEDM and PEDM involves two 
distinct roles: participants and coordinators, primarily defined 
based on their computational tasks. Participants generate local 
spike points using their chosen spike point generation method 
and transmit them to the coordinator. Each participant also 
conducts regression analysis using its LSDM values as 
independent variables (�) and its own data points as dependent 
variables (�). 

It is assumed that there is a single coordinator in the 
FeatureCloud implementation. The system configurations used 
for the construction and evaluation of FEDM, PEDM, and 
ADM, as well as for comprehensive testing are shown in Table 
I. System 01 was utilized for development and preliminary 
testing, encompassing smaller artificially generated datasets in 
addition to the GSE84426 dataset. System 02 was primarily 
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utilized for extensive experimentation, particularly with larger 
datasets. Python was the chosen programming language, with 
version 3.12.2 used in System 01 and 3.11.8 in System 02. 
System 02, operating as an Ubuntu Linux server, used VIM (Vi 
Improved 8.1) as the preferred code editor. In contrast, System 
01, primarily designated for coding and initial prototype 
development, utilized Visual Studio Code 1.87 as both the code 
editor and Integrated Development Environment (IDE). 

TABLE I.  SYSTEM CONFIGURATION FOR EXPERIMENTAL 
EVALUATION 

Component System 01  System 02  

Processor  
Intel® CoreTM i5-

4300U CPU @ 1.90 
GHz  

Intel® Xeon® CPU 
E5-2680 v3 @ 2.50 

GHz  
Architecture  x64-based  x64-based  

RAM 
8.00 GB (7.69 GB 

usable)  
512 GB  

Storage 
(HDD)  

250 GB (approx.)  3.35 TB  

Operating 
system  

Windows 10 Home 
20H2  

Ubuntu 20.04.3 LTS  

 

VII. RESULTS 

A. Artificial Datasets 

1) Non-Uniformly Distributed 

Figure 1 illustrates the Pearson correlation between the 
ADM and FEDM across three distinct datasets, each varying in 
sample size and dimensionality, as the number of spike points 
increases. Similarly, Figure 2 portrays the correlation between 
ADM and PEDM. Figure 1 reveals that, regardless of the 
number of spike points used, FEDM constructed from 
participants' centroids exhibit almost 100% correlation with 
ADM, as indicated by the Pearson coefficient. As the number 
of spike points increases, the Pearson correlation between 
FEDM and ADM rises, regardless of whether the spike points 
are randomly generated or a combination of random points and 
centroids. In Figure 2, a similar trend is observed in the 
correlation of PEDM with ADM across all datasets compared 
to FEDM in Figure 1. Notably, PEDM, generated from FEDM 
constructed using spike points, exhibit almost identical 
correlation with ADM, with the Pearson correlation coefficient 
approaching 1.0. 

 

 
Fig. 1.  Pearson coefficient of the FEDM with respect to ADM for datasets with non-uniform distribution. 

 

Fig. 2.  Pearson coefficient of the PEDM with respect to ADM for datasets with non-uniform distribution. 

Figure 3 illustrates the Spearman correlation between ADM 
and FEDM across three datasets, varying in sample size and 
dimensions, with an increasing number of spike points. 
Similarly, Figure 4 depicts the correlation between ADM and 

PEDM. In Figure 3, for the first two datasets, and with an 
increasing number of spike points, FEDM constructed from 
centroids as spike points generally demonstrates higher average 
Spearman correlation compared to FEDM created from random 
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points alone or a combination of random points and centroids. 
However, when the sample size reaches 5,000 and the number 
of dimensions increases to 50,000, the correlation trend 
becomes unstable, even with an increase in the number of spike 
points used to create FEDM with respect to ADM. In Figure 4, 
across all datasets, PEDM exhibit reasonably good 
reconstruction of distance matrices, indicated by highly 
positive Spearman rank correlation coefficient values. 

Table II presents the average Pearson and Spearman 
correlation coefficient values of both PEDM and FEDM with 
respect to ADM, independent of the spike generation method. 
Except for the dataset featuring 5,000 samples and 50,000 
dimensions, 6-14 spike points generally suffice to create 
FEDM and PEDM with very high positive Pearson correlation 
relative to ADM. However, the Spearman correlation 
coefficient values are lower than the corresponding Pearson 
values, regardless of the spike point generation methods, 
sample size, and dataset dimensions. 

TABLE II.  AVERAGE PEARSON AND SPEARMAN 
CORRELATION COEFFICIENTS OF FEDM AND PEDM FOR 

NON-UNIFORMLY DISTRIBUTED DATASETS 

Samples Dimension 
Spike 

points 

Pearson 

Correlation 

Coefficient 

Spearman 

Correlation 

Coefficient 

ADM 

w.r.t 

PEDM 

ADM 

w.r.t 

FEDM 

ADM 

w.r.t 

PEDM 

ADM 

w.r.t 

FEDM 

100 1,200 2 0.77 0.76 0.58 0.59 
100 1,200 6 0.9 0.89 0.7 0.63 
100 1,200 14 0.93 0.92 0.64 0.57 
100 1,200 20 0.94 0.92 0.68 0.62 

5,000 10,000 2 0.76 0.77 0.66 0.64 
5,000 10,000 6 0.92 0.92 0.65 0.59 
5,000 10,000 14 0.94 0.93 0.7 0.49 
5,000 10,000 20 0.95 0.95 0.73 0.54 
5,000 50,000 2 0.75 0.78 0.68 0.69 
5,000 50,000 6 0.86 0.84 0.71 0.61 
5,000 50,000 12 0.89 0.88 0.74 0.67 
5,000 50,000 20 0.97 0.96 0.72 0.32 

 

 
Fig. 3.  Spearman coefficient of the FEDM with respect to ADM for datasets with non-uniform distribution. 

 

Fig. 4.  Spearman coefficient of the FEDM with respect to ADM for datasets with non-uniform distribution. 

2) Uniformly Distributed 

Figure 5 presents the Pearson correlation between ADM 
and FEDM across four datasets varying in sample size and 
dimensions, with an increasing number of spike points. Figure 
6 showcases the same correlation, but between ADM and 
PEDM. Due to the uniform distribution of random data points, 

it is evident from Figure 5 that random spike points outperform 
other spike point generation methods in constructing a more 
correlated distance matrix with respect to ADM. When the 
dimensionality of the data points is lower, FEDM exhibit less 
error in constructing a matrix close to ADM, and the Pearson 
correlation gradually increases with the number of spike points. 
Conversely, FEDM created via alternative spike point 
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generation methods exhibit significantly lower Pearson 
correlation coefficient values. In Figure 6, we observe the 
potential of PEDM and regression. After regression, PEDM 
achieves approximately 85–90% correlation with ADM, 
making it applicable for operational use cases related to 
Euclidean distance matrices in the FL environment. PEDM 
generated from FEDM exhibit similar Pearson correlation 
coefficient values regardless of the spike point generation 
method. Notably, both FEDM and PEDM created based on 
datasets with lower dimensionality demonstrate almost 
identical correlation with ADM. 

Figure 7 illustrates the Spearman correlation between ADM 
and FEDM across four datasets, varying in sample size and 
dimensions, with an increasing number of spike points. 
Similarly, Figure 8 depicts the same correlation, but between 
ADM and PEDM. However, both Figures 7 and 8 indicate that 
Spearman correlation remains relatively consistent for both 
FEDM and PEDM with respect to spike point generation 
methods. Except for the dataset with samples of lower 
dimensionality (i.e., 100), all other datasets exhibit very low 
Spearman correlation coefficients (ranging from 0.0 to 0.3) due 
to significant differences in value and rank along each 
dimension of the data points, which further increases with the 
number of dimensions. 

From Table III, we gain an overall understanding of how 
the number of spike points, regardless of the method used to 

generate them, impacts the construction of more correlated 
Euclidean distance matrices similar to ADM. With an increase 
in the number of spike points, both Pearson and Spearman 
correlations tend to rise to a certain extent.  

TABLE III.  AVERAGE PEARSON AND SPEARMAN 
CORRELATION COEFFICIENTS OF FEDM AND PEDM FOR 

UNIFORMLY DISTRIBUTED DATASETS 

Samples Dimension 
Spike 

points 

Pearson 

Correlation 

Coefficient 

Spearman 

Correlation 

Coefficient 

ADM 

w.r.t 

PEDM 

ADM 

w.r.t 

FEDM 

ADM 

w.r.t 

PEDM 

ADM 

w.r.t 

FEDM 

1,200 1,000 10 0.83 0.07 0.05 0.05 
1,200 1,000 40 0.82 0.1 0.07 0.08 
1,200 1,000 70 0.82 0.13 0.1 0.1 
1,200 1,000 100 0.81 0.13 0.11 0.11 
5,000 100 10 0.28 0.15 0.14 0.14 
5,000 100 40 0.36 0.25 0.27 0.27 
5,000 100 70 0.38 0.3 0.3 0.31 
5,000 100 100 0.41 0.33 0.35 0.35 
5,000 10,000 10 0.92 0.03 0.02 0.02 
5,000 10,000 40 0.91 0.05 0.03 0.03 
5,000 10,000 70 0.91 0.05 0.03 0.04 
5,000 10,000 100 0.89 0.05 0.04 0.15 
5,000 20,000 10 0.96 0.03 0.01 0.01 
5,000 20,000 40 0.95 0.03 0.01 0.01 
5,000 20,000 70 0.95 0.04 0.02 0.03 
5,000 20,000 100 0.93 0.03 0.02 0.02 

 

 
Fig. 5.  Pearson coefficient of the FEDM with respect to ADM for datasets with uniform distribution. 

 

Fig. 6.  Pearson coefficient of the PEDM with respect to ADM for datasets with uniform distribution. 
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Fig. 7.  Spearman coefficient of the FEDM with respect to ADM for datasets with uniform distribution. 

 
Fig. 8.  Spearman coefficient of the PEDM with respect to ADM for datasets with uniform distribution. 

B. Gene Expression Datasets 

1) GSE84426 

Figure 9 illustrates the Pearson correlation between ADM 
and FEDM, as well as between ADM and PEDM, for the 
GSE84426 dataset [19], with an increasing number of spike 
points. Figure 10 presents the Spearman correlation instead. 
From Figure 9, it is evident that spike points generated through 
centroid-based and random methods lead to higher Pearson 
correlation between ADM and FEDM as the number of spike 
points increases. However, the inclusion of both random points 
and centroids results in an FEDM with lower Pearson 
correlation for every given number of spike points. This occurs 
because many random points tend to appear close to centroids, 
reducing the information gained by LSDMs and consequently 
leading to less accurate FEDM. However, with PEDM, which 
corrects FEDM using the slope and intercept obtained from 
regression performed between ADM and FEDM, we observe 
consistent Pearson correlation regardless of the spike point 
generation method used for FEDM. Specifically, when FEDM 
is created with centroid-based spike points, PEDM exhibit 
better Pearson correlation compared to random points or 
centroids, especially when the number of spike points is equal 
to or greater than 28. This is because randomly generated 
points may reduce information gain due to their random 
placement. In Figure 10, it is apparent that, for every number of 
spike points, the FEDM created by both random points and 
centroids, along with the corresponding PEDM, exhibit 

significantly lower Spearman correlation with respect to ADM. 
Despite the similar correlation between FEDM and PEDM 
resulting from random spike points and centroids for different 
numbers of spike points, the centroid-based method generally 
yields slightly better correlation. This is because centroid-based 
spike points consider average distances between data points, 
whereas random spike point generation may lead to multiple 
points in close proximity, reducing information gain due to 
random placement. 

Figure 11 demonstrates that the relationship between 
FEDM, PEDM, and ADM is more linear, as the correlation of 
both matrices decreases monotonically with respect to ADM. 
Moreover, PEDM exhibit higher linear correlation than FEDM, 
even though FEDM can achieve similar Pearson or Spearman 
correlation with ADM.  

2) GSE84433 

Figure 12 depicts the Pearson correlation between ADM 
and FEDM, as well as between ADM and PEDM, for the 
GSE84433 dataset [20], with a varying number of spike points. 
Figure 13 presents the Spearman correlation instead. Observing 
Figure 12, it becomes evident that for each number of spike 
points, FEDM generated by all spike generation methods 
exhibit progressively increasing Pearson correlation 
coefficients. However, FEDM derived from uniformly 
distributed random spike points demonstrates higher linear 
correlation with ADM for each number of spike points due to 
the uniform scattering of a high number of data points. 
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Notably, the highest Pearson correlation is observed in PEDM 
produced by FEDM resulting from a combination of centroids 
and random points. Given a significant number of data points 

falling within the range of -10,000 and 0, the difference in 
coefficient values between PEDM originated from FEDM 
created solely from random points is negligible.  

 

 
Fig. 9.  Pearson correlation coefficient between FEDM and PEDM with respect to ADM for the GSE84426 dataset. 

 

Fig. 10.  Spearman correlation coefficient between FEDM and PEDM with respect to ADM for the GSE84426 dataset. 

 
Fig. 11.  Pearson and Spearman correlation coefficients of FEDM and PEDM with respect to ADM for the GSE84426 dataset (up to 50 spike points). 
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Fig. 12.  Pearson coefficient between FEDM and PEDM with respect to ADM for the GSE84433 dataset. 

 
Fig. 13.  Spearman coefficient between FEDM and PEDM with respect to ADM for the GSE84433 dataset. 

However, in Figure 13, we observe that FEDM created with 
pairwise distances between random spike points and data 
points exhibit higher and better monotonic correlation with 
ADM, whereas FEDM generated by the other two spike 
generation methods have lower correlation. Although centroid 
based FEDM show slightly better correlation with ADM, 
FEDM created by spike points that are either centroids or 
random points with centroids have very close correlation 
coefficient values with ADM, respectively. We also observe an 
increase in Spearman correlation regardless of the method used 
for spike point generation as the number of spike points 
increases. The same pattern and results are observed for 
PEDM, calculated after performing regression by each 
participant and applying the respective coefficients and 
intercepts for each FEDM value.  

In Figure 14, it is notable that the average Pearson 
correlation of FEDM and PEDM with respect to ADM 
increases with the number of spike points, with FEDM 
exhibiting slightly better correlation coefficient values. This 
suggests that the gap in values, along with differences in 
dataset dimensionality, is smaller in FEDM, and a high number 
of spike points can generate distance matrices very close to 
ADM. Despite the decreased effectiveness of Euclidean 
distance with increasing dimensionality, it performs well as 
many datasets exhibit similarities with a non-central t-

distribution, for which the Euclidean distance function can be 
highly effective for higher dimensions (10,000 and above).  

While the primary goal of this study is to preserve privacy 
in distance computations, the impact of the proposed FEDM 
and PEDM techniques on the overall accuracy of ML models 
in federated contexts was also taken into consideration. This 
demonstrates that the proposed approach strikes a balance 
between data privacy and model quality, making it suitable for 
actual FL applications where pairwise similarity or distance is 
important in model updates, grouping, or personalization. 

VIII. DISCUSSION 

The FEDM and PEDM for this type of dataset could exhibit 
very high positive correlation with respect to ADM regardless 
of the number of spike points if and only if the spike points are 
generated from centroids. For a dataset that has a skewed 
distribution and a high number of outliers, spike points 
generated using centroids and random points together create a 
better-correlated FEDM than spike points consisting of just 
centroids. When the FEDM is created from an array of spike 
points where some are centroids and others are random points, 
it tends to have low to moderate positive correlation with 
ADM, considering both Pearson and Spearman correlation. For 
a dataset that portrays more visible clusters or have multiple 
high-density regions formed by the values of the data points, 
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centroids used as spike points will provide more strongly 
correlated FEDM and PEDM. To maintain the mathematical 
validity and structural integrity of the generated distance 

matrices, our method ensures that the number of spike points 
never exceeds the data's dimensionality.  

 

 
Fig. 14.  Pearson and Spearman coefficients of FEDM and PEDM with respect to ADM for the GSE84433 dataset (up to 50 spike points). 

A. Limitations 

The purpose of using both centroid-based and random spike 
points is to balance representativeness, robustness, and privacy 
across varied data distributions. Centroid-based spike points, 
produced using clustering methods such as K-means, are useful 
when participant data contain well-defined clusters or 
Gaussian-like blobs because they capture core tendencies 
within dense portions of the feature space. To address this, we 
use randomly generated spike points to provide broader and 
more uniform coverage of the feature space, improving the 
generalizability of the LSDMs and lowering the risk of privacy 
leakage or overfitting. When a participant has a dataset with 
many outliers and performs K-means or other clustering 
algorithms to create spike points based on centroids or a 
combination of random points and centroids, there is a chance 
that an outlier itself or very similar data points may be 
considered as a centroid and returned as a spike point for 
inclusion.  

IX. CONCLUSION 

This study proposed two types of Euclidean distance 
matrices, derived from spike points and regression: the 
Federated Euclidean Distance Matrix (FEDM) and the 
Predicted Euclidean Distance Matrix (PEDM), which utilize 
the pairwise distances between data points and spike points 
locally for each participant. The proposed approach 
successfully constructs distance matrices exhibiting 
approximately 80% to 99% similarity with the Aggregated 
Distance Matrix (ADM), which contains the pairwise distances 
of all data points from all participants, through the application 
of regression and the use of spike points generated via various 
methodologies. In summary, the objective was to approximate 

and compute the aggregated Euclidean distance matrix for data 
points from one or multiple datasets in a Federated Learning 
(FL) system without sharing the actual data values, when the 
samples are horizontally partitioned and distributed across 
different participants.  
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