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ABSTRACT

Intrusion Detection and Prevention Systems (IDPSs) play a crucial role in safeguarding online connections
against unauthorized access and malicious activities. To enable efficient and effective detection and
mitigation, IDPSs must continuously improve their performance due to the constantly developing nature of
cyber threats. However, an IDPS is more difficult to use and less reliable when it deals with huge amounts
of data. This study aimed to improve the performance of IDPSs by employing optimization algorithms to
reduce the data size. Particularly, the Harris Hawks Optimization (HHO) and Whale Optimization
Algorithm (WOA) were combined for feature selection. The experimental results showed that the
performance of the proposed IDPS was greatly improved by combining the HHO and WOA algorithms.
Combining a Random Forest classifier with the suggested HHO/WOA feature selection method achieved
very high results in accuracy (99.17 %), recall (98.76 %), precision (98.76 %), and F1-score (98.43%).

Keywords-feature selection; Harris hawks optimization algorithm; intrusion detection; machine learning;
whale optimization algorithm

I INTRODUCTION to prevent it, this can happt?n in different ways. Malware

) ) i ) o infections, DoS attacks, phishing scams, ransomware attacks,

) 'Cyl')ercrlme costs are increasing, with some projections and other cyberattacks are just a few examples of the many
indicating that by 2025 they could reach $10.5 trillion [1].  different types of cyberattacks that can occur [2, 3]. Strong
Depending on the type of attack and the security mechanisms  gsecurity measures should be implemented to stop the spread of
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cyberattacks, including firewalls, antivirus software, Intrusion
Detection and Prevention Systems (IDPSs), and routine
security updates [3, 4].

The purpose of IDPSs is to monitor network traffic for
indications of malicious behavior. They can be configured to
provide alerts depending on predetermined criteria, such as a
predetermined threshold for failed login attempts, and can be
configured to monitor various network components, such as
servers, endpoints, or network devices, as shown in Figure 1.
IDPSs often employ Machine Learning (ML) and Artificial
Intelligence (AI) techniques to offer efficient defense against a
variety of cyber threats while also being responsive and agile to
changing security requirements [5-7].

( Internal External )
:ﬂ Network Network
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Fig. 1. IDPS function.

ML involves algorithms that can find patterns in large
datasets and make predictions based on them. With the use of
historical data learning, IDPS-based ML can offer a more
effective defense against a variety of security threats. However,
false alerts are a problem that ML-based IDPSs frequently face,
and optimized feature selection can be used to reduce them.
Metaheuristic algorithms can be used to find the most useful
among a set of features [8-10]. Metaheuristic algorithms have
been shown to be effective in solving optimization problems,
demonstrating high efficiency in scientific, real-world, and
engineering issues [11]. The advantage of these algorithms is
their ability to find nearly optimal solutions in a relatively short
time, which is important for solving problems. Accordingly,
these algorithms can be applied to feature selection in the case
that the number of features is high [11-13]. The Harris Hawks
Optimization (HHO) and the Whale Optimization Algorithm
(WOA) are two of the common metaheuristic algorithms that
imitate the behavior of wolves and whales, respectively, in
nature [14, 15]. This study combines these two methods to
select features for an ML-based IDPS.

Several methods have been proposed to improve intrusion
detection. In [16], an AI-IDS was presented to detect web
intrusions in real-time. This system used deep learning to learn
from web traffic data and classify patterns into normal and
abnormal behaviors, employing a Convolutional Neural
Network and a Long Short-Term Memory (CNNL-STM)
model based on Spatial Feature Learning (SFL). The CNN-
LSTM model was based on SFL-extracted features of real-time
HTTP traffic without encryption, calculating entropy, or
compression. The experimental results showed that this system
outperformed other solutions in terms of accuracy (98.07%),
precision (97.06%), and recall (98.13%).

n [17], a method was proposed to deal with the issue of
processing similar features that provide redundant information
and increase computational time. This feature selection
technique minimized the input data features. To improve the
possibility of them participating in different groups, features
were initially randomly grouped and sorted by accuracy score.
The packets received by the network nodes were classified
using only the highest-ranked features, which were saved as
part of the node's previous performance. The ML technique
incorporated the past behavior of the node to estimate
classification decisions, achieving an accuracy of 91%.

In [18], an effective Network-based IDS (NIDS) system
was developed using an ensemble ML classifier with a newly
proposed feature selection technique that used the Double
Particle Swarm Optimization (DPSO). DPSO uses two fitness
functions to control the relevance and redundancy of the
selected features. The selected features were then fed to the
ensemble ML classifiers. The proposed NIDS system was
evaluated on the NSL-KDD dataset to detect attacks.
Simulations were carried out to test the performance of the
suggested NIDS system with the existing PSO model. The
proposed DPSO achieved 98.30% accuracy, while PSO
achieved 92.05% accuracy. In addition, the WOA was tested in
the same environment, achieving an accuracy of 94.90%.

In [19], two IDS models were introduced, which employed
a Backpropagation Neural Network (BPN) and a Multilayer
Perceptron (MLP) to detect attacks based on the NSL-KDD
dataset. These models used a hybrid optimization algorithm
from the HHO and PSO optimizers to decrease the dataset size
by selecting relevant features that represent anomalies in
network traffic. This hybrid algorithm also tuned the selected
features assigned as initial weight vectors for both the BPN and
MLP IDS models. The HHO-PSO/BPN achieved a detection
accuracy of 97.08% with an F1 score of 0.9743. The HHO-
PSO/MLP achieved a detection accuracy of 97.74% with an F1
score of 0.9800.

In [15], an IDS was introduced that featured an innovative
attack detection method. This method leveraged an Elevated
HHO (EHHO) variant, modifying the internal operations of the
original HHO to enhance anomalous detection within network
traffic. Performance evaluation of the suggested IDS model
using the new EHHO optimizer was performed with the Gated
Recurrent Unit (GRU) neural network mechanism. The results
were then compared with the original HHO and WOA
optimizers. Notably, the EHHO-GRU achieved the highest
accuracy at 82.47%, surpassing the HHO-GRU and WOA-
GRU, which attained 79.97% and 79.77%, respectively.

In [8], an IDS model used several algorithms to select key
features for attack detection. In particular, several metaheuristic
algorithms were hybridized to build an efficient feature
selection method for the IDS. The proposed IDS adopted the
AdaBoost ensemble method to classify attacks, which was
chosen because it is cost-sensitive and enhances attack
detection for minority classes. The NSL-KDD dataset was used
to evaluate the proposed hybridized feature selection method
with the AdaBoost classifier. Error rate, execution time, and
detection accuracy were improved in the test dataset, achieving
81.1% accuracy for minority classes.

www.etasr.com

Abualhaj et al.: Enhancing Intrusion Detection System Performance Using a Hybrid of Harris Hawks ...



Engineering, Technology & Applied Science Research

Vol. 15, No. 4, 2025, 24354-24361 24356

Several IDS models have been introduced to improve the
accuracy of attack detection. Notable works, such as [16] and
[17], leverage diverse techniques, including deep learning, ML,
and feature selection, to optimize IDS performance. Moreover,
in [8, 15, 18, 19], the integration of metaheuristic optimization
algorithms was explored to reduce data size, improving the
attack detection rate and speed in IDS models. Various
metaheuristic algorithms, such as PSO, WOA, and HHO, have
been employed, demonstrating promising results, as
summarized in Table 1. However, there is still room for

B. Supervised ML Classifiers

In supervised ML, the model is trained on a labeled dataset,
picking up knowledge from a set of input/output pairings (also
referred to as labeled instances) to build a model that can be
applied to predict the outcome of unobserved data. Table III
shows the main aspects of the SVM, KNN, and RF supervised
ML classifiers that were investigated in the proposed IDPS [22-
29].

* : . - TABLE IIL. MAIN ASPECTS OF SVM, KNN, AND RF
innovation to further enhance attack detection accuracy. This
work proposes a novel hybrid technique that combines the L‘zs"e_“ RF — KNT) 5 S SYM 5
HHO and WOA optimizers to increase IDS performance and eamme | phcemble learning | onoeTPAsE Upervise
. approach learning learning
attack detection accuracy [20]. Constructs multiple Assigns labels . .
. Finds an optimal
Working decision trees and based on the hyperplane that
TABLE L. COMPARISON OF EXISTING IDPS MODELS . aggregates their majority vote of S
mechanism maximizes class
- — results for the K-nearest separation
Ref. | Year Algorithm Optimizer Accurz;cy classification training samples P
PSO 92.05% High accuracy, . Effective in high-
[18]| 2022 Ensemble DPSO 98.30% handles high- Simple and dimensional
WOA 94.90% Strengths dimensional data, effz(;t:r\;leé t?(‘):n— spaces, robust to
[19] | 2023 BPN HHO-PSO 97.08% resistant to overfitting P ! outliers
MLP HHO-PSO 97.74% ] Works well with
HHO 79.97% Performance rcljgﬁst;:::rggf}é;?\?e Effective, but may | structured attack
[15] | 2024 GRU EHHO 82.47% onattack | T omplex | Struggle with high- | data, good at
WOA 79.77% detection atta%ks P dimensional data detecting
[8] | 2023 AdaBoost PSO 81.1% anomalies
Computational Moderate to high High (dl.stance ngh (especially
complexit (depends on the calculation for with complex
1L BACKGROUND P y number of trees) every prediction) kernels)

A. NSL-KDD dataset

Although the NSL-KDD dataset has significant issues, it is
regarded as a sufficient benchmark dataset that assists security
engineers in investigating various IDPSs. The dataset contains
148517 samples and 40 features, excluding the output column.
Table II shows the primary characteristics of the dataset, which
has four main attack types: DoS, Probe, User to Root (U2R),
and Remote to Local (R2L). The dataset also contains a fifth
category called "Normal," which represents normal network
traffic without any attacks [21, 22].

TABLEII. THE NSL-KDD DATASET
No. Feature Name No. Feature Name

1 protocol_type 21 is_guest_login

2 service 22 Count

3 flag 23 srv_count

4 src_bytes 24 serror_rate

5 dst_bytes 25 SI'v_serror_rate

6 land 26 rerror_rate

7 wrong_fragment 27 SIv_rerror_rate

8 urgent 28 same_srv_rate

9 hot 29 diff_srv_rate

10 num_failed_logins 30 "rv_diff_host_rate

11 logged_in 31 dst_host_count

12 num_compromised 32 dst_host_srv_count

13 root_shell 33 dst_host_same_srv_rate
14 su_attempted 34 dst_host_diff_srv_rate
15 num_root 35 dst_host_same_src_port_rate
16 num_file_creations 36 dst_host_srv_diff _host_rate
17 num_shells 37 dst_host_serror_rate
18 num_access_files 38 dst_host_srv_serror_rate
19 num_outbound_cmds 39 dst_host_rerror_rate
20 is_host_login 40 dst_host_srv_rerror_rate

C. Feature selection

The accuracy and effectiveness of ML models can be
improved by choosing a suitable feature selection algorithm
that depends on the nature of the problem to be addressed. In
this study, two well-known optimization algorithms, HHO and
WOA, were employed to select relevant features for the IDPS
system, which is called Hybrid IDPS (H-IDPS). HHO and
WOA are renowned for their efficacy and efficiency in feature
selection.

1) HHO Algorithm

HHO is a cutting-edge optimization technique that was
motivated by Harris Hawks' hunting practices. It starts by
initializing a collection of potential solutions known as hawks.
Each hawk, represented by a collection of feature weights or
coefficients, is one potential solution to the optimization
problem. After initialization, the algorithm simulates hawk
hunting techniques to obtain the best solution. The algorithm
divides the hawk population into smaller groups or hunting
parties during the simulation. Algorithm 1 shows a pseudocode
for the HHO algorithm [14, 30].

Algorithm 1: HHO Algorithm
psn is position, hk is hawk,
hawk, b is beta hawk
Initialize population of hk randomly
Calculate fitness of each hk
Set best solution (global best)
with highest fitness
Repeat until # of iteration is met:

a is alpha

as hk

www.etasr.com

Abualhaj et al.: Enhancing Intrusion Detection System Performance Using a Hybrid of Harris Hawks ...




Engineering, Technology & Applied Science Research

Vol. 15, No. 4, 2025, 24354-24361 24357

Sort hk based on fitness in descending

order

Update psn of a (leader):

Generate random number x1 between 0
and 1

Update psn of a using the formula:
a.psn = a.psn + x1 * (globalBest.psn
- a.psn)

For each remaining hk (b):

Generate random number x2 between 0
and 1

Update psn of b using the formula:
b.psn = (b.psn+a.psn)/2 + x2 *
(globalBest.psn — b.psn)

Perform exploration:

For each hk (except a and b):
Generate random number x3 between 0
and 1
Update position of hk using the
formula:

hk.psn = hk.psn + x3 *
(globalBest.psn — hk.psn)

Calculate fitness of new psn

Update global best solution if hk has

better fitness

Return best solution found

2) WOA Algorithm

WOA is an optimization method that draws inspiration
from nature and is based on how humpback whales hunt.
Exploration, exploitation, and convergence are the three
primary activities that the WOA performs to find the best
solution. Based on the location of the whale and the distance to
the ideal solution, a random vector and a distance factor
determine the movement for each of the three activities. The a
parameter of the WOA is used to regulate the ratio of
exploration to exploitation. As time goes on, the value of a
drops, eventually changing the algorithm's emphasis from
exploration to exploitation. Algorithm 2 displays the
pseudocode for the WOA [31].

Algorithm 2: WOA Algorithm
psn is position, wh is whale
Initialize a population of wh randomly
Calculate fitness of each wh
Set the best solution (global best) as
the wh with the highest fitness
Repeat until # of iteration is met:
Update a (decreasing linearly) from 2
to 0 over iterations
For each wh:
Generate a random number x1 between
0 and 1
Generate a random number x2 between
0 and 1
If x2 < 0.5:
Update the psn of the wh using the
formula:

wh.psn =globalBest.psn-—
(x1*distanceToGlobalBest)
Else if x2 >= 0.5 and absolute
value(a) < 1:
Select a random wh (wh_7j)
Update the psn of the wh using
the formula:
wh.psn = wh_j.psn -
distanceToWhale_j)
Else if x2 >= 0.5 and absolute
value(a) >= 1:
Generate a random number x3
between 0 and 1
Update the psn of the wh using the
formula:
wh.psn = (globalBest.psn - wh.psn)
* (x3 * a)
Check the whale's psn based on the
constraints
Calculate fitness of new psn
Update the global best solution if a
wh has a better fitness
Return the best solution found

(x1 *

III. HYBRID IDPS (H-IDPS) MODEL
A. Data Preprocessing

1) Transformation Operation

The NSL-KDD dataset includes preprocessed network
traffic that has been transformed into numerical values.
However, some features in the dataset are categorical,
demanding transformation into numerical values for use in ML
models. A typical method of transforming categorical features
into numerical values is label encoding, which allocates a
unique integer value in sequence to each category [3, 21]. The
NSL-KDD dataset contains three features with a text data type.
These features are protocol_type, service, and flag. The label-
encoding method was used to encode the text values within
these three features into numerical values. The protocol_type
feature contains three different text values: tcp, udp, and icmp.
The label-encoding method replaced these three text values
with 0, 1, and 2, respectively. The service feature contains 65
different text values: auth, bgp, ..., X11, and Z39_50. The
label-encoding method replaced these 65 text values by 0, 1,
..., 63, and 64, respectively. The flag feature contains ten
different text values: OTH, REJ, ..., SF, and SH. The label-
encoding method replaced these ten text values with 0, 1, ..., 8,
and 9, respectively.

2) Normalization Operation

Normalization is an important preprocessing step in ML to
scale features to a consistent range, ensuring that the sizes and
magnitudes of the numerical features in the NSL-KDD dataset
are comparable, preventing one feature from overpowering
others during model training. Min-max scaling, which scales
values to a range between 0 and 1, is a well-liked normalization
method. For features with known minimum and maximum
values, the Min-Max scaling method is very suitable [3, 21].
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3) Hybrid Feature Selection Method

A hybrid feature selection approach selects the key features
from a set based on two or more feature selection techniques.
Using two or more techniques can increase the accuracy and
efficiency of the feature selection process. Hybrid feature
selection approaches have the potential to be more successful
than single ones. This happens because they take advantage of
many methods while compensating for their shortcomings. By
combining various techniques to provide a thorough and
accurate selection of features, hybrid feature selection can
improve the performance of ML models and prevent
overfitting.

As mentioned earlier, HHO and WOA were chosen for
several reasons. The integration of WOA and HHO can achieve
a harmonious global exploration and efficient exploitation,
capitalizing on their strengths in diverse search mechanisms
and collaborative search behavior. This integration achieves the
main goal of feature selection, which is to find the most
relevant attack features that can be used to identify the attack
accurately, increase the detection rate and speed, and improve
the performance of the IDPS [8, 14, 15, 19, 30].

The proposed H-IDPS model utilized hybrid feature
selection by combining HHO and WOA optimizers. The HHO
and WOA optimizers were applied to the NSL-KDD dataset in
parallel. The number of selected features when using HHO was
13 and when using WOA was 16, as shown in Table IV. The
mutual features from the two optimizers were combined to
form a new reduced subset of 25 features, rather than the 40
features in the NSL-KDD dataset, as shown in Table IV. Figure
2 illustrates the feature selection process. The resulting reduced
subset of features was used in the H-IDPS model to improve
performance.

-

NSL-KDD
Dataset
40 Features

Data Transformation
(Label Encoder)

Normalization
(Min-max Scaler)

HHO Optimizer: WOA Optimizer:
13 Features 16 Features

—

Mutual of HHO & WOA:
25 Features

Feature Selection

Reduced NSL- End
KDD Dataset

\ 25 Features )
Fig. 2.

Feature selection process.

TABLE IV. SELECTED FEATURES PER OPTIMIZER

Optimizer Selected features ( feature #)

WOA 2,3,4,10, 15, 18, 19, 20, 21, 23, 24, 25, 28, 30, 35, 39

HHO 1,3,4,5,8,9, 18, 22,29, 31, 32,34, 35

HHO and 1,2,3,4,5,8,9,10, 15, 18, 19, 20, 21, 22, 23, 24, 25, 28,
WOA 29, 30, 31, 32, 34, 35, 39

B. Attack Detection

The proposed model used the NSL-KDD dataset for
training and testing the ML classifiers, after using the hybrid
feature selection method discussed above (25 of 40 features).
Finally, the H-IDPS model implemented the KNN, SVM, and
RF classifiers to identify attacks. The performance of the three
classifiers was evaluated using several metrics based on the K-
fold cross-validation method with a k equal to 5. Figure 3
describes the proposed H-IDPS model.

Reduced NSL-
KDD Dataset
(25 Features)

H-IDPS Model Training |
|
K-NN SVM RF |
|
|
|

v
Performance Evaluation
(K-Fold Cross-Validation)

v

Accuracy, Recall, Precision,
MCC, and F1-score

)

Classifier with the Best
End

K Performance )
Fig. 3. H-IDPS model.

IV.  PERFORMANCE EVALUATION OF THE H-IDPS
MODEL

A. Implementation Environment

The proposed H-IDPS model was tested on a desktop PC
with 64-bit Microsoft Windows, Intel Core i7 13700K (up to
5.4 GHz, 16 cores, and 30 MB Intel Smart Cache), 32 GB 3600
MHz DDR4 RAM, Nvidia GeForce RTX 4090 24GB
GDDR6X GPU, and M.2 1TB SSD (UP TO 5000 MB/s).
Python was utilized to implement the proposed H-IDPS model,
as it contains a large number of libraries and tools to develop
ML models, such as NumPy and Pandas.

B. Performance Evaluation Criteria

The performance of the H-IDPS model was evaluated using
a confusion matrix, which is a four-cell matrix containing the
actual and predicted classes. Typically, the rows of the
confusion matrix represent the actual classes, and the columns
represent the predicted classes. The four cells of the matrix are
True Positive (TP), True Negative (TN), False Positive (FP),
and False Negative (FN). The confusion matrix can be used to
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calculate various metrics that measure the performance of the

classification model, including accuracy (3), recall (4),
precision (5), and F1-score (7) [32-34].
Accuracy = % (1)
Recall = (TPZPFN) (2)
Precision = (TPTIFP) (3)
F1 — score = Frecisionx Recall @)

Precision + Recall
C. Results and Discussion

The proposed H-IDPS model was implemented, tested, and
evaluated using three feature selection techniques: HHO,
WOA, and mutual selection of the features selected by HHO
and WOA (HHO/WOA). The best-performing feature selection
method will be used with the H-IDPS model. Accuracy, recall,
precision, and F1-score were measured for each of these feature
selection techniques using SVM, KNN, and RF. Figures 4, 5, 6,
and 7 show the accuracy, recall, precision, and Fl-score
metrics, respectively. Each metric was used to evaluate the
proposed H-IDPS with the above-mentioned classifiers and
feature selection methods.

As shown in Figure 4, all three classifiers in combination
with the three feature selection methods achieved high
accuracy. However, the accuracy using the HHO/WOA method
outperformed both HHO and WOA with all classifiers. In
addition, among the three classifiers, RF achieved the highest
accuracy with the three feature selection methods. Therefore,
the combination of the RF classifier and HHO/WOA method
achieved the highest accuracy of 99.17%. As shown in Figures
5 and 6, both recall and precision were almost identical with all
combinations of the three classifiers and three feature selection
methods. In general, all three classifiers in combination with
the three methods achieved acceptable or high recall and
precision results. However, the recall and precision of the
HHO/WOA method outperformed both HHO and WOA with
all classifiers. In addition, the RF classifier achieved the
highest recall and precision with all three feature selection
methods. Therefore, the combination of RF classifier and
HHO/WOA method achieved the highest recall and precision
of 98.76%.

W Accu racngO W Accuracy WOA  m Accuracy HHO&WOA
—

)
)

81%

|m
RF

Fig. 4.
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97.98%
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96.87%

zZ [ 97.42%
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93.83%
[ 92.83%
P 95.83%

K SVM

Accuracy of the proposed H-IDPS model.

® HHO = WOA = HHO&WOA

x
©
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~
=N

KNN s
Recall of the proposed H-IDPS model.

I 96.87%
— o7.42%
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©
~
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[ ss.02%
7 I o7.81%

I 9383%
S T o283%
I 95.83%

4

Fig.

HEHHO EWOA = HHO&WOA

98.02%
97.81%
97.98%

96.87%
97.42%
93.83%
92.83%
95.83%

RF KNN SVM
Fig. 6 Precision of the proposed H-IDPS model.
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0 ~
| s R
D oM
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["a)
a
| |
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)
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RF KNN SVM
Fig. 7. Fl-score of the proposed H-IDPS model.

As shown in Figure 7, the F1 scores were between
acceptable and high with all combinations of the three feature
selection methods and the three classifiers. However, similar to
the previous metrics, the combination of the RF classifier and
the HHO/WOA method achieved the highest Fl-score of
98.43%. In summary, the combination of the RF classifier and
the HHO/WOA method achieved the best results in all four
metrics: accuracy (99.17%), recall (98.76%), precision
(98.76%), and F1-score (98.43%). Therefore, the proposed H-
IDPS model will employ HHO/WOA as a feature selection
method and RF as an ML classifier.

The proposed H-IDPS model was benchmarked against
other IDS models utilizing metaheuristic algorithms in terms of
accuracy, as shown in Figure 8. Notably, the H-IDPS model
incorporating HHO/WOA and RF achieved the highest
accuracy at 99.17%. In contrast, the closest competing model
[18] achieved an accuracy of 98.30%, demonstrating an
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improvement of 0.87%. The proposed HHO/WOA hybrid
feature selection method outperformed existing approaches by
effectively reducing irrelevant features while preserving critical
information, resulting in higher classification accuracy and
faster computation, and demonstrating its robustness and
suitability for network intrusion detection tasks.

99.17%

100.00% 98.30% 97.08% 97-74%

94.90%
92.05%
90.00%
82.47% 81.10%
79.97% 79.77%

80.00%
70.00%
60.00%
so.00% = WM - -

K u\ )

Fig. 8. Accuracy of the proposed H-IDPS against other IDS models.

V. CONCLUSION

This study introduced a hybrid feature selection approach
based on HHO and WOA to improve the effectiveness of
network IDPSs in securing network communications. The
proposed method demonstrated its ability to reduce feature
space while maintaining or enhancing classification accuracy,
offering both computational efficiency and high detection
performance. This highlights the practical relevance of the
method for real-time security applications, where quick and
accurate identification of threats is critical. By leveraging the
complementary strengths of two bioinspired optimization
algorithms, the proposed approach provides a robust and
generalizable solution for processing high-dimensional network
traffic data, offering a valuable contribution to the field of
intelligent network communication security.
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