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ABSTRACT

The east-west interface in Software Defined Networking (SDN) plays a crucial role in enabling inter-
controller communication, which is vital for scalability, load balancing, and fault tolerance in distributed
SDN environments. Despite its importance, this interface remains vulnerable to serious security threats,
such as Man-in-the-Middle (MitM), unauthorized access, False Data Injection (FDI), and Distributed
Denial-of-Service (DDoS) attacks. Unlike previous studies and reviews that focus broadly on SDN security,
this paper presents a comprehensive review of the current security challenges and proposed solutions that
are specific to the east-west interface. The literature is organized into five categories: cryptographic
techniques, authentication and access control, blockchain-based mechanisms, Machine Learning (ML)
approaches, and hybrid models. In addition, an analytical contribution is provided by introducing a threat-
solution coverage matrix that maps each reviewed solution to the specific types of attacks it mitigates. This
analysis highlights under-addressed vulnerabilities and uncovers critical research gaps. Future research
directions are provided, including the adoption of zero-trust architectures and the need for standardized

benchmarking protocols.
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I.  INTRODUCTION

SDN is transforming modern networking by decoupling the
control plane from the data plane, resulting in programmable
and flexible network architectures [1, 2]. The market value of
SDN in 2023 was 34.29 billion dollars and is estimated to have
a compound growth of 17.9% between 2023 and 2030 [3]. In
distributed SDN environments, multiple controllers are
deployed to enhance scalability, fault tolerance, and to avoid
the single point of failure. The east-west interface plays a vital
role in facilitating communication and synchronization between
the distributed controllers, making it a key component of the
SDN architecture [4]. However, the former is vulnerable to
several security threats, including unauthorized access, MitM,

DDOS, and FDI, which can compromise the security of the
whole network [5-8]. Unfortunately, the currently available
SDN controllers are vendor-specific, and lack both the agreed
upon east-west protocols and the necessary security aspects [9-
12]. Despite the growing relevance of the east-west interface,
most security research focuses on north-south communication.
To bridge this gap, the current review categorizes and critically
analyzes existing security strategies focused on the east-west
interface. In addition, a novel threat-solution mapping analysis
is provided, exposing which threats are well-covered and which
remain open, offering a research-driven roadmap for future
work. The present study provides the following contributions:
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e A taxonomy of the main security vulnerabilities that affect
the east-west interface of SDN.

e A taxonomy of the existing security strategies, categorized
into five key approaches.

e A comparative analysis of the current studies, highlighting
the strengths, and limitations in each of them.

e A threat-solution mapping analysis that exposes which
threats are well-covered and which remain open, offering a
research-driven roadmap for future work.

II. REVIEW METHODOLOGY

The present study conducts a narrative literature review
focused on securing the east-west interface of SDN. A
systematic literature search was performed searching the IEEE
Xplore, ACM Digital Library, ScienceDirect, and SpringerLink
databases. The utilized keywords included "east-west SDN
security," "inter-controller SDN attacks," "blockchain SDN,"
"machine learning SDN," and "SDN cryptographic methods."
The initial search yielded 152 papers from which 64 relevant
studies were selected based on the following inclusion criteria:

e Peer-reviewed journal articles from 2015 to 2025.

e Focus on the security of east-west or inter-controller
communication.

e Quantitative or qualitative evaluation of the proposed
methods.

III. EAST-WEST INTERFACE

In distributed SDN architectures, the east-west interface is
critical for enabling communication between controllers to
ensure synchronization, policy consistency, and network
reliability, as presented in Figure 1. This interface is essential
for maintaining a unified and efficient network infrastructure,
particularly in large-scale or multi-domain environments [13-
16]. The key functions associated with the east-west interface
include:

e Exchange of topology updates:

Controllers share real-time information about network
topology changes, ensuring that all controllers have an accurate
and up-to-date view of the network. This is crucial for effective
routing decisions and resource allocation [17].

e Coordination of traffic engineering policies:

The east-west interface helps controllers collaboratively
manage and optimize the traffic flow across the network. This
includes load balancing, congestion avoidance, and ensuring
adherence to predefined service-level agreements [18, 19].

e Fault tolerance mechanisms:

By facilitating communication between controllers, the
east-west interface supports redundancy and failover strategies.
In the event of a controller’s failure, other controllers can
seamlessly take over, minimizing downtime and maintaining
network stability [20].

The previous functions collectively contribute to the
robustness and scalability of distributed SDN architectures,
rendering the east-west interface a vital component for ensuring
seamless inter-controller communication and overall network
performance.

Application Plane
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Fig. 1. The architectural role of the east-west interface within distributed

SDN.

IV. SECURITY CHALLENGES IN EAST-WEST
INTERFACE

Although the east-west interface in distributed SDN
architectures is essential for inter-controller communication, it
is susceptible to several vulnerabilities that can compromise
network security and performance [21]. Figure 2 provides a
taxonomy of the common security challenges encountered in
the east-west interface, followed by an explanation for each
one.

Security Challenges of East-West Interface

|
| | | ]

Unauthorized Datantegrity ~ Man-in-the-Middle Distribgted Denl Fal_s ¢ Qata
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Fig. 2. A taxonomy of security challenges of east-west interface.

A. Unathorized Access

This type of attack occurs when an attacker gains illegal
entry into the internal communication between SDN
components, such as controllers, switches, and virtualized
network functions [22]. Since SDN centralizes network
control, unauthorized access to the controller can grant an
attacker the ability to manipulate traffic flows, disrupt
services, or launch further attacks, like MitM, DDoS, and
FDI. This type of attack is particularly dangerous in east-west
traffic, as it allows lateral movement within the network,
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enabling the attacker to exploit vulnerabilities in multiple
segments without detection. Common entry points involve
weak authentication, misconfigured access controls, and
insecure APIs [23, 24].

B. Data Integrity Attacks

Data integrity attacks pose a serious threat by allowing
malicious actors to alter, delete, or inject false data into inter-
controller communications [25]. Since SDN controllers rely on
this interface to share critical network state information, any
tampering with data can lead to incorrect routing decisions,
network misconfigurations, and service disruptions. Attackers
can exploit weak authentication, lack of encryption, or
unsecured communication channels to modify control
messages, manipulate flow rules, or introduce misleading
network settings. Such attacks not only compromise network
performance, but also create opportunities for adversaries to
launch further exploits [26-28].

C. Man-in-the-Middle Attacks

An MitM attack occurs when an attacker intercepts and
manipulates the communication between SDN controllers,
switches, or other network elements operating within the same
data plane [29]. Unlike north-south traffic, which involves
external communication, east-west traffic in SDN deals with
the lateral movements within the network, making it a prime
target for attackers who seek to exploit vulnerabilities. Since
SDN centralizes network control, an attacker gaining
unauthorized access to the communication between controllers
and switches can eavesdrop on sensitive data, inject malicious
commands, or alter network flows, potentially causing large-
scale disruptions. This attack can be facilitated through
compromised switches, insecure APIs, or protocol
vulnerabilities [30, 31].

D. Distributed Denial of Service attacks

A DDoS attack in the east-west interface involves an
attacker leveraging compromised nodes within the network to
overwhelm SDN controllers, switches, or internal services [32].
Unlike traditional DDoS attacks that target external-facing
infrastructure (north-south traffic), east-west DDoS attacks
exploit the lateral communication between the SDN
components, leading to degraded network performance,
increased latency, and potential system failure. Attackers can
flood the SDN control plane with excessive requests, causing
controller exhaustion, or disrupt the data plane by overloading
switches with malicious traffic. Since SDN relies on
centralized control, a successful DDoS attack on the controller
can severely impact the entire network [32, 33].

E. False Data Injection

Through an FDI attack, the attacker injects manipulated or
deceptive data into the network to alter its behavior and
compromise decision-making processes [34, 35]. Since SDN
separates the control plane from the data plane, attackers can
target communication between switches and controllers,
injecting false flow rules, modifying packet headers, or
fabricating telemetry data. This can lead to incorrect routing,
traffic redirection, or even facilitating other attacks, like MitM
and DDoS. In east-west traffic, where communication occurs

between internal SDN components, FDI attacks can spread
laterally, compromising multiple devices without raising
immediate suspicion.

V. EXISTING SOLUTIONS FOR EAST-WEST
INTERFACE

A great amount of research has explored different
approaches to enhancing the east-west interface security of
SDN, ranging from cryptographic techniques to blockchain-
based solutions. Figure 3 depicts a taxonomy of the existing
studies, relevant to securing the east-west interface of SDN.

Security Solutions for East-West Interface

|
| |

Machine Learning

Authentication and

Cryptographic Blockchain-Based Hybrid Securit
ypograp Access Control . & Al-Based y Y
Techniques ) Mechanisms Approaches

Mechanisms Approaches
Fig. 3. A taxonomy of the existing security solutions for the east-west

interface of SDN.

A. Cryptographic Techniques

Different cryptographic techniques have been proposed to
secure the communication between the east-west interface of
SDN. Authors in [36] identified Advanced Encryption Standard
(AES), RSA, and hybrid encryption algorithms as the most
effective cryptographic techniques for securing control plane
communication in distributed SDN architectures. They
emphasized that the hybrid coding method outperforms RSA
alone in terms of security and speed, rendering it a robust
solution for protecting data integrity and authenticity in SDN
networks. The implementation of these algorithms addresses
the security vulnerabilities associated with the separation of
control and data planes. Authors in [37] proposed utilizing
Elliptic Curve Cryptography (ECC) as the most effective
cryptographic  technique for securing control plane
communication in distributed SDN architectures. ECC offers
advantages, such as lower computational overhead, shorter key
lengths, and enhanced resistance to attacks compared to other
asymmetric encryption methods, like RSA. The introduced
authentication mechanism, based on a Public Key
Infrastructure (PKI) model, ensures efficient and secure
communication between distributed controllers, effectively
addressing security concerns in large networks. Authors in [38]
introduced a  multi-domain  capable  Identity-Based
Cryptography (IBC) protocol to secure control plane
communication in distributed SDN architectures. This
approach aims to enhance the security of both east/west-bound
and southbound communications, addressing the vulnerabilities
present in current implementations. Although Transport Layer
Security (TLS) is proposed for southbound communication, the
need for a more robust solution, like IBC, is stressed to prevent
malicious controllers from eavesdropping or manipulating
network traffic effectively.
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Authors in [39] presented elliptic curve encryption as an
effective cryptographic technique for securing control plane
communication in distributed SDN. This method addresses the
security challenges associated with SDN’s centralized
controlling and data transfer channels, specifically the control
and infrastructure layers. Unlike the existing Open-Flow
protocols that depend on higher layer secure mechanisms, like
TLS/SSL, the proposed architecture enhances security and
efficiency by implementing elliptic curve cryptography, which
is more suitable for the unique requirements of SDN
environments. Authors in [40] proposed an efficient Zero-
Knowledge Proof (ZKP)-based identification scheme as a
cryptographic  technique for securing control plane
communication in SDN. This scheme ensures that only users
who can prove their knowledge of a secret without revealing it
can communicate with the controller, enhancing security.
Additionally, the computation cost and efficiency of the
proposed ZKP scheme were discussed compared to traditional
methods, like Kerberos authentication, highlighting its
effectiveness in securing SDN environments.

Authors in [41] investigated hybrid Quantum Key
Distribution (QKD) protocols to enhance SDN security.
However, despite their innovative potential, QKD systems face
practical deployment challenges due to their complexity,
reinforcing the practicality of blockchain’s decentralized
nature. Authors in [42] presented QKD as an effective
cryptographic  technique for securing control plane
communication in distributed SDN architectures. QKD
leverages quantum mechanics principles, such as entanglement
and superposition, to generate and distribute keys securely,
ensuring confidentiality and privacy. The former is resistant to
future technological advancements, making it an effective
solution against potential cyber threats. QKD and SDN
implementation can enhance security, protect against attacks,
and maintain reliable network orchestration and data integrity.

B. Authentication and Access Control Mechanisms

Several studies have introduced authentication and access
control approaches to mitigate the security challenges of east-
west interface of SDN. Authors in [43] proposed a
cryptographic key generation application that creates
certificates for securing communication among SDN entities,
including controller, switch, and application. TLS utilization
was highlighted to ensure confidentiality, integrity,
authentication, and authorization. Additionally, an integrated
security module enhanced communication security by
implementing Access Control Lists (ACL), hardening TLS
configurations, and mitigating private key hijacking risks. This
approach effectively addresses vulnerabilities in control plane
communication within distributed SDN architectures. Authors
in [44] presented a simple authentication mechanism using
hash tables, cryptographic hash functions, and REST APIs to
secure communications between access points and applications.
They focused on preventing unauthorized access and certifying
secure communication rather than detailing specific
cryptographic techniques for the control plane. Authors in [45]
introduced the Trust Enhanced Security (TES) for routing
within the SDN. They integrated three distinct trust evaluation
mechanisms to determine the most suitable trust level

corresponding to varying network conditions. In order to
validate its efficiency, a series of simulations was executed,
with particular emphasis being placed on the identification of
compromised switches. The simulation results indicate that the
proposed framework adeptly detects and eliminates
compromised nodes while concurrently ensuring the selection
of secure routing paths. Authors in [46] focused on blockchain
technology and smart contract utilization to enhance the
security between SDN controllers. The proposed smart
contracts embed SDN rules and are designed to prevent
unauthorized access and DoS attacks, thereby ensuring secure
communications within the distributed SDN environment.
Authors in [47] employed a combination of theoretical analysis
and practical case studies to explore the application of
blockchain-based smart contracts within SDN for enhancing
inter-domain communications.

C. Blockchain-based Mechanisms

Many researchers have explored blockchain-based solutions
to enhance security at the east-west interface of SDN. Authors
in [48] combined SDN and blockchain to bolster security in
cloud IoT environments, particularly against MitM attacks.
Blockchain ensures immutable transactions for device
authentication and secure data sharing, complemented by smart
contracts that enforce unchangeable transactions and device
anonymity. SDN is utilized for traffic segmentation and
dynamic policy enforcement, reducing MitM vulnerabilities
through effective traffic inspection and access control. This
approach not only prevents MitM attacks, but also enhances
data integrity, confidentiality, and overall security in cloud-
based IoT systems. Authors in [49] introduced the Controller-
Block model, integrating blockchain with SDN to fortify
security and privacy in cloud computing. This model employs a
density-based block structure to establish a distributed
architecture, mitigating single points of failure. By leveraging
blockchain's distributed peer-to-peer networks, it facilitates
secure communication among untrusted nodes, bolstering
defenses against various attacks, including DDoS. Authors in
[50] presented the Blockchain-based Multi-controller (BMC-
SDN) architecture to secure the east-west interface across
multi-domain environments. This architecture employs a
reputation mechanism to assess controller reliability and
prevent FDI attacks. However, its focus on specific threats
limits its broader applicability to other security challenges.
Authors in [51] introduced a blockchain-SDN architecture to
secure cloud computing in smart industrial IoT settings,
highlighting blockchain's adaptability but acknowledging gaps
in providing a comprehensive security solution. Authors in [52]
presented the Blockchain-based Controller against False Flow
Rule (BCFR) injection to prevent specific attacks. However,
their scope does not cover broader security concerns.

Authors in [53] proposed a Blockchain-based Controller
Security (BCS) mechanism for Multi-Controller SDN (MC-
SDN), leveraging immutable ledgers to enhance
communication security among controllers. The experimental
results demonstrated its efficacy in detecting attacks, with
scalability issues in larger networks, though, remaining
unaddressed. Authors in [54] integrated blockchain with the
MC-SDN to prevent false flow rule injections. Nevertheless,
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concerns about scalability and robustness in complex
environments persist. Authors [55] explored blockchain's
potential to reduce latency and gas consumption in SDN, while
authors in [56] proposed a federated SDN east-west interface,
using blockchain for decentralized security management.
Authors in [57] presented a blockchain-based method for
secure coordination between distributed SDN controllers,
focusing on information exchange security, but omitting
encryption and access control considerations.

D. Machine Learning and Al Approaches

Various articles have proposed ML and Artificial
Intelligence (AI)-based approaches for the security of east-west
interface in SDN. Authors in [58] employed an ML approach to
detect possible security issues in the east-west communications.
This method utilizes three classification algorithms for
detecting DDoS attacks in SDN controllers: Extreme Gradient
Boosting (XGBoost), Random Forest (RF), and Decision Tree
(DT). The effectiveness of these techniques was evaluated
using the CICDDo0S2019 dataset. High accuracy scores were
achieved, showcasing the specific techniques’ ability to
accurately identify DDoS attack types in the SDN environment.
Authors in [59] introduced a hybrid Deep Auto Encoder with
Random Forest (DAERF) classifier model specifically
designed to enhance intrusion detection performance in a native
SDN environment. This model is tailored to address the unique
security challenges faced by the SDN networks. The proposed
framework incorporates a three-layer protection mechanism for
attack detection and prevention, which includes entropy-based
detection, hybrid ML in the control layer, and proactive
services monitoring in the application layer, thereby providing
a comprehensive approach to security in SDN environments.
ML techniques were proposed in [60] for the swift detection of
attacks within SDN networks. Various methods were evaluated
for detecting DDoS attacks, with the proposed ensemble
method identified as the most precise. Authors in [61]
introduced a method for detecting and mitigating DDoS
attacks, utilizing SDN capabilities along with the sFlow-RT
application. This approach allows for a real-time monitoring
and analysis of network traffic to identify potential DDoS
threats. The implementation of Policy-Based Flow
Management (PBFM) through the SDN Controller was
proposed to manage network flows effectively. This is
achieved using the REST API, which helps ensure
uninterrupted services during DDoS attacks, while it simplifies
the management of mesh architecture-based networks.

E. Hybrid Security Methods

Authors in [62] introduced a novel integrated hybrid
malware attack detection algorithm that combines three key
methods: DDOS attack prevention, re-entrancy attack
detection, and Byzantine fault tolerance detection, all integrated
into a single cohesive architecture to enhance cybersecurity
within blockchain systems. The proposed hybrid framework
utilizes a detailed algorithmic approach that integrates SHA-
256 and DSA to analyze and mitigate the three types of
malware attacks, resulting in improved computational
complexity and expedited execution within the network of
nodes. Authors in [63] did not specifically address the most
effective cryptographic techniques for securing control plane

communication in distributed SDN architectures. Instead, they
focused on creating a secure environment for networked
control systems using cryptographic techniques to protect input
and output data from malicious entities. The proposed
methodology integrates cryptographic mechanisms with control
algorithms, emphasizing the separation principle to meet both
security and performance requirements in large-scale cyber-
physical systems. Authors in [64] introduced a novel approach
that integrates blockchain technology within SDN components
to create a decentralized ledger, which enhances security,
privacy, and trustworthiness of Device-to-Device (D2D)
communication. This integration allows for transparent and
verifiable records of communications among IoT devices.
Smart contracts are utilized to enforce authentication rules,
ensuring that only authenticated devices can access the network
and engage in secure transactions. Additionally, the approach
automates security policies to maintain tamper-resistant
execution through cryptographic mechanisms that guarantee
data integrity and authentic communication. Table I provides a
summary of the different security approaches in the literature
for protecting east-west interface, outlining their main
contributions and limitations, while Figure 4 presents the
distribution of the used mechanism.

Security Solutions for East-West Interface

@ Cryptographic

@ Authentication and Access Control
Blockchain-Based

® Machine Learning and Al-Based

@ Hybrid Security

Fig. 4.
interface.

Distribution of various mechanisms for securing east-west

VI. DISCUSSION AND FUTURE DIRECTIONS

A. Reviewed Solution Analysis

Cryptographic methods, such as ECC, RSA, and AES,
are widely used to secure inter-controller communication by
ensuring confidentiality and data integrity. In [36—42], the
advantages of ECC in distributed SDN were highlighted
due to its low computational overhead and shorter key
lengths, rendering it suitable for real-time environments.
IBC [38] offers scalable key management in multi-domain
scenarios, while QKD [41, 42] provides future-proof
encryption. However, these techniques are generally limited
in detecting dynamic threats, like DDoS or FDL
Furthermore, practical deployment challenges, particularly
with QKD and IBC, restrict their widespread adoption in
current infrastructures.
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TABLE I. LITERATURE SUMMARY, CONTRIBUTIONS, AND LIMITATIONS
Reference Approach Contributions Limitations
36] Proposes hybrid encryption for Identifies AES, RSA, and hybrid encryption as  |Limited to encryption techniques, does not address
control plane security. effective for securing control plane communication. other security challenges.
Proposes ECC for control plane Highlights ECC’s advantages (lower overhead, Focuses only on ECC, lacks comparison with other]
[37] . shorter keys) and proposes a PKI-based .
security. N . cryptographic methods.
authentication mechanism.
Proposes IBC for multi-domain Enhances security for east-west-bound and Limited discussion on IBC’s scalability and
[38] . S .
SDN security. southbound communications using IBC. performance.
39] Proposes elliptic curve encryption | Enhances security and efficiency for SDN control Focuses on elliptic curve encryption; lacks
for SDN control plane. and infrastructure layers. comparison with other methods.
Proposes ZKP for SDN control Enh’c.lIlCCS security by ensuring that oply Focuses on ZKP; lacks comparison with other
[40] authenticated users can communicate with the R
plane. cryptographic methods.
controller.
[41] Investigates hybrid QKD for Explores QKD protocols for enhancing SDN Practical deployment challenges due to
SDN security. security. complexity.
[42] Proposes QKD for SDN control Enhances security using quantum mechanics Limited to QKD; lacks comparison with other
plane. principles for key distribution. cryptographic methods.
Prop 0ses cryptographic key Enhances communication security using TLS, ACLs, | Limited to TLS-based solutions; does not address
[43] generation and TLS for SDN . . . R
A and private key protection. other cryptographic techniques.
communication.
Proposes hash-based Uses hagh tgbles and REST APIs to secure Focuses on authentication; does not address
[44] o . communication between access points and .
authenticationfor access points. .. broader SDN security challenges.
applications.
Integrates trust evaluation mechanisms to detect - L .
[45] Introduces TES for SDN routing. | compromised switches and ensure secure routing Limited to routing security; dc?e‘s‘not address other
paths SDN vulnerabilities.
Uses blockchain and smart Prevents unauthorized access and DoS attacks using |Limited to particular attacks; scalability concerns
[46] contracts for SDN controller
. smart contracts. are not addressed.
security.
Explores blockchamv—based smart Addresses scalability, interoperability, and smart Focuses on theoretical analysis; lacks practical
[47] contracts for SDN inter-domain A . f
s contract complexity in SDN. implementation.
communication.
Combines SDN and blockchain for Prevents MitM atta'cks using blockchain f.or Limited to cloud IoT environments; scalability
[48] . immutable transactions and SDN for traffic
cloud IoT security. . concerns are not addressed.
segmentation.
[49] Proposes Controller Block model | Enhances security and privacy in cloud computing | Focuses on cloud environments; lacks evaluation in
for SDN and blockchain integration. using blockchain-enabled P2P networks. other contexts.
(50] Introduces BMC-SDN for multi- | Uses areputation mechanism to prevent FDI attacks in Does not address other threats, like MitM or
domain security. east-west interfaces. privilege escalation.
51] Proposes blockchain-SDN for smart] Emphasizes blockchain adaptability for securing Lacks comprehensive security solutions for
industrial ToT. cloud computing in industrial IoT. broader SDN environments.
(52] Introduces BCFR to prevent false Effectively addresses false flow rule injection attacks. Limited to specific attgck type; does not address
flow rule injections. other security challenges.
(53] Proposes BCS for MC-SDN. Enhances security among multiple controllers using | Scalability issues with increasing controllers and
Immutable ledger technology. switches are not addressed.
(54] Integrates blockchain with MC- Prevents false flow rule injections using a reputation |Scalability and robustness in higload, multi vendor
SDN. mechanism. environments remain untested.
55] Investigates blockchain for SDN east-| Reduces latency and gas consumption in SDN Limited to performance aspects; lacks broader
west interface. east-west communication. security evaluation.
(56] Proposes blockchain for federated | Showcases decentralized security management for Does not address encryption or access control
SDNs. east-west interfaces. issues.
(58] Uses ML for DDoS attack Evaluates XGBoost, RF, and DT for detecting Limited to DDoS detection; does not address
detection. DDoS attacks in SDN. other attack types.
(59] Proposes the DAERF model for Combines Deep AutoEncoder and RF for attack  |Focuses on intrusion detection; lacks broader security
intrusion detection. detection and prevention in SDN. solutions.
[60] Evaluates ensemble learning for Identifies ensemble learning as the most precise | Limited to DDoS detection; does not address other
DDoS detection. method for DDoS attack detection. attack types.
[61] Uses SDN and sFlow-RT for DDoS Implements PBFM for realtime DDoS threat Limited to DDoS attacks; scalability concerns are
detection and mitigation. mitigation. not addressed.
Introduces hybrid malware detection Comblr.les DDOS p reve;ntlon, reentrancy attack Limited to blockchain systems; lacks evaluation in
[62] . detection, and Byzantine fault tolerance for .
algorithm. . SDN environments.
blockchain systems.
Focuses on securing networked Integrgtes cryptographic mechaplsms with C(.)erI Does not address other attack types of east- west
[63] algorithms to  protect data in cyber-physical .
control systems. interface.
systems.
[64] Integrates blockchain with SDN for [Enhances the security, privacy, and trustworthiness off ~ Limited to IoT environments; scalability and
D2D communication. the IoT device communication using smart contracts. performance are not evaluated.
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Authentication and access control, include methods that
verify identities and regulate inter-controller access. TLS-
based encryption [43] combined with ACLs ensures secure
communication. The REST API authentication [44] and
TES [45] frameworks provide lightweight methods for
access control. These approaches are effective in mitigating
unauthorized access and MitM attacks, but they often lack
mechanisms for real-time threat detection or adaptive
response, making them less effective against DDoS and FDI
attacks.

Blockchain technologies have gained popularity for
their ability to provide immutable logs and decentralized
authentication. Architectures, like BMC-SDN [50] and
BCFR [52], use blockchain to secure east-west interfaces
and prevent FDI. Blockchain-SDN integrations [46-57] also
support inter-domain trust and resilience against MitM
attacks. However, despite their potential, these solutions
face latency, scalability, and energy efficiency challenges,
particularly in resource-constrained or large-scale networks.
Notably, only a few studies have evaluated performance
trade-offs of blockchain at high traffic loads, leaving
practical viability under-explored. ML and Al-based
approaches [58-61] are promising for detecting and
mitigating DDoS attacks in real time. Techniques, like
XGBoost, RF, and Deep AutoEncoders have demonstrated
high accuracy in anomaly detection using datasets, such as
CICDDo0S2019. These solutions offer adaptive learning and
can detect evolving threats that static systems might miss.
However, their effectiveness is often limited to known
attack types, and training overheads can hinder real-time
deployment. Moreover, most models are designed for north-
south traffic and need further tailoring for east-west
communication patterns.

Hybrid methods [62-64] integrate multiple techniques,
such as combining cryptography with blockchain or Al, to
provide layered security. These models offer higher threat
coverage, as they leverage the complementary strengths of
each technique. For example, authors in [64] combined
smart contracts, cryptographic integrity checks, and
blockchain logging for IoT-based SDN environments.
However, hybrid systems introduce design and
implementation complexity, require coordination between
multiple modules, and may suffer from compatibility and
integration issues across heterogeneous SDN deployments.

B. Threat-Solution Coverage Matrix

To uncover research gaps, the current study introduces a
Threat-Solution Coverage Matrix that maps reviewed
solutions to the specific threats they address. This allows for
a visual identification of under-addressed security concerns,
clearly demonstrating which types of security solutions
address specific east-west interface threats in SDN. Figure 5
demonstrates that unauthorized access and MitM are
covered across all solution types. It is observed that FDI
and DDoS threats are under-addressed by cryptographic and
access control methods, while hybrid solutions show
promise but are relatively sparse. This matrix provides a
structured lens to evaluate where new security mechanisms
are most needed.

Threat-Solution Coverage Matrix for East-West Interface
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Fig. 5. Visualized threat-solution coverage matrix. Legend: v/ = 1-2

studies, v'v' = 3-5 studies, v'v'v = more than 5 studies.

C. Future Directions and Open Challenges

To enhance security in the east-west interface of SDN, it
is essential to implement Zero-Trust architectures by
adopting identity-centric frameworks for controller
verification. Establishing standardized protocols for east-
west communication is critical to ensure consistency and
reliability across systems. The development of robust
security testing tools, including benchmarks and simulation
environments, is necessary for the effective evaluation of
the emerging solutions. Furthermore, scalability and
interoperability must be prioritized to guarantee that
security mechanisms  function seamlessly  across
heterogeneous SDN environments. Lightweight
cryptographic schemes should be designed specifically for
resource-constrained networks to maintain efficiency
without compromising security. Finally, special attention
should be given to techniques aimed at detecting FDI and
insider threats, which are often subtle and difficult to
identify.

VII. CONCLUSION

While notable advancements have been made in securing
the northbound and southbound interfaces of Software Defined
Networking (SDN), the east-west interface, which is
responsible for the communication between distributed
controllers, remains a critical, yet, unsecured component. This
paper provides a comprehensive review and in-depth analysis
of the current security landscape surrounding the east-west
interface. The existing body of research is categorized into five
major solution types: cryptographic techniques, authentication
and access control mechanisms, blockchain-based methods,
Machine Learning (ML) approaches, and hybrid models. A key
contribution of this study is the introduction of a threat-solution
coverage matrix, which highlights how well each type of
solution addresses specific threats, such as Man-in-the-Middle
(MitM), False Data Injection (FDI), and Distributed Denial-of-
Service (DDoS) attacks. The analysis reveals that while the
blockchain-based strategies are the most prevalent one,
accounting for 34.5% of the reviewed solutions, only 13.8%
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adopt hybrid models that combine multiple defense
mechanisms. Furthermore, traditional cryptographic and access
control methods often fall short in fully addressing evolving
threats, like FDI and DDoS. These findings underscore the
pressing need for unified and scalable security frameworks
tailored to the east-west interface.

Future work should prioritize the development of zero-trust
architectures,  lightweight encryption  protocols, and
standardized evaluation benchmarks. As SDN technologies
continue to evolve and scale across diverse environments,
securing inter-controller communication will be fundamental to
achieving resilient, adaptive, and trustworthy network
infrastructures.
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