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ABSTRACT

This paper presents a novel instruction-set-based hardware implementation of the Elliptic Curve Digital
Signature Algorithm (ECDSA) for a 256-bit Koblitz curve on FPGA. The research contribution under
consideration utilizes the integration of Koggle-Stone Adders (KSAs) into the modified structure of
modular multiplication and inversion units, thereby enabling high-speed performance in modular
computation architecture. Furthermore, by employing an instruction-set-based approach for the control
unit instead of the conventional finite state machine for the implementations of ECDSA and point
multiplications, we can complete a scalar multiplication operation in less than 2 ms. Our design achieved
110.44 MHz in clock speed on Xilinx Artix-7, occupying 6.4K slices in resource utilization. The modified
algorithms employed are constant time, thereby preventing timing attacks. The design is efficient in terms
of speed, area, and throughput.

Keywords-elliptic curve digital signature algorithm; Koblitz curve; koggle-stone adders; instruction-set
approach

Koblitz curves, defined over prime fields, allow for faster

I.  INTRODUCTION _ . . .
and more efficient cryptographic operations in ECC due to

Elliptic Curve Cryptography (ECC), a public-key
cryptography form based on elliptic curves over finite fields,
was proposed by Koblitz [1] and Mille [2] in 1985. The
efficiency of ECC, its robust security, and its minor key sizes
in comparison to conventional cryptographic schemes such as
RSA make it particularly well-suited for resource-constrained
applications [3].

their unique properties, making them suitable for secure
communications, digital signatures, and key exchange
protocols [1, 4]. While software ECC implementations are
easier to develop, they are vulnerable to security threats such as
side-channel and fault injection attacks [S]. In contrast,
hardware implementations provide better performance, lower
power consumption, and increased security [6].
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Several studies have explored efficient hardware
implementations of Koblitz ECC [7]. Authors in [8] address
performance and security in their ECC processor design,
whereas authors in [9] examine the integration of Koblitz ECC
with other cryptographic protocols. Authors in [10] and [11]
focus on balancing performance, security, and resource
utilization in their ECC designs. Lastly, authors in [12] provide
a comprehensive survey of secure ECC implementations and
associated countermeasures. Authors in [13] provide a recent
survey on techniques to implement ECC point multiplication
on hardware.

Our study focuses on the Elliptic Curve Digital Signature
Algorithm  (ECDSA) rather than other public-key
cryptosystems like RSA and DSA [14], because ECDSA offers
a shorter signature and better performance for the same security
level. We choose the curve secp256k1 because it has the simple
formula (y? = x3 + 7), which helps minimize the complexity
of the calculation, but ensures the equivalent level of security
compared to other curves.

Recent studies have further improved the performance of
ECC on the prime field across various hardware platforms,
using higher-performance modular units as well as new
structures that utilize parallel computation or enhancement on
point doubling and point-adding modules [15]. Authors in [16]
proposed a multi-functional resource-constrained elliptic curve
cryptographic processor with low-resource usage and a unified
structure, utilized for different curve parameters. Authors in
[17] presented their low-hardware architecture on ASIC for
various bit lengths. Authors in [18] proposed a similar
lightweight architecture for elliptic curve scalar multiplication
over similar 256-bit prime field curves. Weierstrass curves are
also chosen to be optimized on modulus operation in [19].
Authors in [20] present their research on elliptic curve scalar
multiplication on both FPGAs and ASICs.

In our study, we further address the limitations of existing
methods and present our solution. The main contributions of
this paper include the following aspects:

e The development of an extensively optimized modular
operation compute core modified with Koggle-Stone
Adders (KSAs).

e The deployment of an instruction-set-based controller
instead of the conventional usage of a finite state machine
to compute the ECDSA signature on the Koblitz curve
secp256k1.

II. FUNDAMENTALS AND METHODS
A. Fundamentals

1) Properties of the Chosen Koblitz Curves

The primary property of Koblitz curves that makes them
attractive for ECC is the existence of the Frobenius
endomorphism [21]. This endomorphism, denoted by 7, maps
points on the curve to other points on the same curve and
enables fast scalar multiplication using a combination of point
addition, point doubling, and T operations. This property
significantly reduces the computational complexity of scalar
multiplication compared to general elliptic curves.

The curve chosen for this research, secp256kl, has been
widely used in recent years due to its usage in the Bitcoin
ECDSA algorithm. Table I shows the parameters of the Koblitz
secp256k1 256-bit prime field elliptic curve.

TABLE L. ELLIPTIC CURVE SECP256K1 DOMAIN
PARAMETERS
Parameter Value
p 2256_232_29_28_27_26_24_1
a 0
b 7
G 0x79be667ef9dcbbac55a06295ce870b07029bfcdb2dc
€28d95912815b16£81798
G 0x483ada7726a3c4655da4fbfcOel 108a8fd17b448a68
) 554199¢47d08ffb10d4b8
" OxfEFFEFFFfffefefeferffffffffebaaedce6af48a03bbfd25
e8cd0364141
h 0x1

2) Mathematical Operations in Koblitz Elliptic Curve
Cryptography

Given two points P and Q on a Koblitz curve, point
addition is the operation that finds a third point R = P + Q on
the same curve. The point addition formula for Koblitz curves
is derived from the curve equation and involves arithmetic
operations in the prime field FF,, [4].

For a point P on a Koblitz curve, point doubling is the
operation that computes 2P, another point on the curve. The
point-doubling formula for Koblitz curves is more
straightforward than for general elliptic curves, requiring fewer
arithmetic operations in [F,, [4].

Scalar multiplication, the most critical operation in ECC,
computes kP for a point P on the curve and an integer k. The
primary method for scalar multiplication on Koblitz curves is
based on the T-adic Non-Adjacent Form (TNAF)
representation of the scalar k . It uses the Frobenius
endomorphism to reduce the required point additions and
doublings [21].

The point addition and doubling algorithms are originally
calculated in the affine coordinates (x,y). Let P(xp, yp),
Q(xp,yp) be two points located on the curve secp256kl.

R(x,,y) = P 4+ Q and y, are computed as follows:
x, = (s — x4 —x,) mod p
9]

Yy = (—yp + s(xp - xr)) mod p

where s = (yq - yp)(xq - xp)_l mod p.

In the case of point doubling computation, let P(xp,yp)
and R(x,,y,) = 2P. The coordinates of R are calculated as
follows:

x, = (s? = 2x,) mod p
(2)
L’T = (—yp +s(x, — xr)) mod p

where s = (3xp)2(2yp)_1 mod p.
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With the point addition and doubling algorithms, to avoid
the use of inversion during computation, we transform points in
affine coordinates (x,y) to Jacobian coordinates (X:Y:Z)

X

h X, —
Werex—Z—Z,y—Z—s.

Let P(X;:Y1:Z,),Q(X,:Y,:Z,) where Q # £P and Q # O.
Here, O represents the point at infinity (X: Y: 0).

We have R(X5:Y5:Z3) = P + Q, where X3, Y;, and Z5 are
computed as follows:

Xs=R:+G—2xV
Z3 = Zl * Z2 * H
where Rle_SZ’ G:Hs, V:U1H2, 51:Y1Z23, 52:
YZZl3’ H=U —-U;; U = Xlz%, and U, = X2Z12
For point doubling operations, given a point P(X;:Y;: Z;),

we need to compute R(X5: Y3: Z3) = 2P, which is performed as
follows:

X; =M?-2S§
Y, = M(S—X;)—8T 4
Zy=2Y,7,

where M = 3X2 + a,Z,, T = Y;*, and S = 4X, Y.

3) Montgomery Ladder Algorithm

With Co-Z coordination, we use the Montgomery ladder
algorithm for efficient computation of the multiplication of a
point by a scalar to implement in our hardware controller [22].
Algorithm 1 shows the Montgomery ladder algorithm utilized
in this paper.

Algorithm 1: Montgomery ladder algorithm
Input: P € E(Fp), k = (L, kn-z,..., k1, ko)
Output: Q = k-P
Set Ry « P
Set Ry « 2P
For i « (n—2) down to 0 do
If k; =1 then
Ry Ry + R4
R, 2R,
Else
Ri « Ry + Ry
Ry < 2R,
Return Q = R,

«—
«—

B. Design the Hardware Implementation

1) Building the Instruction Set and Memory

Based on the ECDSA and Montgomery ladder algorithms,
we propose an instruction set suitable for computing the point-
adding, doubling, and digital signature generation steps. Figure
1 shows the visualized ECDSA algorithm. The instruction set
aims to provide an efficient method for data exchange between
the ECDSA compute core and the Data Memory (DMEM)
memory that holds the primary data.

Table II shows a list of custom instructions developed for
our instruction-set-based ECDSA design. Each instruction
corresponds to a particular mathematical operation or function
in the modular compute core. These specialized instructions are
essential to the efficient and accurate execution of our ECDSA
core. Additionally, we use a set of four predefined constants for
the Koblitz curve K-256.

Initial

|s"“ ECDSA Diagram
Choose K
‘ Store k
done_rand? Choose d
start_scalar
Scalar Multiplication
P=kG
Calculate done rand
r=xp mod n -
Calculate
s =k (hash_m +rd)
Fig. 1. Visualized ECDSA algorithm.
TABLE II. INSTRUCTION DETAILS
Instruction Description
ADDP (a +b) mod p
ADDN (a+b) mod n
SUBP (a - b) mod p
MULP (a *b) mod p
MULN (a *b) mod n
MUL_CNST (const * a) mod p
MUL_PRV_KEY (r* d) mod n
INVP r*™-1 mod p
INVN k™1 mod n
LOAD Store point G coordinates in memory
MULP_R_SQR (a * nl) mod p
MULN_R_SQR (a * n2) mod n
MUL_PRE_INVP (a * n3) mod p
MUL_PRE_INVN (a * n4) mod n

These instructions were created because we want to handle
complex operations (Montgomery ladder algorithm) with
simple modulo calculations. The instructions are 19-bit in
length, where bits [18:15] contain the description for the
opcode part, [14:10] is the address of the destination register to
write data into DMEM, and [9:5] and [4:0] are the addresses
for the two source registers, containing the data used for the
computation in the modular compute core. The instructions are
shorter in bit length because we omit the elliptic curve's bit
length in the instruction set. Furthermore, this opens the
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scalability of this instruction set, as curves with longer bit
lengths could easily be reused in the same architecture with
minor adjustments in the memories and the modular compute
core.

2) General Architecture

Figure 2 illustrates the architecture of our design. We build
the general architecture of the hardware design based on the
proposed instruction set, making the development of the
control unit's Finite State Machines (FSMs) more efficient.

The custom instructions for the top module are stored in the
FPGA-based Instruction Memory (IMEM). It has 210 addresses
and a 19-bit data length for the instructions. The register file
(REGFILE) is a dual-read, single-write memory with 256-bit
data length and 25 address depth.

Fundamentally, d and k are values that come from the
random generator, and hash,, is the hashed message. data;, is
the coordinate of the curve's G point (xG, yG, zG). This G point
is represented in the Jacobian coordinate. After that, we start
computing the digital signature (r,s). This step contains two

phases: scalar multiplication and signature computation. We
designed our instructions for the scalar multiplication phase
based on the Montgomery ladder theory, which can compute
the point multiplication within a fixed amount of time. The
signature computation phase concludes with the calculations
for generating the digital signature (r,s) of the ECDSA
operation. After the calculation, the digital signature (r, s) will
appear at the output (7, s) attached to the REGFILE.

Figure 2 can be divided into two parts: CONTROL UNIT
and DATA PATH. The CONTROL UNIT is responsible for
detecting the instructions that control the operation of the data
path. In the DATA PATH, the PC acts as a pointer to the
instructions that must be read from the IMEM. IMEM and
DMEM store the instructions and the calculated data. Our
architecture also has an Imm_gen block for extending the
constant value stored in the instruction, because, during our
calculation, there are cases in which we need to compute our
data with a constant number. The modular compute core
calculates modular addition, modular multiplication, and
modular inversion.

DATA PATH 268 lie 2667
data_in 255F. L 7
dataa 256, h 256
\ Diataln ﬁﬂ
= REGFILE |4 6 258 ECDSA CORE
inst F
Muxb 7
datas » > —
He IMEM (— 1 a | 26s] 266] 258
ADJUST_M
-~ 266 o
Srs | 3 3
d 25 pe_an sel_in wr_en sel_a datac sel_b start  sel PRIME INV_FRIME
. zﬁa’ CONTROL UNIT
hash_m 25§
Fig. 2. General architecture of the hardware design.

3) Modular Compute Core

The modular operation core consists of three sub-modules:
modular addition, modular multiplication, and modular
inversion. These modules are designed using constant-time
algorithms to protect against specific side-channel attacks.

As illustrated in Figure 3, the ECDSA core structure
includes inputs a; and b; for computation, along with PRIME
(the prime number of the curve) and INV PRIME (the
inversion of PRIME).

For modular multiplication, we utilize the radix-2
Montgomery modular multiplication, proposed by authors in
[23], but modified with KSAs for high performance. It
completes the multiplication result after 256 loops. Figure 4
presents the modified modular multiplication structure.

Figure 5 shows the modified modular inversion structure.
We design the modular inversion block based on the constant-
time binary extended Euclidean algorithm proposed by authors
in [24], modified with KSAs and optimized controllers. The
INV CONTROL block is an FSM used to control the
operations of the DENTA UV, DENTA RS, and SIGMA
blocks. The algorithm computes the modular inversion result
within 512 iterations, with the calculation time depending on
the length of our prime value. For the secp256k1 prime data of
256 used in this paper, we need to iterate 512 times.

For this modular inversion module, we design the dual-
purpose modular addition and subtraction unit based on the
high-radix parallel prefix network modular adder/subtractor
proposed by authors [25]. This Koggle—Stone parallel prefix
network adder/subtractor is appropriate for optimizing
operating frequency and pipelining. Figure 6 provides the dual-
purpose structure packed with a micro finite state machine.
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ai 256
bi 256 - add_nu 256 \ "
==<—|  Modular Addition a 257
PRIME 256 56 KSA KSA
S S b i mul_nu
= 756 ﬂ: ﬂ 7
PRIME
INV_PRIME 26, Modular Multinlication Im=ns_ 288 data_o 256 56 FF
odular Multiplication INV_PRIME
start_add 250 CONTROL UNIT done_add
Modular Inversion e 290 . . R
ADMSTM 256 L~ Fig. 4. Modified modular multiplication structure.
Fig. 3. Modular compute core hardware diagram.
1k
= DENTA_UV {done)uv, DENTA_RS {done s, SIGMA {dane_sig,
denta_uv c_u} > denta_rs  e_rs B slgma c_sig}
data_| / start_uv| | 2 11 o 269 350 1Y 2608 38 1y 2
258 o L o A 2 |done_inv ,
start_in
I FF nui_uv nuZ_uv start_rsnu‘tﬁr:z_m start_sig nll“Ti!g - FF
INV_CONTROL =
258 LI T
clk ‘258

Fig. 5.

ai 258 /
CLK/RESET_N KSA

b_i 258 /
sel 256 256 = —
idone_o
signa . FF nul nu{ c_i| s_t 56
sign_b ign_o
CLK/RESET_N CONTROL UNIT | FF o

start_cal

POSEDGE [start | L |
DETECT

CLK/RESET_N
—_—>

Fig. 6. The dual purpose modular addition and subtraction unit.

II. RESULTS

We use Intel Questasim to simulate our design. We verified
our result with a well-known standard Python software
implementation. The implementation uses AMD Vivado on the
Artix-7 FPGA platform. The design occupies 6471 slices,
23187 Look-Up Tables (LUTs), 12878 Flip-Flops (FF), and 8
Block Memories (BRAMs). Our design achieved a maximal
clock frequency of 110.44 MHz. The point-adding and
doubling operations require 95359 and 67630 clock cycles,
respectively, translating to 0.871 ms and 0.615 ms. A single-
point multiplication operation takes 1.48 ms. Generating an
elliptic curve digital signature on the Koblitz curve takes 5.92
ms, producing the signature pair (r,s). The throughput of our
256-bit prime field ECC implementation is calculated using the
formula of (5):

bit—length (bits)
Point Multiplication op (ms)

IV. DISCUSSION

This section provides a comparison of our FPGA-based
ECDSA implementation on the secp256kl Koblitz curve with

Throughput (kbps) =

&)

Modified modular inversion structure.

recent ECC hardware designs. The analysis encompasses
throughput, execution time, clock frequency, resource
utilization, and the area-time product (AxT), using data from
Table III and visuals from Figures 7 and 8. Our design, built on
the Xilinx Artix-7 FPGA, runs at 110.44 MHz, completes a
single-point multiplication in 1.48 ms, and achieves a
throughput of 173 kbps. It uses 6,471 slices and has an AxT of
9, the lowest among the works compared, showing a strong
mix of speed and efficiency.

TABLE III. PERFORMANCE ANALYSIS FOR OUR PROPOSED
HARDWARE IMPLEMENTATION

Reference Slices Frg\(/}l}l{ezr;cy f:nnsl; Thzl(();:ﬁ;l)put AxT

This work 6471 1104 1.48 173 9
[15]

2019,V7 8873 1777 1.48 173 13
[15]

2019, V6 9246 161.1 1.63 157 15
(18]

2022, K7 6477 156.3 1.73 147.9 11
(18]

2022, V7 6397 158.7 1.7 150.6 10
[18]

2022, 7 6351 149.7 1.8 142.1 11

[20]

2020, K7 7400 122.8 2.44 104.9 18
[20]

2020, V7 5500 122.8 244 104.9 13
[20]

2020, V6 6600 1059 2.83 90.45 18

a. [15],2019, V6, V7 indicates the design implemented on Virtex-6 and Virtex-7, respectively.
b. [18],2022,Z, V7, K7 denotes the design implemented on Zynq, Virtex-7, and Kintex-7,
respectively.

c. [20], 2020, V6, V7, K7 refers to the design implemented on Virtex-6, Virtex-7, and Kintex-7,
respectively.
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[20], 2020, ve
[20], 2020, V7
(20}, 2020, K7

[18],2022,2

]
S PR |
]
[18].2022,V7 | —
[18],2022, K7 | ——

[REA RN = e s S =]
(15,2019, V7 |

This Work |

=}

50 100 150 200

Fig. 7. Performance comparison of throughput between implementations
(higher is better).

20

18

18

14

12
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8

6

a4

2

0

This Work [ 17] 2019 [15], 2010 [18], 2022 18] 2()22 [18], 2022 [20], 2020 20], 2020 20] 2020

Fig. 8. Performance comparison on the AxT product between

implementations (lower is better).

As illustrated in Table III, authors in [15] achieve
throughput levels comparable to ours in certain scenarios on
Virtex-7 (177.7 MHz, 1.48 ms, 173 kbps, 8,873 slices, AxT 13)
and Virtex-6 (161.1 MHz, 1.63 ms, 157 kbps, 9,246 slices,
AXT 15). However, they utilize more resources and operate at
higher frequencies. Authors in [18] report 142.1-150.6 kbps,
1.7-1.8 ms, and AxT 10-11 on Kintex-7, Virtex-7, and Zynq
(6,351-6,477 slices), whereas authors in [20] report 90.45—
104.9 kbps, 2.44-2.83 ms, and AXT 13-18 (5,500-7,400
slices). Figure 7 shows our 173 kbps as the top value, equal to
the study in [15] on Virtex-7, but beating their 157 kbps on
Virtex-6, and clearly ahead of the study in [18] with a best of
150.6 kbps and the study in [20] with a highest of 104.9 kbps.
The top bar in Figure 7 is due to our instruction-set control unit
and KSAs that improve modular operations. Figure 8 shows
our AXT of 9 as the shortest bar, implying better efficiency than
the 10-11 AXT of [18], the 13-15 AXT of [15], and the 13-18
AXT of [20], where higher bars imply worse tradeoffs.

Our resource usage is in the middle with 6,471 slices —
more than the range of the study in [18], but less than the
ranges of the studies in [15] and [20]. This shows that we trade
some space for better performance with KSAs and custom
instructions, supported by 8 BRAMs and 23,187 LUTs.
Compared to the study in [16], our 5.92 ms signature time beats
their 10 ms, even though their design works with more curves.
Compared to ASIC designs such as in the study in [17], our
FPGA uses more resources but offers more flexibility.

Our strengths are high throughput and speed (top bar in
Figure 7), good efficiency (shortest bar in Figure 8), and
security (constant-time algorithms to prevent timing attacks).

Weaknesses include average resource usage, focus on a single
curve, and a lower clock speed, indicating areas for
improvement. Differences in platforms and curves (e.g.,
secp256k1 vs. Ed25519 or NIST P-256) affect comparisons,
but our Artix-7 setup proves cost-effective for embedded
systems.

V. CONCLUSION

This paper introduces a high-performance FPGA
implementation of the Elliptic Curve Digital Signature
Algorithm (ECDSA) utilizing the Montgomery ladder
technique, achieving a throughput of 173 kbps and an area—
time product (AxT) of 9, which reflects superior efficiency in
terms of speed and hardware utilization compared to existing
works. The novelty of the design lies in its low-complexity,
pipeline-friendly scalar multiplication architecture, which
enhances parallelism while optimizing the balance between
area and delay, rendering it particularly suitable for embedded
and resource-constrained environments. Future research will
aim to extend this design to accommodate multiple elliptic
curves, bolster resistance against side-channel attacks, and
investigate adaptive reconfiguration to meet dynamic security
requirements, alongside integrating the implementation into
end-to-end secure systems and assessing its efficacy within
real-world cryptographic protocols.
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