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ABSTRACT 

Intrusion Detection Systems (IDSs) analyze network traffic and system activity to identify anomalies or 

suspicious attack patterns. Various artificial intelligence-based approaches have been explored, including 

Deep Learning (DL) and Multi-Agent Reinforcement Learning (MARL) to increase their accuracy. This 

study combines MARL with Random Forest (RF) for Q-value estimation and utilizes two agents, a 

Detector and a Classifier. The proposed method was evaluated on three public datasets, including UNSW-

NB15, NSL-KDD, and UKM-IDS20. The experimental results showed that the Detector Agent achieved 

higher accuracy (99.95%) compared to the Classifier Agent (80.63%) for the UNSW-NB15 dataset. On the 

NSL-KDD dataset, both agents performed similarly, with the Detector Agent achieving 99.82% accuracy 

and the Classifier Agent 99.80%. In contrast, for the UKM-IDS20 dataset, the Classifier Agent slightly 

outperformed the Detector Agent, with accuracies of 99.98% and 99.94%, respectively. These findings 

demonstrate the effectiveness of MARL-based IDS and highlight variations in agent performance across 

different datasets. 
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I. INTRODUCTION  

Intrusion Detection Systems (IDSs) have experienced rapid 
development along with the growing need for more adaptive 
and resilient security systems in the face of cyber threats [1-3]. 
Initially, IDSs relied on signature-based and fixed-rule methods 
to recognize attacks, but this approach has limitations in 
identifying undocumented threats. Therefore, new techniques 
are developed to increase accuracy and performance. IDSs 
work by analyzing network traffic and system activity to detect 
anomalies or suspicious attack patterns. IDSs consist of two 
main categories: Network-based IDSs (NIDSs), which operate 
by monitoring network traffic, and Host-based IDSs (HIDSs), 
which function at the individual device level [4-6]. Traditional 
IDSs often have limitations in dynamically recognizing new 
attack patterns, resulting in the need for more flexible and 
artificial intelligence-based approaches [7-10]. IDS methods 
based on machine learning (ML) and deep learning (DL) have 
been widely deployed in recent years [4-6, 11]. Several studies 
have shown that ML and DL models can improve attack 
detection with more complex and adaptive pattern analysis. For 
example, XGBoost has been combined with LSTM, RNN, and 
GRU [1]. In [12], a CNN was combined with Random Forest 
(RF) for an IDS in a fog computing environment [12], and in 
[13] a hybrid CNN with LSTM was used for this purpose. 

To increase IDS effectiveness, various Deep Learning (DL) 
approaches have been explored, one of which is Multi-Agent 
Reinforcement Learning (MARL), which has been extensively 
researched and developed. MARL allows multiple agents to 
work collaboratively to identify and address cyberthreats more 
effectively. With reinforcement learning-based strategies, 
MARL can adjust detection policies based on evolving attack 
patterns. However, one of the main challenges in MARL is the 
estimation of Q-values, which is often unstable and can lead to 
suboptimal detection strategies[14-15]. Several studies have 
applied the MARL approach, including applying MARL to big 
data streaming and cloud computing to ensure that potential 
intrusions are identified and addressed as they occur [14, 16, 
17]. Other implementations are related to network optimization 
tasks by applying two MARL agents for route optimization and 
DDoS protection [16, 17]. Some studies put little emphasis on 
the MARL parameters, which greatly affect its adaptability. In 
[18], a multi-agent approach was used in Software-Defined 
Networks (SDN) to improve multipath routing optimization, as 
well as to identify and prevent DDoS traffic. The results of this 
study demonstrated a considerable enhancement in network 
performance with a multiagent approach compared to the more 
conventional single-agent method.  

Deep Reinforcement Learning (DRL) is superior to 
supervised learning in cybersecurity, especially in detecting 
unknown attacks (zero-day attacks) without relying on 
previously documented attack patterns. In addition, DRL in 
IDS can reduce false positives and increase detection accuracy, 
especially in the face of attacks such as DDoS, polymorphic 
malware, and IoT-based threats, which are difficult to detect 
with traditional methods [19]. Moreover, combining DL 
methods such as Bi-LSTM with GRU has shown the highest 
accuracy (99.999%), making it one of the most accurate models 
in detecting cyberattacks [20]. 

As discussed earlier, MARL has an advantage in adaptive 
detection capabilities but still faces challenges in estimating 
unstable Q values [13, 15], which can lead to less-than-optimal 
attack detection. This study aimed to develop a MARL-based 
IDS model optimized with RF Q-value Estimation (RF-QE) to 
decrease false positives, increase detection accuracy, and 
improve the learning stability of MARL agents in detecting 
cyber threats. Using RF as an ensemble learning method, this 
study aims to improve the estimation of Q-values by addressing 
the problem of overestimation that often occurs in MARL. 
Therefore, it is hoped that the IDS system optimized with this 
method can increase its resilience and adaptability in detecting 
cyber attacks that are increasingly complex and developing 
dynamically. Accuracy, precision, recall, and F1-score were 
used to evaluate the effectiveness of this proposed IDS and to 
understand how MARL optimization with RF-QE can improve 
IDS performance compared to the original MARL method. 

II. PROPOSED METHOD 

The proposed approach consists of three primary 
components: Dataset preprocessing, MARL, and RF. The flow 
diagram in Figure 1 presents a hybrid approach that integrates 
MARL with RF-QE to develop an adaptive classifier to detect 
different types of cyber threats.  

 

 
Fig. 1.  The proposed method. 

A. Dataset Preprocessing 

The model starts with raw data collection, which undergoes 
preprocessing to remove noise, normalize values, and extract 
relevant features. The cleaned dataset is then used to train the 
MARL model. 

B. Multi-Agent Reinforcement Learning (MARL) Framework 

MARL employs multiple agents, namely a Detector Agent 
to detect and classify normal and abnormal traffic and a 
Classifier Agent to determine the type of attack. The Detector 
Agent detects whether traffic is normal or abnormal by taking 
action for normal = 0 and abnormal = 1. This is learned in the 
training process from the dataset labeled 0 and 1 for each type 
of traffic. On the other hand, the Classifier Agent will only be 
active if the Detector Agent detects an anomaly (abnormal 
traffic). Then, the Classifier Agent will run an action to 
determine the type of attack, such as DoS or Backdoor.  
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The core component of this phase is the MARL Q-value 
estimation, which is formed by RF and a cross-domain reward 
mechanism, which evaluates the agent's actions based on attack 
categories. Q-value is an estimate of the total reward that an 
agent can receive when he performs an action under a certain 
state and follows the best strategy afterward. In this case, there 
are two Q-values, one for the Detector Agent (QDetector) and 
one for the Classifier Agent (QClassifier). To produce a Q-
value, Random Forest trains and works with combined inputs, 
namely state (derived from the dataset feature vector) and 
action, derived from data labels, namely 0 or 1 (for QDetector) 
and attack types such as DoS or Backdoor (for QClassifier). 
Based on the Q-value generated by the Random Forest, the 
agent then performs actions as a detector or classifier. 
Furthermore, the reward process is carried out by giving a 
value of +1 for correct predictions and -1 for incorrect 
predictions from both existing agents. The MARL model uses a 
reward adjustment module that provides feedback based on the 
impact of detected anomalies. The rewards are adjusted using: 

��  = ∝. ���	
��
� +  �. ������ ������  (1) 

where ��  is the updated reward at time � , ∝ is the weight 
assigned to previous rewards, ���	
��
� is the accumulated 
reward from past decisions, and � is the attack impact factor, 
which assigns different penalties or rewards based on the 
severity of an attack. 

Agents operate in a Centralized Training and Decentralized 
Execution (CTDE) framework. In centralized training, multiple 
agents learn collaboratively using a shared knowledge base, 
and in decentralized execution, each agent independently 
detects attacks during real-time deployment. The Feedback 
Collection Module ensures that agents receive adaptive training 
based on previous experiences. The attack types included in the 
training are from the datasets used. 

C. Random Forest 

In training MARL to identify traffic anomalies, an RF 
model is employed to estimate the Q-value. The model is 
trained using labeled data, associating network traffic features 
with attack types. The classification consists of multiple 
decision trees, where each tree votes for a class. The final 
classification is performed using majority voting: 

�(��)  =  
�

�
 ∑ !�

�
�"� (χ)   (2) 

where �(��)  is the probability of class � , $  is the total 
number of trees in the forest, and !�() is the prediction of the %-
th decision tree for input &. 

III. RESULT AND DISCUSSION 

To evaluate the performance of the proposed model, three 
different datasets were used with predefined dataset and model 
parameters. Next, the performance of the model was based on 
the multi-agent performance, and the overall performance was 
compared with some of the previously discussed related 
studies.  

A. Dataset Description 

Public IDS datasets were used, which are often employed in 
research on IDS development. UNSW-NB15 and NSL-KDD 
are popular datasets, and UKM-IDS20 is a relatively new 
dataset. Table I provides details on these datasets.  

TABLE I.  DATASET DETAILS 

Dataset Source 
Number of 

features 

Number of 

instances 

UNSW-NB15 
[21-25] 

University of New South 
Wales 

45 82332 rows 

NSL-KDD  
[26] 

University of New 
Brunswick- Kaggle 

Dataset 
44 125972 rows 

UKM-IDS20  
[27] 

National University of 
Malaysia - Kaggle Dataset 

48 10308 rows 

 
The attack types found on all datasets were used for the 

multiclass classification process. Table II lists the attack types 
in each dataset. 

TABLE II.  DATASET ATTACKS LIST 

Dataset  Attack list 

UNSW-NB15  
Normal, Backdoor, DoS, Exploits, Fuzzers, Generic, 

Shellcode, Worms, Analysis, and Reconnaissance 

NSL-KDD  

Normal, Imap, Ipsweep, Land, Loadmodule, Multihop, 
Neptune, Nmap, Pod, Phf, Portsweep, Rootkit, Satan, 

Smurf, Spy, Teardrop, Warezclient, Warezmaster, Back, 
Buffer_Overflow, Ftp_Write, Guess_Passwd 

UKM-IDS20  
Normal, ARP Poisoning, Beef HTTP Exploits, Mass 
HTTP Requests, Metasploit Exploits, Port Scanning, 

TCP Flood, UDP Data Flood 

 

B. Parameters 

The model parameters used in this study consist of five 
parameters. The parameters for MARL environments consist of 
discount_factor, epsilon, and num_episodes (the amount of 
training on all data and its subsets to achieve a converged Q-
value), and the parameters for RF consist of test_size (the data 
ratio for testing) and random_state parameters. The default 
number of trees from the random forest regressor was used, 
which is 100 trees. For the data distribution, 70% of the data 
was used for training and 30% for testing (test_size = 0.3). 
Table III shows the parameter values used. 

TABLE III.  MODEL PARAMETERS 

Parameters Value 

discount_factor  0.9 
epsilon  0.9 

num_episodes  5 
test_size  0.3 

random_state 42 

 

C. Performance Evaluation  

In the implementation, two agents were used in MARL, 
namely a Detector and a Classifier Agent. The Detector Agent 
is tasked with making predictions based on binary classifiers, 
where the value is 0 for normal traffic data and 1 for anomaly 
traffic data. Suppose the Detector Agent finds an anomaly from 
the existing data. In that case, the Classifier Agent will 
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continue the detection process to predict the type of attack that 
occurs (multiclass classifier process). The results of these two 
agents are illustrated in Tables IV, V, and VI, accompanied by 
a comparison graph.  

TABLE IV.  MODEL PERFORMANCE ON UNSW-NB15 
DATASET 

Agent 

type 

Performance scores on MARL RF-QE 

Acc. Prec. Rec. F1 

Detector 
Agent  

99.95% 99.95% 99.95% 99.95% 

Classifier 
Agent  

80.63% 80.34% 80.63% 80.36% 

 
As shown in Table IV, in the test with the UNSW-NB15 

dataset, the Detector Agent had better accuracy than the 
Classifier Agent, namely 99.95% compared to 80.63%. 

Then, a model experiment on the NSL-KDD dataset 
showed that the Detector Agent was slightly superior to the 
Classifier Agent, with accuracies of 99.82% and 99.80%, 
respectively. Table V illustrates the performance of this multi-
agent model on the NSL-KDD dataset.  

TABLE V.  MODEL PERFORMANCE ON NSL-KDD DATASET 

Agent type 
Performance scores on MARL RF-QE  

Acc. Prec. Rec. F1 

Detector 
Agent  

99.82% 99.82% 99.82% 99.82% 

Classifier 
Agent  

99.80% 99.84% 99.80% 99.81% 

 
Finally, the proposed model was tested on a newer dataset 

but with a much smaller amount of data compared to the 
previous two. The tests on the UKM-IDS20 dataset showed 
that the Classifier Agent had a slightly better accuracy 
compared to the Detector Agent, with 99.98% versus 99.94%. 
Table VI shows the performance of the multi-agent model on 
the UKM-IDS20 dataset.  

TABLE VI.  MODEL PERFORMANCE ON UKM-IDS20 
DATASET 

Agent type 
Performance scores on MARL RF-QE 

Acc. Prec. Rec. F1 

Detector 
Agent  

99.94% 99.94% 99.94% 99.94% 

Classifier 
Agent  

99.98% 99.98% 99.98% 99.98% 

 
D. Comparison with Related Works 

The proposed model was then compared with previously 
discussed studies. Table IV shows a comparison of 
performance results. These results show that the proposed 
MARL RF-QE model performed better on the NSL-KDD 
dataset. On the contrary, when using the UNSW-NB15 dataset, 
the proposed model was superior in terms of accuracy to the 
XGBoost-GRU (Multiclass Classification) algorithm [1] but 
inferior to CNN-IDS with RF [12]. 

 

TABLE VII.  MODEL PERFORMANCE COMPARISON WITH 
RELATED WORKS 

Ref Year Models Dataset Accuracy 

[1] 2023 

XGBoost-LSTM 
(Binary Classification) 

NSL-KDD 88.13% 

XGBoost-Simple-RNN 
(Binary Classification) 

UNSW-NB15 87.07% 

XGBoost-LSTM 
(Multiclass Classification) 

NSL-KDD 86.93% 

XGBoost-GRU 
(Multiclass Classification) 

UNSW-NB15 78.40% 

[14] 2024 
MARL based on the DQN 

algorithm 
NSL-KDD 97.44% 

[12] 2023 CNN-IDS with RF UNSW-NB15 97.50% 

Proposed 
model 

2025 

MARL Enhanced by RF-QE 
(Multiclass Classification)  

NSL-KDD 99.80% 

MARL Enhanced by RF-QE 
(Multiclass Classification)  

UNSW-NB15 80.63% 

MARL Enhanced by RF-QE 
(Multiclass Classification)  

UKM-IDS20 99.98% 

 

IV. CONCLUSION 

This study applied MARL using RF for Q-value estimation, 
using two agents, namely a Detector and a Classifier Agent. In 
the test case with the UNSW-NB15 dataset, the Detector Agent 
had better accuracy than the Classifier Agent (99.95% versus 
80.63%). In evaluation using the NSL-KDD dataset, the 
Detector Agent was slightly superior to the Classifier Agent, 
with an accuracy score of 99.82% compared to 99.80%. In the 
UKM-IDS20 dataset, the Classifier Agent had slightly better 
accuracy compared to the Detector Agent, with 99.98% 
compared to 99.94%. Comparing the results with related 
works, the proposed model was superior in experiments on the 
NSL-KDD dataset. However, on the UNSW-NB15 dataset, the 
proposed model was superior in terms of accuracy to the 
XGBoost-GRU (Multiclass Classification) [1] but inferior to 
CNN-IDS with RF [12]. This study has limitations in the use of 
three IDS datasets with tests that still use split data from them. 
In future research, the model can be further developed and 
tested with other datasets, including IoT datasets, and its 
accuracy will also be tested using real-time network activity 
data. 
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