Engineering, Technology & Applied Science Research

Vol. 15, No. 6, 2025, 29580-29589

A Decision Tree-Based Cloud Replication
Model for Enhanced Data Management

Aws 1. Abueid

Faculty of Computing Studies, Arab Open University, Kuwait
a.abueid@arabou.edu.kw (corresponding author)

Received: 26 September 2025 | Revised: 12 April 2025 | Accepted: 19 April 2025
Licensed under a CC-BY 4.0 license | Copyright (c) by the authors | DOI: https://doi.org/10.48084/etasr.11170

ABSTRACT

This paper introduces the Decision Tree Cloud Replication (DTCR) model, a novel Artificial Intelligence
(AD)-based approach for managing data replication in cloud environments. The model is designed to
enhance data availability, optimize performance, and reduce resource costs by intelligently deciding when
to add or remove replicas. Unlike traditional static replication strategies, DTCR adapts dynamically to
system conditions, response time targets, and tenant budget constraints. The methodology involves using
supervised learning via Decision Tree (DT) algorithms trained on synthetic datasets generated using the
Markov Chain Monte Carlo (MCMC) method to simulate realistic replication scenarios. Hyperparameter
tuning is performed through grid search to determine optimal settings, such as maximum tree depth and
minimum samples per split, whereas cross-validation ensures a reliable evaluation process. The
implementation is carried out using the Weka platform, and model performance is assessed using multiple
metrics, including accuracy, precision, recall, F-measure, and the Matthews Correlation Coefficient
(MCC). The results indicate that the DTCR model achieves a classification accuracy of 100%, with
balanced performance across both target classes, demonstrating its effectiveness in real-time decision-
making for replica placement and removal. Further discussion shows that the model generalizes well to
unseen data, avoids overfitting through optimal depth control, and maintains high availability with
minimal overhead. This confirms the model's potential for integration into cloud scheduling policies,
offering practical benefits in fault tolerance, latency reduction, and cost efficiency. The contribution of this
work lies in presenting an intelligent, scalable, and cost-aware solution for replication management, which
outperforms conventional approaches and addresses critical challenges in cloud-based data systems.
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I.  INTRODUCTION

29580

Resource scheduling is a crucial task in cloud computing,

Due to scalability, high availability, and fast access, the
cloud is now the best solution for the rising need for storage
resulting from the wide-ranging and large-scale incorporation
of Internet services and big data. Due to the potential for
significant benefits for industry and the community, the cloud
computing paradigm is well-known in the academic and
industrial sectors [1]. The increased usage of cloud services and
their repurposing depend heavily on resource sourcing [2].
Cloud computing enables the construction of numerous
massive data centers at various locations around the globe. To
ensure efficient operation and reliability across these data
centers, data replication is supported as a successful strategy
for fault tolerance, latency reduction, and minimized data
exchange over a network. As a result, replica management has
become a challenging area for suppliers.

Cloud computing is a new concept that provides services,
including computing, communication, and storage resources,
across a network. However, the delivery of cloud applications
and services is often limited by communication resources.
Replication strategies efficiently bring data closer to users,
enhancing performance and availability.

as the appropriate allocation of resources to cloud workloads
depends on the Quality-of-Service (QoS) requirements of cloud
applications. The heterogeneity, uncertainty, and dispersion of
resources in the cloud pose challenges for resource allocation,
which cannot be adequately addressed with existing policies.
Authors in [3] provide a comprehensive and systematic
literature review of resource scheduling in cloud computing.
They also provide a detailed description of resource scheduling
algorithms, management approaches, types, and benefits, along
with tools, scheduling aspects, and resource distribution
policies. Consequently, distributed storage is in high demand to
manage resources efficiently, making replication technologies
essential for ensuring fault tolerance and high availability of
data in cloud storage.

Dependent data replication is a popular technique that
ensures availability and performance by distributing multiple
copies across different locations. Effective management of
storage and replication increases the possibility that at least one
copy will be available in case of failure. This approach
addresses several objectives, including reducing storage costs,
improving fault tolerance, and shortening access latency [4].
Therefore, replication is a critical component of cloud
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computing systems, as many users access their data from
multiple locations with slight variations in latency.

Several studies have described data replication strategies in
cloud systems, such as the Cost-effective Dynamic Replication
Management (CDRM) strategy and the Performance- and
Profit-oriented Data Replication Strategy, version 2 (PEPRv2)
[5, 6], designed to improve data availability. Authors in [7]
discussed effective replica management for improving
reliability and availability in an edge-cloud computing
environment and proposed a replica placement strategy based
on the fast non-dominated sorting Genetic Algorithm (GA).

Therefore, this study proposes a method to reduce time and
resource consumption by estimating the likelihood of different
outcomes using a random variables approach, input analysis,
and test suite iteration. Furthermore, attaining optimal results is
aided by calibrating the relevant parameters of the proposed
Decision Tree Cloud Replication (DTCR) model.

II. LITERATURE REVIEW

Authors in [8] proposed a replication management strategy
that fully considers data block temperature and access response
time to dynamically adjust the number of data replicas,
enhancing data service quality. In this strategy, data nodes are
selected for newly added replicas to achieve load balancing
while considering network distance, node load, and cluster
storage utilization. The delay-adaptive replica synchronization
approach is employed to reduce high data write latency and
improve data availability. This method updates only a subset of
replicas with solid consistency, ensuring that written data
blocks remain accessible and further enhancing overall data
availability.

Authors in [9] proposed a dynamic, cost-conscious, and
optimized data replication strategy that defines a minimum
number of replicated data copies to ensure availability. They
recommended an optimized and efficient portfolio approach to
reduce replication costs while introducing redundancy and
controlling expenditure in the data center, thus minimizing
costs without hampering data availability. To implement this,
the authors introduced a new EIMORM algorithm, which
applies the Knapsack algorithm to optimize replication cost.
This algorithm effectively reduces file service time and access
latency while improving availability and load balancing.

In [10], the authors developed a novel dynamic data
replication strategy using an Intelligent Water Drop (IWD)
algorithm to address challenges in replication and cloud storage
management. The IWD algorithm, based on swarm intelligence
optimization, was used to optimize the cloud storage
replication and management process. The authors compared the
D2R-IWD algorithm with popular optimization techniques,
including Particle Swarm Optimization (PSO) and GA. Their
results demonstrated that the D2R-IWD methodology improves
access efficiency, thereby enhancing cloud performance. They
also noticed a nearly 40% increase in free storage capacity.

In [11], the authors designed models to address energy
consumption and bandwidth demands posed by database access
in cloud computing data centers. Furthermore, the work
presented an effective energy replication strategy based on

these models, resulting in an enhanced Quality of Service
(QoS) and reduced communication delays. The assessment
demonstrated performance and energy efficiency trade-offs
through comprehensive simulations, which subsequently
guided the design of future data replication solutions.

Amazon Web Services (AWS) provides several cloud
storage services supporting data replication, including Amazon
S3, Amazon EBS, and Amazon EFS. These services allow data
replication within and across regions to ensure availability and
durability. AWS also provides Application Programming
Interfaces (APIs) that allow developers to access and manage
these services programmatically, including the ability to
replicate data [12].

Microsoft Azure is a cloud computing platform that enables
the creation, delivery, and management of applications and
services through a worldwide network of data centers under
Microsoft's management. Azure has experienced considerable
growth and acceptance by companies and organizations
worldwide during the last five years. In the public cloud
infrastructure market, Azure's market share climbed from 10%
in 2017 to 15% in 2021 [13]. Azure has expanded services to
include the Internet of Things (IoT), analytics, Machine
Learning (ML), and Artificial Intelligence (AI), making it a key
competitor in the industry.

Data management and classification facilitate the selection
of protection methods, application of policies, and efficient
access to data, saving time and reducing cost. One standard ML
algorithm that can be applied in replication strategies is the
Decision Tree (DT), which is well-known for data
classification. Numerous researchers have regarded the DT
algorithm as one of the essential algorithms for classification in
various fields [14, 15]. Figure 1 illustrates the structure of a
DT.
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Fig. 1. Structure of a DT used for data classification.

There are several DT algorithms in the literature [6, 16-23],
including Conditional Inference Trees (CTREE), Iterative
Dichotomiser 3 (ID3), ID3 successor (C4.5), Chi-Squared
Automatic Interaction Detection (CHAID), and Classification
and Regression Trees (CART). Authors in [17] compared the
various DT algorithms widely utilized in the field, and Table I
presents the most popular DT algorithms.
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TABLE L. COMPARISON OF POPULAR DT ALGORITHMS
Algorithm
Method CART C45 CHAID
Measurement Entro
employed to Gini index; . Py .
. . L information Chi-square
gather input towing criteria .
. gain
variables
Pre-pruning with Pre-pruning Chi-square test for
Pruning a single-pass with a single- independence
algorithm pass algorithm | during pre-pruning
Depgndent Categorlcal / Categorlcal / Categorical
variable continuous continuous
Input Categorical / Categorical / Categorical /
variables continuous continuous continuous
1 Binary and linear . .
Node split combination Multiple Multiple

The authors in [24] proposed several ML methods for
creating prediction models for data redundancy in the cloud.
Among these, DTs and Neural Networks (NNs) are two of the
most commonly used approaches. DTs are supervised learning
algorithms that can be applied to classification or regression
tasks. DTs are relatively easy to comprehend but are not always
the most precise or effective approach for all tasks.

On the other hand, NNs are a ML approach inspired by the
structure and operation of the human brain. They comprise
several interconnected layers of "neurons" that can recognize
patterns in data. Although NNs might be more complex and
time-consuming to train than DTs, they are frequently more
effective and accurate than DTs. In addition to DTs and NN,
other ML techniques, such as Random Forests (RFs), Support
Vector Machines (SVMs), and k-Nearest Neighbors (k-NN),
can be employed for classification, regression, clustering, or
dimensionality reduction. The choice of the technique depends
on the particular problem and dataset, as each has its own
advantages and disadvantages.

Authors in [25] highlighted the importance of replication
management in cloud computing and Al algorithms' role in
managing replication strategies to increase efficiency and
reliability while reducing resource consumption and cost.
Using these algorithms to determine whether a particular query
entails data redundancy is crucial, as it allows for decisions
about replicas based on the current state of the data and
resources.

The proposed model's strength lies in its ability to
dynamically adjust replication strategies based on system
conditions, response time targets, and tenant budget constraints,
which significantly improves data availability and resource
optimization. Furthermore, the DTCR model Ileverages
supervised learning with DT algorithms and is trained on
synthetic datasets. This model not only generalizes well to
unseen data but also offers high availability with minimal
overhead, making it a scalable and cost-efficient solution for
cloud-based data systems.

III. THE PROPOSED MODEL

The proposed DTCR model comprises six development
stages for managing replication strategies in the cloud. In the
first stage, the process involves creating multiple random walks
using the Markov Chain Monte Carlo (MCMC) algorithm

(Algorithm 1). The mathematical concept of a random walk, a
stochastic process, defines a path of successive random
movements over specific mathematical spaces, such as the set
of integers. The MCMC algorithm is implemented to generate
multiple random walks (i.e., more iterations).

The MCMC algorithm is widely used in many fields,
particularly for inference modeling. It is a powerful technique
for exploring complex and high-dimensional spaces, making it
well-suited for various applications, including the suggested
model. One significant advantage of the MCMC algorithm is
its ability to generate random samples from probability
distributions that are difficult to sample directly. In the
proposed model, the MCMC algorithm allows for the
exploration of the parameter space to estimate the underlying
data distribution accurately. By iteratively generating random
walks, the MCMC algorithm converges to a stationary
distribution, providing samples that approximate the desired
distribution.

Furthermore, the MCMC method is effective for handling
latent variables and complex dependencies by estimating
posterior distributions through simulated random walks,
enabling more accurate predictions. Another advantage of
MCMC is its flexibility and adaptability to different modeling
scenarios. It can handle models with nonlinear relationships,
non-Gaussian distributions, and complex parameter spaces.
This flexibility makes it well-suited for the proposed DTCR
model, which likely involves intricate dependencies and
nontrivial relationships between variables.

Algorithm 1: MCMC Algorithm

Input: Number of iterations (N); Lower

Limit (L); Upper Limit (U) //Distribution

limits (L, U)

Output: Random walk path (series), Step S

//Time to cover the path

1: Initialize CurrentMin, CurrentMax, Step
S, and CurrentPosition P

2:Randomly initialize R;

3:While (iterations < N) do

4: While (CurrentPosition P != L &&

CurrentPosition P != U) do
5: Generate Ri = Random.math ()
6: If (R; < Mid(L, U)) then
CurrentPosition P++
If (P > CurrentMax)
CurrentMax = P
End if
Else
CurrentPosition P--
If (P < CurrentMin)
CurrentMin = P
End if
End if
7 Step S++
End while
End while
The MCMC algorithm described in Algorithm 1 is crucial
for creating random walks in the proposed model. The process

then

then
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begins by defining variables such as N, L, and U, which specify
the iteration count and boundary limits. Variables including
CurrentMin, CurrentMax, Step S, and CurrentPosition P are
initialized to appropriate values, and a random value R; is also
initialized. The algorithm then enters the main loop, which
repeats until the number of iterations (N) is reached. Within
each iteration, the algorithm enters an inner loop that continues
until the CurrentPosition P is equal to either L or U, indicating
the bounds of the distribution. A random value R; is generated
using the Random.math() function. If R; is less than the
midpoint between L and U (Mid(L, U)), CurrentPosition P is
incremented by 1. If the updated CurrentPosition P exceeds
CurrentMax, the CurrentMax value is updated accordingly.
Conversely, if R; is greater than or equal to Mid(L, U),
CurrentPosition P is decremented by 1. If the updated
CurrentPosition P is less than CurrentMin, the CurrentMin
value is updated accordingly. The Step S counter is
incremented after each iteration. The inner loop continues until
CurrentPosition P reaches either L or U, and the outer loop
continues until the number of iterations reaches N.

In this work, the scale used in the DTCR model is 0:100,
meaning that one unit is equivalent to 100 km on the ground.
The model operates on the first quadrant (x, y) of the Cartesian
coordinate system (or Universal Transverse Mercator (UTM))
to avoid negative coordinates.

The following describe the DTCR model

development:

stages

1. Obtain and evaluate the results from all MCMC
iterations to generate a dataset containing the following
attributes: location, number of replica occurrences (from
9,000 iterations), total hits for each location, average
replicas per occurrence, and total hits. The results can be
stored using software tools such as Excel.

2. Classify the dataset based on ordered averages of
replicas and total hits per site. A new feature, "target," is
defined with the value "Yes" if the average replicas and
total hits per site are >10,000, and "No" otherwise. The
Weka tool, a Java-based collection of ML algorithms
that runs on almost any platform, is used for
classification.

3. Create the DTCR model in Weka to predict whether a
location is selected (Yes) or ignored (No).

4. Training set: Approximately 60%—-80% of the ordered
dataset (out of 90,000 iterations) is used for training.
This subset enables the DTCR model to learn and adapt
its parameters through iterative optimization.

5. Validation set: 10%-20% of the data is used for

hyperparameter  tuning, model selection, and
performance monitoring to evaluate the DT's predictive
accuracy.

6. Results: The proposed model produces predictive

outcomes using its DT-based framework, as detailed in
the following sections.

Using the DTCR model as described, the system can make
predictions or decisions based on new data to add or remove
replicas, which can then be used by the scheduler policy to
update replicas in the cloud environment.

IV. RESULTS

This study employed a random walk strategy to select
replication locations and determine the number of hits at each
location. The MCMC algorithm generated 100 locations, over
90,000 iterations. The study aimed to identify the optimal
replication locations within the 0—100 range and then employ
the DTCR algorithm to decide whether to add or remove
replicas. This approach enables the model to be assessed for its
ability to manage replication strategies in a cloud environment.
The location and number of hits were arbitrarily established
during the iteration, and the model recorded them as it
traversed from the initial location to the domain boundary.

A. Data Generation and Evaluation Phase

The data generation and evaluation phase generates outputs
for the 100 locations created by the random walk algorithm as a
dataset. The outputs include: location ID (loc_id), number of
repeated locations for each location over 90,000 iterations
(no_rep_locations), total hits per location (T_hits), and average
replicas per location (aveg_per_rep). Figures 2 and 3 illustrate
the characteristics of the datasets distributed within a cloud
computing environment. Figure 2 shows the replica locations
and the number of appearances in 90,000 iterations, whereas
Figure 3 presents the replica locations and the accumulated
number of hits for the same locations.

replica locations and the number of replica locations that appear in
90000 iterations.
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Fig. 3. Replica locations and their accumulated total hits.
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B. Dataset Classification

The analysis phase uses Weka tools to classify the dataset
and extract meaningful insights. The new feature, "target", was
added to indicate whether the average replicas per location
exceed 10,000. As shown in Figure 4, the dataset includes 89
locations with target "Yes" and 11 locations with target "No".

Classification data set using Weka tools

= No

= Yes

Fig. 4. Classified dataset using Weka tools.

The dataset statistics provide valuable insights into its
characteristics. The sum of observations and the sum of
squared deviations from the mean are essential measures of the
central tendency and variability of the data, respectively. The
mean of the observations serves as a representative value of the
dataset, whereas the standard deviation measures the dispersion
of the data. In this case, the small standard deviation of 9.1585
suggests that the observations are closely clustered around the
mean value of 90. However, it is also essential to consider the
skewness and kurtosis of the data, as these measures can reveal
information about the shape of the distribution and the presence
of outliers. These statistics can uncover data patterns and trends
and guide decision-making processes.

C. Training the DTCR Model

Using the Weka tools in the training phase, the DTCR
model was trained on 60% of the 90,000 iterations, and the
remaining 40% was reserved for the testing phase. Figure 5
shows a snapshot of the training process, illustrating the five
attributes used in the dataset (loc_id, no_rep_locations, T_hits,
aveg_per_rep, and target).

€ Weks Explocer

Preprocess Associate  Select attnbutes  Visualize

Classifier
Choose RandomForest -P 100 -1 100 -rium-slots 1-K 0 -0 1.0 V00001 -51

Classify  Cluster

Test options
Use training set

Supplied test set

Classifier cutput

=== Run information wes

2 Scheme: weka.classifiers,trees, RandomFozeat
Cross-validstion
Relation:
®) Percentage split % 60 Inatances: 100
More options... Artributes: 5§

Loc_ID

(Nowm) Target .;og:fs__c cations

Start aveq par_rep

Target

Result list (right-click for eptiens) Teat mode: split €0.0% train, remainder test

21:12:17 - trees.RandomForest

Fig. 5. Snapshot of the training process using Weka tools.

D. Testing the DTCR Model

In the test phase, using Weka tools, the DTCR model
evaluated 40% of the 90,000 iterations to assess its
performance. Table II compares the data split ratios used in this
study with those adopted in similar works. The first row
represents the current study, which used a 60%—40% training—
testing data split to maximize the size of the training set while
ensuring adequate testing data. The second row corresponds to
the study in [26], which used a 70%—-30% split to maximize the
size of the training set. The third row corresponds to the study
in [27], which also adopted the 70%—30% split to ensure equal
representation of the classes in the training and testing sets. The
fourth row corresponds to the study in [28], which used an
85%—-15% split to maximize the size of the training set.

TABLE II. COMPARISON OF TRAINING AND TESTING
DATA SPLITS IN DT ALGORITHMS
Training Testing . .
Study data data Reason for split selection
This To maximize the size of the
tud 60% 40% training set while ensuring
study adequate testing data
[26] 70% 30% To maximize the size of the
training set
To ensure equal representation
(271 70% 30% of the classes in both sets.
28] 85% 15% To maximize the size of the
training set

E. Cross-Validation

Cross-validation is a widely used technique in ML to assess
the performance and generalizability of predictive models. It
provides a robust evaluation framework by partitioning the
available data into multiple subsets, or folds, and iteratively
trains and tests the model on different combinations of these
folds. Cross-validation helps mitigate overfitting issues and
provides a more reliable estimate of the model's performance
on unseen data.

By applying cross-validation, the authors evaluated the
DTCR model's ability to generalize and predict unseen
instances while ensuring consistent and reliable results across
different data subsets. The dataset was partitioned into multiple
folds, each serving as both a training and testing set, allowing a
comprehensive assessment of the model's performance.

The analysis revealed 99% correctly classified instances,
indicating the model's ability to accurately predict the class
labels for unseen data. Evaluation measures, such as accuracy,
precision, recall, F-measure, and the Matthews Correlation
Coefficient (MCC), further supported the robustness and
accuracy of our model. The results showed high true positive
rates, low false positive rates, and balanced precision and recall
values for both classes. The weighted average accuracy reached
99%, confirming the algorithm's strong performance.

Further analysis revealed that the Kappa statistic was
0.9509, indicating a substantial agreement between the
predicted and actual class labels. The Mean Absolute Error
(MAE) was 0.01, indicating a slight average deviation between
the predicted and actual values. Similarly, the Root Mean
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Squared Error (RMSE) was 0.1, reflecting a low level of
variability in the predicted values. The Relative Absolute Error
(RAE) and Root Relative Squared Error (RRSE), which assess
the average and relative deviations of the predictions, were
4.9356% and 31.9148%, respectively. These values suggest
that the model's predictions were close to the true values, with
moderate variability.

The precise accuracy by class provides a more granular
view of the model's performance for each class. For the "No"
class, the true positive rate, precision, recall, and F-measure
were all above 0.989, indicating high performance in correctly
classifying instances belonging to this class. Similarly, for the
"Yes" class, all these measures were 1.000, indicating perfect
performance in classifying instances of this class. The
confusion matrix summarizes the classification results,
showing the number of instances classified as "No" or "Yes"
and comparing them with the actual class labels. Of the 99
instances labeled as "No," 88 were correctly classified, with
only one misclassified. For the "Yes" class, all 11 instances
were correctly classified.

Including these evaluation metrics and the confusion matrix
in our analysis provides a comprehensive and reliable
assessment of the DTCR model through cross-validation.
Figure 6 demonstrates the model's evaluation results along with
the corresponding confusion matrix, showing the number of
instances correctly classified for each class.

== Classifier model (full training set) =—

J48 pruned tree

aveg_per_rep <= 9843: No (89.0)
aveg per_rep > 9843: Yes (11.0)

Number of Leaves : 2
Size of the tree : 3
Time taken to build model: 0 seconds
=== Stratified cross-validation ===
S —
Correctly Classified Instances 85 a9 %
Incorrectly Classified Instances 1 1 %
Kappa statistic 0.9508
Mean absolute error 0.01
Root mean squared error 0.1
Relative absolute error 4.9356 %
Root relative squared error 31.9148 %
Total Number of Instances 100
= Detailed Accuracy By Class ——
TP Rate FP Rate Precision Recall F-Measure MCC ROC Area PRC Area Class
0.98% 0.000 1.000 0.989 0.994 0.952 0.934 0.95% No
1.000 0.011 0.917 1.000 0.957 0.952 0.994 0.917 Yes
Weighted Avg. 0.9%0 0.001 0.4991 0.9%90 0.4990 0.952 0.994 0.4980
=== Confusion Matrix ===
a b <-- classified as
88 1| a=Ne
011 | b=Yes
Fig. 6 Cross-validation results and confusion matrix using Weka tools.

F. Hyperparameter Tuning

This study employed the DecisionTreeClassifier from
Weka to construct the DT model. To address the limitations
associated with fixed data splitting, cross-validation was
adopted to partition the dataset into multiple subsets, allowing
for a comprehensive assessment of the model's performance
across different splits. Furthermore, a grid search was

conducted using Weka tools to explore various combinations of
hyperparameters and identify the optimal configuration. The

results in Figure 7 illustrate the best hyperparameters
discovered.
© Anatibutes - o x

0 a
a a5
az a class

Fig. 7.

Snapshot of the hyperparameter tuning process using Weka tools.

The optimal model incorporates settings such as the
maximum tree depth (e.g., 85, 74, 90) and the minimum
number of samples required for a split (e.g., 99, 3, 87) for the
"no_rep_locations" configuration. These hyperparameters were
applied to the DTRC model to evaluate its accuracy on the test
set. In addition, setting the maximum depth plays a crucial role
in controlling the tree's complexity and avoiding overfitting,
thereby enhancing the model's generalizability.

G. DTCR Evaluation by Class

Analyzing a DT algorithm's performance by class shows
how well the DTCR model performed for each class,
pinpointing any class imbalances or classes for which the
model has trouble making accurate predictions. Table III
presents the detailed accuracy by class for the DTCR model,
including TP rate, FP rate, Precision, Recall, and weighted
averages:

e TP rate (sensitivity / recall): Measures the model's
effectiveness in correctly identifying true positive instances.
It is calculated as the ratio of true positives (TP) to the total
number of true positives and false negatives (FN), as shown
in (1) [29]:
TP
TP+FN

TPR =

ey

High recall indicates that the model correctly identifies
most positive samples, whereas low recall indicates the
model is likely to miss some positive samples.

e FP rate: Measures how well a DT algorithm correctly
identifies negative instances. It is calculated as the ratio of
false positives (FP), i.e., incorrectly classified negatives, to
the total number of actual negative instances, as shown in
(2) [29]:

FP
FP+TN

FPR =

@

e Precision: Measures a DT algorithm's ability to classify
positive instances correctly. It is calculated as the number
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of true positives divided by the total number of positive
instances predicted by the DTCR model, as shown in (3)
[29]:
TP
TP+FP

Precision = 3)
Precision indicates how many of all the positive predictions
made by the DTCR model were correct. High precision
means the model is less likely to predict a positive class
when the sample is negative. In contrast, low precision
means the model is more likely to predict a positive class
when the sample is negative. It is important to note that
precision should be combined with TPR (or recall) to
evaluate the performance of a DTCR model. High precision
and low recall or low precision and high recall indicate that
the model is biased toward a particular classification error.
The results demonstrate that the DTCR model is not biased
toward any particular classification error.

e F-measure (Fl-score): Measures a DT algorithm's
performance by combining precision and recall and it is
calculated as their harmonic mean, as shown in (4) [29]:

F — measure = 2 Prec.is.ion*Recall (4)
Precision+Recall

e MCC: Measures a DT algorithm's performance by
combining TP, TN, FP, and FN into a single value ranging
from -1 to 1, where 1 means a perfect prediction, zero
means no better than a random prediction, and -1 means a
completely incorrect prediction. It is calculated as in (5)
[29]:

TP+TN—FP+FN

McC = J(TP+FP)*(TP+FN)*(TN+FP)«(TN+FN)

(&)

The results demonstrate that DTCR model achieves the
optimal MCC value of 1.0, representing a perfect
prediction.

e Weighted average: Computes average performance
accounting for class imbalance and it is calculated as in (6)
[29]:

Weighted avg =

Y.(Probability of each class*Accuracy of each class)

6)

Total number of classes

TABLE IIIL. DETAILED ACCURACY BY CLASS FOR THE
DTCR MODEL
Class TP rate | FPrate | Precision Recall MCC
No 1.000 0.000 1.000 1.000 1.000
Yes 1.000 0.000 1.000 1.000 1.000
W‘;‘%gted 1000 | 0.000 1.000 1.000 1.000

This evaluation demonstrates that the DTCR model
correctly classified all instances, with no misclassifications,
achieving high robustness and reliability for both classes.

H. Confusion Matrix and Decision Tree Visualization

A confusion matrix evaluates the performance of a DT
algorithm in a classification problem. It summarizes the
number of TP, TN, FP, and FN predictions. In a DT algorithm,
the confusion matrix depends heavily on the splitting criteria

and the dataset. Table IV presents the detailed confusion matrix
for the DTCR model, using the 40% of the dataset reserved for
testing. The classification labels used are "Yes" and "No." The
results were generated using the Weka software tools.

TABLE IV. DTCR CONFUSION MATRIX
Actual \ Predicted Yes No
Yes 33 0
No 0 7

To provide a visual representation of the model's
performance, the confusion matrix was plotted using the
Seaborn (SNS) library in Python. Figure 8 visually displays the
confusion matrix, allowing for a quick assessment of the
model's strengths and weaknesses. The figure highlights the
correct predictions (TP, TN) and the misclassifications (FP,
FN), enabling informed decisions to improve the model's
overall performance.

Confusion Matrix

25

20

ACtual

-15

No 4 0 7 -10

T T

Yes No
Predicted — 0

Visual representation of the DTCR confusion matrix.

Fig. 8.

Visualizing the DT can help in understanding the decision-
making process of the algorithm and can also help in
determining any potential problems or biases in the tree
structure. Figure 9 shows the DT visualization for the DTCR
model using Weka tools.

&) Weka Classifier Tree Visualizer: 11:25:27 - trees.}48 (data_for Drjamal1 - Copy)
Tree View

aveg_per_rep
Pais
_ > 9843
/ e h \
Yes (1.0)]
No (80.0)| a1.0)
Fig. 9. Decision tree visualization of the DTCR model using Weka tools.
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1. Comparative Analysis and Benchmarking

In this section, the proposed DTCR model is compared with
three existing approaches to cloud replication management
[30-32]. The comparison highlights key characteristics and
methodological differences among these studies, as
summarized in Table V.

TABLE V. COMPARATIVE ANALYSIS OF REPLICATION
STRATEGIES
Approach / study Description

Determines data file correlation using file access
history and prefetches popular files; includes a
replica replacement strategy based on a fuzzy

inference system.

Employs a GA as the fundamental optimization

Prefetching-aware
Data Replication
(PDR) / [30]

GA-based approach /

[31] method for the allocation of data replicas.
BAT algorithm- Uses a BAT algorithm for data replica
based approach / [32] optimization.
Utilizes DTs for replication management,
DTCR model focusing on determining whether to add or
(proposed) remove replicas based on tenant budget while

improving availability and performance.

Following the comparative analysis, several relevant studies
were also reviewed:

e Authors in [33] highlighted the rise of credit card fraud due
to increased electronic transactions and proposed a novel
method using Generative Adversarial Networks (GANs) to
tackle challenges associated with small and imbalanced
datasets. Real-world data were used, and their model
achieved high accuracy (above 85%) and precision (above
95%) in fraud detection. The proposed method reportedly
outperformed previous studies.

e Authors in [34] compared traditional fault detection
methods with ML algorithms such as k-NN, DT, and SVM,
highlighting the superior accuracy of ML approaches.
Using Wavelet Decomposition (WD) for feature extraction,
they achieved high fault detection and classification
accuracy.

e Authors in [35] emphasized the importance of classifying
Myocardial Infarction (MI) complications to predict life-
threatening  outcomes. They compared Multilayer
Perceptron (MLP), Naive Bayes (NB), and DT using real-
world hospital data. The results showed that MLP performs
best with the full dataset, whereas DT performs better after
data reduction.

V. DISCUSSION, LIMITATIONS, AND FUTURE
WORK

Following the results, the DTCR model demonstrates
excellent performance in replication management. Using the
confusion matrix and metrics such as TP rate, FP rate,
precision, recall, F-measure, and MCC (Table III), the model
achieves perfect predictions with values of 1.0 for all metrics.

The DTCR model is explicitly designed for cloud
replication management, with the primary goal of ensuring
high data availability in a cloud environment. Using a DT, the
DTCR model identifies the optimal replication strategy that

minimizes replication costs while maintaining data availability.
In addition, the DTCR effectively reduces processing time and
resource consumption during the replication process. This
capability is particularly beneficial for organizations relying on
cloud computing, guaranteeing data availability regardless of
technical failures or network outages. The DTCR model, as an
Al-based solution, demonstrates adaptability and effective
decision-making for replication management.

Despite the promising results, some limitations need to be
addressed in future work. This study acknowledges these
limitations and highlights them for further investigation and
improvement:

e Extension to multi-cloud environments: Future work should
extend the proposed model to consider multi-cloud
environments enabling replication strategies that consider
workload distribution, network latency, and server
performance in multi-provider settings.

e Handling errors and failures: While the current study
assumes error-free input data and replication without
network or server failures, future work should explore more
robust replication strategies for these scenarios. Developing
mechanisms to handle errors and failures will enhance the
reliability and resilience of the replication process.

e Prototype MCMC implementation: The DTCR model
presented in this study is still in its prototype phase. Future
work should concentrate on realizing automated test
iteration strategies based on MCMC for cloud applications.
Additionally, incorporating new features and datasets and
refining the model's accuracy and performance will be
crucial for future enhancements.

o Integration of DTs with Deep Learning (DL) models:
Exploring the integration of DTs with DL models can
leverage the strengths of both approaches. While DTs offer
interpretability and explainability, DL models provide
enhanced predictive capabilities for large-scale, high-
dimensional datasets. Combining these two domains can
lead to improved accuracy, performance, and the ability to
capture complex patterns in data, thus enabling more
informed replication management decisions.

e Exploration of alternative Al techniques: Future research
should investigate the effectiveness of other Al techniques,
such as NNs and GAs, for replication management in cloud
environments. Additionally, blockchain technology could
be investigated for secure and transparent replication
strategies.

VI. CONCLUSION

This study proposed a replica management strategy to meet
availability and performance requirements in cloud
environments. A Decision Tree (DT) algorithm was
implemented within a novel model called the Decision Tree
Cloud Replication (DTCR) model. The DTCR model employs
Artificial Intelligence (Al) techniques to manage replicas and
determines whether replicas should be added, deleted, or
merged.
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The results demonstrate that the proposed DTCR-based
replication strategy effectively meets availability and
performance objectives. The DT algorithm provides a reliable
and adaptive solution for replication management in cloud
environments. Future work may involve refining the DTCR
model and validating its performance in real-world scenarios.
Overall, this study contributes significantly to cloud computing
by providing an efficient approach for managing replicas in
large-scale systems.
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