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ABSTRACT 

Intrusion Detection Systems (IDSs) play a vital role in identifying and mitigating malicious network 

activities and system misuse. The integration of Artificial Intelligence (AI), particularly Deep Learning 

(DL), has significantly enhanced the adaptability and efficiency of IDS. This paper proposes an intelligent 

network-based IDS leveraging a DL model trained on the CSE-CIC-IDS2018 dataset. Key data pre-

processing steps included duplicate removal, handling missing values, conversion of categorical data to a 

numerical form, and feature scaling. Initially, the model aimed to classify all individual attack types 

alongside benign traffic; however, the frequent misclassification of certain attack types prompted the 

aggregation of similar attacks into broader categories. This adjustment led to notable improvements in the 

performance metrics, including accuracy, precision, recall, and F1-score. To mitigate overfitting, weight 

decay in the context of neural networks, known as L2 weight regularization, was applied. The proposed 

improved DL model achieved an accuracy of 99.91%, precision of 98.61%, recall of 93.18%, and an F1-

score of 94.78%, highlighting both the robustness of DL in intrusion detection and the critical role of 

comprehensive data preprocessing. 

Keywords-network security; IDS; pre-processing; DL; one hot encoding; multi-class classification 

I. INTRODUCTION  

Traditional security measures, including firewalls, antivirus 
software, encryption, password protection, and secure network 
protocols, while useful and necessary, are not always up to date 

with the constantly evolving nature of cyber threats. Reports 
from Carnegie Mellon University's Computer Emergency 
Response Team (CMU's CERT) indicate a sharp rise in 
cyberattack vulnerabilities [1]. This highlights the need for 
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continuous research and improvement in intrusion detection 
technologies [2]. Intrusions refer to any unauthorized access 
that jeopardizes the confidentiality, integrity, availability, or 
security of network-connected resources [3]. Confidentiality is 
ensured through cryptographic techniques that limit access to 
authorized users, while data integrity ensures that information 
is not altered during transmission, typically verified using 
digital signatures [4]. A proactive and intelligent approach to 
combat such vulnerabilities is IDSs. IDSs are designed to 
promptly and accurately detect threats by identifying abnormal 
system usage that may exploit vulnerabilities in real-time, a 
principle shared across all IDS implementations [5-7]. 
However, developing an effective IDS is challenging, as 
classifiers must adapt to new attack patterns while avoiding 
false positives.  

Intrusion detection methodologies are typically categorized 
into Signature-based Detection (SD), Anomaly-based 
Detection (AD), and Stateful Protocol Analysis (SPA). SD 
techniques identify known threats by matching data against 
predefined attack signatures, while AD techniques detect 
deviations from established behavioral norms using either static 
or dynamic profiling. SPA techniques monitor protocol 
compliance by analyzing communication sequences based on 
formal protocol definitions, such as those specified by the 
Internet Engineering Task Force (IETF) [8]. The integration of 
these methodologies alongside Machine Learning (ML) and 
DL techniques [9] has transformed IDSs, enabling the 
automatic detection of a wide range of attacks without relying 
on predefined rules, offering adaptability and effectiveness 
against evolving threats.  

The combination of detection methodologies with ML and 
DL has been explored. Authors in [10] proposed an anomaly-
based intrusion detection method employing  Random Forest 
(RF), Gaussian Naive Bayes (GNB), and Multilayer Perceptron 
(MLP), enhancing detection accuracy on the CSE-CIC-
IDS2018 dataset through rigorous preprocessing and Pearson 
correlation-based feature selection. Authors in [11] achieved 
high cyberattack detection accuracy using minimal feature sets, 
selected via the Artificial Bee Colony (ABC), Flower 
Pollination Algorithm (FPA), and Ant Colony Optimization 
(ACO) algorithms, with the best accuracy performance 
(~99.0%) obtained using ACO. A dense Deep Neural Network 
(DNN) was proposed in [12] for flow-based intrusion 
detection, achieving ~90% accuracy on the CSE-CIC-IDS2018 
dataset. In [13], a hybrid model combining autoencoders and 
Long Short-Term Memory (LSTM) networks on the 
KDDCup99 dataset, improved prediction performance with a 
2% increase in accuracy and reduced misclassifications. 
Authors in [14] presented a taxonomy of DL architectures, 
benchmarking Feed-forward Neural Networks (FFNN), 
autoencoders, Deep Belief Networks (DBNs), and LSTMs, 
identifying supervised FFNN as the most effective. In [15], a 
comparative study was conducted on botnet attack 
classification using GNB, K-Nearest Neighbors (KNN), 
Adaptive Boosting (AB) with Decision Trees (DT), and 
Support Vector Machines (SVMs), while authors in [16] 
examined and reviewed prior DBN-based IDS. A detailed 
taxonomy for integrated IDS frameworks using supervised ML 
was also proposed in [17], demonstrating a strong classification 

performance across four benchmark datasets. In [18], 
dimensionality reduction techniques, including Principal 
Component Analysis (PCA), autoencoders, and Linear 
Discriminant Analysis (LDA), were evaluated, showing their 
impact on classification performance across multiple datasets 
(UNSW-NB15, ToN-IoT, and CSE-CIC-IDS2018) and DL 
models. In [19], an LSTM-based IDS attained 99% accuracy on 
the CSE-CIC-IDS2018 dataset, and in [20], a similar DL-based 
Network Intrusion Detection System (NIDS) achieved perfect 
accuracy on CICIDS2018 and 99.64% on Edge Internet of 
Things (IoT) datasets. The Self-Adaptive Trust-based IDS 
(SATIDS) presented in [21] utilized enhanced LSTM networks 
and achieved up to 99.73% accuracy on the ToN-IoT and 
InSDN datasets. In [22], RF achieved 99.98% accuracy on the 
MQTT-IoT-IDS2020 dataset, outperforming other ML 
classifiers, including SVM, k-NN, GNB, DT, and Stochastic 
Gradient Descent (SGD). Authors in [23] combined MLP with 
backpropagation and Particle Swarm Optimization (PSO) for 
cloud-based IDS, reaching 98.97% accuracy on the revised 
CSE-CIC-IDS2018 dataset. In [24], a hybrid feature selection 
approach combining Enhanced Feature Selection and 
Teaching–Learning-Based Optimization (EFS-TLBO) was 
introduced, using Extreme Learning Machines (ELMs) for 
improved performance. Finally, authors in [25] proposed a 
lightweight Convolutional Neural Network (CNN)-LSTM 
model optimized for IoT environments, like the Raspberry Pi 3, 
achieving 98.78% accuracy, 98.09% recall, 97.88% precision, 
and a 97.99% F1-score on the UNSW-NB15 dataset. 

This work proposes an FFNN-based IDS, utilizing the 
CSE-CIC-IDS2018 dataset for training and evaluation. The 
dataset underwent an extensive preprocessing pipeline to 
ensure data consistency and quality. A structured methodology 
was followed, including data preprocessing, model architecture 
design, training, and performance evaluation. The model and 
its training parameters were carefully selected to optimize 
detection accuracy while addressing challenges, such as class 
imbalance and overlapping attack behaviors. 

II. METHODOLOGY 

A. Dataset 

The CSE-CIC-IDS2018 dataset is a large-scale, real-world 
network traffic dataset specifically designed for intrusion 
detection research. It comprises over 16 million instances with 
84 features distributed across 14 class labels—one representing 
normal traffic and 13 corresponding to various attack types. 
The dataset includes a wide range of cyberattacks, such as 
Distributed Denial of Service (DDoS), Botnet activity, Brute 
Force, and Structured Query Language (SQL) Injection attacks, 
making it a valuable resource for the evaluation of intrusion 
detection algorithms and cybersecurity solutions [26, 27]. 

B. Pre-processing 

Initially, all 10 individual dataset files were merged into a 
single unified file to streamline processing. Data type 
inconsistencies were resolved by standardizing feature formats. 
Due to file size constraints, a particularly large file was 
partially excluded—only attack data were retained from it, 
while a sufficient portion of benign traffic was preserved to 
maintain class balance. The key preprocessing steps included 
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the removal of missing values, duplicate entries, and irrelevant 
features (e.g., Timestamp, Flow ID). The categorical variables 
were transformed into numerical formats using label encoding 
or one-hot encoding to ensure compatibility with the ML 
algorithms. Feature normalization was applied using min-max 
scaling to rescale values within a 0–1 range, thereby improving 
model convergence and interpretability. Finally, the dataset 
was partitioned into training, validation, and testing subsets, 
typically allocating 90% of the data for training, with 10% of 
them reserved for validation, to ensure effective model 
learning, minimize overfitting, and enable rigorous evaluation. 

C. Model 

The model was developed using the Keras Sequential API, 
which is well-suited for models with a single input-output flow. 
An FFNN architecture was implemented, comprising six 
layers: an input layer, four hidden layers with 48, 32, 16, and 
16 neurons, respectively, and an output layer with 14 neurons 
corresponding to the 14 class labels. The Rectified Linear Unit 
(ReLU) activation function was applied to the hidden layers to 
introduce non-linearity, while the Softmax function was used in 
the output layer to support multi-class classification. The model 
was trained using the Adam optimizer, and categorical cross-
entropy was employed as the loss function, appropriate for 
multi-class classification tasks. To mitigate overfitting, L2 
regularization with a lambda value of 0.0001 was incorporated 
into the model. Training was conducted iteratively to minimize 
loss and optimize predictive performance on the training data, 
using a batch size of 2048 for 50 epochs. 

III. RESULTS AND ANALYSIS 

Figures 1 and 2 illustrate the training accuracy and loss 
throughout the 50 epochs. The model achieved high accuracy 
early in the training process, reaching 95% within the first 
epoch and stabilizing by the fourth, indicating effective 
learning and convergence without signs of overfitting or 
underfitting. The corresponding rapid decrease and 
stabilization in the loss function further confirms the model’s 
ability to learn reliable patterns in the data. 

 

 

Fig. 1.  Training and validation accuracy. 

 

Fig. 2.  Training and validation loss. 

TABLE I.  EVALUATION METRICS FOR EACH CLASS 

Attack types Accuracy Precision Recall   F1-score 

Benign 0.9993  0.97  1.00  0.99 

DDoS attack-HOIC 1.00 1.00 1.00 1.00 

DDoS attacks-LOIC-HTTP 0.9982 1.00 1.00 1.00 

DoS attacks-Hulk 0.9997 1.00 1.00 1.00 

Bot 0.9995 1.00 1.00 1.00 

Infilteration 0.0083 0.44 0.01 0.02 

SSH-Bruteforce 0.9997 1.00 1.00 1.00 

DoS attacks-GoldenEye 0.9939 0.99 0.99 0.99 

FTP-BruteForce 1.00 1.00 1.00 1.00 

DoS attacks-Slowloris 0.9941 0.95 0.99 0.97 

DDoS attack-LOIC-UDP 0.8361 0.80 0.84 0.82 

Brute Force-Web 0.2777 0.91 0.28 0.43 

Brute Force-XSS 0.5428 1.00 0.54 0.70 

SQL Injection 0.00 0.00 0.00 0.00 

High Orbit Ion Cannon (HOIC), Low Orbit Ion Cannon (LOIC), Hypertext Transfer Protocol 

(HTTP), User Datagram Protocol (UDP), Cross-site scripting (XSS) 

 

To evaluate the model's performance, a comprehensive set 
of metrics was used: accuracy, precision, recall, and F1-score. 
Table I presents these evaluation metrics for all 14 classes. The 
model achieves high metrics in several classes (e.g. Bening, 
DDoS attack-HOIC, SSH-Bruteforce, etc.), but it also 
underperforms in classes including Infilteration, Brute Force-
Web, Brute Force-XSS, and SQL Injection. Table II 
summarizes the overall model performance. That is, the model 
achieved 98% accuracy, 86.14% precision, 76.07% recall, and 
78.00% F1-score. The discrepancy between high accuracy and 
lower recall/F1-score indicates a tendency to produce false 
negatives, potentially missing critical attack classes. This issue 
was further explored through the confusion matrix (Figure 3), 
which revealed a frequent misclassification of SQL Injection, 
Brute Force-XSS, and Brute Force-Web attacks—likely due to 
their limited representation in the training data. Additionally, 
although DDoS attack-LOIC-UDP was generally well detected, 
it exhibited a 30% false positive rate. The Infiltration class, 
despite having sufficient data, was often misclassified due to its 
stealthy, human-like behavior designed to evade detection. To 
address these limitations, it is proposed to eliminate the 
Infiltration class and consolidate the underrepresented attack 
types into a single category labeled Other Attacks (OA). This 
reclassification aims to simplify the classification task, enhance 
the model’s recall, and reduce the confusion between similar 
low-frequency classes. 
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TABLE II.  GLOBAL EVALUATION METRICS 

Accuracy Precision Recall  F1-score 

98%  86.14%  76.07%  78.00% 

 

 

Fig. 3.  Confusion matrix multiclass classification. 

A. Improved Model 

Figures 4 and 5 illustrate the training performance of the 
improved model in terms of accuracy and loss progression, 
respectively. Table III presents these evaluation metrics for all 
classes. The enhanced model achieved 99.91% accuracy, 
98.61% precision, 93.18% recall, and an F1-score of 94.78%, 
mostly improving recall and F1-score compared to the previous 
version. Nevertheless, the OA class underperforms in terms of 
accuracy (38.25%), recall (38.26%), and F1-score (54.03%). 

 

 

Fig. 4.  Training and validation accuracy for the improved model. 

 

Fig. 5.  Training and validation loss for the improved model. 

TABLE III.  EVALUATION METRICS FOR EACH LABEL 
(IMPROVED MODEL) 

Attack types Accuracy Precision Recall   F1-score 

Benign 0.9996  0.9996  0.9996  0.9996 

DDoS attack-HOIC 0.9998 1.00 0.9999 0.9999 

DDoS attacks-LOIC-HTTP 0.9982 0.9962 0.9982 0.9972 

DoS attacks-Hulk 0.9997 0.9960 0.9997 0.9979 

Bot 0.9988 0.9991 0.9989 0.9990 

SSH-Bruteforce  0.9997 0.9994 0.9997 0.9996 

DoS attacks-GoldenEye 0.9595 0.9957 0.9596 0.9773 

FTP-BruteForce 1.00 0.9973 1.00 0.9986 

DoS attacks-Slowloris 0.9802 0.9586 0.9803 0.9693 

OA 0.3825 0.9194 0.3826 0.5403 

Overall 0.9991 0.9861 0.9318 0.9478 

 

 
Fig. 6.  Confusion matrix multiclass classification for the improved model. 

Figure 6 presents the confusion matrix for the improved 
model. This illustration further validates the success of the 
model in classifying the majority of the 14 types of 
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cyberattacks, while also misclassifying approximately 2/3 of 
the OA type attacks as Bening or DDoS attacks-LOIC-HTTP. 

Compared to other state-of-the-art methods, the proposed 
model surpassed the 99% accuracy achieved by the RF-based 
models reported in [10, 19] and the 98.8% accuracy attained by 
the ACO-based method described in [11]. This further validates 
the performance of the proposed model. 

IV. CONCLUSION 

This study proposed a Deep Learning (DL)-based Intrusion 
Detection System (IDS) Feed-forward Neural Network (FFNN) 
model trained on the CSE-CIC-IDS2018 dataset to identify and 
classify various types of cyberattacks. 

The initial evaluations of 14 types of cyberattacks revealed 
frequent misclassifications among five specific types, including 
Infiltration, Distributed Denial of Service attack-Low Orbit Ion 
Cannon-User Datagram Protocol (DDoS attack-LOIC-UDP), 
Brute Force-Web, Brute Force-Cross-site scripting (XSS), and 
Structured Query Language (SQL) Injection. To address this, 
the Infiltration class was excluded, and the other four 
underrepresented attack categories were merged into a 
consolidated class labeled Other Attacks (OA). This refinement 
significantly enhanced classification accuracy and model 
robustness. The proposed improved model achieved an 
accuracy of 99.91%, precision of 98.61%, recall of 93.18%, 
and an F1-score of 94.78%, outperforming several state-of-the-
art approaches and demonstrating its effectiveness in detecting 
a wide range of cyber threats. However, limitations related to 
class imbalance and insufficient samples for certain attack 
types persisted, highlighting the need for more diverse and 
representative datasets. 

Future research should explore advanced DL architectures, 
hybrid models combining traditional and Machine Learning 
(ML) techniques, and the integration of IDS with 
complementary cybersecurity tools. 
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