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ABSTRACT 

By facilitating smooth communication among smart devices, edge computing, and cloud environments, the 

Internet of Things (IoT) has reshaped several sectors. However, IoT networks are highly vulnerable to 

cyberattacks, particularly link attacks, which compromise security. In the last ten years, various existing 

Machine Learning (ML) and Deep Learning (DL) approaches have been presented for attack detection, 

but they often fail to maintain high accuracy when attack patterns evolve. This study proposes a Decision 

Tree Regressor (DTR) model for attack prediction and adaptation in an IoT Edge-Cloud environment. The 

model is implemented using SENSORIA for IoT data collection and CloudSim for edge-cloud simulation to 

efficiently detect attacks. The DTR model dynamically adapts to changes in attack behavior through 

statistical monitoring. The model was evaluated on the ToN-IoT and UNSW-NB15 datasets, achieving 

99.92% and 99.96% accuracy, respectively, significantly outperforming existing approaches. The results 

demonstrate that DTR improves the accuracy of attack detection while adapting to evolving attack 

patterns, ensuring robust IoT security. 

Keywords-IoT security; edge-cloud computing; cyberattack detection; link attacks; machine learning; decision 

tree regressor; attack adaptation 

I. INTRODUCTION  

The Internet of Things (IoT) has transformed current 
technology by facilitating smooth connections among 
intelligent devices, sensors, and computing infrastructures. IoT 
devices, such as smartwatches, industrial sensors, smart homes, 
and automobiles, are continuously collecting enormous 
volumes of data from their environment [1]. These devices 
generate real-time data that is transmitted for further analysis 
and processing. Edge computing manages the collected data 
effectively by analyzing it near the source, minimizing latency, 
and improving decision-making in real time [2]. However, 
when the edge nodes become overloaded or require additional 
computational resources, the data is transferred to cloud servers 
for more extensive processing and storage [3]. Dynamic 
interaction between IoT devices, edge computing, and cloud 
infrastructure ensures smooth operation across various 
domains, such as industrial automation, smart cities, and 
healthcare. Despite its advantages, the IoT ecosystem faces 
significant security challenges, particularly in the 

communication layer, i.e., the IoT-Edge and Edge-Cloud 
networks [4]. Most IoT applications, sensors, and devices 
operate with minimal memory and power, making them 
vulnerable to cyberattacks. Attackers target these IoT 
applications/sensors/devices using different methods, such as 
Domain Name Service (DNS), Man-in-the-Middle (MiTM), 
and Distributed Denial of Service (DDoS) attacks [5]. Among 
these, link attacks pose a severe threat by overwhelming IoT 
devices and edge servers that have large amounts of malicious 
traffic, leading to service disruptions and data breaches [6]. 
Given the critical role of IoT in various applications, detecting 
and mitigating such attacks is of utmost importance to ensure 
data integrity, system reliability, and user privacy. 

Over the years, researchers have proposed several attack 
detection techniques to enhance IoT security. Many of these 
approaches leverage Machine Learning (ML) and Deep 
Learning (DL) models to detect attacks in IoT-Edge and Edge-
Cloud networks. In [7], a lightweight approach employed 
Genetic Algorithm (GA) and the t-test for DDoS Attack 
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Detection (GADAD), to detect low- and high-volume DDoS 
attacks in IoT environments. GADAD employed an edge-based 
environment and was divided into three stages. The first 
included creating and preprocessing low- and high-volume 
DDoS attacks in an IoT environment, the second included the 
utilization of GA with statistical variables (GAStats) to select 
the best features for attack detection, and the third used 
different ML approaches, i.e., K-Nearest-Neighbor (KNN), 
Logistic-Regression (LR), Adaptive-Boosting (AB), Extra-
Trees (ET), and Random-Forest (RF), to detect attacks in the 
collected low- and high-volume data. The ToN-IoT dataset was 
used for a real-time attack detection scenario. The results 
showed that 96% accuracy was achieved with GADAD-RF and 
95% was achieved with GADAD-ET. 

In [8], a hybrid DL model combined a Convolutional 
Neural Network (CNN) and Long-Short-Term Memory 
(LSTM) to detect DDoS attacks. In addition, ten ML 
approaches were used for the same purpose. Evaluations were 
carried out on two datasets, namely ToN-IoT and CICIoT2023, 
and the findings showed that the CNN-LSTM model achieved 
98.75% and 99.995% accuracy on ToN-IoT and CICIoT2023, 
respectively. In [9], an approach was presented to detect attacks 
on the IoT fog-cloud layer using Federated Learning (FL). 
Additionally, the Split Learning (SL) concept was used to 
efficiently learn attack patterns. Ten ML approaches, including 
Artificial Neural-Network (ANN), Support-Vector Machine 
(SVM), Extreme-Gradient-Boosting (XGB), LSTM, CNN, RF, 
DT, LR, and NB, along with FL and SL, were evaluated on the 
NSL-KDD and UNSWB-NB15 datasets. The results showed 
that SL achieved higher accuracy, namely 99.23% and 98.02% 
for the NSL-KDD and UNSWB-NB15 datasets, respectively.  

In [10], a DL approach called Deep-Ensemble Learning 
using Pruning approach (DEEPShield) was proposed to detect 
low- and high-volume DDoS attacks. The ensemble model 
used CNN-LSTM to analyze traffic in IoT devices/nodes 
(DEEPShield-Ensemble). Pruning was applied to refine CNN-
LSTM, which helped in the deployment of the model in the 
IoT-Edge layer (DEEPShield-Pruning-Ensemble). This study 
also collected low- and high-volume DDoS attack datasets for 
attack detection. Furthermore, the model was tested on other 
datasets, including ISCX-12, CICIDS-2017, and ToN-IoT. In 
[11], an LSTM Residual Network (LSTM-ResNet) was used 
for attack detection, built on the basis of a Temporal-
Convolutional-Residual (TCR) module. In the TCR module, a 
modified attention model was presented for feature 
selection/extraction. Evaluations were carried out using two 
datasets, UNSW-NB15 and ToN-IoT, where the model 
achieved 89.23% and 99.24% accuracy, respectively. 

In [12], Bidirectional Gated Recurrent Unit (Bi-GRU) and 
LSTM were combined with softmax for the IoT-Edge layer in a 
smart agriculture environment. For faster training, the Bi-GRU-
LSTM model incorporated the Truncated-Back-Propagation 
Through-Time (TBPTT) method for training long sequences. 
The Bi-GRU-LSTM was tested in three datasets, Edge-IIoT, 
ToN-IoT, and CICIDS2018, achieving accuracies of 98.32%, 
99.55% and 99.82%, respectively. In [13], a DL approach was 
based on Graph Learning, called Graph-Learning Data-Link 
Anomaly Detection (GLDAE), which considered 

communication network and link attacks. The GLDAE 
includes a graph-enhancing module, a link-feature auto-
encoder to extract features, a structured auto-encoder, and a 
discriminator for learning edge-related features and creating a 
latent graph-based structure. To enhance generalization for 
detecting attacks in different scenarios, contrastive learning 
was employed on the original and modified graphs. A module 
integrated structural and feature embeddings for the decoder to 
achieve joint learning among graph and edge-selected features. 
Finally, MLP was used to predict and classify attacks. NetFlow 
datasets, i.e., NF-ToN-IoT-v2, NG-ToN-IoT, NF-UNSW-
NB15-v2, and NF-UNSW-NB15, were used to evaluate the 
model, achieving 98.84%, 97.67%, 96.52%, and 99.09% 
accuracies, respectively.  

Previous studies on attack detection employed ML and DL 
techniques to achieve high accuracy, and most of them focused 
on either the UNSWB-NB-15 or the ToN-IoT dataset. 
However, these approaches struggled to maintain accuracy as 
attack patterns evolve over time. Many approaches fail to adapt 
dynamically, leading to a decrease in attack detection 
performance and increased FPs. To address these problems, 
this work presents an attack detection approach using a 
Decision Tree Regressor (DTR) model, designed to analyze the 
behavior of the IoT device and detect potential DDoS attacks 
with improved accuracy. By leveraging statistical monitoring 
and adaptive learning techniques, the proposed solution detects 
changes in attack patterns dynamically, ensuring the timely 
mitigation of security threats. The model continuously 
evaluates IoT data at the edge layer, and if significant attack 
behavior is detected, it detects the attack. Integration of DTR 
into the IoT Edge-Cloud framework enhances IoT security by 
providing a robust mechanism to efficiently detect and respond 
to link attacks. The contributions of this study are as follows: 

 Proposes the DTR model for detecting link-based attacks in 
IoT Edge-Cloud environments. 

 Implements a statistical monitoring technique to 
dynamically detect shifts in attack behavior and update the 
attack detection model accordingly. 

 Enhances real-time attack detection by integrating the DTR 
model within an edge computing framework, reducing 
latency in threat detection. 

 Improves accuracy and adaptability compared to existing 
ML- and DL-based approaches, ensuring better detection of 
evolving cyber threats. 

 Provides a scalable security solution that balances 
computational efficiency while securing IoT 
communication between edge and cloud layers. 

II. METHODOLOGY 

To predict attacks using the DTR model, consider IoT 
collected data, denoted � , that changes its behavior with 
respect to time �:  

� = ����, 	�
, ���, 	�
, … ��
 , 	

�  (1) 

where �
 denotes a feature-vector for every �
� observation and 	
 ∈ �0,1� , with 	
 = 1  denoting attack and 	
 = 0  denoting 
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normal behavior. The DTR model � maps input features � to 
get output 	:  

� = ���
 = ∑ �� ∙ ℎ���
����    (2) 

where �  denotes the total number of DTR trees present, �� 

denotes weights assigned to �
�  tree and ℎ���
  denotes the 

output of the �
�  for input � . The main aim of DTR is to 
minimize log-loss while incorporating a regularization term for 
preventing overfitting. The loss function is given by: 

� = ∑ �	
 log�#

 + �1 − 	

 log�1 − #

& +'
��               ∑ )�ℎ�
����     (3) 

where #
 = *+���

, is the predicted attack probability. The 

sigmoid-activation * is given in (4) and )�ℎ�
 is given in (5): 

*��

 = �
�-./01    (4) 

)�ℎ�
 = 23 + �
� 45|7�|5�

   (5) 

where 89:1 denotes the exponential value of �
 , 3 denotes the 
number of leaves in each tree, 7� denotes the weight given to 
each leaf, and 2 and 4 are hyperparameters that control the tree 
complexity. The DTR model is trained on the IoT dataset by 
reducing �, optimizing the best tree structure using node splits, 
optimizing the best leaf weight 7�, and balancing accuracy and 
generalizing )�ℎ�
. As attacks change patterns over time, this 
work uses statistical monitoring to detect shifts in attack 
behavior. Hence, at every time-step �, the statistical difference 
between new data �
  and initial data �� is measured using K-L 
divergence [14]:  

��;��
||��
 = ∑ �
��
 log :1�:

:<�:
:∈=   (6) 

where a high ��;  indicates significant changes in attack 
distribution. This approach updates the time window >  of 
attack dynamically as > = > ∪ ��; . For updating > , the 
time window >  is split into two segments, where the first 
consists of stable historical data @  and a subwindow @ABC  
extracted from @, and the second consists of new testing data D, 
where |D| = E, such that |@| ≫ |D|, where E is the cardinality 
of testing data D. In this approach, a t-test is used to check if 
the mean values of @  and D  are different, similar to the test 
presented in [7]. The t-test is evaluated using: 

� − �8G� = H̅9JK9�L<9LM9N

OPQ� <

R<- <
RM


~��E� + E� − 2
 (7) 

where @̅ and DU  are sample means of @ and D, respectively, *V  
comprises of sample variance of @ and D, i.e., *A  and *J , and W� and W� are the hypotheses for the dynamic parameter X. If a 
difference is detected using � − �8G� , it means that attack 
behavior has changed. Hence, D is further divided into D� and 
D� test windows to analyze a specific time boundary �∗ where 
the change (attack) has occurred. If change is detected, DTR is 
again retrained by resetting > as > = ∅ and �� = �
  using the 
updated data. If no change is detected, DTR remains 
unchanged. Once trained, DTR predicts attacks using new IoT 
observations �\.V : 

� = ���\.V
 = ∑ �� ∙ ℎ���\.V
����   (8) 

The attack probability for a new observation is evaluated 
using: 

#]

]^� = *+���\.V
,    (9) 

If #]

]^� > �ℎ`8Gℎabc , then 	 = 1  means that an attack 
was detected, else 	 = 0  denotes normal behavior. Figure 1 
presents the complete process of the DTR model. 

The novelty of this work is that it proposes a dynamic 
statistical monitoring system that identifies distributional 
changes in IoT data streams by continuously measuring K-L-
divergence at each time step using (6). When significant 
change is detected using the hypothesis test (t-test) (7), this 
approach automatically isolates the segment where the shift 
occurred, records the boundary time �∗, and retrains the DTR 
model on the updated attack profile. This adaptive retraining 
mechanism ensures that the model evolves with changing 
attack behaviors, rather than remaining static or requiring 
manual intervention. Also, this approach introduces a rigorous 
data windowing strategy, splitting data into stable @ and test D 
segments with dynamic resizing to retain historical consistency 
while being sensitive to recent shifts. These mechanisms are 
integrated into a complete decision loop, shown in Figure 1, 
enabling continuous online learning and high attack prediction 
accuracy in the face of adversarial dynamics. 

III. RESULTS AND DISCUSSION 

To validate the effectiveness of the DTR-based adaptive 
attack detection approach, a dynamic experimentation pipeline 
was implemented to capture attack behavior shifts on the 
UNSW-NB15 and ToN-IoT datasets. The key innovation lies 
in statistical monitoring and adaptive retraining strategy, which 
enables the DTR model to maintain high accuracy in dynamic 
and evolving IoT attack environments. Figure 1 shows the 
experimental flow of the architecture, where each incoming 
IoT observation from both datasets was subjected to KL-
divergence-based drift detection (6). Once distributional drift 
was detected using the t-test (7), the observation window was 
segmented into historical @ and D parts, and the boundary time 
�∗ was recorded to identify the point of behavioral shift. The 
DTR model was then retrained using updated data starting from �∗, ensuring that the DTR model is adapted to the new attack 
patterns without manual intervention. 

Moreover, the entire framework was deployed in a hybrid 
IoT-Edge-Cloud simulation environment. The SENSORIA 
simulator [15] was used to generate IoT-layer data streams 
using the UNSW-NB15 and ToN-IoT datasets, which were 
then processed at the edge using CloudSim-based infrastructure 
[16]. This setup mimics realistic multilayered IoT systems, 
where low-latency detection is crucial. For each dataset, the 
incoming data was processed in time steps to simulate a 
streaming environment. Unlike existing models that train once 
and assume static data distributions, this approach continuously 
monitors and adapts to evolving threats. The DTR model was 
dynamically re-trained based on statistically significant 
changes, making the proposed approach fundamentally 
different from traditional static or batch-trained models. The 
simulation was carried out on an Intel i7 processor and 16 GB 
RAM, ensuring efficient execution of the DTR model.  
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Fig. 1.  Flow diagram of DTR. 

A. Dataset 

This study used the UNSW-NB15 [17-21] and ToN-IoT 
[22-29] datasets. The UNSW-NB15 dataset was created by the 
Australian Cyber Security Center (ACCS) and is an extensive 
database for attack detection. The dataset comprises a 
combination of standard and harmful network traffic, produced 
utilizing the IXIA PerfectStorm tool, and features nine distinct 
attack classes, including exploits, backdoors, worms, and DoS. 
The dataset features 49 attributes, providing diverse network 
behaviors for cybersecurity research. The ToN-IoT (Telemetry, 
Operational, and Network IoT) dataset is an extension of 
UNSW-NB15 that incorporates telemetry, network, and 
operating system data from IoT environments and includes 
real-world attack scenarios across multiple IoT services. 

B. Performance Metrics 

The following performance metrics were used to evaluate 
the DTR model. 

Accuracy = Jj -J'
Jj-J'-kj-k'     (10) 

Precision = Dq/�Dq + �q
   (11) 

Recall = Dq/�Dq + �3
   (12) 

F − score = 2 u jv.^wAwx\uy.^]zz
jv.^wAwx\-y.^]zz  (13) 

C. Performance Evaluation 

Figure 2 presents the performance of the DTR model on the 
UNSW-NB15 dataset, where it achieved 99.96% accuracy. In 
addition, the model achieved 99.97%, 99.96%, and 99.91% 
scores for precision, recall, and F-score. These results show 
that DTR was able to detect attacks having very few FPs and 
without missing any attacks. Moreover, the DTR shows 
reliability and robustness for attack detection because of the 
statistical test (7), which improves attack detection accuracy. 

 

 

Fig. 2.  DTR Performance Evaluation on the UNSW-NB15 dataset. 
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Figure 3 presents the performance of the DTR model on the 
ToN-IoT dataset, where it achieved 99.92% accuracy. In 
addition, the model achieved 99.88%, 99.87%, and 99.87% 
scores for precision, recall, and F-score. These results show 
that DTR was able to detect attacks having very few FPs and 
without missing any attacks. Furthermore, the DTR shows 
reliability and robustness for attack detection due to the 
statistical test (7), which improves the accuracy of attack 
detection. The results show that DTR was able to detect 
attacks, even when they evolved over time, providing a robust 
approach to secure IoT Edge-Cloud environments. 

 

 

Fig. 3.  DTR performance evaluation on the ToN-IoT dataset. 

D. Comparative Study 

The proposed DTR model was compared with existing 
approaches presented in the literature survey. Table I presents 
the comparative results of existing attack detection/detection 
approaches compared with the DTR model for the UNSW-
NB15 dataset. Compared to the SL [9] and GLDAE [13] 
models, which achieved accuracies of 98.02% and 98.84%, 
respectively, the proposed DTR model achieved better 
accuracy at 99.96%, demonstrating a better ability to detect 
cyber threats. Additionally, the DTR achieved the highest 
precision (99.97%), recall (99.96%), and F-score (99.91%), 
outperforming LSTM-ResNet [11], which showed significantly 
lower accuracy (89.23%). 

TABLE I.  PERFORMANCE COMPARISON WITH EXISTING 
APPROACHES USING UNSW-NB15 DATASET  

Ref. Model Accuracy Precision Recall F-score 

[9] SL 98.02 98.12 98.02 98.11 

[11] LSTM-ResNet 89.23 883.83 87.77 88.25 

[13] GLDAE 98.84 98.8 98.84 98.78 

Proposed DTR 99.9635 99.9691 99.9647 99.9169 

 
Table II compares the performance of the DTR model with 

existing methods presented in the literature survey for the ToN-
IoT dataset. The findings show that the DTR model achieved 
99.92% accuracy, outperforming GADAD-ET [7] (95%), 
CNN-LSTM [8] (98.75%), and GLDAE [13] (97.67%). 
Although DEEPShield-Ensemble [10] and DEEPShield-
Pruning-Ensemble [10] achieved 99% accuracy, the DTR 
model surpassed them with improved precision (99.88%), 
recall (99.97%), and F-score (99.87%). Furthermore, compared 
to Bi-GRU-LSTM [12], which achieved 99.55% accuracy, 

DTR provided a higher attack detection capability. These 
results confirm that DTR effectively detects attacks with 
greater accuracy and adaptability, making it a more robust 
solution for IoT security. 

TABLE II.  PERFORMANCE COMPARISON WITH EXISTING 
APPROACHES USING TON-IOT DATASET 

Ref. Model Accuracy Precision Recall F-score 

[7] GADAD-ET 95 95 95 94 

[8] CNN-LSTM 98.75 98.75 98.75 98.75 

[10] 

DEEPShield-

Ensemble 
99 99 99 99 

DEEPShield-

Pruning-Ensemble 
99 99 99 99 

[11] LSTM-ResNet 99.24 99.18 99.15 99.16 

[12] Bi-GRU-LSTM  99.55 99.31 99.24 99.39 

[13] GLDAE 97.67 98.21 97.67 97.84 

Proposed DTR 99.9284 99.8844 99.9742 99.8793 

 

IV. CONCLUSION 

The IoT has revolutionized modern technology by enabling 
seamless communication between smart devices, edge 
networks, and cloud infrastructure. However, the security of 
IoT-Edge-Cloud networks remains a critical challenge, as these 
devices are vulnerable to various cyberattacks, including link 
attacks. Existing ML and DL approaches have been widely 
used for attack detection, yet fail to maintain high accuracy 
when attack patterns change over time. This study addresses 
this issue by proposing the DTR model for attack prediction 
and adaptation in an IoT-Edge-Cloud environment. The DTR 
model was implemented using SENSORIA for IoT data 
collection and CloudSim for edge-cloud simulation, ensuring 
efficient attack prediction. A statistical monitoring approach 
was integrated to dynamically detect shifts in attack patterns. 
The model was evaluated on two datasets, ToN-IoT and 
UNSW-NB15, demonstrating outstanding performance. On the 
UNSW-NB15 dataset, the model achieved 99.96% accuracy, 
and on the ToN-IoT dataset, it attained 99.92% accuracy. The 
findings show that the DTR model outperforms existing 
approaches, particularly in detecting evolving attack patterns. 
This study establishes a highly effective and adaptive attack 
detection model for securing IoT-Edge-Cloud networks. The 
DTR model not only improves attack detection accuracy but 
also dynamically adapts to changes in attack behavior, ensuring 
robust IoT security. In the future, an ensemble model 
combining ML/DL techniques will be developed and tested on 
diverse datasets to further enhance detection accuracy and 
adaptability in IoT security.  
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