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ABSTRACT

The Social Internet of Things (SIoT) combines the IoT and social networks. This paper introduces the
Fuzzy Deep Kronecker Stacked Autoencoder (Fuzzy-DKSA), an innovative attack detection model tailored
to security issues in the SIoT. The model employs Z-score normalization for consistent data scaling,
followed by feature fusion using a Deep Neural Network (DNN) enhanced by the Gower similarity
measure. The detection phase utilizes the strengths of the Deep Kronecker Network (DKN) and the Deep
Stacked Autoencoder (DSA), incorporating fuzzy logic to dynamically adapt to various attack patterns and
network conditions. The Fuzzy-DKSA model demonstrates impressive performance, achieving 92%
accuracy, 91% F-score, and 91% precision, outperforming existing models such as GAN, MH-CNN-AM,
TM-MLA, and HAD in attack detection capabilities, showcasing the potential of fuzzy logic in enhancing
security solutions for SIoT.
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I.  INTRODUCTION

The Social Internet of Things (SIoT) merges IoT
technology with social networking principles, enhancing
connectivity and user experiences. This innovative framework
allows devices to interact in a socially aware manner, sharing
information and collaborating based on their social context.
Various types of ordinary devices can exchange data and
information, such as sensors, processors, and software [1].
SIoT enables devices to participate in human-to-human data
exchanges. This technology involves active systems that
enhance network information sharing and community
engagement [2]. The increased popularity of IoT devices has
resulted in increasingly sophisticated attacks. These systems
require enhanced security standards that go beyond standard
operating procedures. Traditional methods and recent studies
emphasize the integration of intelligent mechanisms, such as
machine learning and anomaly detection, into updated
measures to combat the progressively changing security
challenges in SIoT environments [3]. The lack of resources in
dynamic IoT networks leads signature-based and anomaly-
based threat detection methods to ineffective operation. Rapid
development of attack methods requires additional
sophisticated protocols to discover novel security threats [4].

Effective prevention-oriented IoT security requires robust
attack detection and secure data dissemination to ensure service
availability and mitigate risks [5]. In IoT, trust-based
interactions are vulnerable to malicious devices that exploit
network flaws, which makes robust attack detection crucial, as
traditional signature-based methods fail to identify novel
threats [6]. Social IoT security is strengthened by ML-driven
threat detection and RFID-enabled smart devices, enabling
real-time monitoring and seamless interaction between the
physical and virtual worlds [7]. Figure 1 illustrates an SIoT
architecture. Table I highlights various advanced models for
IoT attack detection, including GANs, CNNs, trust
management, and hybrid deep learning approaches. Most
models achieved improved detection accuracy and adaptability
but faced challenges such as overfitting, increased resource
consumption, and limited real-time implementation. The main
contributions of this study are:

e Develops an effective technique for detecting attacks in
SIoT using a hybrid deep learning method, namely Fuzzy
Deep Kronecker Stacked Autoencoder (Fuzzy-DKSA),
incorporating a Deep Kronecker Network (DKN), a Deep
Stacked Autoencoder (DSA), and the fuzzy concept.
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e Devises a new technique for feature fusion with a Deep
Neural Network (DNN) with a Gower similarity measure to
reduce computational complexity.

e Fuzzy logic integration helps manage uncertainty in
intrusion detection.
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Fig. 1. An SIoT Architecture representing the object and user
relationships in the environment.
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II. PROPOSED METHOD

SIoT data is fed into a data normalization phase that uses Z-
score normalization [16] to transform it. The output is then fed
into the feature fusion module, which uses a DNN [17] with the

Gower similarity measure [18]. The output of the feature fusion
module is forwarded to the attack detection module. Here,
attack detection is performed using the proposed Fuzzy-DKSA,
created by combining DKN [19], DSA [20], and the fuzzy
concept. The fuzzy-DKSA for attack detection in SIoT was
implemented using MATLAB and the N-BaloT dataset.
Metrics such as precision, Fl-score, and accuracy are used to
evaluate performance. The efficacy of the proposed model is
also contrasted with current techniques. Figure 2 showcases the
proposed system architecture for attack detection in SIoT.

Social Internet of —> Data Normalization

Things (SIoT) N-

Z-score normalization

BaloT Dataset
Feature fusion
N
Deep Neural Network
(DNN) with Gower
L Similarity
\4
Attack detection
Deep Kronecker
Network (DKN) Fuzzy Deep Kronecker
stacked Autoencoder (Fuzzy-
DKSA)
Deep Stacked
Autoencoder (DSA)
Detected
output
Fig. 2. Proposed system architecture of Fuzzy-DKSA for attack detection
in SIoT.
A. Dataset

The N-BaloT dataset [21, 22] contains 7,162,607 samples
and 115 features per instance. It was developed to detect IoT-
based botnet attacks in realistic conditions. It includes both
benign and 10 labeled attack classes executed using the Mirai
and Bashlite botnets. Attack types include:

e UDP Flooding

¢ SYN Flooding

e ACK Flooding

e Scanning

e Host brute force
e OS Scan

e Data Exfiltration
e HTTP Flooding

e TCP Flooding

e Information Theft
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Algorithm 1: Fuzzy DKSA
Step 1 - Preprocessing:
Apply Z-score normalization to all 115
features across 7,162,607 records.
Step 2 - Feature Fusion:
Use a DNN with Gower similarity to
integrate features effectively,
especially those of heterogeneous types.
Step 3 - Detection Using Fuzzy-DKSA:
DKN captures spatial relationships using
Kronecker product-based transformations.
DSA learns compressed feature
representations and reconstructs them
for improved anomaly detection.
Fuzzy Logic Integration: Applies a
fuzzification function to handle
imprecision and uncertainty.
Step 4 - Classification
Final classification is performed using
a sigmoid layer.
Binary cross—-entropy is
used as the loss function.
Step 5 - Validation
The model is evaluated using precision,
recall, Fl-score, and accuracy.
Comparative results show that the
proposed model outperforms previous
state-of-the-art models.

The N-BaloT dataset provides raw input data representing
normal and malicious behaviors in SIoT environments. A data
point x; stands for a sample from the dataset, where i =
1,2,3,...,N.

e LetN = 7,162,607 number of samples
e Letm = 115 be the number of features per sample.

The dataset contains multiple input features that relate to attack
detection. The vector x; consists of multiple features, which
can be written as:

x; = {fu f2r f3r 0 f115} (D)

where f; stands for the i feature in the provided dataset. The
dataset exists as a matrix because of its structure, which can be
expressed through:

D = {x;,%y, .. ,xy} € RN*™ (2)

Z-score normalization is applied to standardize the input

data:
o X-u

X =— 3)
where X' represents the normalized values, X is the primary
data point, p is the mean, and ¢ is the standard deviation of
each feature. This function standardizes feature values to
ensure consistent scaling for improved model convergence.

The DNN fuses heterogeneous features using Gower
similarity to enhance representation. Normalization makes

features measurable on the same scale, which enhances the
operational efficiency of deep learning models. DNN and
Gower similarity work together to enhance feature
representation through their ability to measure mixed-type data
similarities.
B. Gower Similarity Calculation

The similarity computation between two vectors x; and x;
is performed as follows:

1P

S =3 2 S “4)
where S;j; represents the individual feature similarity and p is
the total number of features. For numerical features (Xg):

[Xik =X
Sije =1 = =% ®)

For categorical features (Cy):
S = {1' if X = Xjr
Lk 0, otherwise

The DNN accepts Gower similarity as its input for
performing transformations.

hy=f(W hi_1+ b)) @)

where h; denotes the activation layer [, W, and b; denote layer-
specific weights and biases, and f () represents the activation
function.

(©)

DKN utilizes Kronecker products for feature learning:
hy = oW, & hy—y + b)) ®

where @ denotes the Kronecker product. DSA follows an
encoder-decoder structure, with the encoding layer represented
as:

h=f W, X +b,) ©)
and the decoding layer represented as:

where W, and W, are the encoder and decoder weight matrices,
and b, and b, are the bias terms.

C. Fuzzy-DKSA

DKN extracts rich spatial and combinatorial feature
interactions using Kronecker product-based transformations.
DSA learns compressed representations and reconstructs
features to improve anomaly detection sensitivity. Fuzzy-
DKSA combines outputs from DKN and DSA with fuzzy logic
to handle uncertainty and detect complex attack patterns. This
produces the final classification result, identifying whether
input traffic is benign or malicious. This is accomplished using
a fuzzy membership function:

1
Hat) = [3o-F@=0 (1

where £ is the fuzzification parameter and c is the membership
center. The decision-making function is:

y =L wipa(x) (12)
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where w; are weight parameters learned through training. The
model classifies the attack using sigmoid activation:

~ 1
Y = Tre=wohtboy 13)

where W, and b, are the output layer weights and bias.
Optimization is performed using binary cross-entropy loss:

L= =Y lyilog@) + (1 —y)log(1-9)] (14)

where y; represents actual labels, and ¥, denotes the predicted
probability.

e Input stage: Normalized data is passed through the DKN,
extracting spatial correlations using Kronecker products for
compact and rich feature maps.

e Fuzzy fusion stage: DKN outputs with selected input
features are fed into fuzzy nodes to handle uncertainties.

e Encoding-Decoding stage (DSA): The fused output
undergoes dimensionality reduction via encoder layers and
is reconstructed in the decoder to generate a refined
representation for final classification. These components
work in tandem to dynamically adapt to diverse SIoT
behaviors and attack patterns, improving generalization and
trust-aware detection.

‘ Ogg.l

DKN model

Fuzzy-DKSA layer DSA model

Fig. 3. Design of Fuzzy-DKSA.

III. RESULTS AND DISCUSSIONS

Accuracy, precision, and F1-score were used to evaluate the
performance of Fuzzy-DKSA. Figure 4 shows the effectiveness
of the Fuzzy-DKSA model in accuracy, achieving 0.915 with
90% training data, surpassing traditional models such as GAN,
MH-CNN-AM, TM-MLA, and HAD, which scored 0.88,
0.879, 0889, and 0.89, respectively, resulting in performance
improvements of 3.83%, 3.93%,2.84% and 2.73%. In terms of
Fl1-score, Fuzzy-DKSA reached 0.915, while earlier models
achieved scores of 0.88, 0.879, 0.889, and 0.890, leading to
performance gains of 2.24%, 4.60%, 2.86%, and 2.51%. The
Fuzzy-DKSA model demonstrates superior performance across
all evaluated metrics, highlighting its effectiveness in attack
detection within SIoT networks. Figure 5 demonstrates the
performance of the Fuzzy-DKSA model using nine-fold
validation, which achieved an accuracy of 0.909,
outperforming GAN, MH-CNN-AM, TM-MLA, and HAD,
which recorded accuracies of 0.849, 0.86, 0.87, and 0.881,
resulting in performance improvements of 6.06%, 5.44%,
4.34% and 3.07%, respectively. Table II shows a comparison
of Fuzzy-DKSA with GAN, MH-CNN-AM, TM-MLA, and
HAD.

TABLE II. PERFORMANCE OF FUZZY-DKSA
Proposed
Metrics | GAN MHA&NN' I\T&’IA HAD | Fuzzy-
DKSA
Traini Accuracy 88% 88% 89% 89% 92%
rg::;“g Fl-score | 89% 86% 88% | 88% 91%
Precision 86% 88% 87% 87% 91%
Nine-fold | Accuracy 85% 86% 87% 88% 91%
Cross- F1-score 86% 87% 87% 88% 91%
validation | Precision 86% 88% 87% 87% 91%
I Comparison of Performance Metrics on Training Data
' —&— Accuracy
97.5 1 —#— Fl-score
—4&— Precision
95.0
g 9025
&
£ 90.0 4
]
5 8751
a
85.0
82.5 -
80.0 T T T T T
GAN MH-CNN-AM TM-MLA HAD Proposed Fuzzy-DKSA
Methods
Fig. 4. Comparative evaluation of Fuzzy-DKSA for accuracy, Fl-score,

and precision.

K-fold Validation Metrics

100.0
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Methods
Fig. 5. Comparative analysis of Fuzzy-DKSA based on nine-fold cross-

validation.

Table III shows the statistical significance of Fuzzy-DKSA
improvement over the baseline models. All p-values were less
than 0.05, indicating statistically significant improvements.

TABLE IIL STATISTICAL SIGNIFICANCE OF FUZZY-DKSA
IMPROVEMENTS OVER BASELINE MODELS
Compared with Metric Fuzzy-DKSA A (%) p-value
GAN Accuracy +4.0 0.003
MH-CNN-AM F1-Score +5.0 0.008
TM-MLA Precision +4.0 0.011
HAD Accuracy +3.0 0.018
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To evaluate the individual contribution of each component
in Fuzzy-DKSA, an ablation study was carried out by
systematically removing key modules, DKN, DSA, and fuzzy
logic, and observing the impact on performance. The results
showed that the removal of fuzzy logic significantly reduced
precision, while the exclusion of DKN or DSA decreased
accuracy and Fl-score. The complete model consistently
outperformed all reduced configurations, confirming that each
component significantly enhances the detection capability.

IV. CONCLUSION

This work presented Fuzzy-DKSA, a novel hybrid model
combining DKN, DSA, and fuzzy logic for effective attack
detection in SIoT. The integration of Gower similarity enables
efficient fusion of heterogeneous features. The model is
designed to handle the uncertainty and dynamic relationships
inherent in SIoT environments. Unlike conventional methods,
it offers enhanced adaptability and trust-aware decision-
making. The experimental results demonstrate superior
accuracy, precision, and Fl-score compared to existing
techniques. Future research will extend this work by exploring
more advanced deep learning architectures, such as
transformer-based models and graph neural networks, to
further improve detection capabilities. In addition, real-time
deployment in diverse SIoT environments will be investigated
to address issues related to scalability, computational
efficiency, and dynamic network behavior. Incorporating
adaptive fuzzy systems and continual learning strategies will
also be considered to enhance the model's adaptability to
evolving cyber threats.

The integration of DKN, DSA, and fuzzy logic increases
computational overhead and may require careful parameter
tuning. Scalability and real-time performance could be affected
in resource-constrained or high-density IoT environments.
Despite its layered complexity, the Fuzzy-DKSA model is
modular and can be optimized using pruning or quantization
techniques. This enables practical deployment on cloud or edge
platforms with manageable training time and resource
consumption.
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