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ABSTRACT 

The Internet of Things (IoT)-based Wireless Sensor Networks (WSNs) are critical for real-time data 

collection and communication but face significant challenges in security, energy efficiency, and trust-based 

routing. Ensuring secure and optimized data transmission while minimizing energy consumption is 

essential for network reliability and longevity. To address these challenges, this study presents the Trust-

GAEP-Net model, which combines Graph Neural Networks (GNN) for trust evaluation, AlexNet for deep 

feature extraction, and Enhanced Particle Swarm Optimization (EPSO) for secure and energy-efficient 

routing. The model dynamically detects malicious nodes using GNN-based trust graphs, classifies nodes as 

trusted, semi-trusted, or malicious using AlexNet-based feature extraction, and optimizes routing by 

choosing the most trustworthy and energy-efficient paths through EPSO. Extensive simulations show that 

Trust-GAEP-Net achieves a Packet Delivery Ratio (PDR) of 98.9%, ensuring high data transmission 

reliability. Experimental results show that Trust-GAEP-Net achieves a detection accuracy of 99.1%, 

reduces average latency to 85 ms, and lowers total energy consumption by 16%, making it a robust and 

energy-efficient solution for dynamic IoT-WSN environments. These enhancements establish Trust-GAEP-

Net as a cutting-edge and efficient security solution that ensures robust, adaptive, and energy-efficient 

network performance in dynamic IoT environments. 

Keywords-IoT; energy; trust; packets; security; optimization; detection 

I. INTRODUCTION  

IoT-based Wireless Sensor Networks (WSNs) face pressing 
challenges in ensuring secure and energy-efficient 
communication due to their decentralized architecture, limited 
resources, and susceptibility to malicious node behavior. 
Existing models often fail to balance real-time security with 
minimal energy usage, making them unsuitable for scalable and 
mission-critical applications. The WSNs based on the Internet 
of Things (IoT) are rapidly transforming modern industries by 
enabling real-time data collection, monitoring, and decision-
making in a wide range of applications including smart cities, 
healthcare, industrial automation, and environmental 
monitoring [1-3]. These networks are made up of distributed 
sensor nodes that communicate wirelessly to collect and 
transmit data, thereby enabling intelligent automation and 
smart infrastructure [4-8]. However, the dynamic and resource-
constrained nature of IoT-WSNs poses significant challenges in 

terms of security, energy efficiency, and trust-based 
communication, all of which must be addressed to ensure 
network reliability, longevity, and resilience to malicious 
threats [9-12]. 

The open and decentralized architecture of IoT-WSNs 
makes them vulnerable to malicious attacks, data breaches, and 
trust-related threats [13]. Compromised or malicious nodes can 
disrupt routing, manipulate trust values, inject false data, or 
exhaust network resources, resulting in poor system 
performance [14]. Traditional security mechanisms such as 
cryptography and authentication are frequently insufficient due 
to the computational and energy constraints of sensor nodes 
[15-18]. 

Energy efficiency is another critical concern in IoT-WSNs, 
as sensor nodes are frequently battery-powered and have 
limited energy resources [19]. Routing decisions have a 
significant impact on network lifespan, as inefficient routing 
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causes increased energy consumption, transmission delays, and 
premature node failures [20]. 

To address these issues, the authors propose Trust-GAEP-
Net, a new model that combines Graph Neural Networks 
(GNN) for trust evaluation, AlexNet for deep feature 
extraction, and Enhanced Particle Swarm Optimization (EPSO) 
for secure and energy-efficient routing. Key contributions 
include: 

 Proposing Trust-GAEP-Net, which combines GNN-based 
trust evaluation, AlexNet-based classification, and Genetic 
Algorithm (GA)-enhanced EPSO for secure routing. 

 Building a GNN trust graph to dynamically evaluate node 
trustworthiness. 

 Applying AlexNet to classify nodes as trusted, semi-trusted, 
or malicious. 

 Employing EPSO with adaptive inertia and mutation for 
energy-efficient and secure routing. 

II. RELATED WORKS 

In 2024, authors in [21] used the Bacteria Foraging 
Algorithm (BFA) to optimize routing in WSNs, achieving a 
91% Packet Delivery Ratio (PDR). Despite its effectiveness, 
BFA struggled with convergence speed and sensitivity to initial 
parameters, which resulted in occasional inefficiencies in 
rapidly changing network environments. In 2023, authors in 
[22] proposed the Sand Cat Swarm Optimization Algorithm 
(SCSOA), which aimed to improve security and routing in IoT-
based WSNs. SCSOA's adaptive behavior allowed it to 
dynamically counteract malicious activities and optimize 
routing paths, resulting in lower energy consumption. 
However, the detection rate of 67.43% reveals a significant 
limitation: it indicates a relatively high vulnerability to 
undetected malicious nodes, which could jeopardize network 
integrity. 

Authors in [23] introduced Extended Trust-Based Routing 
(ETBR) in 2024, which uses the Ad hoc On-Demand Distance 
Vector (AODV) protocol and achieved a PDR of 90%. 
However, reliance on AODV limited scalability, as frequent 
route discoveries increased overhead and caused higher latency 
in large-scale networks. In 2020, authors in [24] created the 
Chicken-Dragonfly (CHicDra) algorithm to improve routing 
security through hybrid swarm intelligence. Despite its novel 
approach, the model only managed a PDR of 44%, indicating 
significant packet loss and network inefficiency. 

In 2022, authors in [25] used a modified Gray Wolf 
Optimization (GWO) for trust-based secure routing and 
achieved a detection rate of 96.7%. However, the method was 
computationally complex and required more processing power, 
making it unsuitable for resource-constrained IoT-WSNs. 
Authors in [26] proposed a Novel Approach for Trust 
Utilization and Reliability Enhancement (NATURE) in 2024, 
achieving a 91% detection rate. The technique prioritized trust-
based decision-making to combat malicious node attacks and 
improve routing reliability. While NATURE successfully 
improved security, its detection rate was still below optimal, 

allowing some malicious activities to go undetected, posing 
risks to data confidentiality and integrity. 

Authors in [27] proposed the Walrus Optimization 
Algorithm (WaOA) in 2024, reporting a 93% detection rate and 
an 81% PDR. This bio-inspired approach optimized network 
resource allocation and strengthened trust evaluation 
mechanisms, resulting in increased data reliability. However, 
the algorithm had high computational overhead and required 
fine-tuning of several parameters, limiting its adaptability in 
dynamically changing network environments. 

Each of these approaches helped to advance secure and 
efficient routing in IoT-WSNs, but they all had limitations, 
such as computational complexity, scalability issues, 
suboptimal detection rates, high latency, and energy 
inefficiencies, which made them unsuitable for large-scale, 
real-time deployment. 

III. PROPOSED SYSTEM 

The proposed methodology, as shown in Figure 1, 
incorporates detailed mathematical models and equations to 
define each stage of the process. In this work, the proposed 
Trust-GAEP-Net model utilizes GNN, AlexNet for deep 
feature extraction, and EPSO to enhance trustworthiness and 
energy efficiency in IoT-based WSNs. 

 

 

Fig. 1.  Block diagram of the proposed system. 
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A. Methodology and Process Overview 

1) Network Initialization and Setup 

The network initialization and setup is performed as 
follows: 

 Network topology configuration: Define the simulation area 
and node deployment using coordinates ��� , ���  for each 
node �. 

 Initial setup: Initialize each node � with baseline energy ��
	 

and trust score 
�
	: 

��
	 = ��
�     (1) 


�
	 = 
��� +

�����������

�
   (2) 

2) Trust Evaluation using Graph Neural Networks 

The steps involved in trust evaluation are: 

 Dynamic trust graph construction: Use GNN to construct a 
dynamic trust graph ���, ��, where � is the set of nodes 
and � represents the edges weighted by trust values. Update 
the trust graph based on interactions using: 


���� + 1� = �
����� + �1 + ��� �� , ��!  (3) 

where �  is the decay factor and � �� , ��!  is the function 

evaluating the interaction between nodes � and ". 

 Compromised node detection: Analyze the trust graph to 
identify anomalies using the change in trust weight ∆
��: 

∆
�� = $
����� − 
���� − 1�$   (4) 

Nodes are flagged if ∆
��  exceeds a predetermined 

threshold. 

3) Feature Extraction for Trust Assessment 

The process of feature extraction for trust assessment 
involves the following steps: 

 AlexNet-based feature extraction: Implement AlexNet to 
extract features �� from node data &�: 

�� = '()�*)��&��    (5) 

 Node classification: Classify nodes using a softmax layer 
over AlexNet outputs: 

+��� = ,|��� =  
/0

12�340

∑ /0

12�3460
678

   (6) 

where ,  corresponds to categories (trusted, semi-trusted, 
malicious). 

4) Routing Optimization with Enhanced Particle Swarm 

Optimization 

Routing optimization is conducted as follows: 

 Route optimization: Apply EPSO to find optimal paths by 
minimizing a cost function 9  that considers trust and 
energy: 

9�+� =  : ∑ �1 − 
�� + �1 − :� ∑ ��
;
�<=

;
�<=  (7) 

where : is a balancing factor, 
�  is the trust score, and �� is 
the energy level of node �. 

 Dynamic routing adjustment: Update paths in real-time 
based on changes in trust scores and energy levels, 
recalculating 9�+� as network conditions evolve. 

5) Secure and Efficient Data Transmission 

The secure and efficient data transmission is ensured 
through: 

 Data transmission protocol: Ensure the data are transmitted 
through trusted paths by checking: 

∏ 
� > 
@AB/CADEF� G H     (8) 

where + is the path from source to destination. 

 Energy consumption monitoring: Monitor and adjust 
energy consumption using: 

���� + 1� =  ����� − I�@� − J�B�  (9) 

where I and J represent the energy consumed per unit of 
transmitted and received data, respectively. 

6) Security and Network Performance Metrics 

The evaluation of security and network performance is 
performed using the following metrics: 

 Security metrics: Evaluate using the detection rate KL and 
the false positive rate MNL: 

KL =  �O

�OPQ;
     (10) 

MNL =  QO

QOP�;
    (11) 

 Energy efficiency metrics: Measure using the average 

residual energy �R: 

�R = =

;
 ∑ ��

;
�<=     (12) 

 Network performance metrics: Assess using the packet 
delivery ratio PDR: 

PDR = OVWX�YWZWV

O[W�\
    (13) 

B. Proposed Model Architecture 

The architecture of Trust-GAEP-Net integrates three core 
modules: GNN, AlexNet, and EPSO to establish a secure and 
energy-efficient routing mechanism in IoT-based WSNs. The 
GNN module models the WSN as a dynamic trust graph, where 
sensor nodes are represented as vertices and trust relationships 
between nodes are represented as weighted edges. The trust 
scores are updated iteratively based on past interactions, 
anomaly detection, and network behavior, ensuring that 
compromised or malicious nodes are effectively identified. 
Next, the AlexNet module processes the interaction data 
between nodes and extracts high-dimensional trust features, 
such as packet forwarding behavior, energy fluctuations, and 
transmission patterns. These features allow the model to 
classify nodes into trust categories with greater precision. The 
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EPSO module then optimizes the routing process by selecting 
the most trustworthy and energy-efficient paths based on the 
outputs of both the GNN and AlexNet. Unlike traditional PSO, 
EPSO incorporates an adaptive inertia weight, a mutation 
operator to escape local optima, and a fitness function that 
balances trust level, residual energy, and communication cost. 

The Trust-GAEP-Net model operates through a three-stage 
pipeline: (1) Trust scores are dynamically computed using a 
GNN-based interaction graph, (2) node behaviors are classified 
through deep feature extraction with AlexNet, and (3) routing 
paths are optimized using EPSO, which integrates adaptive 
inertia and mutation functions inspired by genetic algorithms. 
Figure 2 illustrates the proposed model architecture. 

 

 

Fig. 2.  Architecture of the proposed model. 

The novelty of Trust-GAEP-Net lies in its cohesive 
integration of trust management via GNNs, semantic trust 
classification using Convolutional Neural Network (CNN)-
based AlexNet, and intelligent routing through GA-enhanced 
EPSO. Unlike conventional trust models that rely solely on 
statistical methods or rule-based evaluations, Trust-GAEP-Net 
leverages deep learning and graph analytics to capture complex 
node behaviors while adapting to real-time network changes. 
The hybrid use of CNN-based AlexNet with graph-based trust 
modeling enables the detection of subtle malicious behaviors 
that traditional approaches fail to identify. Additionally, EPSO 
surpasses traditional PSO by incorporating adaptive inertia 
weight and mutation strategies, preventing premature 
convergence and improving the efficiency of path selection. 

C. Algorithm of the Proposed Model 

The algorithmic procedure of the Trust-GAEP-Net model 
for secure and energy-efficient routing is described in 
Algorithm 1. 

Algorithm 1: Trust-GAEP-Net model 

Step 1: Initialize network 

- Deploy sensor nodes and set initial 

trust values 

- Define network topology and 

connectivity 

Step 2: Trust evaluation using GNN 

- Construct the trust graph with nodes 

and weighted edges 

- Update trust scores based on node 

interactions 

- Detect compromised nodes by analyzing 

trust changes 

Step 3: Feature extraction using AlexNet 

- Process node interaction data 

- Extract high-dimensional trust-related 

features 

- Classify nodes into trust categories 

Step 4: Routing optimization using EPSO 

- Compute optimal paths based on trust 

and energy efficiency 

- Apply adaptive optimization to avoid 

local optima 

- Select best routing paths for data 

transmission 

Step 5: Secure Data Transmission 

- Transmit data through selected trusted 

paths 

- Monitor energy consumption and adjust 

paths dynamically 

IV. RESULTS AND ANALYSIS 

Table I presents a realistic scenario, considering diverse 
initial energy levels based on potential roles (e.g., sensor, 
actuator, router) and more nuanced initial trust scores 
influenced by factors such as node manufacturer reliability or 
historical performance data. The positions are also chosen to 
reflect a plausible deployment scenario in an IoT environment. 
These initial parameters are crucial, as they reflect the different 
roles and expected reliability of the nodes, based on their 
operational demands and historical data. Nodes with higher 
energy and trust scores are likely positioned to perform more 
critical functions within the network, such as data aggregation 
or acting as relay points in multi-hop communication paths. 
The placement of nodes, as indicated by their coordinates, is 
designed to mimic a typical IoT field deployment, which could 
range from a structured grid in an industrial setup to a more 
scattered arrangement in environmental monitoring scenarios. 

Figure 3 provides a simplified representation of trust levels 
in an IoT-based WSN. It focuses on five sample nodes and 
illustrates dynamic trust changes over time, avoiding 
unnecessary complexity. The trust evaluation methodology is 
based on a GNN and adjusts trust levels dynamically through 
node interactions, data exchange outcomes, and observed 
anomalies. Each node periodically updates its trust level, which 
is influenced by direct interactions with neighbors and indirect 
information from the broader network. The plot captures the 
temporal evolution of trust for five nodes, where oscillations in 
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trust levels reflect factors such as successful transmissions, 
failed communications, or anomaly detection. Notably, Node 4 
consistently maintains high trust levels (around 0.9), suggesting 
strong security and reliability. In contrast, Node 5 fluctuates 
around 0.5, indicating potential reliability concerns. 

TABLE I.  INITIAL NETWORK CONFIGURATION 

Node ID 
Initial energy ]^

_ 

(J) 

Initial trust score 

`^
_ 

Coordinates 
�a^, b^� 

1 15.0 0.8 (5, 5) 

2 12.0 0.6 (20, 10) 

3 18.0 0.7 (30, 15) 

4 20.0 0.9 (45, 5) 

5 9.0 0.5 (50, 20) 

6 11.0 0.65 (15, 25) 

7 14.0 0.75 (35, 30) 

8 10.0 0.4 (40, 25) 

9 8.0 0.3 (25, 35) 

10 13.0 0.55 (5, 45) 

 

 

Fig. 3.  Trust levels over time. 

Table II shows explicit anomalies in trust scores across 
nodes in an IoT-based WSN, as indicated by significant 
changes that exceed a threshold of 0.2. Node 1 at time stamp 
1.0 showed an increase in trust of 0.21, which was marked as 
an anomaly, indicating a confirmed improvement in node 
integrity or a response to specific network activities. 
Conversely, a 0.23 decrease in Node 2's trust at time stamp 2.5 
indicated potential security threats or malfunctions. 

TABLE II.  ANOMALY DETECTION RESULTS 

Time 

stamp 

Node 

ID 

Trust 

change 

Anomaly 

detected 

1.0 Node 1 +0.21 Yes 

2.5 Node 2 -0.23 Yes 

4.0 Node 3 +0.25 Yes 

5.5 Node 4 -0.22 Yes 

7.0 Node 5 +0.20 Yes 

8.5 Node 1 -0.24 Yes 

 
Figure 4 shows a bar chart illustrating the distribution of 

nodes classified into three categories based on AlexNet deep 
feature extraction: trusted, semi-trusted, and malicious. Each 
category is clearly represented by a distinct color: green for 

trusted, yellow for semi-trusted, and red for malicious. This 
visualization effectively demonstrates the classification 
outcomes, showing that 50% of the nodes are considered 
trusted, 30% are semi-trusted, and 20% are classified as 
malicious. 

 

 

Fig. 4.  Node classification distribution. 

The plot in Figure 5 visualizes the optimized routing paths 
within an IoT network, strategically determined by the EPSO. 
The nodes in the network are labeled numerically from 1 to 7 to 
facilitate identification and discussion. The routing paths are 
color-coded to reflect trustworthiness, with darker blues 
indicating higher trust levels. The width of each path illustrates 
energy consumption, with thicker lines representing higher 
energy paths. 

 

 

Fig. 5.  Optimized routing paths. 

Table III, created from the EPSO plot, provides a detailed 
analysis of distinct network paths. It encapsulates total trust 
scores, energy costs, and efficiency metrics for each route. For 
each identified path, such as 1 → 2 → 3 → 4, the table 
aggregates the trust weights and energy costs associated with 
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the respective edges, which are calculated from the 
hypothetical values used in the visualization. The path 
efficiency score, calculated as the total trust score divided by 
the total energy cost, multiplied by ten, offers a quantifiable 
metric to assess the route's overall efficiency. This scoring 
system prioritizes paths that achieve higher trust levels with 
lower energy consumption, providing a clear, numerical basis 
to evaluate and compare the effectiveness of different routing 
strategies implemented by the EPSO in the IoT network setup. 
Figure 6 depicts an exponential decay in energy consumption 
over time, highlighting the network's increasing energy 
efficiency. 

TABLE III.  ROUTING OPTIMIZATION PERFORMANCE 

Route 

ID 
Nodes in path 

Total 

trust score 

Total 

energy cost 

Path efficiency 

score 

1 1 → 2 → 3 → 4 2.4 0.9 8.0 

2 1 → 5 → 6 → 7 → 4 2.2 2.3 7.2 

3 2 → 6 → 7 → 4 2.3 1.1 7.8 

 

 

Fig. 6.  Energy consumption. 

Figure 7 illustrates a logarithmic increase in the packet 
success rate, reflecting continuous improvements in data 
transmission reliability. This positive trend ensures that data 
packets consistently reach their intended destinations, 
reinforcing effective communication within the network. 
Figure 8 illustrates the PDR over time. The graph demonstrates 
steady improvement up to 98.9%, with minor fluctuations 
reflecting the network's ability to adapt to dynamic conditions. 
Figure 9 illustrates the network throughput over time, revealing 
an upward trend that signifies an increased data handling 
capacity. Minor variations represent real-world network 
dynamics.  Figure 10 presents end-to-end delay, where a 
logarithmic scale highlights the decreasing trend in delay, 
demonstrating improved transmission efficiency. The network 
progressively optimizes speed, reducing latency and enhancing 
overall performance. 

Table IV provides a comprehensive evaluation of security 
metrics, offering a detailed before-and-after comparison of key 

parameters and demonstrating the substantial impact of the 
Trust-GAEP-Net model on network security and efficiency. 
Notably, the detection rate increased from 85.2% to 99.1%, 
signifying that the model can now identify malicious or 
compromised nodes with higher accuracy, effectively reducing 
the risk of security breaches. At the same time, the false 
positive rate decreased from 12.5% to 3.1%, indicating that the 
system can better differentiate between trustworthy and 
untrustworthy nodes, reducing unnecessary security alerts and 
improving overall reliability. Additionally, energy overhead 
decreased from 1.8 J to 1.3 J, confirming that the security 
improvements were implemented without adding excessive 
power consumption, making the model more energy-efficient 
for resource-constrained IoT-WSN environments. The data 
integrity score increased substantially from 0.76 to 0.92, 
ensuring that transmitted data are less susceptible to tampering 
or corruption, which is crucial for secure and reliable 
communication in sensor networks. Furthermore, the average 
latency reduced from 120 ms to 85 ms, proving that the 
security enhancements did not negatively impact network 
performance and that the optimized routing ensured faster 
communication and minimal transmission delays. Overall, the 
Trust-GAEP-Net model effectively balances security, 
efficiency, and performance, making it a robust solution for 
securing IoT-based WSNs while maintaining high detection 
accuracy, low energy overhead, and fast, reliable 
communication. 

TABLE IV.  SECURITY METRICS EVALUATION 

Metric 
Value before 

implementation 

Value after 

implementation 

Detection rate (%) 85.2 99.1 

False positive rate (%) 12.5 3.1 

Energy overhead (J) 1.8 1.3 

Data integrity score (0-1) 0.76 0.92 

Average latency (ms) 120 85 

 

 

Fig. 7.  Packet success rate. 
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Fig. 8.  Packet delivery ratio. 

 

Fig. 9.  Network throughput. 

 

Fig. 10.  End-to-end delay. 

Figure 11 presents a bar chart that compares energy 
consumption metrics before and after implementing the Trust-
GAEP-Net model, showcasing its effectiveness in optimizing 
routing and trust management. Total energy consumption 
decreased from 500 J to 420 J, reflecting a 16% reduction in 
unnecessary energy usage while maintaining network security. 
Energy consumption per node also dropped from 10 J to 8 J, 
demonstrating improved efficiency without compromising 
performance. Additionally, residual energy increased from 200 
J to 280 J, indicating that nodes retain more power for extended 
operation, ultimately prolonging network lifespan. These 
results highlight the Trust-GAEP-Net model's ability to 
enhance energy efficiency by minimizing redundant 
transmissions and avoiding energy-draining malicious nodes. 
The network sustains operations for a longer duration, making 
it particularly suitable for IoT-WSN applications where energy 
conservation is crucial. The increase in residual energy further 
suggests that sensor nodes will have a longer lifespan, reducing 
the need for frequent battery replacements or recharging, 
thereby improving overall network sustainability. 

 

Fig. 11.  Energy consumption and savings. 
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Table V compares the PDR values of different models. The 
BFA [21], the SCSOA [22], and the ETBR [23] achieved PDR 
values of 91%, 95%, and 90%, respectively, indicating 
acceptable performance in ensuring data delivery across the 
network. CHicDra [24] performed significantly worse, with a 
PDR of only 44%, indicating excessive packet loss and 
inefficient routing. WaOA [27] performed slightly better 
(81%), but still lags behind more optimized models. The 
proposed Trust-GAEP-Net model exhibited the highest PDR 
(98.9%), demonstrating its superior ability to ensure secure and 
reliable data transmission across IoT-WSNs. 

TABLE V.  PDR COMPARISON 

Model [Citation number] PDR (%) 

BFA [21] 91 

SCSOA [22] 95 

ETBR [23] 90 

CHicDra [24] 44 

WaOA [27] 81 

Proposed model (Trust-GAEP-Net) 98.9 

 
Table VI illustrates the effectiveness with which each 

model detects malicious or compromised nodes. SCSOA [22] 
had a low detection rate of 67.43%, implying that it struggled 
to identify attacks effectively. GWO [25] significantly 
increased the detection rate to 96.7%, making it more effective 
at identifying security threats. NATURE [26] and WaOA [27] 
also had competitive detection rates of 91% and 93%, 
respectively, indicating improved trust-based routing 
mechanisms. However, none of these models matched the 
proposed model, Trust-GAEP-Net, which had a 99.1% 
detection rate. 

TABLE VI.  DETECTION RATE COMPARISON 

Model [Citation number] Detection rate 

(%) 

SCSOA [22] 67.43 

GWO [25] 96.7 

NATURE [26] 91 

WaOA [27] 93 

Proposed model (Trust-GAEP-Net) 99.1 

 
Table VII compares models based on power efficiency. 

CHicDra [24] had high energy overhead, making it unsuitable 
for energy-constrained IoT-WSNs. Similarly, GWO [25] was 
identified as computationally intensive, necessitating additional 
resources to maintain secure routing decisions. In contrast, the 
proposed Trust-GAEP-Net model showed optimized and low 
energy consumption, effectively reducing unnecessary energy 
expenditure while maintaining high security and performance. 

TABLE VII.  ENERGY OVERHEAD COMPARISON 

Model [Citation number] Energy overhead (J) 

CHicDra [24] High 

GWO [25] 
Computationally 

intensive 

Proposed model (Trust-GAEP-Net) Optimized & low 

 
Table VIII compares the resource demands of various 

approaches. GWO [25] required significant processing power, 
rendering it unsuitable for lightweight IoT devices. Similarly, 

WaOA [27] had a high computational overhead, which could 
affect scalability and real-time performance. In contrast, the 
proposed model (Trust-GAEP-Net) was both efficient and 
scalable, achieving a balance between computational 
requirements and security efficiency while ensuring smooth 
performance in dynamic and resource-constrained 
environments. 

TABLE VIII.  COMPUTATIONAL COMPLEXITY COMPARISON 

Model [Citation number] Complexity 

GWO [25] High processing power required 

WaOA [27] High computational overhead 

Proposed model (Trust-GAEP-Net) Efficient & scalable 

 
The method comparison tables demonstrate that the Trust-

GAEP-Net model outperforms existing approaches in terms of 
packet delivery, detection accuracy, energy efficiency, and 
computational feasibility. This ensures a strong, scalable, and 
energy-efficient security solution for IoT-based WSNs, 
addressing the limitations of previous approaches. 

The experimental outcomes were validated using average 
values from 20 simulations with randomly distributed node 
topologies, as shown in Table IX. The Trust-GAEP-Net model 
consistently demonstrated superior statistical performance 
across all key indicators. However, implementing Trust-GAEP-
Net in IoT-WSNs presented several challenges. Sensor node 
limitations constrained the complexity of deep learning 
components. Furthermore, integrating GNNs for real-time trust 
updates resulted in latency in highly dynamic topologies. 

TABLE IX.  SUMMARY OF METRICS BEFORE AND AFTER 
MODEL IMPLEMENTATION 

Metric Before 
After  

(Trust-GAEP-Net) 

Detection rate (%) 85.2 99.1 

False positive rate (%) 12.5 3.1 

Energy overhead (J) 1.8 1.3 

Avg. latency (ms) 120 85 

Data integrity score 0.76 0.92 

 

V. CONCLUSION AND SUMMARY 

The proposed Trust-GAEP-Net model achieved a 99.1% 
detection rate and a 3.1% false positive rate, significantly 
enhancing the security of Internet of Things (IoT)-based 
Wireless Sensor Networks (WSNs) security. Data integrity 
improved to a score of 0.92, and total energy consumption was 
reduced by 16%, demonstrating superior performance in terms 
of reliability, scalability, and energy efficiency when compared 
to existing models.  

The Trust-GAEP-Net model improves the security, 
efficiency, and reliability of IoT-based WSNs by combining 
Graph Neural Networks (GNN) for trust evaluation, AlexNet 
for deep feature extraction, and Enhanced Particle Swarm 
Optimization (EPSO) for optimal routing. The model 
effectively identifies malicious nodes, prevents security 
breaches, and optimizes data transmission paths, resulting in a 
Packet Delivery Ratio (PDR) of 98.9%. Trust-GAEP-Net 
enables robust, real-time, and reliable communication in 
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critical applications such as smart cities, healthcare monitoring, 
and industrial automation by balancing security and energy 
efficiency. 

The model can be enhanced in the future to counter 
sophisticated cyber threats such as adversarial attacks, 
jamming, wormhole, and Sybil attacks, all of which pose 
significant risks to IoT-WSNs.  Future extensions of the Trust-
GAEP-Net model may include integration with edge or fog 
computing layers to support real-time trust computation closer 
to the data source, thereby reducing latency. Additionally, 
incorporating multi-hop trust propagation mechanisms can 
improve scalability and resilience in larger, heterogeneous IoT-
WSN deployments with dynamic topologies. 
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